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Abstract: In laaS platforms, hardware infrastructures are sliced into multiple virtual machines (VMs) to provide computing capabilities
for users. Virtualization greatly improves the resource utilization, however it introduces potential risk of variation in VM performance.
VMs co-located together have a high probability of performance degradation when one of the VMs behaves as a noisy neighbor competing
hardware resource with other victims. How to efficiently monitor and quantify this type of performance interference thus becomes a key

challenge for IaaS providers. To address these challenges, this study presents an approach which transparently monitors and quantifies
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VMs interferences through low-level metrics with hardware performance counters (HPCs). The approach explores the information within
HPC and LLC miss rates, builds performance prediction model and quantifies performance interference of different (CPU-bound and
net-bound) VMs. Experimental results show that the proposed approach can predict the performance degradation effectively with an
acceptable overhead that is lower than 10%.

Key words: cloud computing; virtualization; performance interference; hardware performance counter; performance model
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Fig.3 Performance degradation and LLC misses rates of the four workloads (mcf, 1bm, libquantum, bzip2)
running on VM1 when co-located with the workloads (along x-axis) running on VM2, respectively
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Fig4 Performance degradation of VM1 against with LLC misses rates of VM1 and VM2 (apache);
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B — XA WA ), RAEGAFZ RS CPU Db 20N A A7 v SR B, 5 >k v e I8, i
X—TEREITF4H AT CPU %548 B W FTAZ AT BsF [ v i o 1) Ll A9 42 v TR b, 2 A7 2R 80K /I v DL B H I 45 7
%N I PERE R BRI,
o T I 4 B AR 2 Y R R AT IR TRD S R R T b ION T % Ak B TR, 8 A 2R T SR IR TR
TEIBAT B 1) BT o 1 L A8 B ARG AR DG TR 1%, Bk, Y Y B & 19 LLC misses rates FA g H #4878 HoPERE
T B TR DR /N AL 5K T X % 2 AR TR Y SR U, RN N R G 1 FE R R AR A1) LLC misses rates A& A B
IR B I & B 3R B4 n, 8 7 A2 1) LLC misses rates 4 v et 2k M 48 0, X1 LLC misses rates H] L
A 2 N 47 380 T 48 hr.
“FH RN LLC misses rates 483K 2N H A R G55 K10 & 77,07 L RIS 52 55 R AU ML 1 PR B8 T Fé i

K.

© PEEREES AT

http:// Www. jos. org. cn



EM AR TR S B Y R AU BT AE B R 2081
3 FiEER
BT b S0 R A SCHE Y — R T AR B0 S 00 e LY BE T Ak i R AR B g

RV A BE TR S AR AR N RSN N S AR T, DR UL IE REAR KI8T 5 4t T MRS AT A

AR
@ Sandbox environment /2> Production
N_
N

Bench| v\ | [VM placement) VM | | vM || vM
mark I/
Monitor module ‘ Monitor module
VMM VMM
| J L
Interference - Analyzer module
prediction model ||

Fig5 System architecture

5 RGHH

257 I 2 KP4 B0 o0 I, 3R 5 1 50K T B A — AN P A8 R St (sandbox environment), i Y ]
25T I 2L 71 (benchmark) 3 [7]32 47,3 i Wa U 3R St (monitor system) 3k BUIE AT 204, g3 Vo8 3 H 1914 g T3 =4k
F M (interference prediction model); & Ji5 4 5 FH 3T 78 1 A4 7= #1355 (production) H, I Wl 28 45 i I WAL 4 B FH 18 47 18
) 7 A= 1R B AR SR S N 23 BT 2 B8 (analy zer system) P, 45 4 TV (R 1k B8 T-PB 280 I 00 R UM LB AT 175 0. 24 R B
F R RNLBAT K AR5 B, 0BT R G 45 B oA FR S LIS AT PR 0 FHASTH 0 0 6f 5 SOUHL 3R AT R 48, an R AU LT 75
o XfF CPU BRI N ARHE b — 7 WS 45 5, 8 28 g T4 8= 5 11 5 LLC misses rates 145 iF R 2k
A IR AZEVS R IR BT b R T 858 N 5 — 41 CPU 5 45 R I I v 41 4 I3k, B AT 4 37 CPU s S R N
FH B e TR,

o NI T ETIN N TR T E S THEM LLC misses rates il & gk AH K, |ATSH L
BR[ 1310 P00 S5 INTFH0EE il 2 Fnfgose B2 ih 2. 40 2 ih £ 2 FR b A S 33 b e LA R4
GINHE J3 KN B bt B0 B W 2 2 Fi R UUMLAE AR 52— 58 TP RE MG o0 T, PR RS T B B0 B 5 R T T30
JE 25 R U B i 2 O 19 4 5 AR AR R P ST R TR AR I K I FH S RS B AR 7 R v R A 52 I
E iR o B 7 W = e N VAR R N N

3.1 FHEE#ER

P A T 008 5 A [ 28 28 R TP (R T AN [R), AT BRAT 1 40 B A 2 4 o) CPU 25 S 20 1 R ) ¢ 2
AR 1N FH 220 ) L 8 A SRR IR 6T 2R R R P e A SRR Y FRAT TR T L T R MR 5 2.2
FERES 2.3 S ¥ 5 B5 £ W1, LLC misses rates -5 P Fft 7 (001 BE T /N4 70 5 i 10 2 k4 DG 4k, I
I, P A 20 T LA G 220 L P 5 2 TRD 018 G 2R F IR A O 0 4 M W R 2R AT 5 2 B o v il R IR TE B A 45 5
Wi J5U 2R 0 (3B AT, U (4 £ 28 M0 D0 700 55 B (R I U R 48 15 5 IS AT BT 1, A 20 L 00 7 F g vk e T3t s 4t
{107 52 56 &35 TR 0 7% Ak AR 2R B A A CRIE A /N BB T O ARSI AT A0k S 0 288 B P ) M RE TR KD

o CPU %M H

AT T 009 28 2 A2 10 B T, CPU %5 4R 28 1 T 1) 4k e TP AR 284 L e ] o, 12k B % 5 1 5 (¥ LLC misses rates 2%
LR PR DG, TA T A R 55— 21 CPU %5 S5 R MK FE v (1 SPECepu2006) 3 [ 32 47 3R B Bk PR 28
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s, UM v, VERE B BE 0, WA
dyy, = ¥R, (3)
L, a,, RHKFREL, R, BB vm; 1) LLC misses rates 2t i1 5.
o LGB
Do 23 2 A B0 N T PR 1 A A E At S T S 1 s 0 B e, DR b AT 1 0 R 2 0 B A B A R el
KT P{pipa,...opad, I 1M AR IR — 1A 02 U5 04 K DL I AN B R B O AR i 45 R 4
19 s, 3 08 0 T 1P % 2 2 288 1 SR U, 0 8 12 1 R Sho ) % B e A SR 1 P g, A SC v ] o ol 0
NE R g e RS B T, B T B B 8 LLC misses rates AT LM T S e j SOUHL A (0 G 8K DS,
W RESUABL vm; TIRSE p,,, TEAZRZR A
Do, =@y X R, 4)
L, a,, RMKRLL, R, RN vm, 1) LLC misses rates 25 v & EUBL v, JTARSZ 1) BT P, WATLAFR
RA

Pvmi n ipvm‘/ = iavmj X Rvm]» (5)
Forb MR SRR B A R AL A H T I 2 AR RN T PR RE R B g, AT AR
dV}n,‘ = ﬁ\/m‘ X })V)n,‘ (6)

Hrh, B, AR

FATTVCTE T P 8% A2 B N FH A Ve, 6 BB A8 7 A A () 100 B 45 2 1) 47 480 07, I I e 06 Mt ) HG ks 2 FH Ay
FRGUAT RN TP R S5 G 2, L AR DN R A0 IS o G 67 a8 s g, M 0 U 52 A A A T R, 4 1
IS FH T 5 1 0 8% i, AT 5 oA A0 88 n 2EE A7 8 g, B 5 0 R P S TR 1A T R 13 L 1 1 e
T BRI, 2 T A D0 P R R i TP S i 4 RN 0 i 4 3 [ A R A DU S A ) e T AR .
3.2 BNRE

W R g B S PMU BT A B 0 S8R IE 45 B BN PMU 01, 35 PMU M IE A7 228 2 80
LLC misses rates,%i t 2404 6 000. 4 s Wl 46 B, 45 Bl A 3 (monitor module)Jd 3 PMU #47 7H4%, 4 LLC misses
PRI 6 000 B ,PMU = A= Al 44 v 7. W RS IR Wi 1) v 07 5 4 21 i o W R A 1 R SOAE EVORAE B N A
o T R AR MR IR TR . R RINLEE (S S H SR S R R AT 4 B e v 2 0 4 RS B R
(translate module) £ 544 P A7 F (1) Z3E AN T 13245 B 45 & gm0 B8 Al T 32 SO AR B, 8o v A [A] B UL 43 3
FEHET 2 D AT B I TR B R G A AT R 0 1] 6 P,

Configuration

@ ‘Memory DDDDD ‘
o |

ﬁlnter‘rupt
U

Fig 6 Architecture of monitor system
Ko Ml RN

d 7

Config
PM

AT D R ST E AL A TR xenoprof & B HISERL_E A 21,78 5 bria A7 1l 5 v, B D0 R SE 85 20 B 48T 10
FOIE AT A5 G MU A0 5 ] LUK SEZ Bt A7 1 D0 AT 2, 2 SR A A 24 ) —— BN 1) A 2 8 A T — MR S IR
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285, DR IR Mot DU A e AU T SR LS D00 Ak S A R OUL R LR BT BRI G, U AT IR Mt U R 2 i, O
SiE oAb EEE, 0 CPU AT &% A5 5, th 2 AT RGT oSt — 2B A Py 58

33 SES

N VDA AR G A B AR 7 F B R DU, B 20 T R St (analyzer sy stem) 560 I 2 28 AR 31 ) 2 AR 9
N IS AT S 1) 7 A 0 0 DA S AT R 1 e T PR, 0 R LI AT 1 0. 24 RESUOPL A B8 HH IR BE RIS T HT P
Tv i PE REFRAR I, 20 At R G808 ) WSR3 AR 48 B AU PR BER O, 5t D
T CPU RN H, B TPk e BT LLE 42 B 15 5 18 LLC misses rates V543 31, 7387 5 48 52 1t s
RAMWEE S LLC misses rates fNEBEF PRI FREUEEA EIINLIEBE T BRI/, 2 LB IPLIEBE T Rl
TE ] FBEARAR IS AR A [R5 B AT AR B
() HRGH L f R HBLERE ™ E R BRGE I T 7 PR AR I, U6 B AR G B g i K
FRATIR T D00 B9 1 S B s R UL 2E 1) LLC misses rates MK B /NEATHEFP MK K R 48 LLC
misses rates 5z A T RE SN A2 21 FC At PR 358, or I FC At R FUALAE REAR DL, B2 A RESUMLIE BEVR &2 1E
WOk
Q) BARGP DT (0 RSN I RN BRI, FRATTAR TH ) B0 500 1) D B UL 42 R
AE N B K /N R R A UK PERE T [ B X ) R SUHLE 5 21 1 A R 358 A 0 38 4% R A ML B 471K
DU, ELER R 1R e LAE REVR B 11 O 1k H AR SR WA 1.
B3% 1. CPU Z 4RV .
Input:
R: The LLC misses rates array of all CPU-bound applications on the system;
m: The number of CPU-bound applications on the system;

flag: The flag array to indicate the application performance anomaly.

1. while true do

2 UpdateMonitorData(R, flag)

3 for each i in [1,m] do

4 Deg=FstimatePerfDeg(R[i],D[i])
5. if Deg>TTi] then

6 flag[i]=true

7 end if

8 end for

9. if NumOfTrue(flag)>NumOfFalse(flag) then
10. culprit=RankOrderHPC(R)

11. MigrateApp(culprit)

12.  else

13. victim=0btainVictimApp(flag)
14. MigrateApp(victim)

15.  endif

16. Wait(T) //wait for T time

17. end while

X 19 2 A N T RE SN LR 8 B eh A SR A L™ ZE 1) LLC misses rates v 55459 21, 70 4 R 48 B4
HEFUHL LLC misses rates AN TP M Zefi i e ML R G0 LM I T) p,, , SRJ5, HEAE SRR SESUNLAR 2 1)
BT B, AR KESUNL AR RO BEAE TR i 45 HH PR 8 B AR DR/ 2 0 2ot SR R T P e 1 B Rl T P T8t
FEbR IS 75 S R AU AT R . ey T 90 9 5 4R 2R 1 T M e it AR B AR A, — SEAIT SN A, A A B AR A F R T R
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WAL RE ;55— ST TN, O R G0 oK d R B I 100 12 T I A% B T A% R ke, mT AR AR P s SR 82 50 0%
BEATHE— 0 1 S, N

Bk 2 MEHEERNAL

Input:

R: The LLC misses rates array of all Net-bound applications on the system;

m: The number of Net-bound applications on the system.

1. while true do

2. UpdateMonitorData(R flag,P)
3. for cach i in [1,m] do

4. plil=PressureCurve(R[i])

5. P=p[i]+P

6. end for

7. for each i in [1,m] do

8. Deg=SensitivityCurve(P—p[i])
9. if Deg>Threshold(i) then

10. flag=true

11. break

12. end if

13.  end for

14.  if flag then

15. RescheduleApp() //user-defined schedule algorithm
16.  end if

17.  Wait(T) //wait for T time
18. end while

4 LR

AT BT ST TR T — R A LI VRO Z 5 VERML L CPU 5 4 21 3 FH R0 ) 4% 2 2 284 1 FH 2k
T B BRI, DL ROZ DTV RTINS S B BREE A 55 2.1 5 P, AT 143 AT CPU %5 5 B4 I HI T 28 4%
R AT T T CPU B AR AN H - ATT A SPECepu 2006 1 53 ShBkit T 4 AN HAT AN 1 578
perlbench,omnetpp,milc,bwaves, #f H:AFE Jg 45 00 57 FH 33047 2 G W06k T~ 99 4% s 42 780 v ), AT ] Bench4Q ZE %
B GO A IR HL 55 BEAT TP A
4.1 CPUZEEINH

FATM SPECcpu2006 MR IEHEPEHL 12 4~ 5 £33 H (perlbench,omnetpp,milc,bwaves) & [7] 12 17 {E
WAR R G b @SV RE PO B, W ] 7(a)~18] 7(d)FT 7R, B 8 2 LLC misses rates A1 AE T B 7] 1) 5 R KL H
2 V&1 FR IS PR L e 7 T R RE OO AR Y AR S FRAT DR A S S B8 B AR = R B v R A S 5 SPECepu-
2006 WERFEHE T 5340 12 AR SE R AT A0 R 1 fe 28 4. ] 7(e)~Bl 7(h) i, B 45 H T 5 B i 4%
TN FH 2 B I A /N 5 42k fe iy A 200 Aty 5 o SR (1 0] b P, P A &% SR B2 I 0 A B &5 SR M E A N I T A
i P B AR 25 A A RO e AR R AR N RS L RIS AT I PR RE R BRI RN IR ZE NI 5%.
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FI BN 75 S 3 L RS AT 928 45 B B 9 FioR: B 9(a) i ApacheBench A= i ) 91 2 K /N FESE 9 0 8h 2 W R A
1] 72 2% 18 25 4k 11 8)) &5 £ 3% (dynamic workload), 55 9 73 %112 J&5 5 4t 28 B (1 2 5 I 67 48 755 V& (sudden  workload
spike); &l 9(b)>h Bench4Q M HE1E BB AL 4b (1 1th £ B, 552 2k Sy Mt I 380 1) P BB DR /N, K 2 2 R0 FH T 46 it 42 Uk
it £ TR A5 20 14 P e /N T BUF HA 28 B TR0 ASE 280 B2 A% % s S T I 5 SR L0 SR 26 L it b TR0 Tk e AR

1% ZE AT 10%.

120 o 1.0
Q
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5 80 S 08
Q 5]
S 60 & 07
2 3
240 S 06
[} <
£ 20 E 0.5
0 0.4
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LLC misses rates Pressure factor (%)
(a) FHLMZ (b) HUK ih 2k
Fig.8 Pressure and sensitivity curve of Bench4Q benchmark
8  Bench4Q Wl 1 A5 HE A - ith 2 AU i 2k
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120 Dynamic workload «——————  Sudden workload spike = —|
S 100 seennd P —
£ S [ T
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Fig.9 Generated workload and predicted performance degradation against with
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measured performance degradation
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TR AR 5 A () A 0 X v R AT 20 A K, T o R R e EAT I AN RR B AE B NN R 4 2 R
— I HLABFDUAR T[] DL 23 B Ay £ %, e R B TR AN S8 5 1 AN B, DRl bk 4 7 M i T PR 28 ) e e 48 7 v 4
2R T DA, 32 PR BE T B R VR TR 2 AR A T S S HOHT R I T A, T T A 22 B e e R T
BT € it P o £ I Y T IZ AT I ok T SCY) 54 1856 T LLC misses rates, Vi tH 5 W7 I A0 B g T 13
PG R OB A 8 2.2 RIS 2.3 TR, CPU % AR TN Y = A T 3z KT I 9% 4 A TR 1 7= A (M) A7 %
B AT AT EBERE — N IR R S CPU 2% 48 B N F Ay SR 16 I 4, AT 1K SPECepu2006 I8 vt AR v 1) o
FH R OZ AT I ) 5 70 R SR AT R I R F B AT I 1A gEAT 06 LE, i ] 10 B . [ o 28 60 B 07 610 N H s iz 47
B I, 1 22 HE 1 1 638 40 o0 S R SR 02 4T 0 A RIS AT I 170 75 B9 A A/ ] ). DN I R AT DU B 2R 4 ke 11
PEREFF A 2 A I 10%. D51, 1 00 28 0 7 >k 1)k e FF B B 70 vl 4 s2 e Tl 2 ;.

1800 T T T T T T T T T T T T T T T

1600 - o J
I Scrvice time
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1000
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Fig.10 Performance overhead

K10 PERETTHH

5 HE—THITR

AR5 EEER R CPU % 42 18 ) 2% 2% 52 R0 I 9 b HL A7 ARk I P 1 42 e 4 1

o CPU HAERIN HI I CPU FI HI 8y, G2 A7 R 08U 42 56 i [ FH 14 BB DR /0y, B e B o 250 2% LLC misses
rates FJ LA A 1 B8 4048 bn 4k 00T PR BE T3, JF X5 SPECepu2006 TR AEHEPERE I Al 5 A B HE
VR 2R (AR T 5%R ).

o LA AT N PR RE B2 T AR GRS R T 4 78R /N BT U, G SR O Y A A R R AL,
R AN T 52 Bl B 24 11 9 & 3N I LLC misses rate 1 n] DLAE g 0k BE TP b 4l 55 L0k B8
T3 AR T PE B R 5 FE AR B B O, IR AR X Bench4Q IR JE HE (1 1k B8 5 o HERA R BE AR (AN KT
10%[1) 3% Z8). 75 4h,LLC misses rates $8FRJGIED AR KB A 19735, W1 Bench4Q W ILHE 7> K
browsing,ordering,shopping 1X 3 Fl1 8 1 (1) 41 A5, 0 AN 7 288 284 1y 47 28 7 22 43 ol e 20 i VR 17 2%
HBETRY R A A U 2 DR Ay AT R b, AT DR B i 100 AR Vb S BRI AR S B AL I i

6 tHXI{E

H 2 B R 3 R AN BE TR e L, 2 o BELAG 2 7 o LN AT B vk P B R R
B, PR B TP i) A B 7 MR A R B R C AT R T B T T T AR 2 B Sl A R T A
TR R g e 7 SRR T M0 P i R 6.

T AR (0 it ey G 05213710 B o ] VAR AR R L RS 2 > 1 5 v P i TR ASE Y SO i TR 1
KN AERET PRI 1K) 2 2ol T 0o 2 e U 5 10 5 3 0 , s Al o AE 2 S W)y SN BT IR 38 /0 58 4 A JE UL
AEIREE N AR % 3, Kundu 25 AU 5256 & DL BEHL /O FBUT 1O %t T H i KA IR BE 10 5 . T 42, fib
AHE C A BB AR B2t — P A6 T VO SN, I ELIFJ I s B3 B 1 WL 2% 23 75 3 vh SR 1) B LRSS A 4o
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25 ) 4 AT Xk i R 1 R Nathuji 26 ACVRI T 9256 50 30F T 2847 W2 U5 (1 30 4 T BUR BILYE B 1 B4 1 2
LT AN FE T MIMO BB (75 2 S 45 2R G0 oK TR0 P A G AT 2 T IR e 3 o 220 i 8 P AL AT
HEAT P8 TP 00 0. Govindan 45 AA1 Mars %5 AR S 50R) R B R 7 00 2 FF 9% 966 F 47 4. Govindan
A5 N T e AR DU SN P 55 R R RS AT AU AR D0 2 T £ 2 45 Uy ) AT A, 98 0 K AR 00 T2 FH] 2 A7 U7 ) AT Ay RS9
BT BRI G2 AF- V7 0] 4T b J K 0 9 K 1) L o i) R 4 /) 80 AT B R G2 A7 U7 IR0 AT O J2 v AT R0 S0l T A [
FH 2 58 4 B PEBE TP K/ Mars 55 N 1 K32 tH T M sensitivity 1 contentiousness PN J7 T %1 i 3. FH 6] ¢ Y5t )
AT RS R P R R s o I FH P P AN SR, O ELR P e A oty i P P e -0 ik - A 2R R i o 07 56 K 2 7
S5 R, BE G v P AR, 7 S B A 7 B B v 4 H L R [ B B A AR AR, 1 4 K K v R 1
A AR T A A IR ), T AR S R, 28 1) AR A B s R T B8 2 50 BE A% AT 2% 1 47 4 S A8 AR AR B A

BT S PR AR e T B AN T S S B R R T 2 3 WAL AR R 4 SIE IR, 4 Wi N T3 AT 49 00 3% 5 R IR R P
I AT Bk RE T $0 48 65 LLC misses rates!'”, IPC(instructions per cycle)!'®'*JHl memory bandwidth®*221 4% /f:
ok RE TR ARG i, 3 b TPC WA 45 5 )32 Kambadur 25 A3 35551 ] 40 A R85 o KSR AE 4%
I RIBAT B X LEARBME S5 1) TPC IEZS 0 A0 T2 0 PEBE T P48 4R, R B I AE e IR 55 IPC L B i 5 HLIEZS
I3 A T2 1 EA R IR UA Ok % IR 45t B T 1k BE Tt Novakovie 28 NN R [ 4 15 1A 1 T 5028 2 5ot or
PR 23 1) R P SR 2 B 3000 I FH 1) T TR A HEAT SR 28, AT Y6 N IR R IAIR S8 i TR A Zhang 26 A\ U]
FERIH ZEBLT TPC ) CPI S 4 v IEZS 70 AT M 2, I HLgk— 203 1kt H I B Tt 10 IR 45 2% _E 1 B FH CPT EAT
He v, 6 B s A AT BT P AR 00 8 FH 3247 9 58 R ). 25 - 000 P At e 7 8 R BEAE WA SE IR AR I RT3 R IX 43 IE
ORI S HORAS . BT3B 23 A0 20 R 58 2 AT 55 AH AU 7 AR A () BB A o B 24 S IR =5 m0A 8 i e i
R AR SCON BT ATE SRR A v H AT R A AT A R R TR R ARG R

7 H#RIE

B SME B O 28 IE BN 2 V51 65 10 S0 SCHEBOR, 6 AT O R B 1 B Y5 40 L 32 M 17 2, 3 2 1 e UL
(o AR 45 T REFOUL 2 TR) SEBL 17 LA F) B RE A 22 4 o 125 ELAE Ak B R 125 T 7% A AR AROK i jl 3K 52 [A] — ¢
PSR AS ] RS ML 2> £ T BT U5 5 4 3tk F0 1 RE T I8, S (R 3 T A7 2380 S 00 A0 S0 R UL ML BB T8, N - 5 A BN
BB ZR TR R — AN S8 i) L

A SR o B T o Kl 2 B0 R UL E T PAN SRS R e S0 BT A B B AR T 2d LLC
misses rates X CPU %5 4 14 [ M1 99 26 %5 A 704 37 B H AN [ (KR AL T3 2 5 B, AT 1 20 AN [) 2 TS 37 4%
(3P BE 00k R R AR e K R ADUL A 0 0 5 T8N S 6 B 5 3 3 52 M 0 7 P 38 A e R ™ 24 1) 8000 s A\
PERE TPt SFOBE L, ) iy R UL A0 R BE T DOIR 0. 52 56 405 R R WLk REAE 20 o] L ME ff 3t 000 R UUML A E T B K
NIREEFETIAE 10% L0 F JF B RGE RAE T 10% 019 2L BETT4H.
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