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Abstract: RPL has received universal acceptance in IPv6 routing of the Internet of things (IoT). However, for large-scale multi-hops
networks, the RPL routing model is faced with the problem that some IoT nodes heavily consume routing table storage. Besides, the
flattened address architecture in IoT subnet makes this problem more prominent. In this paper, TFAD (tree forwarding model with address
automatically distributed), a light-weight and tree-based forwarding model, is proposed to support automatic IPv6 address assignment.
TFAD constructs a forwarding-level-tree for all the IoT nodes that make the IPv6 addresses of nodes aggregate highly in each sub-tree. In
TFAD, each node only needs to maintain a few forwarding entries, the number of which is equivalent to the number of its direct son-nodes.
Moreover, the backup mechanism of parent node in TFAD is designed. This mechanism supports the network topology reconstitution
based on the whole sub-tree, achieving fast route-recovery from network failure. The experiments based on real sensor nodes prove that
TFAD model possesses not only high performance on routing table storage but also rapidity on routing table learning and routing recovery
from failure.
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W X A g BAT ELI Y A S R R e AR IR I | g RE DR T L A R K S A A U S
VB D00 =T A ) e 2B 5 A 8 LB I 2R 98 L L ) R SR S A SR B P B AT A I I L TR Y AR
PUHLA] AR, TP RS e e 3. th T ELIC I TPva b ik BKE FE R, 2 AR SR 3 A I 4 5 5 TPv6 A
ity JB IPv6 M hk s YA Pl ik 2 1 A CALIETF © B 2 AN TAELLIE ST IPve P10 AR 3L f ROLL T4k
AL T 1EE SR I 6 ) AL T RPL B iSO AR i A8 RS AR A 14 22 806 199 8% 4 g v JRPL B S0 2 4 30 4 i o 10
FA R K Y R TVUAT i e A FE T4 . 59 A, 16 X S B A &R 48 s i SLAAC(stateless address auto
configuration) 1k 43 B AL, 5 T B Ak« SR A (101 0 bk 45 H 8 199 248 46 R R 01 B T 32 e A

EEXF IPv6e HIBE Y (1) 2% B 8% O in) A SCR Y T B SRR b B Bl 20 T I B R R B AR (tree
forwarding model with address automatically distributed, & #X TFAD). TFAD #5584 == %3 ] T~ W 25 $11 $M A B g 1
IR A FREE, T AT 1 19 19 DT R A B AR K T AT T R il R e W A B S i AT AR e R

AN LR A ) AV T 8RR A A SR AS T A B Mk T A B R HE ALE T R
H I 1k 2 TR] PR VR 9 A TRAD A5 2 23 V9 FENK 22 (¥ ik 2% ) (ELIX b TPv6 Jo i ik 45 4 A 5 R e SR g vl 1)
R A At D TR e A LRI AT SEBIL IR 5 R A PR XU ) e R LA T L, Y R I R i i A R S L
P RO R

TFAD BB AT R o) 38 R B USCAZ EL BR] 1, 00 ) S8 5% AR A S i RIS 521 s PR i 8 i 28 5 1%
R TP BCEL S TR AR Y mTE G, R I DR AR A B el WCSIORE 0052) Y R R U B D AN R
TRACES B 90 ROEO 2 R OR D 7 B 5 P P9 A TR, AT AR (R i e T RS 3) PR i L DL
B A BT IEAT $ A0 FEAL LA S SRS B 5 0 ST i, T S I I i K X i e R A PR A

AT 1 AT A ICHE T TAE S 2 45443 TFAD BB (R % 0SB AR R AR 558 SC2R 3 1594 TFAD #e 5 B
(IR R TV 5 4 A AN R K A A ik BRSO R AR B AR 25 5 4506 TRFAD A HEAT 21 100 SIE 36 %
PERESI BT 5B 6 TR 4.
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PR R BOWE G 25.2) 1Y 25 0 2 T A € S [ A 0 EL I I A Y O T B 1 A H A R
PR 2 SR T RE.3) BT BEE B2 U L IPVe W M (0 BE B 2 O L T 802.15.4 R ThFE B sz 8L, e A 8 4
B2 MAC Hihik.802.15.4 BRSCERAT B 4% BEAK L eA /N FE /NS RE 2L AN IETF % [ 1807 T 6LoWPAN
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Sl R AR R IE T 1R 2 TR 9T
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FEHE 7735 E AR UL (8] 5 2 SE M, 50 TG 15 SR A% IR 19 45 717 1 5 LI 19 2R 5 [ oty 39 0l A5 SRR [3] A 2 4
i1 JSEFEA T IR S A TP kA D Y SRR AR B A R A RO A T R . SRR R R IR
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—EIP H AR WA K 1% H bR LS — H AR YR SR 0 WL I ok 5 TP AR AR 45 B R R 1 TELIPE I f RIARE
BT HIPvA ik BRG FER, FLIC N AR 5 111 I\ TPv4 [i) TPv6 338 BT LA A I X R 55 4k T TPv6 Mkl 41 24 4 s b
YU DR

A IPve M2 2L 1k ND Wil 8 DHCPv6 Whisl S8l 22 48 it ik B 20 e & IPv6 vk T 46 Ja R I P il
(ND)HEAT 4 Rt ik (R TR S [ BT B, bl 3 5 A0SR 1 Iy e o % ph 2 2 25 (R A I L 7 19X 446 4% phi R AT 64 Ar
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via negotiation)[m%)‘(Tﬁi&ﬁ,ﬁ%@%Eiﬁﬁﬁﬁiﬁ,jfﬁ:%)ﬁ 18] B 7 e B, 9D TU R (s S A% 3% . LEACH
(low-energy adaptive clustering hierarchy) 4 i 55 43 7% % h AR5 & /6 e AR YT I 45 sink 5 0 %05
K BB SR RS R R 58 FI IR AT HHis (0 SR AR, DT 9k 2> B0 i A% 368 - AR AT 199 4% RE P 70 30 ST 9 oy, SR [23 138
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T 1] IPv6 I T B (R 5 R 48 B3, 94t ok b 3 i kA B8 2 MUSRI R A B AR A S B3 77 Se et ik B
Bl 43 e (A% B R R TRAD . AZAR 2L o, B A P I I 4wt LAY G715 kg R )3 s — AR 22 VR R AR 0 8 3 g A
0o (T A A AT W 0 2 5 e, P DA AT A SR T R kB AR R E O 0 R I E
TSRS LA S B RO AL S E O 1A AU B T 0 AL gk Ak —
IPv6 Mk b, M H R AR A0 3 TE 4 H BT s~ 0 A, 0% sy b 340 P 00 i BT a8 A S R P v B R A e 1 s
HEAE J2 UG s v o SR A, A T R TADREAT 17 S () B IUAS T BV AT 58 J e A BN A 27 20 AN T R R R AR
IR B R 4% H BT 58 B R

E X 1(EXREEHFRIL(lay bit,BE#R LB)). JZ X LHREALZ 128 {7 1Pv6e Hubik o Bk s W 44 2 A1) T % 4L bit
A7, TEAD #5288 vt i) Y J2 UK LG ARR (7 URARS 280 485 ) o [ — )2 B AN [ 00, 25 1 i B L i i 7

RN e — Wt AR SC LU 8 64 A7 19 MBS FELIEAT 20 A, BV B AN P I Y 43 13— 1~2500::/647IPv6 19
g Hhhl B A2 0 2 B LG RR AT #E R 16 47, 357 5 2 MR 2 IR LERE 7 02 TPve il 28 65 Ar~3 128 A 16
AN bit 7. ] 152 TFAD B E 124 157 09 40 22 (19046 700 0 28 9 0, 1 et ik vl 35 1 R 380 20 it A2 12710 R
T UK LA (LA 401,705 1 2~715 1 4 2 ) 23 D2 09 R A AR TR I 16 A7 2 IR BEARR A (BB 65 1i~35 80 4i7), &I 1@
I 2 U GRS AT IR AN TR BEL R AR VRS T S PR RV B, 0 5 19 0 6 WA M R & 10 16 47 )2 IR LU Ar (G
81 i~ 96 Ar), 3 HEUE & AAHE UL AN, B 1 o &5 sUbs A 0 B TP FT 483 7 12709 et 6 4% 1) b k-3 L
0,45 5 3 FrEE 7R 3t Rk TE L 2500::0002:0:0:0/80, 75 55 5~ 55 10 (b HEHS S T2 EHLE 1 h AR ZES
SUEEEASTR] O /I 1) bl 905 ) 5 7 k3 ] ) 05 B 40 0 Ol 64,80,96, 112,128, 3 v 85 i J2 7 715 s A
VO AT BN 128, 0 U EE 9 5 1 AN i 75 ZEULHA (1 /2, TFAD 528 52 o 348 25 Bk, vl AR 4% L A4 17 900 1 B AS
] A D b il YT ORI % 2 0 2 K LG AR AT B T T I AR SO IR 1 TR RS e L

(1) PFX g = 2500::/64

@
2500::0001:0:0:0/80
2500::0002:0001:0:0/96 (6) 2500::0002:FFFF:0:0/96
2500::0002:0001:0001:0/112 2500::0002:0001:EEFE:0/112

2500::0002:0001:0001:EFFF/128

(30.2500::0002:0:0:0/80
2500::FFFF:0:0:0/80

2500::0002:0001:0001:0001/128

Fig.1 An example of network topology for TFAD
1 TFAD [ %53 b 151

Table 1 Symbols definition of TFAD model
#F 1 TFAD BiRIRFS5E X

5 ik
NI 9 9 2% B4R IPvE T I JE A LA 64 A T PR HERD 23 T Hb bk, AR SCER S I 32 R BT HEAT 407
L8R S TAT B HE R A7 4 TPv6 7 W TFAD A5 20 4l v 3 ] .
NUM,or | SN RT3 N 05 R 71 050 T AR 30 St A 858 36 1

LB[j].n 55 2 R 2 U LR A BB A R % 2 S U R A A B I A VO L AN 16,

LB[j].b 55 7 RN R LR A AE 128 £ IPv6 Hulik b (i dh A B

Ni.lay AT N 1 E L

N,.rem RN IR AR ER B R R T AN IR TN AT S BUIB N NUM,,
AR N; B2 R G B, Hh A2 A B BB Y R Dy 1~ 2 BNk P 1 s 1 R E IR

PFX4

val :
Neval e A R 12151,
M| T N, B MAC HBIE
Lo | BB 2 10 B B T 2 2 OO L WA RE TR BT AL
EX UAERTER). 1E)ZIREERM A JZEA L 715 55FR R JZE 5 55, 75 MR A JE R JZ 5 05,
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B a5 @6 IPve BT M 69 52 8 AR AL 45 L ARA 1733

AR ZERBUN T L, BT BEAT 55 AR 0 AR 2 0 0 AR R 2 RN RE PRI 11

NEET I RHIZBUNT LB T IR Z 7 5,8 R REE T 5.

EX IMFFR). (62 RERB  BAA R T s s 71 AL

W SRR AN A — MR e 1 R, 4T 0 4 R AT 6 S i A I ER R R AL

TE X 4(F-#4 b1k 5 [l (address range of sub-tree, & #% ARST)). & TFAD B8t 4T — W45 25 N, #H0A — A
R 1A MBS B ARSTTA], BA N, S AR PR F4% Hh BT 49 s 1) TP Mkl #J8 T- ARSTTi]. 7 By [ & — > IPv6
W B, FLAR I8 A ARSTTi)IPIARSTLi ) den 450 11, & 1 45 50 3 1) B b ik B2 2500::0002:0:0:0/80. 75 41, iS J2 19
R TR kS L fE A TPv6 ik, BRI 5 B 5 stk b I ARSTTi].len=128.

E X S(FHtbtbSEERAE Inherit). 1 SR H & HBEEFl ARSTIA L& 1715 22 K LA BUE N,.val, IR
Y TR TE Bl ARSTTS),iCAE ARST(s]=Inherit(ARST[]). 47 :ARST|s].len=ARST[f].len+LB[N,.lay).n,
I H. ARST[s).AP tH ARSTIA.LP {EXF N JZ UK LA A 771 1 N, 12 W TG IUE Nyoval TS,

TFAD A5 2 rv (795 s #8014 88 R ik 5 B, 2 A s iy b B [ 5 81 B 190 2 O LG R S 45 &
15 LU 1 R 48,75 55 N BT ik 98 B 2 2500::0002:0001:0:0/967, 4 H1 42 A1 N 5 B4 b 158 FE <2500::0002
0:0:0/80”5 N5 [ CLI¥ 2 VR B 7 <::0001:0:0”( N RI 28 BT 5 Bl K J2 WK LUAR L) 45 51 45

TFAD H#E8S DA IE - 9 9 DG Sy AR s M3t — R 2 03 By AR o o1 R 0 S BT 7 1) 2 Ik 8 4 1Y)
IPv6 F-#Hi bk e [ B 34815 A IPve Hihik BAT P26 (12 ISR O 2R TFAD B8 %715 mURE S AR b (W e R A5 R
SE R W) (R B8 e ot e SR SR AR IR

1) 14 4 IPve Huhl A B fCE.

T R R A U T RIS S 64 47,75 5 IPv6 Ml RR A I TR s ik e T AR R A B 1 R 3 1
T B Hb kS R <2500::0002:0:0:0/807, M5 5 3 [ Mk 4 <2500::0002:0:0:0/64”. F1 T TP Hhuhik £F =ML 4> AN B
S0 FHAR Ky 1B LA B R0 38 4 74 s FA) G 5 R A AR T 2 AR R Y b i A A AR bk v L I 1,1 1
HT A1 1 IPv6 ik 2500::1/64. 55 48 1P Mkt EHLAL AR 1 1T RO SRV N JE IR R, T B 1 I & 4 b
OARBEBE 1 AN 1P ik >4 2500:FFFF:FFFF:FFFF:FFFF/64 (1)) )2 ¥ .

2) HER.

WU D9 1 R R B A B R 43 2 AT R R R (1) A5 AR R ) )RR AT A R R (i A AR I R 1),
TP A i R S I T P T R RSB A I Y S R A AR T A N R — A
R BRI AR SC H ) IPve Huhik & 17715 /U N BT 1) 7 A% H B3 [ ARSTTA], WA i) I 4% o BEAN B0 715
G WA AT A W ) JE AL U R EATRE R

3) B A% 2] SR AR B A

B R T AT AT st ) A A 8 1 A0 e v D SR O R M) LR AR W SR 4K &R BT B TFAD 5 28 % e
PP I AT T B ST U LR A 1 N D R T LA TP bk e A R el B 2 A T R 2 R R A B
T 71T A2 IR LR 7 RO BE K J22 MAC Bk () S 87 301, 3 B 6 A2 15 A (¥ 5 % )24 MAC Hbhk T 1 o5 80 3 1%
PR Ae EVELAE 2 U EU A <000 1750 S AR B Ll M. 2 IR EGHRR A7 “FFFF 0 S A IS Ml M 2525 0Ah, 35 1 3
M TEATAE AT 5 0 BE B btk My

EX 6(HEHRERTE). {E TFAD HEBrf J0 4k M 4% 40 A8 40 25 3 B0 715 s BIAR A 5 (0 50 8 S0 A&
T, A B D 380 A i 0 B2 I 5 P B T B K A % AR 52 B T p A B T v T i ) R D SRS A
O T LR, R R) I 15 A 6 G X ) ] A

TFAD #5828 32 55 DLF4% D A7 JEAT 40 41 S, DT S L D00 2% 0 i 5 (1) RSl B8 b A 3 0L o A0 2 OB R o
Ao RUA 2 TR U B A% 0 AL R, A5 U0 ST IR 2 B AN K T A2 0 2 400, 9 HURL AT e M B 24 A5 1
JE BRI RJD T S AR AT R S BT I R ) DR A B PR A S L LA 3
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3 HAREREE

T 58, T B W AR T R AT )R A B B AR T R S R 7 A W I T R A I LA [ Y DG AR
A S AT S AR R DR O R I O, S B E (B 0 R O AR SR I M
64 437 1Pv6 UL TSR PFX g, HRAT 54 T 3EHE 1Y IPV6 ML PFX gt 1 FERL I 2 64, 5 AR AR A0 7B bk v
R PFX gy 5 A0, KR 3 55 B34 O UL G805 SUAE N IPv6 TLIE, IF ) Ah AT PEX gy X5t I PRI IBE T 0 1% 1.
YR T P 5719 i 4% B T FUAR I J2 IR R AE TFAD #5284 rh 0 0 oo 385 15 il sl i
% “Hello T SRR ST 4R AL & 49 25, I L R 1)1 Al 3 “Hello 15 3RS f5 4 K% “Hello &R .
Witk Hello #3C T HFBAKE 2 EC AWM OCRIZET S N 2 BLED Noday; Tl 42 7 BHORIR ISR IETT 5
N B T 45 5B ED Nrem - BESKET WA IINJEL AR 14715 0, 3L Hello R 49 s R H0R B -1 —A
B N HER I Z U R, ATl Hello #8328 55— B AT K 0 48 Jm 45 AL g — SRR SR 1T i R
AR R 2B /N 40 S 15 RO A AT R N 19 i N, S 40 B NI N DI 199 ) 2 B B v
TFAD FE8Y A% O JUARUR K 0106 0 o (9715 U 3 il — AR5 R B, 3 AR Ui IPve il ¥
BBl P o 2R A A3 1Y AORR A 71 b A R T 58 PR A R IR RO T R s R 2 SR Ak L
R E RS 40070 BRI 9 G 1R B R BRI Y S B BR S A T AT I e R SR A i e R U
DA T B DRI 3 Y DG S o S R AR AR R T SR B LA B B S R e 2 R R M R
ik
RN, IO W (03 AR B Y, R IALTS s I R A O PROC_ L, B4 B
1) N, B shA8 T e 8% TM B IN IN R ¢
2) A & BFTRIBE B RN, S8 3T Hello #5038 - JLRE 85— BR% 42 (10 BT 4 20 i 1 S & S,
3)  TM, S A0S, R R PR LA LA S, ki LN 2 L R (R R A
Sh O BT R0 AR 1k B e K A (R TR Y SRR T 0) 1Y AL A AR B O 80,3 2 8= (V]
Nilay=0AN,.rem>0}; TR S, 0 28, 0 BT Bk L 22038 1).
4 WA SN, EAT AL AL BT 5); M R AN, O ST B NAHBAT A 0 S A5, kAL 115
7).
S)  AE S, FPEE BN SRS (TRER 2 A s O R BN, 2 A S5, S={N|
Ni.layél\(,-.lay,V]\fjeSz};ﬁ:'z%, BT S AN EE N Sy b sEA N Z.
6)  WIFE Sy AT AN AR O T RN, I NS T N FRT R BD IR 1)(F- A4 52 £
W), RN 2 A R R R T2 B /N 03 B T R /D R AN T LI T R
A F A ), AT AN [R) A 3K A1 R B 3 11 R B e /DN T A SR P A1 T 1 0 s A 1D, )

FEIE—/M) R A8 R NG EE ) — A9 s A Dk Al SCT1 R N, #4571 55 Niprem I3 18R ) 5% & IF 2%
TM, SEIE 4R

7 AR S, hEkiE R EECUNTEEE TN AEEL SN U BRI N AR S Sy L S=
{N||(N:.lay<Nylay)A(Ny.lay—N..lay)< (Nplay—N,.lay),Y N;€S,} .

8) R Sy s W EHT kL BID IR 1), 75 L BB 9).

9) e Sy P A1 AN RS O BN, A ST R Ny 75 D), 328 6171 R s/ B (R AT
ZAS T R AN UL — AN AR AR AT R Ny, B AR LT R Nprem il 1385 I 5E I 2

TM, SRR
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Fig.2 Rapid routing recovery after link failure
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Fig.3 Hierarchical routing architecture with multi-gateway based on TFAD
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Fig.4 Packets forwarding procedure
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Fig.5 Analysis of forwarding items number of one node in TFAD model
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