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Abstract: A protocol independent identification algorithm is proposed to identify encrypted traffic from both public and private
encryption protocols. The randomness of the packet is evaluated by a cumulative test. In addition, results are weighted conflated. A test is
performed when every new packet arrived rather than after all packets have received, so that time consumed computation is avoided. The
quantity of packets may vary dynamically according to delay and accuracy requirement. Experiments results show that the algorithm
achieves accuracy above 90% for SSL and private encryption protocol traffic.
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TR B S A R IR A AT 285, TE V25 SE I S YU e Ah, — e SR R I K 2 DL S I AE 28 1A
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o LT IR AN AR ST I 1 7 ¥ M T 0 R 3 Sk B0 Bl A8 anT P2 1A DT JC 4 AT 0 8 I A (1) R ST A A B S B

HA ] 52 1R 2845 o 1, n) i o R 1 o A R TR B B L 3 1 RRA T B LI )i N 3 R
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RS L ASRSO) SR FIWT BT 2bits 84 1 R0 0,4 R ORI 14bit JUFR7R T SSL L, 58 3 AN 5 HE il &
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P, AN At 0 45 L.
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i 3k 3 T4 % C4.5,Naive Bayesian 1 SVM 75 4 () 2 Bl B H LA 2% > 5730052 D SSH B SUIE 2 1A R 54
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W 2% F IS AT R0 B W IR A 0 S 43 20 8 RV LR TR A R 119 25 B4 3 AL G BR K 147 B ST 471 o 2%
hy B8 ST A4 AN 5 S (G — B VR I Shannon 452 H 47 50 DU R 8 L v D TR0 R 3 g AN ¥ v T, 43
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XFBEALFP F1 2K U, P F1 ) 0 F 1 BB AEME R EAR A5 R AE BEHL P 516 i — B 2k 1095 2 B — AR
T AEE,0 AR A, 1 AR A0 58 A6 5 A T A 2 A PP S IR 4RAT 58 SR I d 2 TR A7 AN B 1%
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5138 1. %HF ZEHIF AR, 2 P{&=0}=P{5=1}=1/2 IF I K F& {H z, e/
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=
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0, x<0
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350,64 [ 1-9(9 > 0.
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2.3 HiEfik

R 5 B T A4 93 B, A 15— 35 1 I 38 AR RIS, 56 110 I S 9 338 I 8 2 R ) s, T T 4 4
1 IR G AW G i B ) IO U ) R SR — R AT SR ARG 36, R AR T S 22 SR ity o Ak L ) R SO B () AR AR
RS B SR A B A A 56 AP SRy W AP A 1 AP R SCHEAT IR SR AR R R 56, A A 9 5 2R 2 AP AR P A e
H 3 AT AR i 45 L

A5 b, SR AR UK 36 T AR e 1) — e, R — S AR A T B A R DL — e AR R T O
o) s A TR RN 2 PR

T AR IAH 1 (2) 55 & 73 AT R Ak F(2) 530

FFEE BT 1R AR EON F@MAA I, F@) = [ F()dx.

R UG AE 1(z) /2 [0,1]2 W] ) SEH TR 8 T A7 FE KT oo, 7T 0 W7 AN A A2 75 oz 36 0T 22 A FE AR I R 36
VG 3RAT 22 A0 56 01 SR SR T S O VR 13T 00 s A 300 (R A 3 1) — 5 1 B A8 o, L 0T 5507 4 i

o = p*3\ @1
Hrp p=1l-a,m NFEAR A

R A5 AV e ST 48 0 L o, T S T M1 2, 1 5 o e ARG 36 v, o 9 v T 55 9 20 A o
HOHE 0 Uk 52 0 Sk A%, DR b, R AR I 7 0 R A g P R T R e A 6 AR B A5 KT B AR g, WU
P52 FABBE, N R A B A AR A A N I S WU 52 6 R AR

Bk L mBURBIRRL 56 HA.

1) MRS KRS p 22 BRI SR IRAG AT A 4

2) KB IR AT T AR A

3) WRFEA IR n=l/L Fe b | A RF I P S RE L WAEAACFE;

4) R REFEAR ST RGBT i A KA 1(2);

5) LRI BAT AP R 1(2)> o W) o+ e rf b Ay S e A 00 PR A A B it

AR D e (BB 36 P R AL A b — Rl Aar 0. e T SR AR 0 58 iy, DU — A 6 B e
A7 AE Al 22 1R, T LA 2o 355 T A5 A 500 R 48 v O AR i 3 B0, 0 O v 0 22 41 S S R APURIARY B, 5 A )
SR SN ER A AR
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Bk 2. KB o Ak S
1) Fori=1to Ndo
© HWNJE T 7 —Ee e it s K55 1 AR p;;
@ WHISAE 1IR3 nibing F1 by 73530 24 585 1 AN py HH AR AR S50 R o A I R AR, T D
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Fig.2 Differentiabilities of test value under various sample size
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