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Abstract: Nowadays, instead of only verifying systems at the model level, current state-of-the-art verification
techniques tend to focus on real code and real system’s execution. Runtime verification checks the system’s
execution and tries to bridge the gap between formal verification techniques and real systems. However, this brings
about some problems which usually do not appear in model-level verification. This paper analyses the problem in
runtime verification. It defines two kinds of conflicts and lists their corresponding detection algorithms. These
algorithms are implemented based on an open source runtime verification tool and some real cases are examined.
The results demonstrate the effectiveness of the proposed method.
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ATk, N RS RIS AT, LURIE RS RIS AT FF 6 T 002 00 30 S8 A 38 AT I 560 0 o, 0 4 28 0 5 A R 48 T R
rhRE A B R AR R DB AT SR AS AR (RIS AT R 15 0l R AR R T e AR ] LU S A T R SR as AT
B S AT A T L AT G B T I AT EART X R S AT S P

IEAT I B R ARTEAR 2 AU A B L ARRD AR 468 52 L s R 2 0 % % Bl AR 1) 22 4 7 96 56 AT (1)
TEAT I 58U 4 A 5 5 B AR IS AT I 05 o AR L O, S ik 2 08 AT I 36 U AR 4 el M s R T ok W iE
T AH 25 T

FEIBAT I B0 AT, Ay 1 FH P 6608 5 60t 34 30 8 W 42 P P J5%, T AR — 2R 805 D A o e A A 2 121
E P A T A 3L 3 P A BV (RO ASE AR 88 I Fa ST AR o P B 17 5 B 5 A 1 S R

XFE B AT I B0 E P, 7 B S S TR S S R IS AT SRR IR R R 0% R AR AT BIS AT I 5 E TR
e 3 B S 22— T LU I TR 17 7 T 2 2 (aspect-oriented  programming, fAiFx AOP)E4H [ 4] A 4 (pointcut)
o A O X F BRSOk @ T AOP FESEAL . 5y YE4r ME RN G 8 P B4 38 AT i B AR 4R
AT B S R SRR £ 1B 4T I B UE TR 40 Tracematches!® JavaMOPY! LARVALI#S % F 55 T+ AOP R &
8 AOP H 2R N (weaver) HLAIA R A M #5405 . VI 55 (pointeut) i &5 ok v M AT 5 B 3R (s L &
TH 401 (advice) KA 48 B ARNE A S 32 BT 5T IE AT B 56 A B AOP. # Y BN i SR S M SR AT 5 B 2 AR S )
i) B — oK 5, AOP H RPN V8 75 BB FRIF B A 54 . BhaA AN 55 R4 3 ANy ik # 3 E. h
F AOP YN p5iE 5 AR A4 ME R4 2 4518 47 I B0 00 47 o — L 5078 2 11 65 0F AN 3 38 380 ) 1 .

L, BT PIN ATV 5 10 R a7 3008 10 W 4P T b A [R5 5 ) RE S B R a8 AT P 19 ) — S 3 b
F D0 IR 7 AR AR A o T M % S A R 1) A A U T HEAT A T 5 R A AR A R A Ak SE A A A A I
P 7 BE SO TR 38 AT P2 b F AT T W0 R s A T B 8 M 7 9 T I 0 i S s S B b b S8 A T R 6 T 4
R, 2 2 AN I B NI 0 I, 5 A MU i 100 A 0T A e 5 3 TR Ay M s e A s 1 o B B R S AT
A S R B IE 217 A IS 7 8% A7 E X RE, YR I AT I I A Tl R 2 A IS 28 AT 18 2 ARSI, 4%
A WS H5 B2 N LI A SO R AT R X A B R A ) VR S R T T B 0 R A M s
it Wy 0 a2 DL R P M R 1 5 R 7 R A AL 20 FFREAT IS D0 32028 ) 25 AR 19 AR 7™ .

L e AT B T RGP, — SRR AN TSR VR #0038, LR IE R R T ERBEE. th T4 Ik R T R 42 )
T 2 R TFF el nl BE AN 7] 00 202 e AS 1) 09 F A X A 43 3R AT 5 45 A B 48 4 R0 R AT 0 SR IR R 4 00 A1 7E %
AP,y 4407 ik 2 SR B AT I B F R X R G S AT HEAT AR I, T T BE L tracAction=
*Transaction()|[transaction*Begin() K 4 & & 4 7 B H B & 4 # 1, T H logAction=logTransaction()||
logInDatabase () >k i $& I A 1 10 35 $ AF (A2 3 FE 755, 38 73 VT FICAT A 2 755 B | 3R 7 3K AN 7 VA A TA] 2 B 1 K R).
TXRE 2 IR I 1 R AN Fod/F R GRIB ATt B A 8 4545 1T o R) A H e SR R 2 i Mk O 3 0 I M
PFLHATH N B B AR 5 2 DR S RAVEIAT AT A C SRR, DUAE R R AT B B vk B L B T & 3R
O3 WO RO R P B AR E S 0 A P AT e & i R B E S #EE logTransaction [F]H 4f tracAction
logAction 5l X FE S 453 24 R 4t B IR 13 75 45 1 5 19 log Transaction,doTransaction) /3 71 i), tH £ fish &
1B 52 AR 1I2 4T

BUAT 0 038 AT I BRI T LT 3 155 3 # EA HEAT % P8 AR I8 AT I BiF T JavaMOPI e JLAR 45 W 5
S5 R R P IS AT PO AT U1 1 SR IO M 28 0 A B0z S B G — AN iR 8 T 2 MR 5 i S A AR
JFIAT IR — AN X T4 2 A G o 18 22 A R, 9 FLIE TEVE I 8 31X 2 AN FHE ) 1IN 06 R IXFE A
n] g BTG M2 88 10 IE#1E 47 . Lh i, fE JavaMOP T, i T logTransaction FfFE% 24 logAction fi3k, X &4t
tracAction fii 3%, & 4t iz 17 J¥ %) (logTransaction,doTransaction) < # Y] B & #F 5 ¥ 51 (logAction,tracAction,
tracAction)Eli(tracAction,logAction,tracAction), iX £ [ V) v 735 5 )7 51 <% BEHAT I8 42 2% 18 IE A 18 AT T 7E A8 AT I 38 4iF
T Tracematches!® 1% 5 51 AT fif £ filh Sz 45 52 ACRS (O BAT 0 AT 1T REAS 23 fish 48 AR IO AT 188 ST ARAS ) 34
AT 55 45 B R W s 2 00 LA S, 3 b AR A AN 2 AT T 30T 2 1.

Bl et b3 i 3, A S S ST B AT IS BRAIE o fr 1 A b 2 LA J 7 s P S ) b S R 22 A M 2 1A (R P g A
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BEFERE 25 H T AR N ARSI v R AE TS AT I B AE T H Tracematches W 3EAT T S HLFI E BB 5.
1 ETF AOP B [EIZITH MIEMEHFIEFERIER

IBAT I IR AR b, WA 4 I 0 GO R P M AT B e TR P s AT W R vh A AR AR A 22 45 s J%
SRR IR AEAE FUR R P As AT PUE AR 12 e A R AR S i — A EUE VA I AT I IR TR — O
AOP [ PIN ROR R R ML () P42 AE AOP 1 DI s (pointeut) & ¥ i (join point) 4 & T 14 4% A% — 21 Tl
S8 SCRIFEFPAAT R 7L S R R3S LR SR A 46 AE5E T AOP [¥1I2 4T IR 36 TE AU, — At Fi 52 X
kN (enter) AR H (exit) 3% 42 s B AR I8 AT IN 563 R 0 5 00— 4% B X Le S 41 e 104 95 S0 e, A F
& X

EX 1. BTN B R — 4B T T=(eo,e1,....en).ei={enter,exit}xjp,0<<i<<n, Horpjp A, £
TRFEATIE SRR AT 55 enterxjp R E NAZOE R S Fexitxjp R n iR HHZ 0B S FH AT

FEARIRIBAT I B0 UE b LW 0 PR S, T % s 11 25 DA BT FH DL s SCIT 1o M SRR, — M 5 R R
LB SRS ] 8 B R R R AR E R P SR e S (B Ze VE IR P 23R P i XU SRR T 45). X RE,
ST A A B A B SE B AR o 25 I, 75 B AT — AN B PR AR S B S o S AR T RS A A X A
SER I RE A F e BRI SRR R R R IE AT SR

H T AR SCHIF G R S 3 AT I 50 UE o b 5%, 1 A () — SR L FR) 1 (8 enter SR sl 8 exit R AY) 4 2 7
AL PRI A J5 SR AR B R N, R s RV AT 1, 56 T R A A A R e L

EX 2. (AT I W S AR A 5K p T DU R 471 1 VR 0 U A -

p:=call(m)|execution(m)|new(n)|within(t)|withcode(m)

[target(v)|args(v,...)
Ip&&plplip|'p
MethodPattern=TypePattern

TypePattern=IldPattern[+][[]...]|' TypePattern
|TypePattern& & TypePattern
|TypePattern||TypePattern
|(TypePattern)

IdPattern="_% 7 W AL FF Al 1 F 45

H:H me{MethodPattern},ne{ConstructorPattern},ve {IdPattern} or {ConstructorPattern}.

1EiZ e X call 327 eR A0 H jexecution 7R B ZUHAT  new K7 X G 41 46 4k, within (t) 3% 75 1% F 44 H g H
IAE t R withcode(m) /s % 34 R g ILTE B2 m b target(v) R m i FAF K A0 402 v,args(v) &
NZFREN I SHOE v, R T — o F W L% R A b 2 O I I S i R HER Aspectd U
(pointcut) i BEAH ], O T~ BE V40 145 2 mT L SCHR[4].

TEi% & X il i MethodPattern 7 77 1:4E 4, ConstructorPattern 3% 7 138 77 145 & IdPattern &R bR
FEAEALT 0 3, g 14 s e T8 B g, 7T LU TypePattern+32 7 TypePattern 25 M2 311, 7] LL7E IdPattern /15| A
P07 * 3 AT AT £ F 4% L i call (boolean  java.util. AbstractCollection+.add* (*))m % 7 FF 44 14 H (enter) 5% 52 B i
HH (exit)java.util. AbstractCollection 2% & 72K h 47 LL add MHCIA R . B2 AT S50 77 VE R Digr.

2 B EEFEER AR IR

FEIBAT I IR, — ROR R AR e 248 TR 5 DAL A SRR IR B2 (0 P 5. [] I, D O (58 7 P fi
FA A 18 SCHR T UML e i 4 (0 M s 000, iy 13847 16 50 B0E W 2 PO % B R 1 A 95 8 AT 308 AT 1032
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AT I B0 UE B0k — MR 40 Fod v 5 208 1 M 4 1 A 4 4 A BEOIR S B 3L, i B SRR S R T IT B B 4%
WRCEAS > 4 T R T R AT 2 157 3 e 3 T 1 . O — RS Ak DL 2 S rp 1) DA BROIR S E Bl WLk 3R 08 M 4 1 o i
R 408 12 47 15 50 0 A5 (1937 & A () (LG G 9 A2 52 B A5, — W S o3 b 1 o AR 2 A RGRZS BB DL A . 7 (8
WA 30 48— B BN 8 A BRI ES B B AL, AR 5 A FRARAS 7 i m] DU i 28 B B9 3 A8 g — N1 58 T A FR
PRE B ZDHL B, A SCZE H R S A M 50 18 T B AR PRl B B ML,

X W A3 R o A BROIRES B B, AR 5 SN

EX 3. WA MRS ASHLA L D IIT4(ZQ,00,6.F) I, 200 7 8ER,Q 2 AT 55 M AF 2R & 47,00€Q
RHIEIRTS, 5.Qx Z>Q I M EL FeQ R EBUREES.

H TR AT I8 B0 UF 03, 1% B B0 ML B R s AT b R AR B S AR IR B I, 1R, 75 ZE 40 1% B B ML 7 B R WL
FIFR P2 AT R A I F e h T A B (1 4k G v DA KRR S as AT I R i R Y 2y B s s b —
I HEREAS T BEWU I — AN F RS ZF ARG tE X 2 PSR B R IE HOR M 8 AR AR S BRI G
He.

EN 4. el TRERBIFERIE RS W PR (1t P— S MR b e ™.

FE S0 I 4 2% — I RS R 3 A8 AT 2 70 AL B 45 IR 5T, T AN X AR P s AT AT AT AR (R L TR
AT BB AT I TR 1y fa i ] P 4R i BAR A, DAE P 50 9 I PRAT IR, A S5 S M 7 8 e s 4
B B 3 T I, e BT — 5 BB AR SR R R 7 I8 AT 48 AR 5 BARFR 7 (1 B M o % D) AR O, —
FHH P 32 X RE I8 AT I B0 AR (i M das 2 T Lo iR

EX 5. 4TI ISR i I s as M ] BLE SO —N = Je 4l (A, 5, C), Ho i, A D5 S0 3 Wil —/Miff e A1 FRARES
B3I, & 52 A BOIRES B g pLh - BER B Ak B3Rk AR A I — N U, C b 4 ifiE A LIRS B 3hPLEE
FLBCIRAS I ZEPAT 10— B A& 2 A0S,

IEA AR B O A HT T AR RS DL KRR P s AT i AR v R A W I S TR S T, S AR T R
BB IBCIRAS I FR A I 3 28 0 FE P AT 1) — I

EX 6. BATIIRUE T IR IER M=(AeCYEIIRIF BT )F A T=(eo,1,...,en) & TR AF1E T FEFR T [1) 53
W=(ag,ay,...,a), A X VO<i<n, f &(q;,a1)=0i+118i € &(@))AQns1 € F XL

BT AR S8 SOMRH5E 25 Th I B B0 K e A BRCIRES B 3L, IR AR 7R P T3 8 J2 T, 6T B Bl i — RS
o, W ZCR S AEAE 4T B 14, w40 PRI o8 a,b, A5 &q,a)=8(q,b). 1 T-1% F B ML # 2 H BIHL, A azb BT,
ALEIAT EIIIZAT NI UE TR b, — 3R e X 2 SRk Aok R mF RS, th Tz RIE A
SEOR A P AR g 5L 7 g AR 3 A 2k S A) B S IS A AT A 457 8(0,2)2 (0, b) G L R A AR R AE e (015
e &(@)Fl ec &(b) Rl I L7 IXAE 7R S Bm M 2 v S M 2 4 Ak TR, S 42 e B = 44 o, DU M 42 25 BE A T e IT B
EPRF &(q,8), B H 7] eIT A BRES o(g,b) X FE 7R 2R BUZ B — AN 8 B HLE S IZ T RS E T\
A A5 M 4 28 1R IE AR IS AT 5 15 7845 55 SR DG, T S 2 58 A e T B2 I 42 10 1k RN A5 7 1 AT i e . BT bk, 35
B Z AN TE AT RO B AT 25 M 92 4% P 3B o 5 1) o S

EX 7. W2 M P AR 5 HAUCUAATERES 9eQ, 8 - BER T WA B a,b(ash), (3 F 41 4 4[] I
HT(L) &g,@)=80,0),(2) FFESE e 4T ecs(a)ag(b).

TR I W A A N R TR AR o o8 ok R TR A R T AR — S R L AN ) ) S L e T
T 7 T 4 R 5 PR DN A R S A i g, — A R XA W R S R P A NP 5 4 (i T2 e b A SR T
B R 7 2, 32 BN VL JE 1R A T P A SR 1k 2 1 o L [ 1R S AT A A5 1% il 7 2 KR 40 i L T
AR5 2 1 T i

AN S 45 3% N I b SRS DU B0 AR 1500k 1 i list G 38 — MU T BEWWUIRE g i RE&E il
Frid a AT HIAFRE b 19 —ANd AR E M 7 B 3L REARES, W R IZR S P AN DL 1 H 3, T )
WX P H e Tl BIARIRCIRES ARG canUnify 58 5508 Wi 3 AN tH o I AR B Rk A B4 ik
W R 21 .canUnify BR300 BE a,b X Y ) B 0 486 208 20 2 400 I X 9 A A ik AU A S 1B B AL )
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B2 canUnify 2R 50 5032 S B LB 2.
BIE L RIS NI pP S I B
Input: i ¥ 4% M=(A,£,C);
Output: A list of record(q,a,b).
for each qeQ do begin
if (the number of outgoing edge of q<2)
continue;
for every pair of outgoing edge label a, b do begin
if (a,a)=a,b)AcanUnify((a), &b)))
list.add(new record(qg,a,b))
end for
end for
B 2. FIWr A FA b R IA U A B [ S AF K canUnify 794
Input: FA L FERIL L pr.p;
Output: Boolean.
p;List=convertToDNF(p,);
poList=convertToDNF(p,);
for every conjunctive term psterm in p;List do begin
for every conjunctive term pyterm in p,List do begin
if (intersect(p,term,p,term))
return true;
end for
end for
return false;

£ canUnify 57% 7 ,convertToODNF AR 4fi £ JEE MRt (—(pa&&P2)=—P1llp2;—(Pallp2)=—p1&&p,) F1 7 FiE 1
(P1&&(P2lPs)=(P1&&P2)||(P1& &P3);P1ll(P2&&P3)=(P1|P2) &&(P1l[p3)), FE — /> i 1 1k #  IA AL Ay — DT I
2, AT IS 2T list SRAT A, BEA list T 1K 76 28 24—~ B0 6T 47 T 3 94— 4 BT (D list (9 44
JUE),H intersect PR HOR HIWr e 112 18 2 15 2 B IO R Fi4 A 1) intersect 59k WA 7 3.

HE 3 AW T HARE B IA A TR A5 PR 3L W FHAF 1 intersect &1,

Input: & LI pterm,
A I p,term;
Output: Boolean.
for every literal, in p;term do begin
for every literal, in p,term do begin
if (literal,.type==literal,.type) do begin
switch(literal,.type) do begin
case “call(m)”, “execution(m)”, “withcode(m)”:
if ('MethodPatternMatch.match(literaly,literal,))
return false;
break;
case “new(n)”:
if (!ConstructorPatternMatch.match(literaly,literal,))
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return false;
break;
case “cflow(p)”, “Ip™:
p.=literal;.getinternPointcut(); p.=literal,.getInternPointcut();
if ('canUnify(py,p.))
return false;
break;
case “within(t)”:
if ('TypePatternMatch.match(literaly,literal,))
return false;
break
case “argv(v)” “target(v)”:
if (ITypeOrldPatternMatch.match(literaly,literaly))
return false;
break
end switch
end if
end for
end for
{E intersect bR & % G BT AR A AN ST (B ARk il 2 U % &&A|FE B AT HEAT 4 T, X
A7 0 B R R A A S0 53 A BRI b A7 A SO P08 23 1B L [R) (0 A I, 42k ] D4 B0 0 A A S0 4 B
V275 2o e 3L ) A I, BEVE AR SC S (0 S TR AT AN () 118 40 07 A BT 1) s 2 o Bk B A S0 A IR B RS R
A 3 20307 T | B0 2 R G AR A 5 e, 64 W S call(void A+.b(-)) #1325 call(void B.b(-)) 2 17253
PRI R AT I T B AN S A B4R )25 B LA B 258 A B)T28
BN M s 2 A T SR T SRV B 2 R 3 AT AT M A S P ) SRS T v R e RS TR 1 B B QAN IR
TR TG B AN IR A O BT AT L JEAT B 8 G 0, 0 5 9 S 00 5 B2 1 MK O (|- 217), 2l L 5 i g 7 Rk —
YCHE T AR S o B, T T B UL 45 B m) B R I TR O(IQI+ | 21). M8 A 7 B 3 7 B I 3 ¢
3 T 1 34K B g [, RS 0 5 A 23 9 3 0k R A7 2o e PR L R AR IR P I A2 O(IpP), MU vk R 1
PRI IE N O(IQI+ 2P |p?) AR AE S IR 15 B T, bl T4t — AN 28 3 4 by W S mT B A B B 1315 ol 8 i 4 48
e, TS 73 5 R SRR 2 A B DA R 4 .

3 A USRI Ay IR AR

FEIBAT I B AU, 2 P A 20 1 M4 o 0 8 I Rl 42 4 2 It ) i 2 o 5 Wi A M 8 1) 1) it B2 2% DA %
B H R 2 M1 s 18] (0 b R T SN 2 2 R

FE5E LA WE P85 R (K b SN, B 206 7 2808 SCET G RS I P 4% (R R 2 AT B0 (R AN [ (1) S 428 4 A7 A
(7] FR) S 42 = AR AR B ) — M AR % 0 5 R (RIS AT B i AR P 8 AT R o B A A 4 8 I e A 1 A
21 RIS T AN R A AT I R LA JE S B B A %R TR T R T A e AT I R B
F00 DA A M 47 b A8 T S A b PO I 328 A gt 2 3, T AT R P B0 B 4 2 O O B O IR BT T
A2 A e AT YU AR 2 42 A I R B0 R AR AR 2 AN M A 1) (e S N BT T Oy PR A

s L Ay R B W1 (pAG)V (—PATAS) I 22U A G 28, (pAG) R (~pAr As)FR A 45 BRI, p,g,—p %5 Fk b ST A8 FrAF ik e R 1k X
O AKE Y T &&, S5 T (|, o4 B T p, g — A BT call(m)ak target(v) i # (14 15j 5 = {1 ik P e ik =X
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W A8 I R 5 A 8 S ACRS A T b 58 1, R Al R e AT RIS $RAT , P o it & R 2 X RE A 1S 2 A I i 3%
V) 4D b S 000 Ak P A A A o 9 A M 42 45 1] P v A O DRI T 7 A S v, Ak O A o2 4 1) ) 475 T

EX 8. HEfr P REEH NS Mi=(ALa,C)R! My=(Az,&,C,), %R F I —&IBITHUE N T=(e,,
ey,...en), M VOi<n, £ eje slay)veie say) o7, Je i ar € 3, ap€ 55, ML P A0 P 4% My ISATHUE N T |, =
(), €, ... ey FVOsj<m,fy (Fa;.a;eZinelec(a)A@iL0Osisn e =¢)

TETE SUET WA MR 35 2B AT BUZE (R BE T b, ] LS A e 432 2 Il I 585 SR

EX 9. WHE2E MR My [RIAELE /598 24 BACUAEAE — 427 IS AT U8 T=(eo .01, L) A RIS T B 3y € 33,
ape 2, AW T PN 48 [F] I Jl

(1) enca)rene&ay);

(2) WP My eSO T |, FLUS 588 M, BERCHAIE T |,

R U, AN R 458 98 AU A7 78 70 58, 2 F8 R P A7 7E — 451847 B A8 1592 e ke i R A i 4 2% s e i O L
ZIBATRIE 1) 5 J5 — A A Sl R PR A I 2 28 18 AT R I AT 8 9 JF AT 45 H AR U A i 448 ol ) 2
TAETE PP S L TEE S 9 T 18 Rl W 42 3 302k DR kg BRAT TN Ry P 1 M 47 45 [0 P 5 2 W 8 288 22 T[]
B, S B AR R TG B8 1 T 3 — R )%, BV A28 2 ) 16 T 6 I8 AT 8% A2 (R 30 1 1 1) 72 ) Bk
Ah).

FR 5 SO, A0 Wl P A M 42 2% TR 2 T3 A2 7E b 58, W] DU A6 AT A B WL B 5 e WA AR MHl T
RIS A — % 5 1A TRl — 384T, A [0 (1 W 4 2 AR AR 5 42 1) o R AN [0t 2 S0 I S Ti) P47 00 28 7 A 00 A M 4
45 T 2 A A0 0 IR BT IR R 110 2 A 10 A M 42t L ) 42 11 = DR O AT I S A o ml e e B SR
A KT I, M A2 5 ) v S (RS T 925 23 A PN B B 28 1 AN B B B L9 R A AR (1) 2 TR DT B 2 AN BRI E
X9 W SAT ()2 AL RIS T 1A BRI, AT #EATEE 2 AN B B

81 BB AR fa] o, KR ST A M AR 2R T B SRS I N A BEX Y ) A ik R A R T
SR FEIL R R 0 W A S A Rk SR T S e B R iR, v DU AR SCE 2 74 I A R A . n A L )
A T A A M 458 24 T AN A8 i 5 15 T, D)2 58 2 B9 B ) 1

552 BB AW AT DL R EAT Gl 5 2 W ESR AW A IR A ) A R A R T SR

R (1) <2 BE AR K B AN R B LA REZEHR T 7] 4, 077 3 48 2 R B) 37 88 0 0 R IXFE R & B B B LS
RER IR T — AR % P AN T/ A6 7 4R Th AR A7 AR 5 B AT S R R 7 BRSO X
AN AZHLIFRER BN T — A7) 4 75 55 30 B L B0 B 1 4R B AITEGE IS 10 B S LR TE 5
JET A AR, W R A SR, W IR I P 2 8 () A7 A R
RE X 10. Wi AT HOR A AZIHLA AT 4(2Q,00,6F), TR 213, A SIHL A fE 3y BB IC o A|21=
(21,Q'qp, 8", F) Ay
(1) Q'=Q. dp = .F'cF;
(2) X AL AT KR 5'(g,0) = a5 75 A P S(a), waw,) = gy 7, 2wy woe (5-31)
B 4 B AN R T RER TARIISA.
Input: B3Il A=(Z,Q.,00,6,F) A T FRER T HEX;
Output: HEIHL A fTEH T4 E#HE Az
for each qeQ do begin
for every outgoing edge label a do begin
q'=49,a);
if (all the edge labels from q to q'z %))
g=collapse(q,q’);
end for
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end for

FLET I collapse #RAE 2 B ZHHLH BIPIASIRES ARIXASRE S =8 — JFOR &SRS AT il
IR B G 05 RPIRES WUR G IR AT I P AR [ AA AR I A% 0, T 4 703X L8 78 10 2 RAX A RS I 3 — A
SRS A B RS W5 I 5 IRPIRZS AT 8 5 2R A AKX P ANIRES 13— RS R R 5 RS 5 9 05 IR S Bk
EIRIRAS.

I bR B, 5 R AU ] M 5 28 b 1) 8 BB B0 L R (0 = BER (R 2 2k 8 AN ) 2 BE R b (1) = BEAR 415
EATM LBl R S B I AR AL T S0 O AR ) b, 3R G 5 A Wi 478 38 2 ) 2 75 A7 A e St e
AP $ 3 J5 1 B SRR B B 2 5 A A5 T IXPIAN B LI 54 BEZ A [, XA i @ n] DA S 22
JUPR SRR A B HH R X BN A2 T

SEVE I % 5 3 AT A A ) M 2 4% B) A 7 1) b ST 565 1 B B 2 4% B 2 O(| 23] x| ol [pal), e H a2l 73 1
TP BB T REFR N N S B A S I A S 2 W B b T T AR B B AL ) RS T B R
TIEEL T JL A, SRR EOE O(1 2 x| Zl). RS 2 15 143 AT ml 0 A AN SR e B R b 2R R S e R 3L
[ <A 1)~ 48 52 R 2 O(IpalxIpal) T BA N2 B - RER TP ST R 44 18R (WP 2 S 24 5 0 O(| 23] x| Z3lx[palx [p2l). 48
PIAN B B - REE B A 0 50 O(Qux|Z) AT O(IQalx| Zf) A PIAS B shALIE 15 B AT 5 1 E 42 A
O(1QuIx|Qalx|21), He i, | 20 PIA™ F BBl b <7 BE 2[R 42 1 4R vh O 1l SR AN K, A7 | 21 << 23 R 2 << | Dol B S oS il A
el ) G )P S RO D O(1241%| Zolx [Pl x[pal+1Qa x| Q2l x| ).

R TR AT IR 56 I A0t 22 0 00 1 A A 28 ) g SN, — D TN BB AOP o 1) i S A I IR A, 75 2%
FRER P AR G GELLE 3 R IR BEAT ph SEAS I, T % AT B A 48 S AR 1) SR EAT ph IS I,
XFE AR O M8 D T AW ) 5 2% B o — T 10, 3B AT ) e A 0 o SEAS A R T A i S R T g s
13X A 15 HAT 5 AOP Hp i SR I AS [5] (1 .

(), S P SR SR T o B S (18 SRS 5 4 ) — A A Al A 09 AN T 4 28 (8 4 B2 AR 2 A L o S 11 52
B b X e A i B (0 48 ARG, T LA i X e AT AT S 40 AT R E T A L )R A A SR ABAE B b
& S ACRS R DU AT A, BRI AS A 75 — AN 58 1R S50 R ) IR AT 2 P A M8 AR 22 ) 2 A5 4 7 AR i 583X
WA & SCRH T 3 OR 57 AR B 1) i 1],

4 LUERPIFAR

Abct ¥ 95 [] Oxford K24 RIBIEE K () McGill K2 52 LA e Ab 3 Aspectd 1A B4 [ — AN T 377 Ji 4 1
#¢ Tracematches!® g 1 37 75 H b1 — NS AT I B0 UE T S A8 ) IF HE 35 Hi R 22 45 i ek 5 48 1) Aspectd 194)
N SR I PR LI 0 R (LB AT 2 RIS AT N I UE P M g A T B A LE P B B TR b 5L B AT A
Tracematches FIZEAN B XS ILEAT 78, 38 0 T ph oS K T e

Tracematches H, 38 5 I % 2 FH ¢ 10475 S8 A7 JCAE abe.tm.weaving.aspectinfo. TraceMatch 2 # e 34T M
7 2 P S B o SRR I W, L T A MU P G R U (FE SN BT ) R % A SE 5 HEAT AR 7. T Tracematches 78 4 7
B H 30 IS 5 S 3o B e 1 BROR A A B HL T, A AR SCH 1 2 mT BB 324 H . R I Tracematches BT 47
1) MW s g% ELHSAETAE abe.tm.weaving.aspectinf. TMGlobal Aspectinfo 27 (1] traceMatchList J& 4 o, s 46
W 2 2% 8 1) b S I, R AR % @ P 5 (1 A8 TraceMatch Sl kAT 4 0%t 2™ 78 e BLAOAE 28 9 1 o, 12
& 4575 TMGlobal Aspectinfo 28 o 38 i 7 ksl s 45 485 (8] i 5 (1) 77 7% detectConflictsBetweenMonitors, 71
TraceMatch & Hr B 1 K00 a2 %% Py 5B vh 22 (41 7 725 detectConflictinMonitor, 7E PointCut 2% 384 i 1 4 W 9 4~
PointCut fig 77 3% £EAH [F G 1) 77 ¥ (canUnify) LA 38 0 T 5 /> Matcher 28511 pattern J& 75143 AHAL.
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"TMGlobalAspectinfo IDPatternMatcher
—traceMatchList:(TraceMatch) ™ =
+detectConflictBetweenMonitors() : i +match()

i | |
| ' |
N : abc.weaving.aspectinfo.PointCut : TypePatternMatcher
TraceMatch If} L
i
—stateMachine:StateMachine ! T I
-+ |+canUni
—labelToPointcut:Map 0 : *match()
+detectConflictBetweenMonitors() |
T I
: SMNode ! [MethodPatternMatcher
i I
I/ StateMachine .—>—number:int 4 _>
: +match()
|
SimpleStateMachine :
—nodes:HashSet:(SMNode) _i SMEdge
—edges:HashSet:(SMEdge) 1 |-label:String
Lo

Fig.1 Implementation of conflicts detection about monitors based on Tracematches
1 T Tracematches i i 455 i i S Ha I S35 1) S TR

7558 B IR S BE A b FRATT6 SCHR (9] (¥ S 5347 1 RS 0. &5 L 2 7 A8 A ) HE G o 1 e S G ke 3
HRIOT AP 42 M 1 15 i R Ab B R G s i), R Ge L& — > CreditCardProcess 25, %504 T W2 % TR &S5 BLH
125, 3X 88 24 UL Transaction 45 8. 04 T ORUF XS F R #4510 W8 B3P, ZESRAEAS 5 55 R AR A48 i s AR i Mk iR
HEAT R FE IS 2 P 3R 1 W 4% 2 1 2 i . T8 o 1) log Transaction 45 417 1 516 6 1% 3 i 25 45 48 A 30470 S AE iz
P A HEAT 1P SR I B R T, 2% M 2 s ) S B3 A T R 0 2 45 AR AT i S 1 B VE 2 LA Transaction 45 )%,
IXFEAE S AR 4 ok T R LR JOX A rh 58, L7 4E logTransaction #AEREAT 544, il oA LL Transaction 45 /2,
B¢ % 40 3 fF 2k B % ik 3 CreditCardProcessor.* Transaction() /il 7% & CreditCardProcessor.*Transaction()&&!
CreditCardProcessor.logTransaction(). i 7~ 88 LA 17 51 (R N i) LUE Y B A M 28 2% N E0IRES « iE A8 U i 3
% UL K S P R 7 1) H 28 5 2% JEAT 928 25 P 350 10 o SRS 0 2 {5 0 2119,

CreditCardProcessor.

logTransaction() CreditCardProcessor.
logTransaction()

CreditCardProcessor.
*Transaction()

CreditCardProcessor.
*Transaction()

Fig.2 A Logger monitor deployed on a credit card processing system

K2 FEAEE R AR B R g i) — A Logger Mids s

UEAR, FRATT3E X5t 2R 51 0 B A A b P 8 S 2 8 1 M 2 s R AT T o S A I T4, 458 R B, 4TS R 7 4% R UL A
FESE LT B 1 Sy 22 8 S A 2R Bt R T T R A I, T A28 S A 0 2 A 35 11 7 2R 3% 5 Ak
— G ) A P P SR 2R 4 I R 2% IS e B R 5 O S A P A T LA exe Bk vibs Ay JiE 4% 44 R IR SO
L PRI 3K 4 R L 3 .

XL AEIX A W s 28 B B 2 R 48 B 249 AE e P e Bil(login readSensitiveData sendFile) 41 i, 23 1 45 5 4
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A2 5% A 4 S AR ) I i . SR> encrypt SEARAT IR, S A 4545 P A B ST AR 44 LUoin 85 (4978 3CHY B, AT
P JE I

readSensitiveFile(File f)

sendFile(File f)
© O—®
encrypt(f)

login() sendFile(File f)
5 6 ——— A7 ) )
O O0—0

Fig.3 Two monitors deployed on a mail system
3 B RE KA RS

login()

O

)

5 MXIE

I BATTBIT S BUAT b SRS DN PR B 9 2 L o A AT ) 77 T 0 3 AT I 6 UE U3 () e SRS I A SR
(5] A BT S % S04 Y 1 3 AT I B0 0E v 4 10— AN S SCRZAH I (18— S8 A6 A ) AEL A 12 5 SCAH 24 R X A
Fe i SR TR BEAAT Bl AE AR Tk s A (B, O HL A 45 R A S BB TR It e A 2% 18 1A S 5E
{1 A 2 PN S R A A T

SCHR[LA13R T — B R AL S S 2L S S i n] DT R i A 4SRRI AR A ) —
77 THT AT AT M 47 2 AT 20 45 2, LA S AT T (1 b 5% AL 2% SO AR B S b SRR I 1) B9 M s
N TR A rh R ZEN T AT R

T 17 T 2 R P 8 o SR AR 0 2 T 1) 7 T 2 REIE S P B — A A, T B R AR 2 A U TE R — £ 82 R join
point) 77 2 ™ it Jil (advice) I 41 4] ffy K 45 AN 380 1P 20N Py B30 168 L5 2, BAORE S b S 1) A B 2, Aspectd H
$efit ) declare precedence I8 7o 45 i ] — 4 sl AN 1 AFDCT AT (L. SCRIR[16-19]%5 R T & Fl s
FRXAS [ AT R FE AR FATHE T ol SR AE AT I I AE T 5T, FATHI ph FREAVEI e T 24 {4 1fy Hoag
YT 0 2 AL BRSPS 3R A A 90 T8 1 77 18 0 R o ) b SREAE A AT I IR AR AU A — 8 R o R B I HE ) 1
TS 2 AP S BRI — A HeRES 6 FIPIRAS 5 81 ) readSensitiveFile T H, & 4F 1% RA 2K
Az B AR 8 KD THT 16) 77 10 20 R 03, DU A% 4 DA Dy 3 A 3 L A A3 AT I M 47 A3, K 78 A A e 4 3
LR UKD 4 A I AT, AT 2 A s B BOIR 2R I A2 fid A A8 AR HAT S X AT I 8k v 18 o R A
S DA S A RS [ £ o 58, 00 AN A2 T 17 7 T £ P 5 06T Ak A 308 KT (B A5 0K 3 Bl A A AT 11 T e A i e 2
AR PR 388 S 3 o 7 e

6 HFR5IIERE

ASCHHEAT R IE Ol T AOP Hr (R EI N s R g 37 W 43 P o 5 R e A 47 T A 1) PRI I B 3R AT 77 407, 3R 1
TUIN BB E 2 TT RS 45 WA 38 A7 SR ph 98 A8 LT PR 1 5% e 478 25 P 38 ) v 58 LA B W 45 268 ) ) o 58, O
S5 R I B S AR TTUR B AT IS B AE T EL Tracematches % 3 S 45090 S 3, O 0 — S8 5246 4T T 43
Br K5, 45 R BoR T 3ATER A

P FATT T S0, 3K 2 TEAS AT I 56 UF A g 2 B HH A ph o s SCRIVRL I B30 vk FRATT 4 M TR A I 4500 L8R A 0T
AOP YN fUE T 1 AR 5T b, by 70 P 5 2 008 3 T P04t G 70 AT 4] — b gt S eh Mk A 5 B0 4 52 Bz A7
F A 0 WG R T b I R ESR SR A R ) R 58 (R Dk B 6 4 S A I B AR A, — A BESR T B A A
M) T332, A% 3C 58 PR R i S H A RT BE K AR TR b, AR S 1 S SCRIR I B 0 T i S R R E S A — B
[ 5-9'8

A N 2R b 9% 8 SRR R Rk vy T BAR N 3 e, RTE SRk B IA SO B T — 20 e i 2K
SRR GE KT DX PR 5 T8 SR W T A5 2% AR S A T T, B8 s e 8 7 AR (R ARIE. W BB AT I B IE v B
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R AOP 1 58 5 S, S A4S i 58 15 N T 32 S A G AE /S N T3 55t v M i AN R 26 b SR F AN e ARAIE 1%
P 038 20 (0 3 S AN S B A R AR o S SCAR A A9 A 0 = 32 6 3 a2 i) 7 A7 AR 3 R I R 2%
FERE NP 564 .0 A S0 AR 49 L S P AT AN S ARG I 592k T B 1 2 PR TR v A G SR P S ™ e 1 A 1)
Uy A 2 2 0 32k R 1 20 P B[] 1y < A gl 8 75 S PR AL I 00 2t B SR DL ¢, B o T g A A
1 P55 cflow(call(A.a())) Al cflow(call(B.b())), 3CH S35 23 iy i & AT AN 2 B C ) O S ELAE RE I 10
ARSCHL R I R Aa J7 S B ET T BLb U5V, B B Ji ARG SEL T T A U7, A AT REAE AR X
FIE AR PEIC IO T BRATH W g A ek SR AT B T I [ A (0 b v B0 A X AR B U AR L
ZR A AL LR IRILSL.

1T AOP 1) N A F AOP R D sl iy 5 e FE 0 1F L8 Al 138 AT IR 0 AE A0TSR 11— > SR . A 3L
S S 5 B FLAS I T 32 e A 25k A 00 A4 A PR ST 47 28 22 T 1) v 5, R A 38 AT N B R B R A 2
FhFE.

AOP HI DI 1 PR i A 15 g 2 45 W 47 s VA 8 B 2 g 2 T ol A o 5[] NP A A3 AN A7 A — A 2 TR 0 i
ARSI S35 AE LR B AR op JRATIHE 25 AR Jf A2 47 I B0 I AUk ) 6 AOP PR DD i i & 0BT PR, L S
b3 B 3% g o R RVRSL I 5095 B2 2% P A £ — A~ 4

References:
[1] Bauer A, Leucker M, Schallhart C. Runtime verification for LTL and TLTL. ACM Trans. on Software and Methodology (TOSEM),
upcoming. 2010.
[2] Dwyer MB, Avrunin GS, Corbett JC. Property specification patterns for finite-state verification. In: Proc. of the 2nd Workshop on
Formal Methods in Software Practice (FMSP’98). New York: ACM Press, 1998. 7-15. [doi: 10.1145/298595.298598]
[3] Kiczales G, Lamping J, Mendhekar A, Maeda C, Lopes C, Loingtier JM, Irwin J. Aspect-Oriented programming. In: Proc. of the
European Conf. on Object-Oriented Programming. LNCS 1241, Springer-Verlag, 1997. 220-242.
[4] Kiczales G, Hilsdale E, Hugunin J, Kersten M, Palm J, Griswold WG. An overview of AspectJ. In: Proc. of the ECOOP 2001.
London: Springer-Verlag, 2001. 327-353.
[5] Kim MZ, Viswanathan M, Kannan S, Lee I, Sokolsky O. Java-MaC: A run-time assurance approach for Java programs. Formal
Methods in System Design, 2004,24(2):129-155. [doi: 10.1023/B:FORM.0000017719.43755.7c]
[6] Allan C, Avgustinov P, Christensen AS, Hendren L, Kuzins S, Lhoték O, de Moor O, Sereni D, Sittampalam G, Tibble J. Adding
trace matching with free variables to AspectJ. In: Proc. of the OOPSLA 2005. New York: ACM Press, 2005. 345-364.
[71 Chen F, Jin DY, Meredith P, Rosu G. Monitoring oriented programming—A project overview. In: Proc of the ICICIS 2009. New
York: ACM Press, 2009. 72-77.
[8] Colombo C, Pace GJ, Schneider G. LARVA—Safer monitoring of real-time Java programs. In: Proc. of the 7th IEEE Int’l Conf. on
Software Engineering and Formal Methods (SEFM). Hanoi: IEEE Computer Society, 2009. 33—-37. [doi: 10.1109/SEFM.2009.13]
[9]1 Jones M, Hamlen KW. Disambiguating aspect-oriented security policies. In: Proc of the AOSD 2010. New York: ACM Press, 2010.
193-204. [doi: 10.1145/1739230.1739253]
[10] Li XD, Qiu XK, Wang LZ, Lei B, Wang WE. UML state machine diagram driven runtime verification of Java programs for
message interaction consistency. In: Proc. of the 2008 ACM Symp. on Applied Computing (SAC 2008). New York: ACM Press,
2008. 384-389. [doi: 10.1145/1363686.1363781]
[11] Palm J, Wu PC, Lieberherr K. Understanding aspects through call graph enumeration and pointcut satisfiability. Technical Report,
NU-CCIS-04-01, Boston: Northeastern University, 2004.
[12] Lieberherr KJ, Palm J, Sundaram R. Expressiveness and complexity of crosscut languages. In: Proc. of the Workshop on the
Foundations of Aspect Oriented Programming Languages (AOSD 2005). Chicago, 2005.
[13] Avgustinov P, Christensen AS, Hendren L, Kuzins S, Lhotak J, de Moor O, Sereni D, Sittampalam G, Tibble J. abc: An extensible
AspectJ compiler. In: Proc. of the Trans. on Aspect-Oriented Software Development I. LNCS 3880, Heidelberg: Springer-Verlag,
2006. 293-334. [doi: 10.1007/11687061_9]

© HEBEERAET hipd/ www, jos. org. cn



Kak S T AOP 645 AT BRE F 44 o RA&M 1235

[14] Bauer L, Ligatti J, Walker D. Composing expressive runtime security policies. ACM Trans. on Software Engineering Methodology,
2009,18(3):1-43. [doi: 10.1145/1525880.1525882]

[15] Malakuti S, Bockisch C, Aksit M. A rule set to detect interference of runtime enforcement mechanisms. In: Proc. of the 20th
Annual Int’l Symp. on Software Reliability Engineering (ISSRE 2009). Mysore: IEEE Computer Society Press. 2009. 16-19.

[16] Katz E, Katz S. Incremental analysis of interference among aspects. In: Proc. of the 7th Workshop on Foundations of
Aspect-Oriented Languages (FOAL 2008). New York: ACM Press, 2008. 29-38. [doi: 10.1145/1394496.1394500]

[17] Aksit M, Rensink A, Staijen T. A graph-transformation-based simulation approach for analysing aspect interference on shared join
points. In: Proc. of the 8th ACM Int’l Conf. on Aspect-Oriented Software Development (AOSD 2009). New York: ACM Press,
2009. 39-50. [doi: 10.1145/1509239.1509247]

[18] Kniesel G. Detection and resolution of weaving interactions. In: Proc. of the Trans. on Aspect-Oriented Software Development V.
Heidelberg: Springer-Verlag, 2009. 135-186. [doi: 10.1007/978-3-642-02059-9_5]

[19] Bodden E. Specifying and exploiting advice-execution ordering using dependency state machines. In: Proc. of the Int’l Workshop
on the Foundations of Aspect-Oriented Languages (FOAL). 2010.

3K K (1982 —), 5,3 m I BIT A B/
LR HU A 3 AT I S0

BB (1942 —), B P A S,
SR FTANIE B TR,

FERL(1976—), 7 I8+ ##%2,CCF &5, &
TERF S e ) A B AR, A
PEHER.

© PEBEBSAITT  hip:/ www. jos. org. cn



