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Abstract: Traditional identifier-based authorization models are limited to having different authorization paths that
will cause the inconsistency in propagation of permission. In addition, unauthorized entities may acquire illegal
permission by such an identifier-based authorization path. In order to solve these two problems, an attribute-based
authorization delegation model (ABADM), suitable for multi-domain environments is presented. In the ABADM
model, the delegation of authority and the propagation of permission are all based on the attribute sets of entities,
which ensure that the entities on the same credential chain have the same permission. The model integrates
attribute-permission assignation policies inside autonomic domains and the interdomain attributes mapping model.
The algorithm for calculating the attribute sets and permissions of entities in the multi-domain environments is
proposed. The usage of the ABADM model is illustrated through a common example.
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| 3 A% e ISV, B 0 e A g — AMIE B 1] (proof - graph) ke SRR 43 A 3 1) SR IE 4R A Hh ke I AL B SR 1 A
RS, A Ml o 1) SEAARSRAT 1) 8 Y £ (38 285 P 7 M ) 4 P9 B P R AT RSRS 11 2 A2

3 BRNERFIEEMNAN

3.1 ABProofGraph& %

TR S AR AR e kT E B 5 R R I T A A M R IR 9% AL 2 G AT F B ABADM R T
ABProofGraph %75 ABProofGraph £Ly5:47 Ji& T SCHR[4]9 (1) ProofGraph 532,75 I T % & J& 42 80 X 4F
Sl2 ABRSC FEIIF IF S, FE1E N T &1 5% 38 S 55 B2 Jm 11 1 10 B B2 M AL 2% 32 FFE ABProofGraph [14% 0 JBAR /&1
IR ST LR R B B o A5 — > 22 7 AR B %) 05 T 3 G T %o 7 990 56 B e G iy DG 106 (94 Jeg ek %13 o 1)
JB LR A WA 5 R B AR TR JEAT SC TG Jeg 1k 1) 3 e #4 , DA HR A 1 B 2R 8 Pk 9 R Ry ) — S AR 1V )
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PR 5 R R RIS T 0 Pk R P2 AN ZE 4E). B 1 e o R P 1EAT F B P AS TS i 1 1 R, 34 0 o 2 1o
1) ABRSC fEilFil, H 2 5 8 3R 15 MATIETT S 2 H AR BT 5 2 0 — 40 B8 12 2 R VL 45 .
E b 7 AR R R AR A B 1k Ik 2, S T A i A AR R B bR P AN T A 38 T AN B 1]
PRSI IRV A T F B P e R D R A R B R A
(1) fEiFiL e—Aattre SEBMERIAA AR, Bk #EENE. B EFEEE T Eh |
B~V BUEAE A.attre—e BT B 70 A SC & b SR H 9 2 i Sk I LR R
(2) Sl Aattr—B.attro.attr. %R0 A 2 55 dARIES 210,102 B SR IE R A% Batt, «—— A S UK. B
TR I AR FEUE S A v 92 B AE 7E B S E, R RR O S H a0, 70 A SC BT rp SR S R e 3 Sk i LAR O
(3) Filiid Aattr—[B.attryn...nB.attr].attr. ‘& A & 1 8 tH A UE AR B 10,10 2 B AR UE B 12 Battn n..n
B.attr, «—— A T H . %P L ) 3t Bk b Tt 78 A S A )RR P B A Sk on LA 2R
(4) FHL eofinfon.. i B AR HH IR B, 2t R E b ) Al R B AR T Y I B AR
G fe——e, f«—e,.., f e PR FR 5 32, 78 A SR PR A5 Ja 26 44 3k Jon BA
HKIR;
(5) ABRSC %ilLili D—e.D &% e &M RE AR B BB st e & 1 8L,
VI BUEL VI B FEIE B A5 B 70 AR SC I b i F e 2 i Sk i LA R R
TEUE B B rpod g DL b 5 RS B (K30, JE B T — 4% A DR Sk (BN W46 19 5 D) 22 Wt IR £ it 2 1) o2 S8 P (H
FrIEETT 5 Aattr) W R4S % R AR D D—— Aattr (9B IEBE MR SEUERER A FP AR 45 ek R B ) 3
FH A D TEAS HVA I A I IRALRR.
W3 45 T ABProofGraph L3k (040 5.
32 BiEEMMEST RidRE
Bl 1 R T — A R EE PRI Y S I (R A AR SRR AR % s R K A
BE IR S5 R R W 0GR SR @ T 1 v 1) R 2% IR I TROAS RS F 4 6 2802 i 45 45 A2 Bk B v DR 2 1) 2
A2 T W5 b B IR S AR AN R T 2 0 M At 2 TN B R T B Sk PR AR 1 R R B R R AR 4
T TR B SO e — e A SO %35 S I U5 R FE B B T W TR 2R — AN BE BT 3 A ARk Allice
F1 Bob JUI 43 ) P TR 24 25 A TH B AITE i ABProofGraph SL32:%) DL _F 37 5t rp i 5 8 U (] i Rk AT AR I %
[RAL 2 5 i, A it ¢ T I B I IR 0 1491 0 B ABADM BB S IR T 66 T SR bR AR I3 BTy s AR 7R 1 4%
UF 3 B8 A — ﬁzﬁfvﬁtﬂ’mllﬂwﬁhﬂ B i) 5, LRAUE T B AL R 22 v 5 — Bk
Bl LA PRI
H /é?ﬁ.un|ver5|tyA,un|versityB,bureau.
TEFAGE R, & BRI U R IR A W T
universityA M4 :

{universityA.student«Alice (1) /[Alice & universityA 1224

universityA.AllyLeader«bureau (2) //bureau /2 universityA 2 5B A%k A

universityA.eduserve<universityA.AllyLeader.UniStudent (3) N2 NI AN K 22 0 22 A2 0T DL 1) AR 35
U&=y E

}

universityB #i% :

{universityB.student<—Bob (4) //Bob & universityB f]2% 4

universityB.AllyLeader<bureau (5) /bureau J2 universityB 2 5 1B i) 22 3k A

universityB.eduserve<universityB.AllyLeader.UniStudent (6) 1223 N AR A DR 27 1) 2 A2 ] LA i) A 358
B0 55

}
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bureau % :

{bureau.ally<universityA (7) /luniversityA J& bureau 2 3k ¥ B¢ 3 1 &
bureau.university<universityA (8) /luniversityA J& bureau A&\ K] K2
bureau.ally<—universityB (9) [luniversityB & bureau 7=k [ 15¢ 1) A% 52
bureau.university<—universityB (10) [luniversityB /& bureau KA [ K %%

bureau.UniStudent«[bureau.allynbureau.university].student (11) /B2 i bureau 4% Sk {5 B S & K24 5K
N & # R UniStudent J& 7.

}

PLE R 10 ANSEIE AT | BSELE 8 AN, 70 B 2% | B A AIE 1) 35 PR A7 6l L 4% 1R AR A7 it 148 % 3 i

24 universityA 312425 Alice 7 ] universityB (12057 IR 45 I 75 B4 35 — 4 M Alice 4B %58 Kajice
universityB =[] H A J&8 48 & {universityB.eduserve } AL IESE. 2 Alice A2 AR H TR B Kanice B, 77 22 KA
WIRAEUE

Alice.self<—Kajice 0)
[l I, 1 T Alice #1145 J& 1k #E1IF (1) BA & universityA.student J& TE TR (A8 SK puniversitya studenty, A1 1 Alice 14
i ABRSC EiIE
[universityA.student].self<—Kajice (12)
FEBARUE(12) K 3% 2% 55 UE R 55 1 BE R B 28 & 3 universityA % AR IE 5 U3 Kaice TOEIHA universityA.
student J& ¥ (1) S 4R (A 451 1 BT Alice) [ & .universityA W 245 40F (12) 5,25 38 i ABProofGraph S35 E47 4 g, i
P e AE B 1 v )45 5 R LT AT (K8 R SRR (7) SR UE (B) AN R RS SKbureau ally,pureau.universitgy F 1 V11
TUATAIE
[bureau.allynbureau.university].student«Kajice (13)

EBARAE(13) & 3% 42 56 1 B4 8 145 Kk 2 bureau J& bureau 3B it ABProofGraph BikitATH i, I dE T i

A BT R T R, R P ST 1 Je8 2 A (B) AN B Je8 1 (R FASH SKguniversityb. AllyLeadery 138 VI AT AIE
[universityB.AllyLeader].UniStudent«—Kajice (14)

2 Alice it B8 Kajice JTHESLAT K (45 18 K FEUE (14) &% 4 universityB J& il i 5 FE1IF (6) 45 &, B AT S &
R AFE universityB.eduserve «—— K .., 3 1% H b5 & #: 4E & {universityB.eduserve} 3 — 53k #3151 universityB
27 R 55 BT RCRR.

IR AT UEBE R e I AR e A A B R B P P L T E B I R Y R(0) 4% 3R ABProofGraph £ik
HRIER T AL AL AR B AR AT R AR S ARER T SRR N AN I R, 3 R b AR T 1 o
MR R

5 Alice [ ARIF S 2 Mo i i FE AR, 245K | universityB 35117 2% 24 Bob 177 1] universityB {2027 I 5%
il i ABProofGraph .yt m] LU M8 Kaop B H b5 2145 A& {universityB.eduserve} I FE M B 5 12 55
Alice [¥71UE B EIAHAL, 35 2 (0) 2 ABProofGraph 532 1 IR #I 48 9 i, 5 AL (AR H AR 49 2, W0 sl ibs 5 AR T
FIR I BB 3 bR JUARZR 1 I R R AIE 5 e & 2B B Bob fRE B B i 2 TR,

T EE ok A PSSR VR SR 222 Alice F1 Bob [R5 TE BE R 7 5 9 e i R DA K e 2B A I W P AT
VL 256 F 5 P304 2 universityB, JCi6 W5 Sk ok BN B v 38, B W) A7 5] 11 universityB #0027 il 4%,
F 1Y ] 65 g 8 2 A TR0 1, U0 W 555 I B 11 ) B 5 7 o Il R (1 20 B 2 AH ) 1, LA T S AR R M iR e 1
S DX TRVRE, B R SR 2 R (AL ) NI AR 15 i 28 H BR T s 2R TR S R AR R, O B AR B sk
FRARTEK. LRV DRUE T 75 ABADM BEEY rp 1147 4 [ J& M 46 & B AN [F) S AR 7 B AL 22 40 e A v IR 2 145
[, I FLER b AR ) 432 B ZE HE B A2 BT 3R 15 R B PR A 2 — 3.
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(0) Kaice (1) Alice.self (2) Alice
. 0 . :
(1) Alice.self > (1) Alice.self (3) universityA.student
(3) universityA.student 12 *'
Ei;))ug:’\/r:il:tué‘gﬂg::\:e | (4) universityA.student.self | 1 _
yb. (3) universityA.student (5) universityA 7 (6) bureau.ally
B 2 (8) bureau.allyn »  (6) bureau.ally
A (3) universityA.student bureau.university ——
AN ) - (7) bureau.university
) (3) universityA.student N - -
\ .13 ; . (7) bureau.university
\ x "~ (@) bursaually b iversit
\ “._ [(©) [bureau.allynbureau.university].student (8) bureau.allynbureau.university
\ *(10) bureau.UniStudent (8) bureau.allynbureau.university
\ 14 v 11 [
y (10) bureau.UniStudent (11) bureau
Y (10) bureau.UniStudent

(12) universityB.AllyLeader
> (12) universityB.AllyLeader

(12) universityB.AllyLeader S

-
—

(13) universityB.AllyLeader.UniStudent| ¢
(*) universityB.eduserve

(*) universityB.eduserve

Y

(*) universityB.eduserve

Fig.1 Final proof graph for Alice in example 1
K1 1 PR Alice FRAIE B ]

Bob ob.se o
) K (1) Bob.self (2) Bob
0N |
(1) Bob.self >|_(1) Bob.self (3) universityB.student
(3) universityB.student 12 ¢
(iO) byreagt.UBdetudent .| (4) universityB.studentself | 1 —
(*) universityB.eduserve (3) universityB student (5) universityB . (6) bureau.ally
IR (8) bureau.allyn » (6) bureau.ally
LA (3) universityB.student bureau.university ) bureauuniversity
L N (3) universityB.student o —
Y 13 T o (7) bureau.university
\ S * N J@h llyrb iversi
\ . [(9) [bureau.allynbureau.university].student (8) bureau.allynbureau.university
\\ | (10) bureau.UniStudent (8) bureau.allynbureau.university
L 14 v 11 l
\ (10) bureau.UniStudent (11) bureau
“‘.‘ (10) bureau.UniStudent

-

(12) universityB.AllyLeader

5 (12) universityB.AllyLeader

—

-

(12) universityB.AllyLeader

o
(13) universityB.AllyLeader.UniStudent| ¢
(*) universityB.eduserve

(*) universityB.eduserve

(*) universityB.eduserve

Fig.2 Final proof graph for Bob in example 1

2 Hi 1 F A Bob [IIE R &
4 RBEHREMR

75 ABADM AR f) e 38 58 Y0 1) 3 o vl e 5 SR 2 1 0 1) 32 i ) S 8 A B U5 U7 1) 77 5K (op, object), B¢ U T
FESRA H AL 5 T i Uy ) BB ) A b Jg M 4 45 AR5 ) ABProofGraph S30 v S04 B Y57 SR o 17 e % ILAS 1%
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JE SR A W 8 X 1H K ST AR AT A B,

EIE 1 KB R IR e BENS PRAT AT WAL p 4 HAOCH UE W] B P AAAESE B AR AR & TUE B At ) LURAS
AL JE S as, i L peauthorizedPerms(as).

RO EEVEIE B e FRAFAUPR p M — i 2B B A B 5 T p MBS as, HARYE & X 5 Wik
peauthorizedPerms(as). il b S 1iF i, 18 1 UF B B A AN A7 70 XA IR B AR 48 O b R H B2 (1) e TRV A AH OC i 4
5 H0(2) e BT i M4 & as' AN L peauthorizedPerms(as'). LA B Al 5 1 #5258 e To vk K457 6] BUBR
P, IMIX 5 AT IR T & . BRIt B AR AR & | ANAFAE B R AR I L B AR IE.

FE4> MR 0 SRR W B R AE AR S B R A | | ={Aattr, «——e, Aattr, «——e, ..., Aattr, «———e}, T}
LS as={A.attr, A.attr,,... A.attr, }FF ({5 — B P AT b-activate() B 5, 8] B %5 4 e $U4T f-activate()
BRI H5, AR 5 L 3 ABProofGraph S92 4 Jig AR SCHR[4]F) 2 PE 7,0 S 223 A as={A.attry, A.attr,, ... A.attr } 14
AN BT SRS 1] i Aattrg Aattro, . Aattr, TR AR S i T AR e I 1) fif R B MEEE G as iR e X 5

% authorizedPerms(as), W] e B[l 7] 354397 M AL PR p. 78 2 1 £590F. O
5 HRE

e e A5 AR B 1 Ze 48 10 77 A0 TP ISR BT R BB SRR I 1 — i R . A RO vk 7 58 (B th
TR 2 BB A 2 KL T SR IR BT 3, BT AR D M e AN 5 725 1) S A T 00 0o 22 FE HE NSRBI AR 3R 15
AN (AR LA RIS EAIE % A AN — SO0 S B0 U 1) PR AN — S50 P K 2 4 i) il B 6T LA e i AR ST T T80
AR G A5 S AR I B A 0K SR AR D0 e AR A R AR ) A% 33 55 A ) () Ze B 48 3 3 1 S5 A i L AT (1) s Ak
AR B AR T AN T R AR AL TS ABADM. I 1 L T & T R AL 2R HE A B AR AL
T3 FETT LAAT S 205 5 5 A s A 8 5 SR (KD B 2 SIS T G 7 4 12 S MR R B U B0 e e o i s 9 22 4T
JIT TG RS ) Je P S AL, 0 R 1A A [ PR Jo P8 S A B ) 52 A AR RE — B0RR B AR, AN 9 SR P AR T S0 A A
R L 6 £ BE K k5 U7 TR PR AT WA X 40, % ABADM A58 e (35 P Jig AR B 3 i, 54 s A0 458 v Jeg 2 1 5 A
RUREAT T I8 AR S L S Ions 5 T I Pk RO SR HE 77 U S8, 25 T oH SRS AR I A A s sl s 2 £
ABProofGraph $i, AT S B T 1 42 1 S L BE 345 (K U5 1 B ABADM  SEBIL T —Fh JE 5 552 AR TR K 0 AL
IR A i I Tt 22 ) () AR AT 5 58 A7 B TR S B Internet AR 0 46 B8 5 7 1] 32 .

Buft A0k, 3T AR S VP L SR I TR A AT AR ST SR R 11 B LA L
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&% 1. ABProofGraph 51k,

ABProofGraph S H T [r) % 5 XUk FO F 3 T v, 5 T WA 3 A 2 ABProofGraph F1 ABProofNode, LA & 3 4
4 Bh 25 : ABBLinkingMonitor,ABBIntersectionMonitor, ABFlinkingMonitor.

ABProofGraph #5145 A8 & e X

Class ABProofGraph

{
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initial-node: ik B B4 465757 55 ;

target-node: ik B ¥ H A5 717

nodes: ik B3 &Y A1

edges:iiF ] [&] v i 1

b-proc-queue: & [7] &b 3B 41);

f-proc-queue: fij [) Ak 2 BA 41

}

ABProofNode ity 5451 A% e

Class ABProofNode

{

b-proc-state: J5 [ A FLIR 25, 135 3 FioR A BUE :unprocessed (R 4k 1), to-be-processed (I BA 471, BT K 4k

F),processed( £ AL FE)

f-proc-state: §if [ AL FLAR 115 J5 1) Ak SR H A AH ()

b-solutions: J& Al 4 & ;

f-solutions: {ij Il it 52 &5

b-sol-monitors: & [l fi# IS AL AR 4R &

f-sol-monitors:§ [l fif M ML A5 55 75

}

ESENIIWIRFS &

ABProofGraph: run()

{

while (one of b-proc-queue and f-proc-queue is not empty)
{if (b-proc-queue nonempty)
{n=b-proc-queue.dequeue();n.b-process();}
if (f-proc-queue nonempty)
{n=f-proc-queue.dequeue();n.f-process();}
if (initial-node.f-solutions.contains(target-node))
{return;} HERAT UGS r 2 H bR 8 119 2 R 1) S e 428, SRk 4 TR
}

}
ABProofGraph: addNode(e)

{if (a node n exists for e) {return n;}
else {creates one and return it;}}
ABProofGraph: addinitialNode(e)
{n=addNode(e);

initial-node=n;

}

ABProofGraph: addtargetNode(e)
{n=addNode(e);

target-node=n;

}

ABProofGraph: find-f-sol-entity(n)
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L3 VA B 4T A n X I PR i R S AR AR
set={};
if (n is an entity node) {set.add(n); return set;}
foreach (n; in n.f-sol-monitors){
set=set.union(find-f-sol-entity(n,)); IR A ] A S AR B G SRk R4
}
return set;
}
ABProofGraph: addEdge(e,<—e;)
{n;=addNode(e;);n,=addNode(e,);
if (edges.contains(n,<n,))) {return:} M CAFLE, R A
edges.add(n,<—n,);
if (e, is a linked attribute B.attr;.attr, or an intersection linked attribute [B.attr;~B.attr,n...NB.attr,].attr)
{
f-sol-entity-set=find-f-sol-entity(n,); 154K e X8 FRIRT M) R SRR A
foreach (n in f-sol-entity-set) {

edges.add(ny<—n); 1175 ABRSC #EiIF 1
n.add-b-sol-monitor(n,); 1150 ABRSC #E IR 5 R 7t 1 A 8
if (n,.b-proc-state!=unprocessed) {n.b-activate();}
n,.add-f-sol-monitor(n); 113 i ABRSC AR IE i 7] A7 1 4028
if (n.f-proc-state!=unprocessed) {n,.f-activate();}
}
return;

}

n,.add-b-sol-monitor(n,); TR I T £ s A 25

if (n,.b-proc-state!=unprocessed) {n;.b-activate();}

n,.add-f-sol-monitor(n,); TS IR ) A A A 8

if (n,.f-proc-state!=unprocessed) {n,.f-activate();}

}

ABProofNode(A.attr): b-process()

{b-proc-state=processed;

creds=find all credentials defining A.attr;

foreach (credential “A.attr<—e” in creds)
{addNode(e);addEdge(A.r<—e);}}

ABProofNode(A.attr;.attr2): b-process()

{b-proc-state=processed;n=addNode(A.attr,);

n.add-b-sol-monitor(new ABBLinkingMonitor(A.attr;.attr,));

n.b-activate();}

ABBLinkingMonitor(A.attry.attr,): add-b-solution(B)

{addNode(B.attr,);addEdge(A.attr;.attr,<B.r,);}

ABProofNode(D): b-process()

{b-proc-state=processed;add-b-solution(D);}
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ABProofNode(f;~f,n...fy): b-process()
{b-proc-state=processed;
m=new ABBIntersectionMonitor(f;~f,N...Nf);
foreach (j in 1,...,k)
{n=addNode(f;);n.add-b-sol-monitor(m);n.b-activate();}}
ABBIntersectionMonitor(f;nf,N...Nfy): add-b-solution(B)
{if (B is being added for the first time) {n=addNode(B);n.f-activate();}
else if (B has been added k times) {addEdge(f;~f,n...nf,B);}}
ABProofNode(e): f-process()
{
f-proc-state=processed; RS BHAZ Y L E g A 2
if (e is an attribute B.attr,)
{add-f-solution(B.attr,);n=addNode(B);
n.add-f-sol-monitor(new ABFLinkingMonitor(B.attr,));
n.f-activate();}
creds=find all credentials having e as its body at base(e);
foreach (credential A.attr<—e) {
addNode(A.attr);addEdge(A.attr«—e);}
if (e is an intersection) {return;}
creds=find all credentials contain fy~f,M...Nf in which fj=e for some j;
foreach (intersection fy~f,N...Nfy in creds)
{add-f-solution({(f,"fon...~F,j)); 113 A8 5 8 431
n=addNode(f;"fn...Nf);
n.b-activate();}
}
ABFLinkingMonitor(B.attr,): add-f-solution(A.attr;)
{addNode(A.attr;.attr,);
addEdge(A.attry.attr,<B.attry); 111 A.attr B 2E 3 il
}
ABFLinkingMonitor(B.attr): add-f-solution(A.attr;n...NA.attry)
{addNode([A.attr;N...MA.attr,].attr);
addEdge([A.attr;N...NA.attr,].attr«B.attr); %S il
}
ABProofNode(e): b-activate()
{if (b-proc-state!=unprocessed) {return;}
b-proc-state=to-be-processed; b-proc-queue.enqueue(this);
foreach (n such that edges.contains(this<—n))
{n.b-activate();}}
ABProofNode(e): f-activate()
{if (f-proc-state!=unprocessed) {return;}
f-proc-state=to-be-processed; f-proc-queue.enqueue(this);
foreach (n such that edges.contains(n<this))
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{n.f-activate();}}
ABProofNode(e): add-b-solution(s)
{if (s exists in b-solutions) {return;}
b-solutions.add(s);
foreach (n in b-sol-monitors)

{n.add-b-solution(s):} 11K J5 19 8t 1) I A %

}
ABProofNode(e): add-f-solution(s)
{if (s exists in f-solutions) {return;}
f-solutions.add(s);
foreach (n in f-sol-monitors) {n.add-f-solution(s);}}
if (e is an entity D && s is a partial solution (f;~f,N...Nf,j) && all k pieces have arrived)
{addEdge(f;~f,N...Nf«D):}} Ik il
ABProofNode(e): add-b-sol-monitor(n)
{b-sol-monitors.add(n);
foreach (s in b-solutions) {n.add-b-solution(s);}}
ABProofNode(e): add-f-sol-monitor(n)
{f-sol-monitors.add(n);
foreach (s in f-solutions) {n.add-f-solution(s);}}

RHIE(1980—), b RHF A A E
LT M 2% 515 R R G i 4

5% E (1965 —), Ui 8 A WF AT 1Ak
S, CCF 1 2> B3, 3 T 7T Ak g 9 4%
55 R%4.

© HEBEERAET hipd/ www, jos. org. cn



