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Abstract: Some peers may receive service and information of low-quality from other peers in peer-to-peer (or
P2P) networks. Reputation evaluation is the normal method used to reduce the above phenomena. P2P reputation,
based on score feedback, is defective because it can not distinguish the malicious feedback from the erring feedback
returned by honest peers. It needs long time to converge the reputation and evaluate feedback. It is inflexible and
unnatural to depict the reputation of a peer through a lot of numbers. In fact, the reputation is used to determine the
rank of the peers. A reputation model called RbRf (reputation based ranking feedback) based on the rank feedback,
is presented in this paper. Mathematical models unfolds in this paper show that the influence of erring feedbacks
attenuates with the exponential function of RbRf. The influence of unintended malicious feedbacks is attenuated
with the polynomial function in RbRf. The intended collusive feedbacks are counteracted by the correct information
introduced by these feedbacks. In summary, the defection of score feedback, such as the need of a second evaluation
of the trust of feedback, does not in RbRf any longer because the RbRf uses rank feedback, instead of score
feedback, and the RbRf can achieve a better effect when resisting to malicious attacks. All results are verified by
experimental data.
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Fig.1 P2P reputation management model
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Fig.2 P2P reputation evaluation based on RbRf
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Fig.3 Two collusive attacks on RbRf
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PR RV, T 51N T AUE, Weighted k-Ranks RbRf g A7 20 b 21 3L Bk o] 3L B0 (0 A AP 4E h iR Bl
W(Re(I)) ¥ X |, A(6)45 H T — ] s il v 55y ik
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T Re(W)TEAH RIS b 45 H PR R — BORE 5 3R 05 4 P A A (L<Sksin) I — BORE B EAT 580, Jse e T
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EIE 3. KA (6)1 Weighted k-Ranks RbRT 7] LU KB a1 82 (1) L3 Mo i A7 78 AcP Fl je{l,...,n},
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score(e) =| A| x[ nn—21 + l+n|2A|) = B+ p).

[FIRE I 5 1005 score(C) - 4 T aIH VAN Re(i), 2L RY (1) ,1<<j<<n E AR @) HIEE | 51t BLA 018 Ak

o, iff L RI() =CJ A i BBV 0 BB AE O om BT

: nxan
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n
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WA n 2 302 BN 0.4 B 40 BT, Weighted k-Ranks RbRT 7] LT %7 4k it 25 Ry(a) 1 5% W AIE He. O
BB 3 3 AT IR L B A A SO A ¢ EAT MR (BT CBA KT T CDA RN I — KB 11X 24715 fi kT ¢
SRR, T A LA HE 4% 457 T A B B T Y AR ¢ P 28 P2P Y U e T A S T ¢ PR kS Bty ot R Il
(71 A5E H BE © FH A 1D BN R GE G BT X B A A K 2 B 4 B R B AT RN
#12 1. Weighted k-Ranks RbRT it % 5 5 i By 77 BEALAL B2 19 Re(p, Q) Hh A2 15 F AN By i 2 ml ol i B 5.
#1181 K W], Weighted k-Ranks RbRf 7E 44K 2 HO4 45 T o] LAIE#f T4 (HASBE 5T £F X RbRF ¥ 111 SCA
Yol B (an B 4 97 7R). i T Bk & 6 RbRF 5201, i LLAS SOR SLFk 2 Sophisticated Collusive Attack(fii#k SCA).

Algorithm. SCA(Attack RbRf).
Input: Node c, boosting target c;, boosting rank position ki, query Q;
Output: Sophisticated malicious R¢(c,Q).
(1) c>W: R{(Q)
(2) c chooses a rank {...,X,...,C1,...} from R¢(Q)
(3) c get the rank position (noted as k») of ¢,
(4) exchange the elment of location ky, kz in {...,x,...,C1,...},i.e. exchange x and c;
(5) return {...,Cy,...%,...}

Fig.4 Sophisticated collusive attack

K 4 SCA T &g

EIE 4. Weighted k-Ranks RbRf AN AEFRHT SCA Zrids.
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