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Abstract: Based on IP path information, by analyzing a general model of AS border, the concept of AS border

sequence is i;ﬁtroduced, and a series of AS border judging rules that discover the AS border division law hidden
behind IP path information are proposed. Therefore, a method on judging AS borders named JBR (judging border by
rules) is put forward. The experiment results show that JBR’s judging time is shorter than the method named JBA
(judging border by alias), which is based on alias resolution, and it has advantage on judging both border addresses
and border links.
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\

M OE: AT IPREE LS AS AR —RABEENTF FINT AS B2 éﬁ{ﬂ:,k&: T — %% AS AR
AP EEANB 7T 1P 557215 8 FTISH AT AS IR HHAE. t BT BT —F0 R FHN ) AS 2 RHI A7 ik
JBR(judging border by rules). 52345 R & 8,5 K F 5 2 (A7 69 H) 5 7% JBAX],udgufg border by alias)#8 kb, JBR ELA
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RN B R 5 SR EE 1 SR AESh 4 P T ) 2> AN 1) ISP W 4 IR 30 41 R Y AS [RIL 5F
Internet & LATT VIR ISP 194 2% 21 1 34 5 1h 45 (0 T3 28 9 45 1130 S £ I 48 40 40 R IR R AL ) AS 30 5 il 4%
HAT IR 3 (1) AEAFWEFON G BENS S 4 TSP 9 4 2 [F] 2092 1) JE Bt 151 b i 7 — AN R E T 4% Internet
(K ) 18, AN ARG ()3 R0 4 3 S5 LR AR 0 0 204 0 5 (2) AR ECH: BGP U i A T el (9 5 6, Bl tn B3 AS 2
R LA BA LM BEVE B 1 R AS BB R0 —MNMBOK AS [IE & HER 10 AS TLEAS B A B T AR I L&
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P BGP i % 2 R A 10 ASU(3) M 5% ¢ A £ FE 2% B8 10 1 s by 4 o 1 D9 40 T 0T 0, 48 I 4% v R 6 2 )i
T e A LA T

AS TR i) S gk 5 TS ] TP-to-A'S WS AR ZH A LA TP stohik i g () AS. L AR
IP-to-AS WA EI AT R AS 3 5 A5l fun, 75 TP B A% vh P N 4845 TP Mk 23 J 8 TN R 1K) ASS, T 22 ) BRI 3k 4 1 s

Z(RIE T [ — P B, i SR 4 B L PR /> ISP W 2% 2 ] (1) 30 S % B IR 122300 R4 0 7 o P TP b ik T Je v 1Y)
ZEATZE SR SRIE T BN AR AS v I3 — AN 1K 2 B2 T 2 1R 2 D M bl AT B SR T X i AS I H k=
[ AU BE S B0 AS AR A, 1 i B R BOR T — 4% i AS1239 HEA AS3257 (1 1P B A% T,
SURAE TP-to-AS MU 75 5 Hf 144.223.242.150()% T AS1239) 41 213.200.82.2()% T AS3257) 1 H 7'3%8\215’%%%

bR 8 AS1239 WA Htik 144.232.9.58 F1 144.223.242.150 4 Jt EL52i0 7 \
, 3 ?
v \
144.232.9.58 (AS1239) \ \ -
Real border = = = = =\p = = = = \ This address belongs to AS1239,

144.223.242.15&(A812§9)ﬁ however the router represented by

Border judged only_ __ _ &~ | \ this address belongs to AS3257

by IP-to-AS mapping 213.2\59.82.2 (AS3257)

A% )
" " L @213.200.62.130 (AS3257)
¥

Fig.1 Error judgment caused by IP-to-AS mapping
1 IP-to-AS I3 B 1 )

7 AR R v AR YR AR T, 20 S B A I R VAT R A JE T AN B S AHAR I AS. B, B AE ] TP-to-
AS WG R FIWT AS ][0 S A HER I, 75 B — 2D R AS i FE R E AR AR L, AT O T AS 15U 1 1)
WIRIF S35 N 2, e VR HERf K1 7 TSP I 4% 100 TR AN RE B ST HBIIF 98 AS < 1) () 2 40 191X BHLAS T ﬁ{]ﬁ\ﬁ?ﬁf@ﬁj\
M7 Internet (131 b 45 ¥4 A SCRZ A 8UEAT T IR A58 HT. 1 ’ L

| fRETH ) ™
-

Awmﬁ%%*ﬁ%%%%m%%wﬁ%m%%%mwﬁﬂﬂﬁﬁ%ﬁm%ﬁ%wﬁ%mﬁﬁ25%%
%%m%wﬁ%m%MEE@@w%%mﬁ%m%W$ﬁmA&

R RUR S AEE I CIPN Eﬂ,ﬁﬁﬁ@%ﬂ%l%?%%ﬁﬁ%%ﬂ% FEHTH AR TP-to-AS WA

%zwm%%m%&w%mﬁﬁm%ﬁJ%ﬁ?ﬁ~¢%mﬁﬁﬂ%%zﬁmﬁﬁﬁ?%mmi%%
mm@ﬁﬁﬁ%ﬁ%m%yﬁ%b¢ﬁﬁﬁﬁﬁummm%%ﬁiﬁﬁwm%m%%%ﬁmme%DX
1%#&1%@@&1&%@m5&%%%a%&mmmmmwm%m%m%@mmmi¢ﬁ%Tmuﬂm
AE Doy 5 b ik 2% 1101 b k55 R0 1 s b b A 2 R T R 2 TR A 0 44 12 T T IR R R R A A SR
SEVE 2 B R 2 AN 23 6 TR DA o I8 5 A Y HE I Rtk 4 Ay 905 ik B A T AR T G .

IP-to-AS BRI H ARSI T M IP Hidik 2] AS 5 (KB ¢ &R GH A IP-to-AS B i) A BGP % £ 3% 1 153 31, {0 %
JERT AT AS AR KRN AT S IS A ASCRR AR LR AS), I HT W4 AT S RIEC 4R AS TR Y. ¢ 2 B wf gt v
IP-t0-AS WS SCHR[3,418€ H T U4 v WIS e 2 1) 5 V5.

SR A8 DAL PRI R AR SR Aff A 0 S R 2 1 S R 44 AT LR R T TR B el 2 e ik R S
FIFH IP-to-AS M5 S Aff s X 62 R 758 T — AN AS, %5 B I S84 2 AN B AR AS (F3 10, 0 340 i 31 A3
T P 2% X7 TR G 5 A A% A A R, AN 2t A5 BB R A T L DR DRI (1) 24 1 53 4 A AT B R
2 T W0 A PR DR BB SR A (R BE AN AT (2) AT 2 A SR BAS ] AS B2 110 F i H 4% 10 78 2 Ak AR T Al b
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TEA A BT — AN S i e 2%, B BE T B O ZR IS T — A AS.

28 IR 7R A W IR 12 TRk el A, T B — 20 W S0 A e i) R SCR (ST T AT R 00 ), B ok R 2 e
We S AS. SCHR [1] 58 B, 0 0 5B i A% OB 9 O (A4S, A4Sy}, Wi B A — o 8 T {48,
peer(AS)}N...N{ASy,peer(ASy)} , T peer(4S)F 7~ AS; T AT BEWI AS A1 )E, {AS,,peer(AS)} T ki #H 4 47
HE T el ) R (1) AC AR RN 7 E R T A A 3 AR S I AT AR e = A — AN M T B AR, WK K o 5 LS ) A
A AS;(2) ZHORN A B #s B 4 AL EMED IR B2 T 2/3 I8 DUR B — A AS UK % th Ay
Wes 2% AS. R AS (148 o i 5 22, 1X 3 B 1 5 S & P AR TE R 2 AR 38 AS, M LIl I A8 3R A B — AS, IRt
HBEMRIT K20 20% (1030 5 % i gt

BATVE: ik T7vE G HR A 3T 44 i S B050 77 % JBA(judging border by alias).ﬁé%%ﬂ?ﬁﬁ DU I8 O -
T A AT AN IP-to-AS LSRR ST 5 o 85 I A 70 e R Al b AR 22 4R Bl 2 HOMW v BAE—20 1t A %
A VA8 TBA AETETE AN R 2(1) 70 44 A AT 5 B WEAT R 110 199 246 1) %iﬁﬁiﬁﬁéﬁzﬁﬁﬁﬁﬂiﬁw%w;(z)
T B - -,%%U%s‘é%%ﬂz%&%mwu&j?ﬁﬁﬁﬁﬁ%ﬂﬁsﬁ%EE%%UH/%L‘ N HRAR

MEEE b Internet 34 A< 5 AR HERRA K AS iﬂﬁﬁ@,iﬂ!ﬂ“ﬁaﬁiﬁ*ﬁ?&%ﬁﬁ%ﬁ‘&&iﬂ%ﬂ%uthﬁ)fﬁ‘ AS
‘ﬂlé’%,lﬂﬁmﬁﬁ%%E@ﬁéﬁ‘ﬁ%jﬁ%mﬁ%ng\&ﬂ\%%Lﬁ%%& i 0 1 T SR N 5 — AN R T
FFh B K E TP B AR E 0 2R A 1T fE X 28 TP I8 472 o 5L TP IR 8 1 A'S 30 F B 30 1) b k2 18] B A A7 76— 8 1)
é’a%%mﬁ_,z’%ﬁéﬁ%at@ﬁ&ﬁﬁﬁ%@ﬁﬁdﬁﬂuéﬁ AR AS 53T Lk AR JRATBE T — Rl 7 12
JBR(judging border by rgleg),ié{ﬁ?if%?‘ﬂﬂ;%ﬁﬂ 56 A3 T HE LN Sk )5 AS A S

2 TIPSR ASHRIEE

2.1 ASIHFRB—RRER

B BARETE IP BALE B e AS 1 54 L i e F5 B 4041 1P B A2 AS S 57 1R 23R il A A8 T4
W e SN

EX 1(ERERD).

o IP ¥4t p=pi...p, I AHHEFEF I 0 =2 P={p) KR FTA B AR I(PY ()RR P ﬁ&p\ﬂfﬂﬂﬁiﬂ:%
A,B(P)/B(p)E 7~ P E p il St thh S A \ -

o Lo R BB AR Ls B8 AS BHEA 2 L)

REX 25t EH). () ‘\, -

o Ri—>Lp oA TP Huhk WS 2113 40 i b 25 b LA ISR bR 4 .

o MilLs %545 TP WU ) AS & 109 S AL IP-t0-AS HoA Kot i 5

o Mp:Lp—>Lys %%’I@iﬁgffﬁ%ﬂﬂﬁﬁw%ﬁ AS TR R AL

Mp(R(p)) A 55T M,(pi),ﬁfU%J AS NGB E AR PR M S B(P) ML Mp(B(P)). M L35 B 4%
P=P1.-PiDis1-Bn T Mz(pgiMz(pm),m‘J%%@lpm)ﬁLﬂi% AT REAEAE—AS AS W5 AR TE T B W e a0 S % i 1)
AT B AR BRATIAG S A R H — > a0 S B 1 % i i .

XJ‘?$§7’§E%%%LP NI FF S pipapspa A7 CFT Mi(p))=M(p2)=A.M(ps)=M{(ps)=B, WK 2 &R 7§k
(P12 pap3) T psp ) FBVT HE & A T B Z (8] 130 L4 26 Il R=R(p)). TE 1] 2(2) 1 ,p1~pa #1822 4 22 N 1 M,
R M(p2)=A,18 Mg(R,)=B,IK It Ry F1 Ry S0 54 2(b) 1 ~pa T8 A 22N E M ik Ry F1 Ry 230 55 2(c) p,
R py 52 MU I Hhk T py BT py 52 B A% 8 O Bk B TR F 2028 N 1 b B (ICMPTTL 8 B4R SC b 1) 95 Hh
I BE 7T B 28 N D Ukt T A R 3T BN R M(ps)=B, 1B Mp(R3)=A, X It Ry Rl R, S il 5.

2 MR T 1P BT AS ARG 0 — MR SR T sl i SR oy T R b, AT E X T AR
FFARIRE S ACE T 1P BEA2rp AS 1 54— AR B,

EX 3(GAFRFF).

o WT AL p=pi... ppipiapiss- - DuAt MpY=M{pi))=AM[pi2)=M(p;+3)=B, W) s=(ppis\pisapivs)ap WAL
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S a;

o S={s}RAPUAFHNES IS/ I()FR S 5 s M IEE S, BS)/B(s)F R S 8L s T A F I FES.

A NI B R B A W S X AR 3 AN EARR (1) BRI R RS AR — A A B Z 1A
T F HE e 1 DL TP-to-AS FIANHER M) AT B 2 B A IR T UM 57 41 S B b IR ASAELEAT i 1 T B
TEAEAE A,B 3L 5 AT 2 X RS 100;(2) 208 A,B (KIS0 St bl B A 48, (3) 3 F4 1% 41 AN A7 AE 9 A
A,B 8] [ SRl A MR B R 2 B O N 4 HA S IR L B N B T A(BLES 2 B X055 7)) I St i 28 2
JEHEN BABASTE BT A JR B 8257 WA 8 T BOEAR A& A (X585 07 ) IR 120 5% R 2% A 4 B8 D i) — i i 4k,
IR AR BT R BT I R T 0l R B 0 A

AL o pdi-de iy

(a) Ry and R, are borders \ -
(a) Ry il Ry &1 5t ‘\ ‘

».H_@%M%@»

(b) R, and R are borders

‘

*

‘ (b) Ry Fil Ry S5
8 ¥
P P2
(CJasu4 ) As B

(¢) R; and R, are borders, ps is an outgoing address and different from the incoming address

(©) Rs F Ry S i F ps 4 H L1 bk B AT\ 1 btk

Fig.2 Different border is possible with same addresses sequence
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) BFFEH) sOch i R (p,p ) e {1, K

(3) LFFEF] sOch il K (p,p ) e {1,.. K}

W FAR I AR B L L3k 3 R — 5 4 S T At AR AEE AN IE SR T A (R34 S s 451
WLBE 59 = (0, 0P D) s THIIL FBE R N (p, D) AT 89 = (0up PP p AL FHEE B Sl () ply U 3
W SOVELETE T BIANR T ACELES 2 B 1A% 25 7)1 10 5 B 0 38 R(py) B R(p)) ZJRHEN BB R T 45 3
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S8 TR b, 10 0 B W A2 D 3 B 2 P 0 — o,

T R A S B UL R K AL pO . p S IR T B A %A Bt 5 DR 2 A
B R o, — A A 2 ) N AU AR [ 4 S A W AR S B 2 T R B N NS R TR
5 K AH>2xNG I Mtk p0,..., p&) AR T 3 A i 2

B A DI pO,, . p &) T B A 18T A FOIL TR 11158 R(pi) KU IR N 2 B
F) 2 A 30 S T 25 AR 0 2 R T D e 20 0 38 )R o b 0 SR i p ., p ) AR T A B2 A
9 i e 1 % K328 T M I A3 B 1 % 1 A I BRI AR SC I R T R A T B
B 422 1 b A b Y ik DR e R DAHERR Z 5 .

%Lﬁﬁé%%@ﬁ?ﬂﬁﬁwﬁm%%@@mﬂﬁﬁﬁﬂmiﬁ%%%ﬁﬂﬁ%@@@%)@Bzm
F320 T e AT . _ % Y 0

BN 2. 50T K AR 50 = (pOp©p.pis)as ,te{l,...,K},% Kézj%,ﬂEW%%?ﬂﬁﬁ%lﬂH@w
SRFEA SO SO pl) = p) U BSY=BS) {pisapies s e Mu(B(pha)) A, Mi(B(piss)=B.

LTS 1 BTN 537, I 0,242 0 5 AL 86 () FLIC W B 51 7
S AN T LU U () A T B 2 mwi&é‘%

SRR LA 505 S P S0 e 25 A S 7o 10 2 A R 5 A0 30 i 49,
G T HEN BTN 2);2% 1 T B3k B 1192 AR 5 LM 5 0k 2 B0 1086 o A 1),

Xof T 1 N P s FEER ) 673 P 2 R 0 A A R T I G P — S B, [ I 8 A A Mk Ay i
ik T A 96 % T WA M f 45 2 A B

4
o
i

.*_go
\/
\/

AS border

(K)

DPiy "
2 \ \
.(a) Ean rule 1 \ (b) Fan rule 2
(@) ﬁﬁﬁ%ﬂ}ﬂﬂ’l (b) HTERLI 2

Fig.3 [llustrations of fan rules, the circle represents the interface of address

B B3 T R (3 1l o, [ e st k2 1

HEBREL 1. X T ST s=(pipiipiapis) ap, 45 L AT P BX pzpmpj,;irh,M,(ijA B p#pia, N HEBR
(ppi) N A,B Z 1AW S EE B I BN prae B(s).
IE A SR W] 4() T 7R, B (pipi) i A BB (30 S48 %, W % th 4% R(p)J8 T 4, th#% R(pi))& T B.%1&
R@un 2 JE 1 R(py):
(1) # Rpy)IET AN AS M8 08k A-B-A, T
Q) A REH)ANBET AR I A B p, WSR2 St ds v BER T B ] g8JE T3 =
Ji ISP RAERFRAG DL R, — S B AR v R 4 3 MU B A (134 Ok popip; A P REARER 3 ML
B2 L AN E T A), BRI PR 1215 0 A Oy S R 3 1 B
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52 1 HE B (pipr) 2 300 T B B985 0 10 300 T SR (i) SR (o), 6 B WS AN JE 300 5 B 5 0
D2 €B(s). LR, .

RN LWL RFH) s WA FERE (pipii) /2 A,B I8 IR SRR AT AR AT — 40 0 B i BE S 1) TP BR A2 P Ik
e A S BLE T A 5 kbl Sz By HERR 12 B R 12 SRR IR I BN s 1 pr 23 SR SBIL.

HEBRIAW 2. X TILFPH s=(pipinpivapisa)as AT HFAEHAIE B pipiapis, 3o .M(p)=B H. ppi WUHEER
(PiraDivsy N AB TH T SEBE B IR BB I piai € B(s).

AT HEBR LI 1% R B3 F7 5 s B B (piapia) e AB 1A M) Rk I TR AT AT — 45 0 1%
HERR (7 1P B A2 D L B 2 AR AN 2 IR T B I AT ks e 2 BT R B B O 3 B 1, RIS Ak s o1 pry
A B 4(b) Sos T T 5T R A s=(puvi+1pf+zpi+3)43,%ﬁﬁw§%ﬁ?5/%'1%')”JJ@Hﬁfﬁﬁ )] 3k —
DAHE AT Dispi) W ILTHHE RS \ -

BN & I A /S
Lj \ pj

)

(a) Exclude (pipis1) as zkborder l‘lnk, and confirm p;, (b) Exclude (p;:2pi+3) as a border link, and confirm p;;
: fas a border address as a border address
(a) ﬁtl‘%@m&ﬁﬁﬁﬁﬁ%ﬁ AN pia 38 S B3I (b) FHEBRpivapivay hy 2 FHRE B W IS A piey 930 S ML

Fig.4 Illustrations of excluding rules

4 HERR B R

A, FRATTAF R T 25 HE W R0 ), 326 4 R U 2 o A AR RN R At RN U Al LA R S A ) ) R R 4
H 3

(1)  FALHFL Fid IP-to-AS Wi B8 0, Rl M B 246 & P i &L 344 S,

(2) WAL S bR BS) ALV )E )T S H A ST F s, B F e TE U] 8 B B(\.Y)%}@EU\UEU%

() IR BN St TR AL LT
ST BOS)YRITE U R B L. \ )

BRARERST P AT n SRHESIHERS 0T P AT i g Bl AR T e AN S S, R D SR (1) T 5 10 I 1]
5L O(ny % S 43 BIAAAT 15 Y g 1 oy SRR OG0 PR S v 5 PO B e A T PO LA 1 25 1
IS [A) 52 2k B8 AN KT O(n). 2 T A0,IBR G 71k 1R I 18] P9 5 FCHE T

v
@
3 KIS ’

L

% Spﬁnt'ﬁﬁi%B&lﬂ%)\lﬂBﬁﬂﬁﬁmmﬁﬁﬂﬁ%ﬁﬁ,ﬁﬂ%w% SprintLink(AS1239)/& 4 £k 4% ISP ¥
2%, AT T SprintLink 54842 B0 RA MU R HE 42 B CAIDA 7E 11/13/2007~11/16/2007 2 (848 H
skitter T ELEF X 97 J7 AN H Fr ik BTl 514 TP 2% A2 4000 . 1 56 A JRUA B Hh SR U T AS1239 i [l A 11 % A2 4
A P UKD FFIES .3 1 FI% T P IR AS1239 Hdli.1P-to-AS Wi M it 20 H1 BGP % 28 ok @ 57 4l
FHHREL I RouteViews {E 11/13/2007~11/18/2007 2 [8) it 5 1) 66 4> BGP % 1 2% [ #% .

Table 1 AS1239 data measured by skitter
F 1 Skitter M &) AS1239 £ifs

Number of IP paths  Number of addresses  Number of neighbors  Number of border sequences
304 822 21771 600 74 628
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3.1 JBR/ERRIERIIEIE

IR Z AS 120 50 3R BT BT LA TBR PRS0 AIF 2 A Ml 0 L TBA ) W v At 508 171 53] 44 A AT 45 A (1) At A
JRBRAE AT AT TBA REWE T (1 10 FA i D ANIE & T T B0 0IE AR R e 0 o 3B RS A4 2 5 T s i
5 KL AT PR BB G AE AS 30 7 491 40, SprintLink % /' (customer) M9 4% {142 N\ % th 2838 W fr 44 4 sl-customer-
number-sprintlink.net, 1% i (1 2% 06 2R J& 0% 7 16010 % th 2%, 5 FEAE SR 8 AS1239 1 b 28 th a0 SR X W 1)
0 AT R A XA —ANE T B AS AU 5 ik, R A R ISP R A R A4 R R 44
(1t 44t B 40— IS, O AR AT S 4% 78 B 4 11 WA f 90 0 15 .

22 FZ8 T IBR HEWT S5 10 1B UE S5 A IBR O SR 2 B Hh HEWT AS1239 A H QB4 St bk 171 A, 10 56k
B 33 4% AR A% AT I0AE 66.1% )30 b hk 2 T 8 11,5 8% 0 32 S Hb bk DT 485 352 . oy T4 4% ff A £ \ﬁ\éﬁ PA K
Rkl 4, ‘J&ﬁ@é‘ﬁﬂE"JiE‘Jiﬂﬁ’?%ﬁ,ZS.I%El’\Jiﬂ??ﬂﬁinKﬁéﬁﬁ%ﬁl%ﬁlﬁﬁ.ﬁéﬂﬁfﬂ,ﬁﬁ [t 35 Sk T HE e 0
W, K H 43 S traceroute B P 1. 3K K B AR 46 5 R A I B (0300 S e T R VCHEN AT B £ 22 AS
YU BRI B A-B-A JKARAFFRBRILIN NS b 5736 B 11 U A0, BT 8 1 SCHRI7) 0 e T 1 B ik
S AR IR J LR IR X ‘ﬁﬁ%%ﬁim%’ﬁéi‘bﬁf‘ﬁﬁﬁﬁ%i_t%ﬁﬁ%%ﬁ%ﬁ‘éi&' S5 TBR YERATE.

Table Validation of JBR’s results
Fz2 JBR 4R HIKALE

I

T O{al numb‘;:r Number/ Number/ Number/
Y Percentage of correct (%) | Percentage of unsure (%) | Percentage of error (%)
Border addresses 171 113/66.1 48/28.1 10/5.8
Bo;der*inks 33 22/66.7 11/33.3 0/0

3.2 JBR5JIBAHJELE

FIH CAIDA $R4LH) iffinder 51 4 f#HT T EL5F P rf Y TP Hubik 3047 53 42 f T, L R 0 ) 42 21 700 X, o] 26 &
FHAS T R 549 AN A IP-to-AS RS ARl A H 59 A2 5 B th 28 (L5 98 ANl FHibdn).

F 3 R T JBA A1 JBR PR J5 ik B A5 45 B IBR R I U A ik 302 F IBA, 655 B P H R i 1 5t
Huhik o, JBR ARV % 2% 0 B B 2 T JBAJBA 5 JBR L[R]30 51 Y FR a2 5 b ik 5 45 82 A i 6 1,
KEBSY TBA BT AE A 130 S bk IF R AL 75 7 S 4B 45 P X B R JBA 5 JBR [AC 4 Hp AN T e A A0 80 % (1 3%
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