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Abstract: The cooperative routing monitoring constructs a more complete global information view by information
sharing among autonomous systems (ASes), which can eliminate the negative impact of the autonomous
inter-domain routing system characteristic and improve the route monitoring ability of AS. This paper designs an
information sharing mechanism called CoISM that is based on self-organization for the information sharing, which
is the essential issue of cooperative route monitoring. CoISM leverages the localization caused by BGP policy to
reduce and control the transmit range of information. It also uses information reflection to implement the
information active push and builds AS profit on its altruistic information sharing behavior. This mechanism leads to
information aggregation, as needed in self-organization, and facilitates cooperation among AS by its incentive.
CoISM adopts a distributed architecture and has good expansibility and a lower communication overhead. In
addition, it does not modify the BGP protocol, but supports an incremental deployment and can be used in many
cross-domain cooperative management applications such as inter-domain routing monitoring, cooperative routing
failure analysis, cooperative intrusion detection, and so on.

Key words: inter-domain routing system; route monitoring; information sharing; cooperation; BGP
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Fig.2 Comparison of routing validation methods in IRV and CoISM
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Case 1: 4-B

Case 2: 4-B-C

Fig.3

—» Request message
<€—» Request and ack message

D — Recommendation

Case 3: A-B-C-D

Ilustration of routing validation request transmission
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AR L3 R AR B et mI A 9 U SRR R SR G 4 PR S b A PR AR A e B iR 2 LR 1

newM «(ID,P,newR unauth unknown,null,null);
buildPSet(pSet),
for all (m € localMSet) do {
if isRelated(newM,m) and (m.authServer'=P) then {
if (m.authStatus=auth) then
addByOrder(m.authServer,serverSet);
if (m.authStatus=unAuth) then
addByOrder(m.authServer,applicantSet);
remove(m.authServer,PSet);} Ilend of if
} /lend of for
buildSList(authServerList,serverSet,applicantSet,pSet);
authServer<«getFirst(authServerList);
while (authServer#null) do {
while (newM.status#finished) do {
if (length(newM.authPath)>MaxQueryLen) or
(exist(authServer,newM.authPath)) then break;
appendPath(newM.authPath,authServer);
send(authServer,newM);
newM<—receive(authServer),
if (newM.status=finished) then return;
if (newM.authServer=null) then break;
authServer<—newM.authServer;
Hlend of inside while
authServer<«getNext(authServer);
} Ilend of outside while
return;

(a) Algorithm for sending route validation request

(a) % PR AT A5 B0 30E 7 SR R 6 B

newM<«receive(anyApplicant);

if ableToAuth(newM.route) then {
newM.authStatus<—auth;
newM.authResult<—authRoute();
newM.authServer<Q,
send(anyApplicant,newM);
return;} //end of if

for all (m € localMSet) and isRelated(newM,m) do {

if (m.authStatus=auth) then
addByOrder(m.authServer,serverSet);
if (m.authStatus=unAuth) then
addByOrder(m.authServer,applicantSet);

} //end of for

authServer<—getFirst(serverSet);

if authServer=null then {
newM.authServer<—authServer;
send(anyApplicant,newM);
return;} //end of if

authServer<—getFirst(applicantSet);

if authServer#null then {
newM.authServer<—authServer,
send(anyApplicant,newM);
return;} //end of if

return;

(b) Algorithm for receiving route validation request

(b) 3% £ AT A 50 E S SR B A

Fig.4 Algorithms for sending and receiving route validation request
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Table 1 Description of functions and variables in Fig.4

F 1 K4S AR W]

Name Description
authServerList List of authenticating server ready to receive validation request(is ordered)
buildSList(...) Add AS node of serverSet, applicantSet and pSetby into authServerList
isRelated(newM, m) Check whether the message newM is related with message m

addByOrder(m.authServer,serverSet)  Insert m.authServer into serverSet by the order of descending
BuildRelatedMset(newM,localMSet) ~ Collect the message in localMSet which is related with message newM

isValidCover(newM) Check whether the message newM is valid to the local receiver
getBayesProb (...) Calculate the valid expectation with Bayes method
cover(newM.,tempM.Origin) Check whether the local receiver receives message newM before
reflection(tempM,newM.Origin) Reflect message tempM to the origin sender of message newM
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(a) First loop (b) Second loop (¢) Third loop
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Fig.5 [Illustration of information reflection
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newM<«—receive(anyServer);
buildRelatedMset(relatedMset,newM,localMSet);
for all (merelatedMset) do {
if not isSelf(newM.Origin) and isValidCover(newM) then {
sendACK(valid,newM.Origin);
prob<—getBayesProb(newM.Origin relatedMset,CoverMatrix);
if (prob>minSendProb) and not cover(m,newM.Origin) then reflection(m,newM.Origin);,
+ Ilend of if
prob<—getBayesProb(m.Origin,relatedMset,CoverMatrix);
if (prob>minSendProb) and not cover(newM,m.Origin) then reflection(newM,m.Origin);
+ Ilend of for
result«receiveAck(anyServer);
updateCoverMatrix(result,CoverMatrix),
add(newM,localMSet);
return;

Fig.6  Algorithm for bogus route detection sending
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Fig.7 Deployment and implementation of ColSM
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Fig.8 [Illustration of information coverage in the simulation
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