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Abstract: Due to the fact that the nature of network traffic is not fully and understood, large-scale, high-speed
network traffic anomaly. detection in‘an idea is a difficult problem to solve. According to the analysis of the network
traffic structure ‘and traftfic information structure, it is found that in a certain range, the IP address and port
distributions exhibit heavy tail and self-similar characteristics. The normal network traffic has a relatively stable
structure. This structure corresponds to a more stable value of information entropy. Abnormal traffic and sample
traffic of information entropy fluctuates by using the normal traffic as the center, and forms the structure of spatial
information of IP, port, and IP number of active dimensions. Based on this discovery, the paper proposes a novel
traffic classification algorithm, based on support vector machine (SVM) method, that transforms the traffic anomaly
detection issue to a SVM-based classification decision issue. The experimental results not only evaluate its accuracy
and efficiency, but also show its ability to detect on sampled traffic, which is very |mportant for the traffic data
reduction and efficient anomaly detection of high speed networks. 1 >

Key words: anomaly detection; network traffic structure; traffic information: structure; anomalous traffic;
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Algorithm 1. Outline of SVM anomaly detection.
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Detection set, p=0

Normal traffic

New abnormal traffis

—
Cycle through the n-optimal training set for detection, such as

the detection set were judged as consistent with the first k training set,
set p=m, complete detection. Otherwise, return to p=0.

_Fig.4 Procesk\to identify new abnormal traffic
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Wk 1 P, 2 5w R 4 5 1:19(5%),1:15(6.25%) K1 2:23(8%) I, 246 4y 0%, i i 4k &4 T
0,fH X ANBEIA 2 00 b, FATH B AR AT T F T4 B R B, 75 SE 50 B0 42 1) b 5 — BUAEAE. Alpha 2 i B (AR IE
W IR AR U)X 0 U AN AR (AR [ 5 1 s A [ E I B i Alpha
TR R RS o BB AT SRR 25%, T BUX R G AR B R R R X UL, A S A R R R
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Table 1 Verification of cross-traffic
F 1 WERRELEERPRIF

Rate of Sample number of Sample number of Detection Fall-Out Miss
abnormal traffic abnormal traffic cross-traffic rate (%) rate (%) rate (%)

1:60 1220 1200 77.48 17.72 11.75
1:30 1240 1200 95.37 3.23 6.08

1:20 400 1200 99.13 0.5 1
1:19 1200 1200 99.33 0 1.33
1:15 400 1200 99.81 0 0.75

2:23 500 1200 99.94 0 0.2
F \ \
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A SR 2 Fig.5 Detection results of the three abnormal traffic
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¥

L Table 2 The effect of sample
¥ e R N ”
' Fe 2 HREXT I e R 04 5
Detection rate Sample rate 10% Sample rate 1%

Rate of Detection Normal Abnormal Detection Normal Abnormal
abnormal traffic rate (%) sample sample rate (%) sample sample

1:60 99.9 880 120 100 988 12

1:30 99.9 880 120 100 988 12

1:20 100 880 120 100 988 12
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