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Abstract: The paper proposes a secure inter-domain routing protocol which adopts identity-based cryptographic
system—id’r (identity-based inter-domain routing). id’r consists of a key management mechanism, an origin AS
verification mechanism LAP (the longest assignment path), and an AS PATH authenticity verification mechanism
IDAPV (Identity-based Aggregate Path Verification). The key management mechanism adopts a distributed and
hierarchical key issuing protocol DHKI (distributed and hierarchical key issuing) to solve the inherent key escrow
problem in the identity-based cryptographic system. The basic idea of LAP is that all ASes must provide the
assignment path and attestations of their announced prefixes, and for a prefix, the AS which provides the longest
valid assignment path is its legitimate origin AS. With identity-based aggregate signature scheme, IDAPV generates
a route aggregate attestation to guarantee the authenticity of AS_PATH. Performance evaluation results indicate that
based on RouteViews data on December 7, 2007, an id’r router only consumes 1.71Mbytes additional memory,
which is 38% of S-BGP router; id’r has shorter UPDATE message than S-BGP; convergence time of id*r with
hardware implementation of cryptographic algorithm approximately equals BGP.

Key words: BGP; security; identity-based; prefix hijacking

1§ FE: RET —ARART SO BRG] 62200 5% & il —— K T & 4 309 54 & X (identity-based
inter-domain routing, # #Rid’r).id’r P €35 5 40 % BEALH] . IR ASERJEALH| LAP(the longest assignment path)#=
AS PATHA 52 M I5EHUH IDAPV (identity-based aggregate path verification). 55 47 & B AU K — oA X E K E4A
2 & WX (distributed and hierarchical key issuing, & #RDHKI), VA fg & 2 F & 40 55 75 & 4e B A 49 B 4464 9 LAPH)

FEARGAR AF— A E AT R T AR w8409 £ 78 R L R RAZ AT 480 0 BL S5 12 BAE IR A A RALAT R KA L
A BLILARE) 96 R AL A R4 R R ASIDAPV R A A T 4 6 A E 4 k4, S IRIEAS _PATHRA A2 B 1
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A ek RAER A4 RE T, AT 2007 4 12 A 7 B #9RouteViews# 48 ,id r5% by BALE Il 46
1.71Mbytes A 47,2 S-BGP#) 38%; £ # 1k LK B 9 242 T S-BGP; 1 A2 4 52 JL 55 A S ik o g i 18] JL-F- 48 i T BGP.
XA BGP;&A AT 4T L&k
PEESES: TP309 XRKFRIRED: A

Internetiz [7i] 2% 1 )i BGP(the border gateway protocol, it ¢ 5 p i) A 22 4x il I3 1) % oy 3% B8 4% 1
bR AT R S R PR A R, I LI A 5 R PR A B 2 4 B AT AT FHL 22 b A% B B3 Internet, % i 4
B 00 44 B0 AN A R S L A 3 1R %t P IXBGP A BAFEAE A 2 A BB © BGPHMN U VF HIR R4
(autonomous systems, i FXASes) [ i Hu (/N 75 4% B ) I8 55 AT =AY 528 = W 4% 2 7T 1A {5 & (network layer
reachable information, i /RNLRI), 252 B —F i M FF Ll DA B RG R E — DR BR RGN TTEI
L O 45, 0 o L% T A 1 B 0 5 50 4 Sk s B3 1198 2R N B T 4
AN EIA RS E R TR, 2 RN G088 1 R DL T KRR BT 28 B R Bl = E P2 i 2004 4 12 H 24 HLAS
9121 Hiist i 242 106 089 AN R 4R A HE 5, JL T o5 B AT A 8211 70%4,2005 4 5 H 7 H,AS 174 51#F T Google
24 ) (www.google.com)fF BT 4% 64.233.161.0/2411;2006 4 6 J1 8 H,AS 23520 Hi#F T Hii%#:1/8,2/8,3/8,4/8,5/8,7/8,
8/8,12/811;2008 £ 2 JJ 24 [ ,Pakistan Telecom (AS 17557)51%F T YouTube(AS 36351)[{I T 4% 208.65.153.0/24,F
U YouTubeft 80 43 Py AN AT IA 2 VAE S f5 3 WF 5% B, 17 350 IS 2 36 5 22 SR P 5 R i 46 100 7 5 2% 7 33 g
PEUS1@) BGPHAT Mo ik 5 H7 ) SCAS_PATH 4% J& P 2 15 BL52, 5) 52 FI AS_PATHEL i ¥iti . AS_PATH /& BGP
TSI — AN 2 DA 3 i) 45 420 D8 2 s TR 0 ST 45 5 B pR A 220 1 1R R 4. BGP I P 38 3 R S5 PR % P I B T
H 8 & 4 2 I K DIk 2 & (RILOCAL_PREF),AS PATH K & J&: B 85 22 1) — 04K 35 . IR  BGP ¥ A 2 AT i
AS PATH B 5 M 50 4E ML, B o 3 fe 8 JE 0 % 2 M L 20 AS PATH, & Bl AS PATH%E ot B . 1T 28 &) 4 X o A1
AS PATHELN & SEME AT WEBIF. W5, H =R A e gt >0 Jf 0, R M
YEEME AR, AS PATHEE i M o 7t ¥k LA & B

Elxt BGP IHIIfG TSR B FE R AS_PATH Lt leits, H TR ge 7 00 0 3 255 1 R BL T2 2% 1 Jy
R 177200 A R ARUIE SR FH 8 e R 3 5l b B 3k 6 00 485 o B4RV AS A T ME A AS PATH IS 1 10 56 U ML s, 5%
HNBGPBMSLI) 2 4= B b, LA 28 5 5 L AS_ PATHEE i Bl AN 1] B 2 A58 2 202 SOtk il Jy 52 212270 B 224 ek
AN IR RE ARSI Bt B 3 2607 S W Pretty Good BGP(PGBGP)) I HE A JEAEUL S 1R 7 7 7 i eht 1) 1]
2 1% % A 1. PGBGPR 4 i (short-lived) Bt L K (long-lived) B iti 58 045 4, ifif HL A A 4 iR JiT 45
A VB B i 4 F PGB GPHR £ [ I SRR 7] S5 38 K T BGP. 5 BUai A M S AR Lb 36 T 55060 2% 1) S 3R AT 5
T 5 A X (1 5 B A P Lt A2 e A o5 v ISR B 2, 2 T B ER A ) A B G A EL Y ) A 8 I L RE
PR AT PR 11 22 4 MRS AR B 1 A1 58 S e AR TR T AR 3 U 5 T T B R 2 1) T 5 IR O G A ) e —
Tl B0k 2 A IS W0 H A0k (0 A 0 e g e, i S R o S AL 1) P TG £ A B T B DRI A K BEL I Bt . AR A

SEMR R H . H BRSO I T B L RERS A I AS PATHER J& — k8 i e i PV 2k T35 6 2 i 7 R H 2 — A
BRI TT S T IR R BT T AR5 0 4% e (10 22 A Il 1) 56 ity 2R A 3R (0t 52 S I e e AN )1

ST B 2 I LR T R ALFEATBBNFS-BGP! T R soBGP!'Y), psBGP!' Jx SPVIPI% A 30 K UL, S-BGP,
soBGP F1SPV K H 19 4E b 5 Y8 AS B8 IF 457 K L fig £/ IF A 4% 4 & 43 i % 12 I (1 ISP(Internet service provider,
Internet I} 4% 32 {1t 7 ) FZ BLAS A 2, 1 A REARIE Bl & 23 C B 421 g5 5 — N ISP(RITRT 28 (I 91 A5 ISP)F2 LA S K, 5
XLy E 4% B 2 ISPRTZE B #7 Beiti. BLAR psBGP R 43 A1 3 U5 A S IE B A (HI 41 5 — > AS Ak # i
2875 I AT — 0 AR AR ASARH 9 DG T 1 AS IR AT 4875 B — B0 A XA 1S8R R T A 1), 1% AS 2 7 I R 4%
(G VL IRAS), (H 2 B — A W] (5 AT I S5 AR AS A2 55 5 DR ME (¥ 45 S 6 /) — ISP N AR K A5 AR A, Al ATT -2 1) ] R 2
A9 1k R T, psBGP [ B 3 AN IS0V T B e 56 AH S, o SR AR 3 U T 1 A BUE R AS [RITSPA B 1 [ X 254K AS,
— S0P 56 T (1 45 SR T Bl A R 1) 1% A SR S (R ASS IR i 8 75 WA AN — 350, A AN IR O %o 2 (R ASHT i b 3 T

— MR AT ZR AL
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I F AT A S AR B4 dy Pl 3225

S-BGP,psBGPHISPV /7 % % 3K AS_PATH 1 A~ ASH b 20 $ A — AN 6 ply iE B, LR IEAS_ PATHFF) B35 it
FHIE B 42 /D L35 % AS [ A K B FHIAS_PATH.  F—BEASS (5 1 FRSPV 4>, S-BGP HIpsBGPAE 5 A i b
UEAS_PATH I 3 92 M (H 2 B ATT SR FH 1 T00E 45 119 2% A Ak o, 2 SRk A gt — AN 78 55 42 Internet (1) 23§ BEAili 5 (public
key infrastructure, {fij #X PKI) LA & i Internet 1 5T 4 B B 2% 10 2 FIUE 4090 Loy 7 P d 50 0E B i W9, 78 S 30 1 Ol
T, A% 7 B AR A Internet ™ BT B HH A8 00 2 B, I AE T RS DB DR, W9 R 1 22 B HE T 05 4 (0 PR £ B3R ) Bt
[ N AETT RS ™ HBRAG T S-BGP M psBGPTE 52 Bk o 1 411 25 S 3. 15 S-BGP M psBGP A~ [1],soBG Pl 1ok 14 2 — > 4> Y
ASHi M BB IR 5B R L AS. PATHR) 2052 M (H /2 ,soBGP /N BE 36 1IE % 5 B IR 302 75 i S2 4 1L AS PATH T &5
H I8 R4 L R ALHTAS_PATHIA 78 B+t

7 T 1T 43R 35 T 3 1 22 1 A4 i e %85 B 2% e ity B PO S0 Al 2 —, DKt 119 66 1 6 3 A 4 1 o 4
HLFE T 50 (035 10 2% H Shamir e 1984 4 1 Y H PO DURT A6 IE - 10F P PRI 25 41 45 B A AE 05 T 5 03 1 35 1
G AT SR B i gk 44 . IPHbIE . R A i S5 S A B, RA T ER 8 1R 0O R AR AR = —— R
2 1% 48 PKG(private key generator)—— . [K Ik, 55 3% F31E 15 (1 26 03 A4 il AH BU 3 T 5 40 110 26 00 Ak i) (58 325 Bb 2>
T g ST RV BRPKIIR) T4, HSAS P A7 £ FH 58 10F 23 B 0F 15, 1 38 28 M BRI T P AR T4, 080 T - 1k 5
AR [R) IR 3 4 Sk B S AV [ ot 2 ) B0 P i 9 3 T R AR B LI e AR 2 B 4
D A1) SE I 22 4 3k 1) s 44 T 321, B i, A Jo4kad hoofiff 58 AU ) — b 2% 35 7 H I 5 ) 28 5 SV W) 22
Ak R s 2,

BT M, AR SCAR I T — AR FBE T 5 47 25 A0 4 w1 1 22 4 385 () 86 ] Wl 180 —— 225 T 5 4 1 38k ) B2 e 180
(identity-based inter-domain routing, f&j#Rid?r).id*r5E T BGP UMM, AL FH S 417 FRHLHI . 55 107 2% s K20 L B 42 11
JHASHUEALH (the longest assignment path, 5 FRLAP)FIEE T 5 1 28 525 4 1R I AS_ PATH B 5 1P 56 E HL 31
(identity-based aggregate path verification, & #R IDAPV). % ¥ & FEHLHI K — 20 A 282 W 9 K il
(distributed and hierarchical key issuing, [ FRDHKI), DA kT 5 473 2 it 28 25 [ A7 (10) %% B 4G4 0] /L LAP (1) 2 A
SEAEURE AT — R H R 4858 Tk 1% F 0 5 1) AS S A6 2548 BRI 4% 00 o TG B A28 B E W, R B A T 4 K R T
EIIASA R LT A2 IR AS ARYE SCHR[21] 70§ 88 3 ¢ Bt 1) 7328 LAP W] DL B AT S B4 . Furgidh
R 0 R At P 2 B A 0 B R ISP R 48 B HE M il IDAPV SR 55 S-BGP A [l 56 4iF 8L 1%, BV AS PATH ) 4
A ASHR 2 J0 B A — AN B phIE I, 3 P S AT SR R S NLR IS, AS_PATHJE M L F —BhAS 545 A [ 2 4k
7 IDAPVR FH3E T 5 0 I B 25 S AR I 2 & AS_ PATH BT A5 ASH B BHAIE WA Jl— /> % th A IE W R A 8 44 1k
LR R AN H 2 B n AN A W B2 44 R — AN R A B4 I R R E XA R G284 1) IE i vk
whRE LR IEN NI GR 244 (1) IE A M. IDAPV BB A3 b HEHTAS_ PATHEE i S0t P RETE AL 45 A W7, 2 T 2007 4 12
H 7 Hi¥RouteViewsH i ,id it th 23 I A NG FE 1.71Mbytes A 47, /= S-BGP I 38%;1d*r ) 5541 SC K 5 1 ke
T S-BGP; 24 i {1 5 T 2 8 S 30 ief WAC S 1) J L - 23 F BGP.

A 1 WAER A AR T S BRI A 3R T oA B RS Py R PHIDHKILZE 2 A5 45— A
BT % S-BGP I | JZ ISP 4% B 5 Bk 52401, 7 A1 Bt (9 25 A8 D5 DA RO 26, 93 th 2 T T 48 e 1 0 T B A2 U AS
IAENUHILAPSS 3 IR I IE T BB R A% 4 R HIIAS PATHHE SV IEHLHIIDPAV. A 4 35 ¥EAlid et 22 41k
ke S WA H 4T,

1 id°rRy A B IR H

11 EFHHRIZEEARE
W p A RELHLG RV 535005 p B BIINE G IR BRI RIEAG AR ) e:GxG—V HA7 LU PE i
@ Mt e@P,bQ)=e(P,Q)*,Va,be Z,P,QeG;

@ FEiE4k:3P,QeG,ff e(P,Q)=1;
® AIiH M VP,QeG AT e(P,Q) M R4
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S LR R I it 2% 1 i WedltF . Tates sl ] by it 3 280 i LA b3k e Jo A XU P e 1331

—ANTERERR N B B Diffie-Hellman(GDH)RF, 2 H AL 2326 #)5E 1% Diffie-Hellman [r) @02 25 5 (1,1 7+ 5
£ Diffie-Hellman [n] 2 W AEK). A SCEGA RS HL G /2 GDH B, H. G _E BN $i ] U (DLP) & N HE (1.

A3 id?r 7 28 3% ] Cheon, Kim M Yoon E 2004 4E4R HiICKY 5 T S5 A2 L 4PN S aA4ELLT 6 Fl
Sk

@ Setup.ZHE N EE, FIPKGE K. 45 5 GDHELG AL TP & X P A % i Hash K $:H,: {0,1} " >G",
Hy:{0,1} 'xG— Z, PKGHiHLILHlse Z, 1 HPup=sP. R ZE M A TF B EUL(P.P oy, H 1 Ho) I REE M 1 4.

@ Extract. fA $ff 7 85 PKGARYE H 2 19 & vk e A .45 & A P & 47 ID,PKG U 5 F - 7 £
Dp=sH,(ID).

® Sign. 2K ELE L EN Em B HHHLIER re Z, i U=rP,Q;p=H,(ID),h=H,(m,U)FIV=rQp+hDp.
HE m 24 o(m)=(U,V).

@ Verify. 254 BAlE 5035 45 € 1 BmIZE 44 a(m)=(U,V), 5 1IE & 5 h=H,(m,U),Q,p=H,(ID).(U,V) & ¥ Em[¥
IEH% 4421 HAX Me(P,V)=e(Qip, U+hPpyp).

® Aggregate B4 A EE L E - MHEESM,,... M) R A4 AggreSig(my,...,mn_)=(U1,...,Un i,
V)FTk=1 AN R My, M) IZE L (o(My_ii1)s. - ., 0(Mp), He FF o(my)=(U;,Vi),n—k+1<i<n,1<k<n,n>1, B 55 4 4
WV =V+ Z V, AEBGE BAEA (..., my) R A 2 4 AggreSig(my,...,mp)=(U,,...,Un,V").

i=n—k+1
© Aggregate Verify G822 MUEH L 4w BESGM,...m),BELE NG BESAD,,.. D)KL
P (U, Un VR 85 4 0 AE 2 F 5 Qp, =H1(1D), hi=Hy(mi,Uy), 1<i<n 3R A 25 44 (Uy,....,Up, V') 2 TE A 1) 2 HLAX

Lie(P,V')= [ [e(Qp,.U; + NPy -
i=l

1.2 DHKI

A1) idPr B SR 25 A A B AR S RE A% 22 4> 43 I 2% th T 45 RIRs(regional Internet registry, X 38 1% Internet i3 i HL
i), ASes F i 1 s (1 FA 9125 T~ 0k, B 15 Y 1 — > 20 A1 502 2% 9193 & il (distributed and hierarchical key
issuing, i HX DHKI).DHKI 5% Ji% CKY 14 #1| 7 Setup Ml Extract 5 1: Th 8, 4L M R G A TF B4, 22 200 KM & T
RIRs,ASes i 1 & 19 FA 5.

Internet® > [ 16 R W W B — N FAEHIE i 2E B4+ (a share of private key generator, {7 #}sPKG). 42 4 Shamir
I PR 35 b s AR BS) 4081 1 B A s 8 A A sPRGITTA — 63 12 3500 8 LB sPRKGH A FT 7E 118 &
BERIZ H I8 R G0N B B 2% 1) 32 sPKGHAR H 18 R FNZ H 6 RGN B H 25 KX sPKG.

€ A RGASIH 2 HH IDas:AS||Time, ASI 22 7R H VA R 48 5 B, Time dsl % 7 11D 1 200 % B 28 1K & 1A
IDrouter:Name|| Time||AS,Namedsk %2 7~ i i1 25 1) & 15 &, 40 SRR} % 1 28 (W router id%%, Timedsd £ 7R ID A 0, AS
TR 2% T E IR R G5 1 1D as RTID router T 1T Time, AS3ak R 1) 17 %58 13 A 8 (1) 7 25 A A Y 1L A ) T
FE .

JEF Internet R IE {96 REUHNEUN T € IATHRE, DHKI PRCEA Hld W b (L, o, (M) Ros I A H
H C I FAADAX VH BMIRZE4):

1. System initialization( R G ¥ 1H1k)

1-1. The System Setup(R Z S £ 4 i)

45 5¢ GDHEEGRI L i yeP.sE X 3 A% i Hashih£:H,:{0,1}">G " H,:{0,1} 'xG— Z|, H3:V— Z|, . Hilnternet
T AL A5 AT 1Ak L LR A ICANNBE UL it s e 2, TH P pup=SP. R ZE 11 A TF B HUZ (P,Ppup,H 1, Ha, H3),
ARG %Y.

© HEFRREBERAITIFTET http://www.c-s-a.org.cn



I F AT A S AR B d Pl 3227

ICANNZEJRRIRIIFA Y] Drig=sH  (RIR)HISPKG;[f] FAH] Dpy =SH (SPKG)(1<i<n).

HR 5 Shamir(t,n)Bh 2 3 = R ] ICANNIE £ — AN KT 2 A FIni 2 g, 78 Lag=s, FALIE -1 AN A7
BHay,... X LEER TR 55 ) 1 2 W f(X)=agta  x+anx+.. . +a XU mod gy i A 32 S5 I A K=f(i)(1<i<n); &
Ji B HS TR 2 (a0 )

1-2. Parameter Issuing(Z 5 K A1)

ICANNZ} ) 1 2 % 42 R ATRIRI FA B D i BRIR, LA S % H W F K, FA B Dy, F1 R ZE A TF S HL(P,P pu,
Hy,Ha, Hy) BlIsPKGi(AT 5 H 18 R 40 5 S — i 70 L ); ICANNAY B £ 28 22 4 KA 1 BT RV A AL R A

RIRY: ii-e(Drir,P) 2 e(QRIRappub)jﬂJ%DRIRT\%EIﬁﬁvH\:q]>QRIR:H1(RIR)'

SPKG; 71 5 Qup, =H1(SPKGy), % i ( Dy, -P) 2 €( Qupg, +Ppub)s FIWT Doy, 1 15 IE Al T 57 R 52 5 4
Pois o =KiP; 1] 100 2% 1 () 747 HAbsPK G2 1 Jlmo, 3 i1 11 LK 8 TF S8 P AT 4 i b 25 1) 4 (1<i<in).

Mo:SPKGi—>SPKGS,i: 0, (Poup | AS; || Routersg ) ,1<i<n.
Horp AR 17sPKGs = {SPKG,,...,sPKG,} —{sSPKG;} ,AS; % 7R sPKG T £ [1if R 4t 51, Routers . % 73sPKG; it
15 F VA R G B i 48 5138 (1<i<n).

AW 4% T A HAbsPK Gs & Aii i W B mo HL36IE IE 7 )5 ,sPKG; 2E JilisPK Gs-AS Fl1sPK Gs-Routers B 5 %
I 6] AR ASes A 11T 4 8 Hh1 2% RAG S TFZ 5P, Poup,H 1, Ha, Hs, PEEC L PSFKCn ),

2. Retrieving Private Key(3<HUFAH)

H A 2R G0 A0 i Hh Sl i % RE SR B 2 FAGH . DA p 3 A 181 0 B AR RN R T, B R

@© B FA RGASH B H2RAGKE A AL EH.SPKG  ERI¥ FsPKG.R1 2 F11D;:R|[t]|AS 4 8 7~ 2 F 1)
HN A RUH, 0.

@ 0, (ID; 11 X)) FIRSPKG JyRAE I BAIE W], A TFI0E R EX=xP RITE ;e Z, HARFF AL (20).

©® REGAPARE T DliDj = KinDj DQIDJ- =H, (IDj);R %z iike( DIiDJ- P) 2 e( QIDJ-’PpSlTbKGi ), LI DIiDJ- A IEA(20,
1<i<t).

@ RIGERPIFEIT BD), =Hs(e(KiX;, Ps® ) Dip, (120, 1<is<t) FAHI 11 5 14 SPKG; oI ARl # L i Dy, 58

R A H3(e(KiXj, Pan® )=H3(e(KixiP, Paia®))=H3( e(Py® , Pa o) ), R A7 I TE b x; ) % i 25 4 BB 55 . 3K

" . i BDllD . R
BRI D, = T ,;spm, o (j>0,1<i<t).
3 pub > pub

® sPKG;%} BDij %% Hi(BD,‘DJ_ )= KiBD,iDJ_ ;R HiFe( Q(BD,‘Dj) ,P) 2 g( BD,‘Dj,P;L',’bKGi ), LU e BD:DJ_ T
SPKG; & i (j>0,1<i<t).

2-1. Initial Off-Line Issuing(#J4h B £k K A7)

MG I REBHLIE PExoe Z, V5L H B X =X0P, 25 Z2 LA X FIHI 4 24 §11Do 2 SPKG 1. SPK G 15 £k R AT 446 Fh
SAWE)T Dy, MY o, (ID, ]| X,) R

2-2. Primary sPKG Request(F sPKG i#3K)

ZAAY] Dy, K BRI RBAHLZE FEx; € Z W EX=XP, 1 SPKG K I% T Ky (j=1).

mi:R>SPKGy: o5, (ID; || X)) j=1.

2-3. Primary sPKG Response(£ sPKG i)

CEITH Bm 5, SPKG BHIE o, (1D 1] X)) (12 1) 4538 44 1L, 1D A2 RIF BHT 22§ HRAEA BB R EE A
¥ B 2%, WISPK G, [ R 1% L m,.

M,:sPKG —>R: BD}y ,6,(BD}y ),0, (ID; || X ) j=1.

SPKG|
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2-4. Secondary sPKG Request({X sPKG ii53K)

YIS R 3% Dy, Fl o, (1D || X) Ji B EE ATV I A

WﬁﬁﬁmﬂaRé%%%Bm%%Emﬁmejﬁmzﬁ\%%{%ﬁ%ﬁDh$mh%quxng
.

A IR EAE S R, IR SY ) ) AR AR Zt=1 DA IR I sPKGs, K 7R 4 (SPKG,...sSPKGy), K1 TH Hms; [k 2,
TN R S %38 Y FA BT 3R B P2 HL 1) 22 40 B 3 475 (50).

my:R—SPKG;:sPKG,, o, (ID; | X ;) ,j20,2<ist.

2-5. Secondary sPKG Response(#X sPKG i i)

BeEIms i SPKG i B B 43 UE W o, (D5 (| X 5) 52 77 1A T 1D 2 77 & R I 508 24 91 7 HsPK Gs-
Routers WS 2, I WrR 5 sSPKG | [H] 2 75 47 75 WL AR OC 2, B T-4H IR K B v R G8 Bak 45 45 28 i, I sPKG; )R
RIXTH Bmy(j=0,2<i<t).

m,:sPKG;—R: BD};, ,6(BD)5, ) ,j20,2<i<t.

2-6. Private Key Retrieving(FA 81 2E i)

WeEim, J5 RAVNT BDY, 275 thsPKG kAl & B V31T Dy s90AIE Dip, & 75 IEHi (j20,2<i<t). 47 Djp, AN IEH, MR
] SPKGy 5 H7 A& 3% T FHm;(j>0,2<i<t,t<k<n).

t . t
BJ5.R 2 £00=Y D, []
i=1

r#i,r=1 5 = Ar

X=X,

mod g, /5 A8 Dy, =f(0)(20).
R ERICRAVEH I 2 P 1 o,

2-4. Secondary - fKGt

SIS \' SPKG requegt
& 2-3. Secondary / 2-5.Secondary
sPKG response
SPKG, N < NG // , SPKG response
N ; AS
2-4. Secondary \_\ /22 Primary
G SR KOst
€ — — — — —
2-3. Primary
R SPKG response ~ SPKG1
2-6. Private key 2-1. Initial off-line
retrieving issuing
L Ty X=X B
f(0=32Dl, [ S—mo¢ %Dy, =HO)
1= rzi,r=1 r

Fig.1 Process of R’s private key being retrieved
El1 RMRHARBOERE

13 Z&25h

CKY At 76 BT 5 A58 0 N 38 1 1 3 B 01 BN B 4 BCete A7 AR M AS ] O3 (1 8V AE T AT 2 5 3 #8502 ik
S5 5 AARFAERD TN RIS 535 AT R, Shamirfh 26 3 =2 AR HLH GE05 RIE: ZIE 3 SHBLAn A S
HEIN UGS 5H AP HANE L5 AF AU, 7T LLEE RS H 2 A|<tgf A GE TS,

DHKIFMXARIE T : 540 & % 47 1R 26 Pk 2R 40 32 3 00k 70 3 san AN 7, B 23 i BIn AN A R 1 sPK G 78
Internet ' H T 138 R G A EUN T RTHE T ,sPKGs A K118 th G728 3 4 42 26 H1.ICANNAE AR il 1 34
Ja R B Y1,@ RIS 1t sPKGAN AR BORA PR 1, R B AN 148 50 8 RA 5 3 A 0003 oKk B R 4/

© HEFRREBERAITIFTET http://www.c-s-a.org.cn



I F AT A S AR B dy P 3229

FH 448 0118 )R B X T FABH IR I e A BRI SRR 5 Ml M sPR G A% i 317 3K 1178 R 45/ 1 9% . 2 T Internet
RIR A 5 HLAS 5 A A8 A0 PR 48 15, DHK TS 88 T TC ANNAR 3 32235 41— Vot A2 e 9 47 RIRs (R FA R, H. 22 4 s
I3 RIS JCANNGY BX S FA 4@ FABT K IE 4 1L sPKGXT AT HE P (25 44 40 1% 3K B 90 R 50/ B A fe s
N ZFAHRE B2 5K B T IE#NsPKG; A 18 R G0/ th 4% o] DL 3R/ AR A I IE A 1. DHKIT 2 ERIR
56 UE FA B IE 1 PR 0 U7 5 0 5 DHKI B 10 B8 % HE BT % = sPKG B B B iti . 4% A sPKG # £/ 17 sPKGs-AS I
sPKGs-Routers i 22, R Ifii 75 sPK G/ 23 BT AT 50 fe 5 AR ASHRAE I & 1T =UsPKGR B A H = (A 18 R 4
B R R AR )T SRORL B AT R S B A A A H A, M SPK G AR B SPK G H % 2R R 19 5 IE B, 1) SPK G 3
KR FA LA Fr 1N, SPK G 4 i sPK Gs-Routers U 2, & I % B 25 R’ 5 SPKG A 7EAH [F) H ¥ R 48, T 46 244
SPKG; 138 & i SR (1<i,j,k<n, i=j=K).

2 id’rigEASIE A &

2.1 LEISPRIEIFW &

2.1.1 %F S-BGP ) I JZ ISP 1 4% & FF B iti sE 4]

S-BGP:X H AT TIP3 Ik 52 b 43 it 22 45 1 b ik 43 id PRI & A5 3 bk 43 Bic 3E 15 . 3 ik 43 Bic 30E 15 52 80 43 fic /5 4%
ISP, 1 4% A1 3R A3 1T SR ISP 25 i SRAS T SR ISPAE ] 5 M ik 73 BCAIE 45 (A FH3IE 5) % B I AL AH 26 44 VA R gk ot
WU 2(b) 2 AT F B 2(a) Bz IP bR SEBR 43 it & 4t 1) Hutik 23 BiC PKTL 24 APNIC 43 i i dik (Prefix , Prefix,,
Prefixs,Prefix,,Prefixs) £ ISP i, ISP 4 i B L 2A/RHI5F,0F FAE B S A1 EAPNIC, HAPNIC A A H L2
FIE . 5 — M APIIE AT, S-BGPZE 3K 2 F1HF 15 AL 45 3 e (1 H bk 2% (8] 460 21, ISPy 1¥5 2 FHE 15 v o 4y
PKC(APNIC,Prefix,,Prefix,,Prefixs,Prefix,,Prefixs, ISP ). A T, 24 S 15t AR Jhy Mo bk 43 Bic ik 15.1SP 48 F AL 125 42
AS, Hjﬁiiﬂiﬂ:iﬁ i [AS] ]PKC(APNIC,Prefix],Prefixz,Prefix3,Prefix4,Prefix5,|SP|) ~[M]PKC?%'/J<{fm 5 &%ﬂiE%PKCXﬁ}Tj B‘]}A%ﬂ%ﬁf‘é /ﬁ
S M. ASes B B £h 3 25 5, 75 S4BT 4% A HUBESE W R BN TSP A BHAE TS, DL IR T 15 AT 24X AU AS 2
BHVE.

R 3(a) TR b ,AS, £ 1 I (multi-homing) T-AS, FTASs, FLAS, 55 AS 0] I HE I 2 4600 B 4% A8 1 Ui W1,
KXW —NBIEERG N — A BGPE 1 #%. 1F 7 150 T ,AS, [ ASs & i Prefix, ] ik 1 #% i 45, H. ' AS_PATH
{2} [ AS, th & H Prefix, AT ik i fiill 75 (H I AS PATH {2 2 2 23 JEFBGPHAL 4% 1 3 4% ML, ASATAS 5
T ASs 2% 31 21 (¥ 8%t A Ay 2034 Prefix, 1 5 6 3% 1 AR B B 3(a) 1 W) 2 0 b¥ £ 25 S-BGP, BT LA T 2D 2R AS,
ATS AT By 5 17 28 Prefix, (40 & 3(b)FT7R):

@ AS; K HiPrefix, il i ) it i 5 H s AS_PATH A {1}

@ ML Y5 BGP IR AL 6 11138 8 40 ) ASs FTAS, 1% 4 M AS, 2% =] 1) 1) % th . X}y AS¢ MTAS, 55 AS,,ASs 2 [a] #F S
peer-peer () Fi MK ¢ &, H AAS, 2 3] 31 % HH 1 AS_ PATHAE T MASs2% 2] 311

@ MRYES-BGPHASK LML, AS FIAS, B AS | 2 75 Prefix, (A 1L IRAS AL ISP, i 2 B13E
PKC(APNIC,Prefix, ,Prefix,,Prefixs,Prefix,,Prefixs, |SP )5 Uk Huttk 1k W [AS, Toic apic, prefiv, prefix, prefixs prefix prefixs 157 ) 1
5 A AR 1Z M BEIE B 1E A5 ISP 18 2 FAIE 155 5 Prefix,, K T ASe F1AS, A 4 ISP 4% AL ”AS i 25 Prefix,, B
AS HE:Prefix, [ «“A 15 IR AS.

B 28 ASGHAS, 16 B I AS, 2 > 3 1) 4% 1 75 Ay 31 ik Prefix, (0 55 45 1%t ASFTAS, K 103 155 W 4% o 2 1) 31 ik
Prefix 1 50 i 78 1 A FIAS,,AS, i Th B 5 17 2% Prefix, .
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0
U

PreﬁX(S)ApMC PKC('CANN,PrefiX(S)Apmc,APNlC)

’
‘

Prefix,,Prefix,,Prefix;,Prefix,,Prefixs PKC(APNIC,Prefix;,Prefix,,Prefixs,Prefix,,Prefixs,ISP)

s

- ~ )

Prefix, Prefixs PKC(ISP,,Prefix,,ISP,)  PKC(ISP,,Prefix;,ISP;)

(a) IP address assignment structure (b) Address assignment PKI paralleling Fig.2(a)
(a) TPHiLhE 43 Tic 45 1) (b) FFAT T FE2(a) i Hh k53 i PKIT

0

Prefix(s)apnic

! Prefix,

Prefix,,Prefix,,Prefix;,Prefixs

Prefix, Prefixs

(c) IP address AS-based assignment structure
(c) IPHhik AS 73 fic 45 14

Fig.2
Kl 2
7/
5-2
pd
- 7 \
7-5-2 el
v
Network, Network,

Providler ——> Customer

Peer — — Peer
(a) Network topology (b) Up-Layer ISP prefix hijacking attack
(a) PZ%HH M (b) _EZISPHT B FF It
Fig.3
K3
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2,12 [JZ ISP Wi EhFr i o0 4
I3 # bR Bk i R A BLAS ) 8 Bl 4 Prefix, R T4 it A LR J2 ISP A FHIE 5 75 A7 Prefixy, (R AR A Ji A 2
S-BGP H R E HT 28 4 e 43 FiL 4% 4% (R ISP ASUE 15, 1M S 6 AR 1L 1% 75 ISP(HI ISP,) 4% BUE . R 2 Bt H Prefix,
PO ISPIY L JZISP(BIISP ) R, Fx A L JZ ISP 48 3 7 B o
Internet ™7, 4% ;1 9 4% AT — AN ER AT I 4% B, A 300 0 7 199 45 (90 5040 R S0 #I58 iod B2 436 7 199 4%, TR b %
PE LT 9 2 B AT B FE R 48 T S 00 0 BE AR YR P ST 2 AL R I 4, BT AT BIIA 5 I 4% IV B HE
TRSCHBAS 283 FE v FEA B A 7 199 4 B i AR A B I 48 T B B e e A IS B P A A T4, R B2 ISP AT %)
FrBt. b2 ISP AT 4B FE B 1k A i e
P(Internet H'_F )2 ISP A4 $FF B 5 & 2 )~P(Internet "1 15 22 AN 247 W0 25 1 %0 7 9 48%)
_ Number of multi-homed ASes
- Number of all ASes
B 22 B {f Internet ' T A5 ASes#l i £ii % S-BGP, /55 70%[¥] ASes POV n] G 45 52 31— Fir L JZ ISP 4 5 #F
Y.
SoBGP,SPV £ 2 5 ASH iiF HL ] OA(origin authentication)*” 4 f77E 5 S-BGPAH [|] 1) 2 4= G [, & S 3 B2
ISP 4% B FE Bk BRI i e T BR , 78 SCAS P Jo T 3 A
2.2 LAP

2.2.1 1P Hhhk AS 4rAE R4S

FRA TP ik SEBR 23 L R 45 ISPs 2 18] 1) J2 Y06 2R, JIX 28 ISPs A5 1 1 96 R 48 2 1) th R J— S R R 1R J2 WK
LERY AR SCRRIX RN E IR G5 RY )y TP Hihik AS 23 Fid R 45.IP bk /3 it 245 1) ICANN 1 Internet VEM AL AHAT
ASes, MUXSEHLIIA7AE T TP Hhtik AS 4y BL R G,

LAP Ft+ 1P Huhk AS /3 Be R 40 FE T 1P bk SEBr /0 i R MIE AS B UEHLHI (40 S-BGP)ZE =Rk % £ 45 BLAL
P Internet FF 14T ISP (9% 8,10 S-BGP [ Huhik 43 i PKI; 11T LAP {Z sk B Internet *F T A 18 R ZE I F 4,
BB A BRI G  S

B X —A ISP W] BT 24~ B IR R G0 1 LB I 00, A SCRLIX 28 1V R sy HAE 1P Hilik AS 0 iE R 48
Hpr TAR R — 2 W R % ISP 468 R bk, B [ EMIIE M2 B R hid i — N E B RS /A
RGN A B8 RGP RGE &5 TSR, 20 B4 T )2 ISP IHTEE LA b 2 ISP 3R A5E 1 R 43 B I T 48 el A
MRS NBIERGN BIERENINE 1% B0 R BB S T4,

Kl 2(a)fir 7 RITPHL I 52 R 20 i 2 40 71, APNIC ) Bt B 4% (Prefix, Prefix,, Prefixs, Prefix,, Prefixs) £/ ISP, 2 rh i
TE T 2% A0 45 Prefix, Al Prefix,, 29 Bt 7T 4% 61 5 Prefix,, Prefix; #1 Prefixs; ISP, i3k — 2 # 43 ic Prefix, 2] 1SP,, Prefix; %
ISP;. ISP, 117 32 B VA R ZLAS, FI B 18 R AAS,, H B2 BLAS, 1 75 Prefix;,AS, 18 11 Prefixy; ISP, 41 5 AS,, ISP il
AS; I & 3R1F 0 2(c) TR IMTPHEAEAS 43 it R 4.

222 APAs EX

EX LS ECIERR). EIPHIEEAS /L R G MR W H I8 R BEASissuer 77 L 1T 2 prefiX assubscriber £ ASsubscribers
%X(pI’EfiXAsSubscriber,ASsubsmber)EI‘J%Eﬂiﬁ”ﬂ% O-DAslssuer (Asissue,, prEﬁXAssubscnber 5 ASsubscriber’SN ) ~SNASSUDSCriberjg
ASsubscriver 73 BLIE WA 7515 F1 46 4 0.

EX 2(HBLERRIERR). 7EIPHUEASHNIC R 46 b R B TT % p I 23 e B 472 /2 (ASLASt 1. .. ,AS2,AS1LIR), TE X
(P, ASy) ¥ 43 L % 4% FIIE W (assignment path and attestations, i FX APAs) /& (AS{||AS(|....[|[AS,||AS,|IR, o, (IR,

prefix,s . AS;, SN x5 ) || 075, (AS,. prefix,s . AS, SNy ) | ...l o, (AS ;1 AS;,SN ) ). Homr, prefix, AT HT 4K p,

ASsubscriber

1<i<t-1.
FEFE 2(c) T /i I TP M hik AS 3 i 3 45 71, (Prefix,AS,) ] APAs /2 (AS||APNIC, o, (APNIC,Prefix,,AS,,
SN s, )):(Prefixy,ASy) (] APAs J2 (AS,[|AS|[|APNIC, o, (APNIC,Prefix,,Prefix,,Prefixs,Prefixs,AS;, SN,g )|

© HEFRREBERAITIFTET http://www.c-s-a.org.cn



3232 Journal of Software % 3% Vol.20, No.12, December 2009

Ty, (AS1,PTEfixy,ASy, SN i ).

223 APAs 5K

APAs 73 RHLHI N AZORIIE: O BTSUE AS KAz 41 APAs;@ 73 Aol B APAs 5844 APAs /)
KA A 1P Hihk AS 0L R GE P AT S0 AS (K 12 AS, LB 1L APAs # R 0 TP Mkl AS 73Be R 4t
LA AS [ EJE AS TTREMUE SRR 1% AS $RALERNSS ) Transit ASXHZE LAP AR HRk Tk
APAs [ J5 DR 22— H Al Jit DR A5 SEH7 0 S AT B e KA LA 4 096 774 4 SERT I SCH% 71 APAs, % th 2 il
KUEILr APAs PRI IE Mk, RO I I0 i ey o A B A7, HL A 58 R 9™ i, RN AT — B i ds HE s e 2 2 A A
APAs.

AL LAP HLHIR ] Z AN FE JREEAR il . 70K APAs.1%T7A S S-BGP MUkl W i 7) J I VAR AU A
MR LINH TS APAs. £ (AS, %4 APAs);ISP NOC(network operation center, % 2432 17 {10 ) St £5 & 9
T HIRRGNI(AS, B4 APAs), EAR 3 —ANFRFE T [, ISP NOC A AITRFE R8I A I (AS, 24 APAs). Sl
VA R ST e A0 AT . LAOR R [R] 22
2.2.4 Y AS BiiE

MR BT AT (F1(AS, %544 APAs)JA ISP NOC X BN (AS, 2544 APAS) IR IR HAT LT A doe 4 AE it —
ANRERTTLA AS WL

@ BIF(AS, %4 APAs) 24 APAs & 75 IEA, B IL AS S 75 /& APAs S ICER A2 IS 1 AN VA R &

@ L BOEAE BT, KAF APAs & 75 1 YE, 50 F VL 4 Bk,

@ # APAs IE, WISRAT 5 28 1) 7 IO B/ A

@ XA R 128,457 AE 2 AN 00 FL B AR, I PR B K 2 TE A, LT B S e KM IR AR 3 1 DM AR RS
TR 5 G AR

© X AH 7] I 28,45 A7 AL 2 A B I 7 L B A, S 7 T 48 9 X S B P FC B AR TP A 1 S FDVR R e RS
KA.

1. BOOL APA_verification(APA,apa) {

2. prefix prefix=get_prefix(apa);

3 path path=get_path(apa);

4.  attestations attests=get_attestations(apa);

5. int path_length=get path_length(path);

6 int attests_length=get attestations length(attests);
273 BOOL succeed=FALSE;

while ((path_length==attests length+1)
&& (attests_length=0)) {

9. AS ASissuer=get_last_AS(path);

10. AS ASgubscrier=get_last_second_AS(path);

11. attestation aa=get first attestation(attests);

12 if ((it is succeed to verify aa with ASjsser’s public key)

&& (prefixs in aa includes prefix)

&& (AS in aa equals ASgypscriber)

&& (sequence number in aa equals ASgypscriber S
sequence number))

then {
13. path=path—AS)as;
14. attests=attests—aa;
15. path_length—;
16. attests_length——;
17. succeed=TRUE;
18. 3
19. else return FALSE;
20. 3
21.  return succeed;
22. 1}

Fig.4 APAs verification algorithm
Kl 4 APAs BiE5IVE
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ISP NOCE i A BR AT S8 A ASWU 22 7, B 42 R R BIFTHIAT 1190 R0 P 0id itk b 2% . 2id ritk ih 2503 58
RSN, 1 21 7 ) A BRI 280N AS ISR 2, ) iy SERT % SO & i 26 SEOBT 4R SCIK A AS 22 ) 2 A5 A7 AE UM R AR
AL HE— DA PR O [ 2 L 2 ST A% AR S APAS 7 R AR AS I IE RS R 18] 5 BT,

N N
Repo y <&—Exchange APAs—p Repo y
S | X
Download all APAs Downloa(! all APAs

Upload its APAs Upload its APAs

ISPINOC ISP NOC
Push prefix-to-AS mapping Push prefix-to-AS mapping
<4 UPDATEs
id’r router id’r router id’r router
UPDATEs UPDATEs id’r router

id’r router

Fig.5 ATAs distribution and origin AS verification
K5 ATAs 70 & S AS Kiiik

225 whtEaT

W H IR R G LD 3d Ay S I R K 2 B B AR AE B A LU R P RS LR © B AR R A A B hiE— A
T 28 FR) 3 A 0 TG B AT IR B AR BN, T TR0 2 TE B A L B4 e /b e O — /S T SRR AS BUR AS 1Y
FJZ AS A2 BCUE B AR X RIIG 00 B0 2 B Y8 2R 4000 1 17 28 e 1 40 THC 6 A8 TAE A P e 88 B e T T P 2 T 4
Tl e k@ F— AL TR BB A L B8 REEA E OV — % SR Sk o L B AR IR WL AR 4
BRI S AS I 2 ASAEIXF G Bl N, BIE S Th it 7 — AN i g 40 Bl 45 AN T8 52 AR RGN 40 B iE
W, B AN e R AT S T3 O 3 43 B AIE WH (1) APAs. [R Dk LAP ML 2k B AT a4k 1098 AS, REIRAN 52 HiA R4, 4 et
R A% APAs.

LAP HLBEWHLHT APAs S B, IR ok i 28 40 Fc Uk 93 v 45 7 I T 4 2 (B 20 B I W 2 91 5. 2 i 4R 16 2 i
R R AR, T Z A 5¢ APAS.LAP R BT 1T VA REH & 3 30 AT APAs BB E . S br P i 2 &
B A, 24 A ISP IR RIE O 2 B I BT 2R 1% ISP — 5 2 BRI RTT 42 10 B R AS B35 H LI APAs.

I3 9 APAS AT A5 45 = 05 WL K 52 )ik HLAE 23 ¢ 3 P v APAS AN 8 3 1 4% 20 E 1% 4% L AT — ASes, [X] 1] APASTE 73
TR P R 2 i A D B s 1d el 88 B3 MASISP NOC N 4045 BR 1T 25 MTAS WS 3¢, BRI 1T 42 R 117 2% A1 AS Tk 5
KA SHAEL.

3 id°rB9AS PATHI&IEH Hl

id’rffIAS_PATHH IE HLHITIDAPV 5| A # H1 2R A 3F W (R 97 AS_PATH I 4% J& 1 /S 4 8 4, LT 2 S nT 3 4%
4% JE PERoute Aggregate Attestations UL #5415 ¢ 1 58 & UF W, 2 Router Identities LA 17 58 B 0 SC 27 i 4 i1 2% 11 &
A 2 B ) A H BRI B AR G FH FA B A5 A4 NLRLAS_PATHAN F—BkAS 5 i A= il B O 1% B 1 1E B,
KGR B4 B AFERA A OB HIEW A IR Route Aggregate Attestations i I 35 iy 11 4t 28 A 1F 11, 4F Sk
B Route Aggregate Attestations & .
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B A e B id e o S RS (0 B 6 FTR) e, B RS RANAT LU R R
® #R¥ERouter Identitiesf iy (1Bt &% & U015 5, A2 % R SC 5 1 B bl 4% 10 A 85 7 971 ( IDg, »--s 1Dg,g. ), H:

1, IDg,, =Ry, [IIAS; 1<i<n;

@ M (1D, ..y 1D, )RS B4 B0UE ST VE B0 UEROUte Aggregate Attestations 1 AggreSig((IP.,AS,,
AS)),....(IP,AS,,...,AS, AS) I IE T 1 ;

@ FFU R I, 5 P 88 T 2 3T % AR S0 IR 2 ARYE BGP B SUE S % ph A B R 3E— 20 Ab B AR S

@ R 1 b B L A AR R RAE Dy, %54 B F L 5 AR SCRINLRICIP, ) T AS_PATHJ
(AS,AS,,...,ASNFIT —BEAS 515 (AS,40) 25 K H T A B 55, (IP1IASI][... [ ASH[|AS||ASy2);

© MR RATLLRA 0 M HIEY 05 (IP1[|AS,]|...[|AS||AS||AS,.2) HIAGgreSig((IP1,AS 1,AS,), ...

(IP,AS,,...,AS,,AS)), 4= i H i Route Aggregate Attestations i It {E :AggreSig((IP1,AS,AS,),...,(IP1,AS,,...,AS,,AS,

ASni2));

® ¥ HE SRS E R 21 Router Identities W, 4 1 i) Router Identities J& 7k

@ ] ah K L e i % a8} bt
(1P (AS,AS 1,...,AS | ),(R, Ry sRys ),AGGTeSig((IP | ,AS | ,AS,),...,(IP | ,AS |,...,AS,,
AS,AS,1»))}.

Bl 6 HIRIP s AS AL IR I 2% J2 WIS TR AR 2 (ASy,... ,AS )R 7R AS_PATHER A% JE PE,( Ryg, 5 R )RR
Router Identities % 12 J& ¥ ,AggreSig((IP;,AS,AS,),...,(IP,AS,,...,AS,,AS))/ O, (IP1IAS, [|AS,) # 7~ Route
1

Aggregate Attestations 12 J8 1k, o, (IR || AS, || AS,) RNt I Rys) XT(IP,ASLASy) I 44, Ryg F71 14 H
W7 [V REASH 2 1 & 45 B (1<i<n)).

IP1(ASt1,0- ASD(Ryg. | svvrs Rag, )| [P1:(ASn. - ASD.( Ry .orei Ry s [[IP1(AS.ASh. . AS).(R, Ry ... Ry, )-
IPL(ASD.(R,s )» AgQreSig((IP1,AS1,AS),..., AgQreSig((IP1LAS1LAS))....,  ||AggreSig((IP1.AS1.ASy). ...,
o, (IR IAS [ AS;) |(IPAS,.... AS1.ASy)) (IP1.AS).....AS,.AS)) (IP1.AS).....AS,.AS AS;.2))
—_ > —_————r 5] o — — — > /®\_____> @_\Asnﬂ
1 1
RA @ AS: RASn ASn \t@% AS RASW
SPKGys, SPKG . SPKSS SPKG

Fig.6 Figure sketches the transmission process of an id’r route announcement
Bl 6 id’rith il 5 4R SR BOL AR

4 3 fh
41 REMIT

ARG SCHR[21] 1 8 B 5 Bt 10 29 28 1P TR HUA BT SR B RF . FATSRENRE . A AT Eh RE A 2
JEISPHT SR B FF BELi . LASE 2.1.1 54 %) S-BGP ) L = ISPHIT 4R B #F S ks 0 9 1 40 Ui W3 A BE B 3 ()t 9 458 AR B AT
Bid’r AS BRH)FF T 2 Prefix,:

@ AS, K it Prefix, i i (1 # i3 5, S AS_PATHN {1};

@ HHEBGP I i 3 I, AS FTASIE £5 NAS 2 2] S 1 % i

© MATLAPASAHIAS, T HIAS, 5 Prefix, Z 7] 52 75 47 AL WM OG5, LLAIWTAS ) 2 15 4 4572 BURES T 4% Prefix,.
LAPH i 25 5§ B 1 20 G B A2 FIAE W 10 1 V6 3R 9 2 1) ST AR 58 3% 1R D AS R A T Prefiix, 73 G % 42 AN
T IR AS AT A R K )2 2.2.5 97001, B B R G0 AN RE 6 O 3 i 25 1K) die 1 70 TG B A2 11 1, B
AS A RE 1 Dy it Prefix, (1 dc K 73 L 1 42 AS, K AT R Prefix, 23 BiC B 42 JIE W AN 28 1 AS 1, AS 0 HAE SSC s il 5.
M 3UAS, FPrefix, Z M AN 47AE B 56 72, BIAS, JE 1 R S i 2 Prefix,.
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B ASGHIAS, R4 3 MAS, 2 >) B 1 %t 11 g 217k Prefix, (1 5 U8 % th.id e BHE T b 2 ISPRT % 50 #F Moy
1K .

SR i (covering) 1T 28 B R8O, B R FUAT 24 Bl RE 2 ) O i 8 56 i 6 PR sk B K 0 L 8 A RIE 1A,
FL 1325 1 i 46 100 8% 1 SRS IF, B0 95 2 A i R o 50 P 8 5 Wi 4 P r B A B 4 X A T AT 1R B 1% (valid prefix
with false path) &) #F B (PR 37,54 &t AS_PATHES: UF ALl 56 BX.

id> e OB IE T AS_ PATH Y 4 SE I, AT 4R FTU AT 2 AS. PATHE: i 20 7 B0 LLAS. PATH% 45 B o by 441 i3 W . 7
WHEL 7 s (#0315 4E B0, AS, 23 71 MASs FIAS I BIAS &S BT 4% (AN 61.52.0.0/16) 1 I A™ 8% Hi i 15, 3L b,
AS_PATHJE 12> 9 4y {ASs AS; AS;}F1{ASs AS, AS,}.AS;55ASs/AS ] /&peer-peer i R, HIX P NAS PATHJE
PE IR A (7], AS K AR 475 3L A Pk (W ORIGIN,MED %8 ) b Fllik 61.52.0.0/16 (1AL B .(H 2, 2 AS; AASs I
B R AT 47 S AS_PATHJE P ({ASs AS, })I¥ % Fh 8 75 I, B0 0 8 1205 0 % Hh V8 B3k 61.52.0.0/16 PRI sse HGRE H, &
A4 AS_PATHZ i ki (W1 8 Fiom) K 7 T BT B 96 R AT Fid n, w0 R ASs 1/ 22 A [l /I AS_PATH
g8 B oW o, B o RO OO M B oM R & IE W AggreSig((61.52.0.0/16,AS,AS;),
(61.52.0.0/16,AS,,AS;,AS5),(61.52.0.0/16,AS,AS;,AS5,AS,)) Th i& % 1 2 & 1iF #H AggreSig((61.52.0.0/16,AS,,AS;),
(61.52.0.0/16,AS,,ASs, AS,)). 3 F-id t I R FH 25 i H LA ) 2 A VR 6 ASs T 75 3K A2 — JHAS A i 5 I RO AT 45

Provider —=> Customer

Peer — — Peer
Fig.7 A network topology Fig.8 AS PATH shortening attack
K7 Mg R Kl 8 AS_PATH % Bk

4.2 TEEETAR
42.1 WA

id?ri iy 25 5 A7 ik A R TSR AS S 3R S A TF B 3PP pun,H 1 Ho, Hs, Py ., Poi® );S-BGP i 11 25 15 7
fits 4> BR AT 48 FI ASH I R K Internet ™ 175 S-BGP# th #% 1 A 4. &N as £ /R Internet V6 RE M H,
E(Nprefixes) AR A F TR R G0 0 A 2840 H I BCE WA M, RRid el 1 25 77 0l Bk T 2R AS U ) Py
FEFF4E, M2, RoRid? etk 88 AP 26 T Fy, ATF S B W AZ IS, M, Romid itk iy 25 16 8050 18 9 77 9F
85 Mg pop 7N S-BGPH 1 35 A7 fiti 4> K 5 8 R ASIIURF 26 (1) A 7 T4, Mg pop 7R S-BGP# th #5 A7 BT 1 024
bit RSAH VLK Internet TG I ARS-BGPIK AR A ¥ & B AR WA TR (A ASH R —4~S-BGP% i
#),Ms pp 7N S-BGP I 1 #% I A A1 P A7 TT 5. U0 2 T S B0 rh i A5 B BOH  Ho RTH o T (0 08 7 235 1) 3R 19 45
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M oo = M2 =Nasx(2+4XE(Npretixes)) )
M e =128x(Nps+1) (5)
Ms.gap= Mg_pap + Mg pgp =4XNasXE(Nprefixes)+130xNast128 6)
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