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Abstract: A key function of a host-based intrusion detection system is to monitor program execution. Models
constructed based on static analysis have the advantage of not producing false alarms; still, they can not be put into
practice due to imprecision or inefficiency of the model. The prior work has shown a trade-off between efficiency
and precision. In particular, models based upon non-deterministic finite state automaton (DFA) are efficient but lack
precision. More accurate models based upon pushdown automaton (PDA) are very inefficient to operate due to
non-determinism in stack activity. DYCK model, VVPStatic model and IMA use some subtle approaches to achieve
more determinism by extracting information about stack activity of the program or inserting code to expose program
state or just inline the local automaton but still can not solve the problem of indirect call/JMP. This paper presents a
new training-free model (hybrid finite automaton, HFA) to gain more determinism and resolves indirect call/JMP
through static-dynamic hybrid approach. The results show that in run-time, these models slowed the execution of
the test programs by 5% to 10%. This paper also formally compares HFA with some typical models and proves that
HFA is more accurate than others and it is more suitable for dynamic linked applications. Some technical details of
the protocol type system on Linux and experimental results are also presented in the paper.

Key words: intrusion detection; hybrid automaton; training-free; call context sensitive; Linux
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1 HFA .2 HFA .3
4 Linux
5
1 HFA
HFA , ,
( NFA), (  DFA). ,
HFA , 1
execv
Binary code [PiEeEEs
Run time
Stati ] - revision
ana?)/lscisl D\)“am‘\gb'\(\d\“g ‘>
DFAs
Fig.1 Construction of HFA model
1 HFA
1.1
(control flow graph, CFG),
: / :
, [10-13] ,
EEL (executable editing library)[*®*! EEL C++ SPARC
, , 1A32 .EEL
(base block), ,
CFG, ( jne [eax]) ) ;
, ; ,(gcc -02)
2 C num2char CFG,
(call )

, CSAT(call site source address table) CDAT(call site destination
address table) . ! JSAT(JMP site source address table) JDAT(JMP site
destination address table).

2 )
' ) 2
1.2
CFG NFA, & DFA.
CFG NFA , ,
, [13 @ ” , g , 2
[10,11] ,

© HIHBREBSAHIGIT  http/ www, jos. org. cn



#include <stdio.h>
#include <unistd.h>
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User function call |

s System call

Fig.3 DFAs of individual function
3 DFA

Before run time revision

€
typedef void (*FUN)(int, const void *, size_t); num2char start ¢
. . 804835c:push  %ebp 804838a:mov  %esi,%esi
void num2char( int argl , FUN p) { 804835d:mov  %esp,%ebp 804838c:push  Ybedx
chgr ret= ‘B 804835f:sub  $0x8,%esp 804838d:push  $0x1
switch(argl ) { 8048362:mov  Ox8(%ebp),%eax 804838f:lea  OxFFffffff(%ebp),%eax
case 0: ret = "A'ibreak; 8048365:cmp  $0x4,%eax 8048392:push %eax
case 1: write(1, &ret, 1);return; 8048368:movb  $0x43,0xFFffffff(%ebp) 8048393:push  $0x1
case 2: ret ='C';break; 804836c:ja  804837c 8048395:call  write
case 3: ret = 'D';break; -
case 4: ret = 'E';break; S LS write@8048385 i
%*p)(l, &ret, 1); ‘804836e:jmp *0x80484f8(,%eax,4) }— ‘804839a:jmp 8048388 ‘
¥ & ‘8
void line(int fd, const void * buf, size. 8048375:lea  0xO(%oesi),%esi ‘ & L 804839c:movb  $0x43,0xfrffffff(%ebp)
write(fd, buf, s); 8048378:movh  $0x41,0xffffffff(%ebp) 80483a0:jmp  804837c
write(fd,"\n",1); ig I
}
void end(int fd){ 804837c:push  %eax 80483a45_m0vb $0x44 0xfffffff(%ebp)
close(fd); 804837d:push  $0x1 80483a8:jmp  804837¢
804837f:lea  Oxffffffff(%ebp),%eax ‘8
int main(int argc, char *argv[]){ 8048382:push %eax : 3
inti; 8048383:push $0x1 il ﬁ ggiggiﬁm}’ O T 6ebe)
if(argec > 1) { 8048385:call  *0xc(%ebp) -
for(i = 0; i< 10; i++) { - 41 ‘g
num2char(i%5, write); i-call@8048385
} 48388 Teave
line(1,NULL 0);end(1); 8048389:ret
Jelse{ | — — — c—
write(1,"none",4);line(1,NULL,0); num2¢jiar end
close(1);
}
}
Fig.2 From binary code to CFG of individual functions
2 CFG
( call 0x80403734) (call [eax]),
) ,
, 2 “i-call@8048385”. [9-13] NFA £ ,
NFA PDA, , ,
, ,HFA , , 1.3
NFA & , [10,11] g &
O(nlogn)i4 N NFA , & DFA.
DFA, NFA NFA PDA g
g
3 2 C DFA.
DFA of line(M3) DFA of end DFA of num2char(M,) DFA of num2char(M")

After run time revision
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C . Write, , C , malloc, ,
) DFA. , , C write
close DFA,
1.3
1.1 1.2 , , )
, . 4@ 4
, NFA [0 : NFAM;, ¢ g NFAM, g
M, & M, g e Mi g
(impossible paths) ,
’ PDA [10,11] A
) ] ,PDA ,

a. NFA model

b. PDA model

e

Fig.4 Static binding process of NFA model and PDA model
4 NFA PDA
Dyck [ pre-call post-call null-call squelching
& , PDA IMA
NFA M, (inline) NFA M; , M, M., , ,
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M, M, \VPStaticl*? ,Feng
Dyck , )
& ’
, NFA ( a')
NFA , (
Go 5, line ). , -
DFA, HFA

DFA.2) DFA.3) DFA

{Q.2,6,q,,F}, ,Q 2 0 \Jo
Push | 804841b+5 | num2char | Push| 8048385+:g
—> Call
Call
[write]
1 i num2char@804841b | Ui-call @8048385 i“ -~ -
~
& Ret
line@804842f __] N\
\ ]
Ret [wrie]

/
G
&)

| 804841b+5 | num2char 8048385+3
M atch? Match7
| 8048420 | 804835 \ 8048388 80483h4
Ret addr in call stack  Function entry Ret addr in call stack Function entry
(num2char) (line)

Fig.5 Dynamic binding process of HFA model
5 HFA

5 main DFA M,
Q™ ={ag".qi" .0 | F™ ={ag}
M= {num2char @804841B, line @ 8048462, line @ 804842F ,end @8048438,write,c|ose}
o™ (o™, num2char @804841B) = g, , 5™ (g, write) = g3,
oM (g™ ,num2char @804841B) = g, , 5™ (g, line @ 804842F ) = g} ,
o™ (g, ,end @804843B) = g , 5" (q,™, line @8048462) = q,"
S™ (qy,close) = g .

num2char DFA M,
Q" ={a", a0 |, FM ={ay"},
M = {i-call @8048385, write} ,
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oMz (g2 ,i-call @8048385) = q)'? , 52 (q,"2, write) = )2 .
line DFA M3

Qs ={ag,q ay"s |, FM ={ap"},

M5 = {write} , 5" (qy"*, write) = ¢ , 6™ ("%, write) = gy .

DFA . , main
num2char, M; qlM1 num2char@804841b. num2char , call
Asc=804841b+call Ags=num2char( ), Asre  Agst 2
(804841b+call ,num2char) M; M,. M,
,“i-call@8048385” As.=8048385+call , Ags=line( %
(8048385+call line) M, Ms,
M, : M, , .
num2char , , M; 2
(Asre,Adst) 2 (num2char ,num2char), ,
) : M, .
DFA Agst , , Adst
DFA
1) , DFA
DFA ,
, DFA , HFA
( )
2) DFA , DFA
, 1.3.2
3) DFA DFA ,
. NFA PDA , \ sDPDA ,
Dyck  VPStatic NFA , ,
3
1.3.2 DFA
1.2 CFG ,
) , , longjmp,siglongjmp
, 4.2
] e NFA
, DFA DFA. DFA (
call ), DFA , PC
DFA , DFA
3 , num2char DFA ql""2 , num2char
( M, ) , M, ayz. DFA M’, DFA M,
M, at, M’,. DFA M,
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QY ={ag,q" | F" =g},

2™ = {j-call @8048385, write} ,
M (g i-call @8048385) = g,"¢ , 5M2 (0%, write) = g2 .

1.3.3
HFA
call
call
linkage table)
DFA
(
2 HFA
1)
2)
3)
4)
5)
HFA
2.1

CSAT
CDAT

HFA
DFA
DFA
DFA

DFA M,
DFA

145

(code injection attacks)

DFA , )
DFA )
, call CSAT ,
, call PLT(procedure
LIS CRAT
) prologue(push %ebp;mov %esp,%ebp)
) JSAT JDAT
)
( )i
, call CSAT ;
, call ;
DFA M,, M, Asrc M, ;
(buffer overflow)” ,
double-free “ 7

“ (code injection)” ,
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) (shellcode).
,  shellcode
“ , CERT/CC
50% . HFA : ,
12,4 , 12,35 )
145 , shellcode ,
2.2 (impossible paths)
[9] . ’
HFA , , , 4
2.3 (mimicry attacks)
[15]
fd=open(/tmp/file.tmp,...);...read(fd,...);...write(fd,...);...close(fd);
open passwd
fd=open(/etc/passwd,...);...read(fd,...);...write(1,...);...close(fd);
HFA , '
[11] [16]
2.4 DoS/DDoS
DoS/DDoS : DoS DoS
DoS(DDoS) , , HFA
, DoS 3 5 g HFA
3
PDA O SDPDA Dyck [
, HFA PDA,sDPDA DPDA
3.1 PDA,sDPDA DPDA
PDA 7 {Q.2.1,6,05,2,F} . Q z G €Q ,FcQ
e Zpel” 8 Qx(Zu{eh)x I Qx (I u{e})”
, DPA 3 :
1) 1(p,2)ed(g,a,2),ae X u{c}. a=g¢, p q
c+ael a p g
2) Push ((p,z2)ed(q,a,z),ae 2 ufe}. 1) , 7'
3) Pop 1(p,e)ed(g,a,z),ac 2 ufe}. 1) , z
PDA , PDA(sDPDA):

(sDPDA 1): ¢

a=¢ 6(9,a,2) Push  Pop
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(sDPDA 2): . VYaelX \Vzel, 01,01
S(pw) € 6(0h,a,2) 5 (PpsW,) € 6(0p,2,2) Wy £ W, .
PDA PDA(DPDA)

(DPDA 1):vqeQ,vVzel ,Vae X u{s}, 6(9,a,2)

(DPDA 2): 6(q,a,2) ael . 0(9,¢,2) .
) DPDA SDPDA, sDPDA PDA.
3.2 PDA,DPDA DPDA
PDAM =(Q,2,1",6,0y,2,,F), c 2 (a.n), r
c—2->c¢ M a c c.
PDA : M PDA, c ( PDA
' ), {(%.20)}, c wes"
, a, Ca {c'|IceC,c—2>C}, Ca ,
) ) Ca . a ,
: C={(p.2)}, 1o(p.e,2)={(p.22)}, 5(p,a,2) ={(q, )},
C.={(q,z"),i >0} , PDA
PDA  sDPDA, sDPDA ,
, CeQxI", 0 Q . sDPDA ( Ca
c) (Ca ) o(|Q)p - , PDA DPDA,
, 0(1).
[12] ,Dyck VPStatic sDPDA ) HFA DPDA.
3.3 HFA
CFG DFA: My,M,,...,M_, M, ={Q" =M s g, F™i},
Mo , M, iel; ( 1). CMi o M DFA
( 1.2 ). 1.3.1 , DFA ,
Q" nQY =g, cM nC" =2 i :
PDA M ={Q,%,1",8,0,,2,,F}:
Q=JQ" (PDA DFA ).
r=Jz" (PDA DFA ).
r=Jc" | J{e} (PDA DFA ).
qozq(’JVIO’ZO:g’ F:pFMi( l)
ie[0,n+1],
5(pivainz):(qirz)rpivqieQM'v a‘iegl\ﬂl_cwII §Ml(pilai):qi( )
5(pivCi-Z):(Qi-ZCi)vpiniEQMiv CiECMi 5Mi(pi-ci):qi( ),
5(pivcilci):(Qi:5):pirqieQMir CiECMi 5Mi(pivci):qi( )-
1.HFA DPDA.
“ Push ” Pop , HFA
PDA. SM Vie[0,n+1] DFA , DFA Q" AQY =@i#j,
vqeQ,vVzel Va2 u{e},d(q,a,2) , DPDA 1 . 5(0,¢,2)
, DPDA 2 . HFA DPDA. (-
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1 ,HFA DPDA, o(1). ,
, , DFA , DFA . DFA
, DFA DFA HFA ,
4 Linux
4.1
6 , 3
User spa':eKerneI space
I
execv
hmﬁ#
Code injection Monitor & operate
v
» gzip code image JT CIT DFAs
T A
Process of gzip ‘ Jﬁ Notification
Fig.6 Architecture of prototype
6
SAM(static analyze module).SAM ’ (
)p DFA p.dfas. *.dfas
DFA CSAT,CDAT,JSAT,JDAT . , *.dfas ,
DLM(dynamic linking module).DLM , ,
Id.so(ELF / ) .
CSAT,CDAT  JSAT,JDAT CIT(call indirection table)  JIT(JMP indirection table).DLM
call CIT JIT .CIT
call , call
JIT . CIT J1T . Linux
SAM ,
*cit  *jit CIT JT
SMM(system-call monitor module).SMM , DLM
*.dfas , DFA,
( ) DFA.SMM CIT JIT DFA

© PEFRERELITUR  http/ www. jos. org. cn



149

, DLM DFA , )
( ). DFA
4.2
POSIX siglongjmp,longjmp
(signal) ,
) DFA , DFA
DFA, DFA (DFA
).
4.3
HFA DFA,
, DFA DFA DFA
, SAM DFA ,
4.4 /
Linux fork , exec ,
(thread) (LWP) , fork ,
DFA, SMM DFA ,
DFA . fork exec , ,DLM SMM
DFA.
5
5.1
HFA , Wagner Dean!®
(average branching factor).
HFA ,
NFA PDA Dyck HFA ,
,  HFA 1
o 7 8 .
Table 1  Statistical properties of objective applications (*static linked)
1 (* )
Application Payload Functions* _Instructions* System calls* Functions calls*
gzip Compress a text file (13MB) 894 56 740 96 2 476
ps Report status of all process 963 59 845 96 3330
Is List all files of Linux kernel source 766 49 937 57 828 175 828
display the content of linux kernel
cat source (total 145MB) 660 47 563 58 422 163 812
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= NFA = NFA
7.5 = PDA - = PDA
= Dyck 15% B = Dyck
i _ mm HFA dynamic-linked = HFA dynamic-linked
- = HFA static-linked == HFA static-linked
50 10% [ 1| |
2.5-—_ 5% ‘I
0] l. 11 L | H L |:||  — 0 LU I L] L
gzip ps Is cat gzip ps Is cat
Fig.7 Result: Average branching factor Fig.8 Result: Run time
7 8
JHFA 3 ] s 0.5,
) 7%, , DFA
5.2
; Unix/Linux
FTP —wu-ftpd-2.60 .wu-ftpd-2.60 ,
, , 2.
Table 2 Typical vulnerabilities of wu-ftpd-2.60 and test results (*exploit lead to various exceptions)
2 wu-ftpd-2.60 (* )
Vulnerability CVE Vulnerability type Description Exception type
CVE-2000-0573 Format string overflow SITE EXEC format string remote overflow 1
CVE-2001-0187 Format string overflow Debug mode format string overflow 1,4*
CVE-2001-0550 Heap overflow Heap vorruption in file glob 1,2*
CAN-2003-0466 Integer overflow fb_realpath remote off-by-one 4
(BID8668) Stack overflow SockPrintf remote stack over run 1

CVE-2004-0148 Logic error

Restricted gid gain access

Can not be detected

CVE-2004-0185 Stack overflow S/key remote stack based buffer over run 1
CVE-2004-0148 , ,
, 2
2 3 5 ) )
s ( ):
6
HFA - ,
(DPDA), HFA
HFA '
Q) DFA , ,
) HFA , : :
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