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Abstract: Cryptography based security solutions are not enough for WSNs when there are attacks from interior,
which are caused by compromised nodes. Trust management can deal with this problem efficiently, and enhance the
security, reliability and impartiality of the system. This paper gives a detailed introduction to the characteristics, the
taxonomy, and the design of the framework, the vulnerability analysis, the attack models and the countermeasures.
Among which the design of the framework, including the trust factors, the computation models and the application
of trust, is the core of a trust management system and is given a deep insight into. In the end, several typical trust
management systems are introduced. A panoramic view and detailed analysis of current trust based systems in
WSNss are given.

Key words: wireless sensor networks (WSNs); trust management; reputation; vulnerability; watchdog

H OE AR TERA 2T RN ERANLG1EE 2 /% % WSNs(wireless sensor networks) ¥ #9 P 3¢
HE,PANEETE. ARTEEMEFNTERZ A %A, TERFATHEFTOAEREFRL 2RET
WSNs IR TAEAEE ey 4F & 5 K7 k. ERRIT. MBEBWIH. ERE BT F A EA%2T WSNs
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WSNs W IR H 28 52 2%, 3 22 4 m sk Al S DL 2 PR A% SE IR T 3 6 1A R 10 22 e L) 3 8 1) TSR P Ah s e, e
AT U e T AT BRI A A AR A S B T HL T AR R 1 RCRE ) P R WSNs R A R R TR AR
TS5 0 22 AT, 219 i AT R N AR B Jh A A A SR Tk 8, 2 SR T ¥ B N SRU R A7 01 e, DU A 190 296 g
P AR S B BT R WSNs 4 78 2B £ 8 P B8 sl 0 S B OR 47 R A 85 o 3 BT SR B AR 5 e
A TR T AT O R I VR0 A 7 SR A, AT P R IO S 8 it L i/ 28 G 458 2K A AR B 2 o A
SR I0HE T R AT 22 A 1 T 1 A 20RD 8 TE X A R 6 T RS U R I v SR BRI 45 I 5 BRI b ) 2 P

1 FEER

1996 4F Blazed T 54T 4 B AL & U, FH 4R BCZEHE 10 05 2AR pee<Bri 25 32 B n) B At 42 HY (9 PolicyMaker
FliKeyNote ¥ 47 AL 5 2 195 7, T ARV AR A PR 4 A B RS AT OC 3 B L 28 B R BUTE T, DA B 4T 1 7 5 sk
IRAT AL 338, P AN B A=A A 2 1) Gt SEAF TR A5 AR5 v DAIEA T #5280, m] DA 25 ()42 S RIE X A0 A5 A A 2 R S o
BARIL Ny — A o A RIZBR B8, 1 £ FAth 4 Aii 092 B R 48, 48 45 SPKI(simple public key infrastructure)!®!,
RT(role-based trust-management framework)?! dRBAC(distributed role-based access control)M*4% {1 # 5% ] T 25481
SEAR BRI Bl 352 B 1) T A7 A DA B (PR IE ), AR A1 A b 55 06 R 432 A5 SR Tol 55 s 3 10 5 | 2 A o — 5
PR, ST R TR B AL LR AT A Z2 T A 1560 A4 1 U7 I B8 o 28 3% AR ) 59 T 25 44 T A 8 6 B A4 R 48 ) SBR[ 5]
BB AT R GE 1) 22 A VAT T WF 5T, BRI AE 22 40 HH 10 50 6 R A2 AR A B, 4 560 Ui ) 428 31 = A2 22 K5 i e A0, S5 s 1) —
BRI . TR O AR R W ST AR X L BRI 1) 25 8 0] U AR A A 5 Bl B2 B R 2 TAME AT R R
) A T A5 B AR T A B A A 1 15 LA AR 55 AT > IR B AR A 3 B 1) A5 A 4 20 FLE 0 B2 B AR BRI 1)
LA AT (T i R T i 6 0 DR 3%, 2 A A A A PR IR S5, A A AR A 1 R 52 B A 1) <A AT A Hh 2 A
P, LLSR I 11 7 AL F2 AR AIE P i A X PG AT B R G i A5 A0 e A8 0E o (1 52 A5 s ) 82 4 T A5 AT A
Rl 12 T R 4 b 2 0

oy RS AT B R G 0 A5 AT HEAT S A PP AR BT AT A DG A R A, AT A A AT A
MG ETAL A 1) A8 T id sk LA S HAmAS A 1 2 0L A5 R 35 2 (9 1 SR A5 206 5 15 AT AR G AT A mT
DA 2R i L 1 0 O 6% 2 A S it 110 St B B R ARVE SR L RS A AR AN RN AR AT A AR A L T
L EAT A T th )2 N2 By R 505 1 T3 m M g8 1 e Ak o et vk XM E S i R g )
FEAFAEAE AR I N — A5G BB AT AR, S R AR I A4 I AS 7] R0 A5 41560 28 G814 AN (] 52 Wi A A5 [ o Tok T A 36 B
PEA AN A 1045 AT AFL She A 88 A5 AT A5 AT B S s 2 BE AL o Bt B e 3 N I 46 T, — M3 O i B F L s A F
Gl SRAFAERD S FH (AT,

AN B PR AT A B AR A B R e b — B B A IR 22 7 Bt b, — S aF S [ ok P 215 AR 45 B AT &
G0 R & B SCR[6] ) KA g — I E B i P A B SRR L AEERRER. &
AE TR KA R A 2 Z TR AR, w ] DR A 5 A8 B R e B L it PolicyMaker H T 15 &2
) SR I A B RS TS AT 82 A 52 A 22 HE 1 W TB A D (trustworthiness-based authorization delegation model)!), 75 #% AL
TACITFE G I NATAT FE AL AZ AL ZSHTAS 2 (] 50 10 A e 3R, 38 HAR A AT B T T BR A 32 BB AT IR

2 REAERBNEFHEEER

WSNs H A7 15 s SR A B P9 4% B F AR B — PR R ST L, — R LN AN R T — N LA
LA, WSNs 1432 B HE S 450 A 17 L, JE Z00R BR A SR Jy =W A5 AT Bt HL 26 T A RS S BRI BUT TR (M 3 5
FHZARUEE TP AP A E S T 9 UH IR WSNs. BT L H #i % WSNs [R5 454 B R G 0T 97 24
TR AT E AR VR A B AL VAL S 5 WSNs (W22, flHvE 55 5T

EWSNs BV 4, & 0 24 i DR 0 E 108 28 e 8 T 1 2 A 35 6 5 S 1) ok 22 Tl 80 B 9 3 — B0 b 22 42
M %535 BIWSNs BT 854 5 T4 T WSNs M5 T8 3, — B [ 4 A 5674:.2003 4, Saponsi A\ 3 T-{5 /15 H#
PR 10 A B L R i X 3 ) s BTl Y s ) B A B 2 45 % 15,2004 4F,Ganeriwal-Srivastava$it
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Y RFSN(reputation based framework for sensor networks)! J& — My 58 24 f 5 T 15 25 1) W SNs T B3 AT 45 B
£45.2005 £ Krasniewski%s A [ TIBFIT(trust index based fault tolerance for data faults in sensor networks) ¥ {5
FEH T2 A M Bl A 1.2006 47, Garth 5 AR5 AE 4 B2 H] T #% 3k (cluster head, i FRCH)I£25111.2006 4 LUK,
PN VF 22 B T SR L X I 2 A S 2 I 4% 15 AT 65 B (O F 0, A 4 o B R 2 B S PR E 5 21 L LB b o R K 2
BI04 BRI RAL R 2RI gk 2014,

REAT WSNs RIS 128 3 1 3 AH 5 N FH B8 0 40 Jié % WSNs Hh A5 A7 45 B2 (1 DG g 7 BTt i T A% ik
A5 AR UEAT BRI 5 300 A A RAT R, LA B H T AR AT AR 5 SO AT O S 4 P SE I WSNs [ IE
W ISAT TN R AT AR T, S A 1 2 700 £ 28 A 0 2 T T Ak 2R 110 2 A 455 it A o T AR K (1) Jg Wy, JI B, WSN's
ez 4 R (1 U v S L2 S W A8 43 7 R A AT BRI A7) B T A8 e FAE AT RO T A, AR LR
AR GRS N T Bt Sl G, Ak IR 25 5E WSNs 185 I it S 4 BER BN S # R R
FHEATE B 5 WSNs W22 2 QM AH 454, n] LAA T3 s WSNs (1) 22 4 PR R0 m] I E.
2.1 FEEREMEREEEENS L

211 TCEAL IS % AT PRI ) 2

R AAGAT A PR FR S AT AL I VP Al A% 32 DL A7 it 5545 BB 23 RS s A A 55 I 48400 S A5 AT AR
P % BB I R AN IE 30k 5 1 S 1 A 1 AR 1) J2 VR AR T T T 11y LA 3 A wp O PR A5 AT 78 3L A6 AT R 45 4 1)
WSNsH 2 T Jili e il - 352 S Y A= 30 15 100 3 2 (5 T 8 B £ 20 4 (1 B V0 SR I P PP A AT PR AT 4 T I0 SR
9 S22 VR S M) A J2 U AR AR B R A5 AR TT LAIB 2 AL 3, G AE A T s AR R A AR M AS ARt T
PLIZ 058 T A 5] J2 VR A AR A U617 S A AR A B 6 A A AR B P o R b TR 4 o B A 1 o % i ol
AR S48 P SR EBUAT [i) B T T 20 A A B S e R T Sk 0 PR i 2 v )
2,12 AJRME RS BA S (E 4 B

A Ja A AT B Y A A AN X 4% o LA W — PR A5 A, — M A AT A5 45 0 1) WS Ns Hh % LT MO0 A b 435 4T
L) A VP A YT A E AN (R VAR Y A P45 AT 1T AR — 30,70 SRR A M A7 4 1) 45 AT 1 H e s 1512180,
5 MR A A5 AT A A R A0 it 15 a5 R 3% PR A 2 4 e s 1190,
2,13 JEFAEEF MG BAIL T AN BRE 50

FEHEAT A AT VPR B b T AN 58 4 0] R 43 06 VP Al (B 6 0 22 8 T 3R A 58 R B A (00 (5 AT (8L A AR T R4
R LA YT A5 AR AT DA 8 DA T A 3th P D i 85 SR, 30 Al A2 ik 115 28 10 45 1 58 B 0 i AS B AR TS 1217190 {8 L o
WSNsHT, H 75 s W V5 PR, A T 9D T8 A5 S T BEKE o  (945 AT 45 B0 3R G0 (0 A AT AR VT A I, B B2 JB A s AR
5 0P VP AG T S W 8 45 R DL KOS HAT N W AR AE B, A T AT AR R B E M RE R AR
%[8,1 1,13,1 8,20—22].
2.1.4 3B JTEAT A BN F AR B AT

T8 AT AR 25 5 IS AR AT 8 L& J7 22 28 X — B 52 R T8 BAE 2L, 455 BoR B 1%
My AEfE VST SR AT A TR 0 T AR AT AV AN AT B X A Y S AR 1 — AN AR
i, 8T AR -1 WSNs W 4432 17 K N T 169 BT AT A SR B A o 12190 g 18 YA S £ AT 85 B0 LA AR S8 (0 61 ) 0 AT B
Tk R AT BN U U S R i RN P B DI DG, L P e A i b TR AT A AR AR T A R AR (RS
G 345 g 1L T e A RO il A5 T A — SRS T AR B AR L B A A S R G RN A
A RBARERIE I (REHT B E i H br k2547 ) AN 2 5w LA AT A 2021,
2.2 WSNsHEEEEIELR

BT 02 A% IR 28 1 iU 00 U5 PRI LU WSN's BREE N 15 145 BEAE ZL 75 ZEAR Y WSNs PRI (1RF SUdh AT A% 4
P TGS ST T AL WSNs (RS B R AR RGP 1 fiR
22,1 EEEHE

T M AR AR R T G A AT A A B 2% A AT 3 A R IR T T A IR B X SRR E X
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PR G, 2 B AR BNE SR BT 5 S L A AN ] (K45 AT 78 SO A5 A R 20 08 28 3R 22 0 AROK, T
Grandison-Sloman'* A b 5 AR JEARE 92 BAT7E— 52 1 R SOOI FREAT T4 22 AT (1 Ak g 3% 5 SLal ]
7@ SR BN SCASCH)@ 5 RAE R G FENE A 22 4 55 7 101 D3R i s B b et TR AR E A
[, VF 22 5 AR B AR AN 5 18 LN SR R, R A 1R AN 2% 18 2R 8 ) S P 7 o il A, 38 A ) LRI 1 AT i) A
BIKE 32 i AR e mT SRR (5 AR BEAR GE 10 2 H A,
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Fig.1 General architecture of trust management systems for WSNs
Bl 1 WSNs FAEEEL R GA R ETHY
R Ui, WSNs FREE 5 AR 32 2K B0 LR U7 1 PR 3R 4 i e B 20 R 2 45 PR A :
(1) A 77 1 Ay PR 3R
5 WSNs H, P 1l i < 0N P 3080 16 A i i 09 o vl 5% 380 0 2 AT D SR T RE S R IL B 3. B
eSS B SR AT O, AT A T RE S DA O 1Y 4 RE T 25 0 R A ) e B G e LYY i AR AR AT A U

Y B M 7 3 D R 8 g TR A A 520224 e W 08 R ATk T SR R I R R T S
A, T AR AR T T % DX T TR0 Y s B I A T B L, O HS 2 X P A B L — 5 A A T T
300 A AT 5 0, 9/ A AT R AP TR A 8 o 5 0 a0 T AL T MR W IR 2 3 1 Rl 1A 5 A U
BT AU W e N B ARCIR A AT 44 R = T DAL VE 2245 AR A8 B R G AN R A oy 5k 4, B 7 LA R AR O
BEARTATIN AR

53— Pl IR O 05 A D0 1R B S CR SR R R  h J =Q) 1P AR (0 A B B R i BT 5T, 2 S
FH PO 45 A DA BT SRR 38 T D A, DDA Ay A8 SR S R T S, M n AR AT

S A7 IS T K 7 B TR TR] 5% Py 20 Jit 15 R A 226 1 s, et v, R I T e b B, AT AR SR AR AT
DoSH i il FEBAT Ik B THBE BB, i LAPRBEF A H ALY 1),

AT 7 1 DR 3 A O B AT R 4 2 BB IR0 o0 (R B A WS AT A B R A LN 5 B
Y BT AT B 22 A B A U200 LA AT AR VP A 5 3 L% B8 s 10— 50 T 2008 4 0 (R 45478

(2) B2 J7 N 2%

FE IR 43 I FH R A5 AT L A 3 3 A 2 2 A ML 1) b 78 5 B, T DA v I 4% 1) 2 A kL T I 2 e L
T Bk VF 2 45 AT 8 3 R 0 P 5 AT VP Ak 1) 32 B2 2% 18 DN 35 2 — B R T LA T3 AR B IR W0 i o —— 4 40 A
AR TR SR E N LW O(E AEAE e [0, 1))t 7T LU 45 A8 5 39— 25 VAR 35 B 4o,
SR AT T SCITY W S U4 v 3 B A 0 S P4 AR, 75 DU AR T 902 30 R % i (message authentication code, fi]
FRMAC )38 3k 56 UF , DU 5 5 057 (00 55 AT AR, 45 U, ARG UL A0 A7 A0 W 5 BE ML AR (0 R 8 P S R M s 75 (N T 4

© PEBRABRGAFIFURT  httpy/ www, jos. org. cn



1720 Journal of Software #A+% . Vol.19, No.7, July 2008

T ARG A 1 R PR AT AL T SR 2 R i A (B W] 4 S 0 S b — i A R BB R 3, D) AT LA K fE i F b R AR
A, AR I 5 T B S 224 AR AR A R Y A A .

(3) I FHEiHhs T 1 R R

HHR R AR & WSNs 1) 22N 2 — AR I35 AR IR B F 5 2R AR R 8 i sink %326 215 AR IR 4545
Ji 2 0 BT R W BE AT 0T 0 NS RIE AR AR R AR R o8 T sb 9 45 rp A S U 2, v %
i B8 HE S ATl 7 SR, w4 R BRI 28 (data aggregation, £5 It 7% Ok B il & ——data fusion) T Bt (5 L& #
W TR R R G R R 0 2R R 0 RIS T R SR R AR S e M

B T 0 WA R BE AT LA A Ay 15 A e A T DL R AR A B A P 2 S A 022528 A )
B — Bk, AT LS S Al A BOR AR S A

(4) HAb D%

BRT Bk JUAS TR FE A0 A5 A B R G vt H bR B AN ()3 A7 oAl — 22 52 00 15 5 AR R 323
HR[20,2 119\ 49 05 A AR08 v 19071 R, e PR AT AT 55 110 ) L0 0k vy, L O 20 4B e, B LIS P sV DA 75 AT AP T B3
F SRR 38 2 — LA A 50 4% A= i J I SCHR[8, 1871 4715 s i) ml FH P B A DA A5 AR A T B I8 38 2 — e B Tl
AT 5 A W SN H AT DU FH A1 i 52 BRI S0 AR AR S T A E 31 325 Hello 1 5L LA 52 719 S50 A2 75 47
T AR R SR AR A 2 55 W HG R R T T A% 0 A T 1 A 1 T B T LAVE 2 3R G R M % S
T R pE 152021,

222 fEIEUHHE

FAETHE2FTEERINZO, GG ETE L. FEEH0. SEES RS0 8Ih E T s
J BT AT AT VT S B A% O T 48 D 8% B I A T AT 25 D 48 PR B M e B TR L RSOR R T AR R | SRR R
A I P AR Y 2%, 38 T AN TR IR B T AE WSNs BB F T oh 8. A7 il LA B 4% 5 T 1R BR ol AN 3 T .
FHE A0 SRR (5 AT 45 B R 40— R LU AR v 550 4 ) o v,

(1) fHAETE X

5 A0 S B E AR AT R 7R T7 X BRI B 37 . DRk 76 20 7R 38 J2 PR 7, 8 43 A5 10 4
ST TR E R R A I8 75 B — 2D 8 AR AR e X [A] A5 A2 by 12 0 RS AT 5 G004 I8 3% 8245 AT X 1],
T A DX TR0 R o 7 3 S 1 DX 1), H R A A 2 X a) 2 [—-1,10,[0, 17, 8% 24 [-3, -2, —1,0,1,2,3] £ [0,1,2,3] )
SRR I T SO Z W BRI DA 2.2 7T e 85 28 DR S A G I [ 25 G ] 48— Wi A X ] Y
WHME R R, LS 5.

(2) fHAEEYIMH

(G ARAE W WAL 5 05 AR 008 S AN OC, — M A 5 W A 7 2 4 309 5048 — WD 4R 4 2 A [R5 AR B g —
APIUEALIY B AT G AT GG A LR AT 50 o AL . SRR v o) 45 3 Fole AH S 1 5 BT 45 05 s 4T 41k
AT ATAR DX 1) ) AR e v (B RR v TR R0 AT 0 s A ] LA 1 2% 05 i o0 T BRI B & IR A AT 5%, th
B F T T AT TR N 09 8% (L NI BT 0 R I N P R B T W SN & A AH L BT B LE RS
BESRIEHE IOWSNs Y. FH 53 S0 ) £ 15 K SR AT A AU OM L 4 36 A WSNs R i —— AN MR R R T —
AT AT, ELAT TR A 0 56 4 15 AT (W 3 Atk A 145 AT 4 20 R 4l ok — M1 LR AL B Be it AT 5 AT I ) da Ak, —
TR A AR AR P9 28 T 5 i 255 i T SR A IR S0 B AT B SRR O B 2.2.1 1 (R a0 DR 3 G SRS, 18 TAR 4 B S AL
TR R P REA TS AR AR R A6 A, SCHBR [ 13 1K P LAAR 25 7 5 I FH P o) 85 8 Jon s [m] 52 1) = 5 (S AR(EA) ah A4 1.

(3) FAEAHE K

76 WSNs {5 AFAE -G 58 22 B2 SR FH 187 5 0 LU B 55 D03 vk 40, R4 SR FH 1T B vk SRS 20 DAY 45 R FE. A 1Y)
KU EEER SRR . Hhn 5552 3 T

(a) M1 & pE

A5 AT AR PR 1) & B, 2 B A0 35 49 R4S b R B ) 06 T B VR A1 i - 2845 AF IR 25 44 (local information, filf 7
LDIM4& Mi(local sum,BiFKLS), K B FHoAth 15 &L (B PPN 545 2 194 (reputation sum, i FRRS), LKL LIS 15 2 1
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4 Hi(local-reputation sum, f&j FRLRS) = J5 . L M LIFVE B WM —F . —FE B ARMGEFE R LR N
B B 2 S AR K H T B R 3R AT 5 EAR K (0 A5 i BB FE, BT DA 28 2R 45 FUR UL SIS 13182021 (R g T 45 24
T4 B R GO0 T 25 S5 AT 8 25 0t SRR 19 7 a0 — R IR WT e R 2B A5 BAS 76 45 1015 O, 38 1St VP A 1 s LS
B I G SE A5 AT AL BT DARE S A7 28 R 8 SR LS 5 RSHI 45 45 1977 R 17190 A L4y HILS, RS, AR J E 4T LRS; e
A PUSGLSTRLRS; I 7] LA 48— 1) A :U B HELRS.

Table 1 Analysis of computational models for trust management in WSNs

F 1 WSNs ([GAEE LR GHAAAY LERM T

Trust Trust . Transverse | Vertical Hierarchy |Communication|Computation
management Trust evaluation | . . . . . . Storage
system factors integration | integration | integration payload cost
Simple | [19J.PLUS | ¢ o | 1§ Rs.IRS - - - A L H
weight [27]
model TRANS T, C,
[8][18] o LS - - - MP L M
Sec[gg’]SN T,0 RS-TU % . b A, MP L H
GTMS[17] 1 (LS+TU)-RS-LRS TR R GT A L H
RFSN[9] TD’ % (LS”l_Jﬁ'}gS*TU) TR, PR R - A, MP L H
[11] T LS \ - - A L H
[20], [21] D, O LS-RS TR - GT A L M
Exponential | TIBFIT[10] D TU P - — L L
model [7] D TU - P - - L L
Statistical | BRSN[9] E’ % LRS+TU TR, PR R . A, MP L H
model [29] T.D LS-RS-LRS TR R 7 MP L H
Game theory [24] TO LS B B B B L M
model ’

I: Number of success/fail interactions, T: Transmission factors, C: Cryptography factors, D: Application data factors, O: Other factors;
TR: Take (functions of) trust values of judges as the coefficients of reputations they sent, PR: Only “good” reputations considered, V:
Vote; R: Higher proportion of RT, P: Higher proportion of PT; GT: Group trust value computing; A: Aggregation, MP: Packages specially
for trust evaluation (acknowledge packages, beacon, et al.); H: High; M: Middle; L: Low

P T LS 56 11 S4B SR AR B VF 5, 0 LA A O 58 A T A5 AR 6 1 S0 Ath f hUR 06 A% 268, W) 75 B2 %
FEH RGP AT 2 R e AE RS HART 50T PR 15 AL 145 AR AELAE Sy HE A28 PR A 288 1) R 79 i A PR 9 A
Ak PR A AT AR v, L 326 A5 B R BT o bl TR0 e A T 38 4 Bad-Mouthing Badi, V% 2 40 R 547 45
A (PRI A5 B 2 A 2 v T T BR A I A 2 vk 30 P AL KRR R 8 Pk JE VA AT 5K T % R0
B AT R LT B AT I B GRS AT A AR R R IS B L A I S AR TR R AT 0 AT e i R
LR LR S B AT AT AR, 55 JLAT A 15 25 (B A% 38, W) 4 R 261 s AT 00 ) AT AT VP A i, FEL S &5 Rl i 15 2%
R 1) A% 36 [l B A F 22 5 RS LRSI vl 8. 8 17 3k 4 33X P 0 248 IR 5 19 e A, SCBR[9] O LS I 45 RAF A (5 &
15 3.

(b) HIm5 %

{5 AT AE 187 G ) &5 A 2 T 175 AT (0 B T80 b 7 1) 049 T 50, 88 30 93455 AT (B (recent  trust, 8] BRRT) 5 Jj 5 15 1T (past
trust, fii FRPT) & F, PR A 15 AT (14 B 8T (trust update, {6 #X TU). A5 AT AR I [0) & 55 D 1) & e As XOEEAT AR 4 L 4
(K455 4T85 B 28 4 o SR AT AE 2 Fh 41 45 0L 40 m] LALS-TU,RS-TU, %R 5 LRS!t o] LALRS-TU.3X HL 945 K 3140 i 5
%) 10 80, o] DA fsh i 5 3, 1 PT DA B BE B Beta 73 AT R 7 5 AT AL 25 T DUk A AT B AT SE B 2 F A5
HRGw B

{EATSEHNARYE RT A PT B b (19 L m BLAr 9 A BE 7 5 X PT By bG i R, ] AR 1 0 s AR
I CA5 AT (8 R 3 Y BEAT R 52 47 O K5k #h.@ RT Bt iy LE B K B FR W 54T 22 . (aging), 8 A 3 A — H 4b
T IEEORAS, A — BUR AR TR EAT A 4 4 7™ 3 A8 0 AR o A5 A A B A T 0 7 AR, 30 T T8 A% AN 40
FEHh DX AN AP AT DU I AR G0 I AR A U R R X — R A
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(©) A

EERXGEEERERET AN ERE R, EEARFEHEO EEH LTS P ek g B
{1 55 Bl 3% ¥ 388 Jon, %k 45 S S AT B e EP.@ MY A A 1S AT, W GTMS(group based  trust
management scheme) 5 £ AR AT LU 54T [ O A AR 75 B4R 5. R R0 4 43 2 1A T AR I 1) 435 AT 1)
& .
223 PEHNH

N e SRR B AT B R G E B8 20, S AT B RS N H b B3 AE. BAR BB ARG AR H A H,
HR B R WA Re 2 WO RE T ATE T AL AF BN AL AR AL RCE 4 5 s H
X LG S AT L AN [R], B SR FH AN [R) (1) S0 6 20 Y i — LA e N P A4 B [ RA Y A R IR e R A
8 0, 35 0 H 2 5 B R 3E 24 380D 36 071 U S 5 8 R A TR G A 9 2 [ A (S AR R IR 2

R T B AR RN AN [ R S Ab BR A0 1 b A3 AR 28 S B8 T AT B 2 4 % bl ] I 5 A s A )
p AR RAS AT . ARTES I RN R B F M ks 1 S8 44 Ll 2 4 50 D58 e 00 1Y o 3 T AT A B
) 22 A SR B4 1 AR A 8 A o SEL SR 5 1 B F AT 0 il 45 12021 A i {5 AT B 0 A Sk e 246 v AR
A AR5 26 L PR 0 Y 400 T 230 5 S 7% 3k 9 Challenge-Response It 4 AT LA E 24 24 3% U Sk [ 13 14 45 3¢
FR[3 07 1y SR ARURE AN (1) 22 4 M 55 SR IR 0dis Rl 70 45 4, o SCRH R 1R A5 A 45 2, A A A 55 G vy T T A 226 0040 T
PR AT A5 15 i A AT AR N A IS B0 A T ) 4 A0 5 1A 25 (WA 0 A B R e v il el 4 4 P 80 S B4 25 1

&

1PV SCRR (220 F RS B0 A B4 HEAY 25 A0 A5 ATt A S AT A B R 40 W s L Pl R A AT B R0 B LA B v
SR 4L

3 &% WSNs R{SEERMAESS ST, WHERE R XTH

G AR A5 A B 2 S i 190 0% 10 22 b o R R B A5 A B AR e A B 1 i 55 1 2 B RN B SR g A
FHIC N FE L WSNs IR AR BE AR Gy R R g8 & A« W AR IR 5 1 A 8 e, G R RE AR LA SR e vk &2
ZeME RERE. WSS RS T7 m KA K, A f5 AR 48 Bl AR S8 JE 04T £E. Dolev-Yao i ¥ HI 14 19 2% SO B, S 4 6 4
AN PR 2 A R R OO TG AE T BE R BRI T . B ER. B PhIE AR BGEAT N (H 2 WSNsIREE T BN &R
SR AN ) 157 P85, 0 o A5 A A7 i AN [ SCHR[3 1190 b, 7E WSNs PR 5 mi [k A 2 o 25 5 SR R 0 24 30 28 e,
B B LR B, 15 U R R ST AR AL B BOM X 22 42 A AT WF 503 A 4 Dolev-Yao S 24 B A7 # I Sybil B i «
SRR I L, T AN 5 A T O AR 5 5 2R 0 e Ay I T R AN [ 288 S SR AT 2R 46 0 WG 99 e - 2
SEYLHTR,

31 ZETS

RN KU TR SO 78 1A AR A, B SO A R 0 2% R i R R R BE BT B, ) RESR
AT BN 22 AT RURAT AT REAT VF R B AT IR, RO 1k, 368 RS AT e AT R S R R L
J 3R G5 23 T IR A 7™ 7 1) 415 i, 40 SCHR[ 11138 b challenge-response AL A3 15 s 1Y M2 5 6 AN FE AL
VRAZT i A R0 A T B T AR AR A5 A4 B AR SU R0 IR B miAT 0 R N BUF 3 2%

(1) HiRE&ETA

RIS AT A S Z A et s A S e Bt ik ANt B O T I R R i
WG R A% Ay 3 Bt 0 A5 SRR T 5 AT s #8225 3 Bl B (R B AT DA T A A R Y R A s
LR MO A E 5 R AN R R PR T S R X R AT A T BUR A 2.2.1 () TR T R L.

(2) MHEEREAT N

V1) 22 1) 2 T AT Ay 2 8 5 PR AR 1 1 A5 £% 2 (bad-mouthing), 5 4 w0 50 U0 2540, 04 3 56 ) 199 6% 11
HOIZATIN H 1, AT DU SO sURAT O AR AT U S0 T Bad-Mouthing 11900 5 WA 2.2.2 15 o5 AL AE R 11
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B BT AR B I L T DR MU 5 (5 2 PR AR (0 T VR, T I B /B E RUE I H Y,
SRS RO AU H AR AR AE R X B 7 VA AN IE A5 WE R AT BRI WSNs 74 5, 15 FLS T 58 7 8 i ¥ N\ 432 2 (o
PDA. JBE b i i &)t 3% A7 2OR.
(3) HEMAT A
A AT HR I R G h G AR T 1B B A Ry 15571 50 1 ) 48 v (R ) i), 25 A7 — SE R AT
o YR CUE AT AR ARG S b VR A AT T N D 4% R SR L 2.2.2 1Y
o CUSEE S RIL A CAF AR AR I T 45 1k SR AT A A YT A 5 AR v LA AT A X e T
L L 7F G 1) A J8 I 0K g S0 A5 AT (B SR B 1k, SCHR[9]1 LS 5 RS 45 4Ly JF A7 fii /- RDT Ml RT
P2 R I SRR AT 5 AE RDT H 2 A 11 AL AE RT R R AN G AR T 25, A A 12015 258 T %35 it A
CUEATAE LATR AN ORI S AT 24 (¥ R A
o TR AN — BUE ] Py B B 05 S SRR B AT AR ) — e B S R AR AT O AT O 6] SR
§ 222 WA K.
b R A B AT R A I R R R A TSR A BT B SR AU A [ A AT
A BAE AR AR, B i N B CAS AR R AR B 5 T2 B, 1 1T 025 2 N SRR AT
32 FEEHS
fEAT RGO T B R AR ) 2 B2 I S R T Sk A T I K Re . — S R G S ]
FEMEL AT BRI T RGN TG R A AT R — 4
o HRNIA
HF WSNs ZEAT 0 7714 B B BERE, B FA 1Y 20K B 5 B B 78 R G AN ANE b, 5 R i B S i
5 WA S5 o R, DAL F CASFEAT A 00 45 ph 2 bt 0. w7 DT Jok I 05 (0 3045 A0 2 AR T 1
T BRAE SR R I ALY R B SR UBh AT S R A R 2 5 RGIEAT SRR A AT AE DA A ) O I 3R
P A A S5 A 1E.
o ARTEG I AT
FEVEAS Y A5 A5 AT A I B Y SRR Y S H AR B (e A R th R G ) 5 G )R BN A
HF AR I 28 ST, DA SE A 19X 6% 2 iy STk [22] 7 51N 0T P SCHR[1L, 131K H A 5 | N 1T AT s B h A A X 4
DR 22 1) B0t SR AT RE 2 51 R AR B 1 AUAT B 2 I Dl 2R G0 BV B8 i B 45 R e o it 3 B85 4 7 %7 I
ARG, G014 R 7 A P R O B L R 1 B0, 4 a5t e 2 o DXl 1T 2R AT R S G SRR B T LA i T A

Ff e AT AR v SRR NS AT FF 2 B AR R aging SRS AT TF 51, 2 3 BUANTE IR DI PR 9 s A5 A B0 AN W B
XS HEILER 2.2.2 W E AR ) & AR

2 2 00 WSNs AR B AR GEAN G ) BT BB HEAT 1 LEBL A A7 ol T RE SR B AT S0 A B2 2%, 4 Sybil Mty
FE DU 22 T2 A8 BE A 2 1T ELAN 7 (¥ el vl DA T 485 45, 36 B SE ™ ) JA SR, 40 Sybil Bl Al DoS M AH 45 45
BRI EERNE, T LA 2 A T WSNs 5 AR HILAR 48 1 2EET X (0 JURR M B 0ty L BE X WSNs MR BRS¢
F163 JL Ak 20 A D Ao AL ot 1 2R 0 3.

4 HAE WSNs NMEEBERYS

Wt e o 8 1Y A5 5 TR 66 0 B 1 9, WS Ns. 25 IS FE R IR T 1888, DA S WSNis 1 FHT 9 5% F) R 3 44 g,
WSNs (% 42k 55 ] S 4k T SR R B . b 5 AR B VF 22 7 10, JCHG R A THDRT A F B0t i, 1A St 25 A 94
£ T WSNs IX 15 st b S A7 SR I B0, 5T AEE 6T WSNs () 5 0 A5 AT 5 BRAE BRI 5 A7 78 7 389 22 (¥ i 3 R Tl
{2224 LA WSNs 1 S0 (0 45 147 IR 40, 36 /0 A AR AR A vh SR 1Y
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4.1 FoikfE R EE M 4& b & T 51T AY 5% H (trust routing for location-aware sensor networks, & #RTRANS)
Tanachaiwiwat® A2 Hy 7 TRANSE S 75 36 1y A5 L6 11 10 T 2 A% Jek s W 4 v 25 4k I UL mT S8 47
SEPLEE TARAT 1) 2 A .

Table 2 Analysis of attack models concerned with trust management system for WSNs

2 WSNs (i (B4 B O R UL o3 A

Attack models R/O Countermeasures based on trust
management
Trust factor: Package number sent in a
Hello flooding and other R predefined time period
analogous DoS attacks Malicious nodes: The number exceeds a
threshold
Attack Trust factors: Package number received vs.
ZCI Blackhole R package number sent/corresponding ACK
mo edsb package number
?rm: y Dolev-Yao Malicious nodes: The latter is 0
mlelma ement Trust factors: Package number received vs.
for & Grevhole RO package number sent / corresponding ACK
WSNs Y » package number
Malicious nodes: The former<the latter
Trust factor: Contents of packages received
Reroute, Fabricate (6] vs. contents of packages sent
Malicious nodes: Contents changed
Sybil R Only communicating with trusted nodes
Collude O,R According to concrete collude attacks
Description R/O Countermeasures
Bad- Send bad reputation to reduce the Reputation used in trust integration: Only
. . (6] “good” reputation; “bad” reputation from
Mouthing trust/reputation value of legal nodes
trusted nodes
Attack Create a lot of node identities, counterfeit Increase the cost of rating; binding keys to
models Sybil corresponding nodes to boost its own O every legal node identity; find neighbor
aimin N at reputation or reduce others’ reputations nodes in a faraway physical location
. & The difference with Sybil attack: Collude .
trust Collude des ¢ al nodes (0} Increase the cost of rating
management nodes are real nodes : — — —
for New Join in the network with a new node o Agcr?ﬂ:e "t ,e‘ Coft o Ac;(e;l%ng tnev&{ e‘g:
WSNs identities identity when have a low trust value ldentities, give low initialtrgrvagues to
new nodes
Reduce QoS or do malicious action when
Quality nodes have high trust values which will . .
o R A 2
variations not decrease under a threshold because of sing (§ge Spetion 3.2)
these behavior

R: Random attacks; O: Objective attacks

(1) HFRARE sink L5745 50 () 22 42 % .

(2) &F:Q© RHIETHIGE RN S ;@ HE L s sE;0 sink aiLu R HUTESLA 37 %4
T 4.

(3) AT LGB VFAN S AR )@ O i 24 7, W enode I JL =% H, M C, =1, W C,=0;

) Aizi%:ﬁfﬂ%‘ri%,*'Jm’téé‘%‘ﬁ%%iﬁ%ﬁﬂﬁ%mllo?ﬁEﬁ%i}ﬂﬂ*ﬁﬁ%?ﬁfﬂ%,niﬂ)ﬁi&i’rﬁDj:/J\,QA,%

RIS R P =S e 0P, R R R A @ BRI T

=1 m
AT IR ANTEE A B £ 25 R AR R W, DL SRR T B Sl B vk iR 2 B0 38 T S EE© T
AT RN S I DAS AR A T w5 ) PR b 88 & 49 1@l A5 e ph 49 5 1 bR oL 3 S 1 T
i A 47 A

4) ITHE: sink&ﬂ%ﬁ% E‘ﬂ%ﬁ&’ﬂ%%ﬂﬂ%ﬁ&m&’ﬁ Fro1 m
repy repy )'Zp _V rep _}'

o msg=encrypt(shared key,(request,sink’s location,destination location, MAC,detour locations (optional)))
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o msg'\=decrypt(shared key,msg,),msg y=add(msg'|,trusted node’s location),msg,=encrypt(shared key,
msg');msgz Emsg A AL FE 5 msg, FEALL

o HFR i decrypt(shared key,msgy); % lEMAC;reply=encrypt(shared key,(reply message,destination node’s
location))

o Sink FCH] reply, K2 L5 % th 45 20K OP 18 1

(5) FAEHS:T, =C, -4, - BP,.

(6) NI TH T nT 5 8% 15 255@ 57 B 10 T 8 E AR sink /A Bl one-shot ¥l 5 {37 AT BEAL

e HOIMNTBAL 50T RR 45 DT A 19 i, B0 i N B £ 3k AR 6 e i 8l

42 ETEEMERBENETHRERS

KrasniewskiZs AT 2005 4E42& 1 T TIBFIT YO0 8 Fl 45 75 &5 b 1) G 26 1 S 2 100 4% 7% Sk 3 0K T AR 25 S0
7B AT RS S0 Ry AR AR 5 R R RS PR AL, 2 il AR AL AR i (S AR — 2 Y T
(1) H AR AR = A BT 5 A RS B0 S A AT AR A T i 2 5 A
(2) %M@ RHALEACH™ A7 #5148 % Sk e %55, WA R 0 3 R RIT W (A H I Tz ikt
I DoSHBLit7): 7E K 5E I [a] N AN 4t B O e e L A 6 2B ) A i s 1 O B U TR A e A ) A B R Rk A
AF AR A A B A
(3) #AKE X:(® NER(natural error rate): H #RFH 15 %, 1FE 1 &K AEH R I JLZ;@ TI(trust index): 11 14 i [
FEATAY, #3515 £ 4EY;B) SCH(shadow CH): 56 1% k.
4) fFETE:
o ¥ NER=fr
o W AAECHAT Al — NN AR fy:
when (CH B2E13 1 MRE)
CH JA Bl i 25
when (1B 45 )
CHY AT 1 (UL 5U(G) 53 R IR AR (G )RR BE R (Gp) AL
Tlg,= Y Tl Tl, = Y. TI,

VieG VjeGy

if(T1;, >Tlg,) then (VieG,)v,=v,+(1-fr), (Vj€Gy)v,=v,— fi") and vice versa
(Vk e G)TI, =™

(5) MHI:
o UL AT SRR A TT, > Tl RS ARH SRRy GA ofi45 o T 7, B0 L4 5 7 44
J WA 45 RO A FE R A S L IRAR.

o FRSEZSILET LEACH JUNAG AT BR300 S0 CH [ T1 AR 00 1T BRAEL, D) 35 3k I L A% Sk W
TR CH 325 CH AT W1 IR 7 N BT 1 05 49 TI B FE30G 3 CH 7= 2E Ja 17 363 175 SR ILA% A BT
BRI TL

o FESLATEEVECRIUE I A~ SCH 77 2% CH v FE
* BEIL CH A& b T e A1 sS4 SCH
« SCH WSWr Ty CH A5 JEPATHTH CH ZhEE(bR T 3k B IE RS
« WIRR I CH A HORAT A, 0 10 553 & 3% H O RS
* FRuiC ] CH MMAS SCH R4 5, RBA> HlR A 22 3500 Js . G SR CH /D30, MRS CH 1625 3% F

fi& CH 1 TI
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43 RLEEREMEHETEEINREEEMS

TETC 2 A SRt W 296 P s A A A B 7 SR e 5 0 () Jh 2 T o i A ot a2 e A% AR Hour
A N P02 T30 Ay 745 SR AR B0 1) — B ke 92 B e 4 ) e il

(1) F ool 58 o 3 i 1 () 280 AN — B30 K, S D 2 4 PR i il

() &M HALGHEE Q@ A0 JLE R ;) SR HE T 85 55 AL

(3) M5 X GridID:H$WSNs KI5} Hy —1=x = KNI s, JF 4y 56 /6 it LA — 43¢ 11 G rid ID, 35 s

V22
N B R @ Ty AR RS T AR HO S AT VA (@) Dy 1 i 5B @) S, = 5 Hf, i
PR 25 B 035, 35 s, Sl BT DR, of; b RIOKBG® € = S50 oy o om0k 3 s, — 0K

cs, +is,
Bis , AA—HXBGO B, W RiMBEREE T, BT W R RAF A @ sr RS B
sri*= f(sr,r,Dy) T R YE B CRE B sr . 5T R D; LS R A0 B R B
THEAS T SRR M TON 45 A © TR st B s S ;00 SRGyiap: A% Grid DIV E 5L
Rai k.
@) FAETFE AR A0 5 2481 i):
BEANTT SR AE AT AT A8 Fa 75 s AR T AR S s
if CF 07 571 R0 A R IS TR) B 45 A R G4 21) then
5 Brss;=ss;+1 ;%),'Tkifﬁ%ﬁssj=ssj+l;
T
T AR AT RESE LA T ST 2 s 1) AT g Y
if (srEsr (AT BEVEE ) then (esj=cs;+1) else (ic;=ic;+1)
WA DUH ) vE A A s — Bk
else {9 15 5 Fisf=sft ;715 15 W Hisf=sf+1;)
Sf; s, —1s;

g ss; —sf;
PRI S, =——L C = -
ss; + f; cs; +1s,

WCAWSAWB, 3 iy [0, B Y 720

Z! IVV’
> (T4 DX,
k
LT+

W W T, =

CHAT AT =

(5) MH:
o JEPEI IR AR R R TP T R T A Y R
o VIR SO RN SISO K U S D A BT R 4 TSR Giarp RIS Lk
zlm:l(]: +1) xsr;
PIRCES I

4.4 BT EEIHTLEEREME DK KIZZE KR (a framework for trust-based cluster head election in

wirelesssensor networks)

8 Sh RLE LA A W (1 T 4 A TR I 4% r LA 26 JE R LI M A Crosby 55 AR AT 51N T Sk ik 2%
r ISR T A% S R Bk il N 285 T B, JRUAT il b R I 328 255 HE B S 3 Ak AT A5 0 L

(1) H ARy 1R mi o 25 9 7% 10 m

(2) ZAF5 RO IR AR

SRy =
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(3) HIRE @ RF: pEMCEI I R B 0@ F sl CHOR B Q) DM i5ifg
BN AR AR QD AM BT RS SO BRI BB G CRF W M 3 I 2 L e e i 4 o K
© CF: 7 rUCHERINEROED CM A s SN AR BEGE CAM Y fUifs ot ik i 42 41 0 %
@ T sUMMAE A - TP R 2.

4 fFIETE:

DM, AM, _CE | CM, _ CAM,
CF,

T, = od, + 0,d, + 0ydy + 0,0, + 05c, + Oy + 7

(5) NH: Mgk 2.

o MAGREMT —CBEN,CH BN IEIEZ Bk A

o R AIEZS A QAR E T EATE R N — AN TS CH NN SN Rk 4y CH

o CH BTS2 MR 2 W75 AR R T AR AR Sk R 45 S N ) 1

o TEMIRSL A AT A, TR i 5 2 Sk 2 ) 1)k ik R 2 R R W
* MTFURERT L 26
* 0 SR S FIN AL L L AR TR AR AT AT T

o CH EM) FRAESEAMG AT s R BRI Y s A5 AT A B (I ) &0 J A a4 CH,CH % S 3800 22 11715 1
HEAT PR R 25

4.5 Ttk fEREE M L& i BYiE F (52 A Si(reputation based framework for sensor networks, & #RRFSN)

Ganeriwal-Srivastava T~ 2004 £ H T RESNULIL 4Ly 5 S 5e 8 2 — A SUR () 3 T3 B A5 AT B R 4

(1) E b7 AN b o] A5 1 U2 I 246 PR35

(2) MIE @ Ry AR A5 2 0@ (RU)D N A ) P TR W S B A ) BB
D15 SR T AR M @ (R, e 15 AR S 1Y 5 6 1 36 15 2500 £ 2648 1 17 75 51
E’Jlfﬂ}ﬁfn 55,0 Ty mlo W IR ©  EC) WD (@, 8) HIRUE Y mjE S E I (2, K40
PRI T O S0 A BT 0.0 o, “EI B T-© (@b 8) M Ak B0 T A (b %
WO 25 157

(3) fHfEir &

e RFSN

Ry:(RU>D+(Ri,),D,<RU)D:f'<Ry,(Ri,>D>,<Ri,),D:<R,-,>,D+ilw,AxR,,,wk ~2(R,).

(T;) = E(Ry) -
e BRSN (Beta reputation system for sensor networks)
R, =Beta(a, +1,5, +1),
a;+1
R I S AR AN BRI B A s WIS A A I T B AT S B R
i =@ xa)+r, BT = (@, % B)+s .
T AT ATk ARERAFIC T R AR RS R R AR R AR R VS AT S
2><0¢k><a hew o L 2xay, xﬂj
g _ﬂjT(/}k+2)><(af+ﬁj’f+2)+2><ak '

7;/ =E (Ri/') =

new __

a™ =a+
! ! (,Hk+2)><(a +/3 +2)+2><ak
(4) USRS R RS AT AR R T 35 T BT T IR T sl B4
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5 & &

WSNs FIEATE LS WSNs (1945 #4040 20 N1 50 B %A 00, 1A% BR300 U0 IR PR, 115 2 RS
BUR K AL BeF6, I LAAE S0t W 48 S35 R MR TR B MG E R RIES N I HEBA A WSNs 1 5+
SHA IR 22 R G N R GRS 5 TR ) R R AT 1 SAE O50 R FTAE AT B 0 kb  im 2  THD ( 2 4 R v
PR . R A DL AR Sk 25 A B T WSNs s st — i A7 A L AT 1 s B0 B, T A 40 )5 e
TRl 4 TF BT 0 — FRORME AR Z A K T L WSNs JR38 R i (5 AT & R LS 3 AL E.
W Ah T REFEH 18 WA IR 2 R A KW A B TR A 200 7 iR AT @ A5 AL 0. 76 A7 7% 45 44 1) WSNs i,
FEl RS W R S R S AT RAEE . VAL SR B TR A R B AR U, WSNs R IR AT
R SR AR R R S SO AE R B H AT 1, WSNs N IS AT H FR 48 2 5 A0 B 0 LS00 B B 6
F S R W R E o A B AT B R SR D) AR D8 % A5 T UG R G P I NG AT 85 BA ok [0 5 P ke 2 5
PSS 38 T — DA

FH T J0 2R A% B8 T 1 AR B, — M AT T 1 95 4 45 i > 77 e il 3R, E A7 i (10 B 5545 B 2 1R DIl s
M3 F 3 00 2 1) %2 A F B AE WSNs HP 32 222 36 60 R %5 i S 7%, B DA 28 i) IR0 Bl 4 3K 1 a5 0o I
B9 WSNs HH A KA 1T 25 5 WA SR (K0 s AL A5 AT B AE WSNs FRISE o (10 W FH L AT AR a8 (1 50 FH L JE 2 1 ek
W28 PR8N IR AR AT DU R )

(1) ¥ A5 A B AR 5 0 WSNs & i T i, JU LA Tl 22 4 48 it 55 2% 45 &, WeRE A5 AR 4 B 5 WSNs R i)
BV L 2 A A IR R RS A A 0 A0k B DA B Rl U T I N R ) T RS R,
e RGN LA E Ll EENE AT LS R AT AR AT Th e 2k DX 4, 1 AN 2 S UR  — A2 B AT AS [ (945 AT
RTINS [ ) SR A7 SRR A [ 110 12 D, G 222 24 B el (A AT AR ] A R 1 A e it £ S

(2) WFEUA AT B R e AT BGE A LA TR P2P. MANETSS W 28 38385 R (K 0F 9% % L 4t ) W SNs R 3% 33 4T
G HEFE Ui, S WSNs N 5T 19— AN 458 A T B2 (K0 07 1) A AT 850 B 0 BF 04— 8 00 A I 1) I 8 AR 5 Rl 3,
A7 2 LR B R FH P23 AR AT 75 AT 5 B R A RERE 5 RS B 525 T T 4485 WS Ns HR IR (5 AT 4 AT AR OK 22
S, 1 BT A R PE A A A F T 4 AT R B A B T AR L AR A 3 BRI T8 S U
VT, WSNs H A AT 357 B S AR I = 2 2 400 1 (R0 RS 00 50 0 5 o 1 18 45 R AN R (S AT A ol A A 28 5 I 1 2
7 B R BB, 2R R WA S F W /E WSNs P AW R T BE 732, il LS RGEMERE . 224246 7 1 %
gty

(3) 7E WSNs S g N T R85 v STl A5 4 2 2. WSNs H [ 455 AT 45 B S 2 T R A3 b R 28, B SR A AR AT
EILL D REVE ST A B L5 MG AT A5 IR R0 T 45 SR 8000 e 5 1) AT A5 BIHE 28 A A0 T TR 22 N . T e
PG AT B IR IS T AT I th 08 v . S5 (S AT I B0 b & 55 M LG B H TR 2 RG0S, Ay R4
SRR AE AL T S 2 5 Ok AT ) S B TR SR 8, TS TR W A A7 T4 B, B T WSNs B T 96 B 1) Je BR 1, H Hi ik
WG P2P T MG AT 1R G SAEAT 70 S5 1 2500 1 W L1k e R0 A kv

(4) FINTEINAL A% A7 805 AT A BT bl A B8 1 AURE 0 M BRI, B A WSN's HP {5 (T8 BB 21 40 4 4
AT B, K 22 400 A 17 50 (1 e V1 SR A7 26 0k 7795 48 R AR L B IS AR IUER (045 L B 3R TR AR R R 1) R e A Ik
F AU SRR AN W B s EL S AR I F R R R o 2 A ) L A A v B ) B T AN A DAY
FHB3S e T4 R n) LA FE BTN — S0 A % . AT R A5 AT T SRR A Bt 45 15 8 R A 1) 25 3 A% ek g
0 2% ST PR A S I 8% T 3 ) B, — S TR s A S T A AT B B . T R AR AN T A [, T
BT R A A RSS2 DAIE VT 280 O 8% ) R I ) K

(5) W AR VAl 5 05 T BEAH 45 & WSN's 55 W T 2 5 2 FH O 149, AS TRD 1 B T % WSNis HH A 4T 257 B ) 52 i 4
ANTR) U 7R 2ZE F R0 B BRBE TR, 70 AR 4% 3R 00 XU B S AN () 70 AR WO MR T4 P M R 855 R, nUE B B AR AR
1) IR IS A A5 T AS (] 7 e 358 I 356 2% g XU R A R 355, T LA 38 A A 8 %) SR 3ty e R ) D e B 5 X B 92 o
(1 0, R LA R i RS (9045 AT ol (L, 326 308 5 v {5 00 468 J 1 e, B I K e £ AT 1 A5 L R AUAE.
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	1   信任管理 
	2   无线传感器网络中的信任管理 
	2.1   无线传感器网络中信任管理的分类 
	2.2   WSNs中信任管理框架 
	3   针对WSNs中信任管理的脆弱性分析、攻击模型及对策 
	3.1   恶意节点 
	3.2   非恶意节点 

	4   典型WSNs下信任管理系统 
	4.1   无线传感器网络中基于信任的路由(trust routing for location-aware sensor networks,简称TRANS) 
	4.2   基于信任的传感器网络中的容错系统 
	4.3   无线传感器网络中基于信任的安全数据融合 
	4.4   基于信任的无线传感器网络中的簇头选举策略(a framework for trust-based cluster head election in 
	4.5   无线传感器网络中的通用信誉系统(reputation based framework for sensor networks,简称RFSN) 

	5   结  论 
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