ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn
Journal of Software, Vol.17, No.7, July 2006, pp.1601-1608 http://www.jos.org.cn

DOI: 10.1360/j0s171601 Tel/Fax: +86-10-62562563
© 2006 by Journal of Software. All rights reserved.

1+ 2

X , 210007)
A , 210093)

A Noninterference Model for Nondeter ministic Systems

XIE Jun**, HUANG Hao?

YInstitute of Command Automation, PLA University of Science and Technology, Nanjing 210007, China)
(Department of Computer Science and Technology, Nanjing University, Nanjing 210093, China)
+ Corresponding author: Phn: +86-25-80828023, E-mail: xiejun73@263.net

Xie J, Huang H. A noninterference model for nondeterministic systems. Journal of Software, 2006,17(7):
1601-1608. http://www.jos.org.cn/1000-9825/17/1601.htm

Abstract: The noninterference concept for actions of system to information domains is proposed. On the basis of
this concept, the noninterference model is extended to nondeterministic systems. The noninterference concept based
on actions of system simplifies the “purge” of the action sequence of the system. As aresult, this model has concise
unwinding conditions which are easy to understand and use. The extended model can be used to verify not only
static but also dynamic information flow policies. Finally, a dynamic label based access control model is designed,
in which the concrete semantic of the actions such as read, write and execute are defined, and its security is verified
by the noninterference model.
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val(t',p)aval(s',0)=val(t',0), . step(s,a)~'step(t,a);

2 I(sp)<linlo£li,  It,P)<hialo £l 1(s,p)#lonl(s,p)=I(t,p)Aval(s,p)=val(t,p), ,(0€l0Al(s,p)<l)v
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