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Abstract: Network anomaly detection has been an active research topic in the field of Intrusion Detection for many
years, however, it hasn’t been widely applied in practice due to some issues. The issues include high false alarm rate,
limited types of attacks the approach can detect, and that such approach can’t perform real-time intrusion detection
in high speed networks. This paper presents a network anomaly detector based on Dempster-Shafer (D-S) evidence
theory. The detector fuses multiple features of network traffic to decide whether the network flow is normal, and by
such fusion it achieves low false alarm rate and missing rate. It also incorporates some self-adaptation mechanisms
to yield high accuracy of detection in dynamic networks. Furthermore, light-computation features are used to
develop an efficient fusion mechanism to guarantee high performance of the algorithm. On the 1999
DARPA/Lincoln Laboratory intrusion detection evaluation data set, this detector detects 69% attacks at low false
alarm rate. Such result is better than the 50% detection rate of EMERALD—the winner of 1999 DARPA/Lincoln
Laboratory intrusion detection evaluation, and results from other research projects.
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Fig.1 Architecture of network anomaly detector based on the D-S evidence theory
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¢ TCPFLAG:TCP ;
¢ IPFRAG:IP
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Tablel Resultsof FAD evaluation (Based on 1999 DARPA IDS evaluation dataset)
1 FAD (DARPA 1999 IDS )
Attack type Detection rate (false alarm below 10 per day)
Probe 34/37(92%)
DoS 44/65(68%)
R2L 31/56(55%)
U2R/Data 11/43(26%)
New 26/62(42%)
Stealthy 21/36(58%)
All 119/201(59%)
In scope (Probe+DoS+R2L) 109/158(69%)
Poor detected 40/77(52%)
33
, DARPA 1999 IDS
, FAD .DARPA 1999
EMERALD!™ eBayes 14 eBayes ,
, .PHAD,ALAD
NETAD  Mahoney! :PHAD :ALAD
; NETAD PAYL 2
3
2 FAD
Table2 The comparison of FAD and related work
2 FAD
. . Detection rate Detection rate of poor
System Detection method Detection rate in the scope detected attacks
Expert system &
EMERALD anomaly detection 85/201(42%) 85/169(50%) 15/77(19%)
Anomaly detection using 46/102(45%)
PHAD packet header fields 54/201(27%) (Probe+DoS) 17/77(22%)
Anomaly detection using 35/99(35%)
ALAD application payload 60/201(30%) (R2L+U2R+Data) 14777(18%)
NETAD Combine PHAD with ALAD 132/201(66%) 132/201(66%) 44/77(57%)
Anomaly detection based on
PAYL application payload distribution No data 57/97(59%) No Data
Anomaly detection based on D-S 109/158(69%)
FAD fusion of multiple flow features 119/201(59%) (Probe+DoS+R2L) 40/77(52%)
,FAD . , ,
DARPA 1999 EMERALD,

NETAD!. JPHAD  NETAD IP (PHAD:11/54,
NETAD:72/132), Adamic IP (29 ,
P , IP )

.PHAD NETAD 1P , 1P
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. FAD DARPA 1999 ( portsweep,ipsweep,queso
) 52%, 19% , . FAD
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