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Abstract: In the rapidly expanding mobile environment, authenticity of communicating parties is one of the big
research challenges and is receiving increasing attention. In the Mobile |Pv6 defined by IETF (Internet engineering task
force), 1PSec (IP security) protocols and RR (return routability) mechanism are used to protect signaling between related
communicating nodes, however, how to realize identity authentication has not been efficiently solved. In this paper, the
advantages and disadvantages of two authentication techniques—certificate-based authentication and identity-based
authentication are analyzed. The scalability of certificate-based means is excellent, but the deployment of PKI (public
key infrastructure) and the distribution of certificates make this method costly. On the contrary, identity-based method
hurdles the deficiency of certificate-based means, nevertheless the scalability suffers from the share of parameters among
related nodes. Then an approach of integrating the two methods mentioned above is proposed to realize a secure and fast
authentication with low cost and high scalability. Finally, this hybrid technique is applied in Maobile |Pv6 to improve the
negotiation of SA (security association), and the security issues are discussed.
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IPv6; 1 PSec(IP security); CA(certificate authority); PK1(public key infrastructure);
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IKE JKEV1 IKEv2IYIKEV1 RFC24071% RFC2408!™  RFC240912 [ |KEV2
IKEv1 , JKEv2
, SA. SA JKEV2
: 1 , 2 IKE_SA; 2 1
IKE_SA , CHILD_SA. 1 IKE_SA
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SA SPD SA , , ,
1.2 IPSec
1PSec 4 18l
) ) . (public key
infrastructure, PKI) (certificate authority, CA) ,
PK1; , , :
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IETF  MIPve M3 MN CN MN CN
RR -RR 4 :HoTI(home test Init),CoTl(care-of test Init),HoT(home
test) CoT(care-of test). HoTl  HoT / ,CoTl  CoT / .
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Fig.1 Network topology
1

PKG ( , Hi,Hz )
) . A T PKG
, AS - PKG ,

Table1l Datastructure of PKG

1 PKG
Public keys System parameters Identitys Lifetime
Ke;pub _ Ider:tityi TII\_/IEJ-
- P, Pou Identity; TIME;
32 AS
: SA( ) :
AS . , NAI reAlm
AS, AS .
AS, ; AS, AS "
AS : ;
; . (nonce) .nonce
: ( ),
nonce : PKG (DoS) , AS
; Client AS . AS 2
8 : ‘I
(2) Client — PKGL1: IDgjient | NONCEgjient || REQUEST || SIGNgjient;
IDgjien=NAI || TIME || PROPERTY.

Client PKG1 PKG2 ADgjient  Client . NAI( ) TIME( )
PROPERTY ( ) 3 . , 34 .NONCEgjjent nonce
.REQUEST PKG2 .SIGNgjient ,Client (

), :
(2) PKG1 — Client: IDpgg1 || NONCEcgjient || NONCEpkc; || REQUEST || SIGNpkg:-
PKG1 Client .REQUEST  Client PKG2 SIGNpe1 PKGL

( ):
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Client PKG1 PKG2

Reguest PKG2's parameiers
Request for acknowledge ”
= Acknowledge _
iqé " Send PKG1's parameters C
Send PKG2's parameters
- Acknowledge _
Send PKG2's parameiees
= Acknowledge _
Fig.2 Exchange of system parameters between AS
2 AS
(3) Client > PKGL: IDgjient || NONCEpk 1 || NONCEgjient || REQUEST || SIGNjient-
Client PKG1 , PKG1 PKG2 .SIGNclient  Client (
). ,NONCEcient nonce nonce, nonce 1 NONCEcjient nonce

(4) PKG1 — PKG2: IDpy1 | NONCEpgo1 || PARAM g1 || REQUEST || CERT p1 || SIGNpkas;
PARAMp¢1=P || Ppus || TIME.

PKG1 PKG2 , PKG2 . , 7 ( 2
3 ).PARAMpcs1 PKG1 » P.,Ppu, TIME(PKG1
) 3 .PKG1 PKG2 , PKG2 PKG1 PKG2
, PKG1 PKG1 .REQUEST PKG1 PKG2 .CERTpxG1
PKG1 1 SIGNpk 1 PKG1 ( ). ,NONCEpkc1 nonce
nonce, nonce 2 NONCEpkc1 nonce

(5) PKG2 — PKGL1: IDpgg2 || NONCEpg || NONCEpke: || PARAMp¢a2 || CERTpye2 || SIGNpkeo;
PARAM p5=P || Ppup || TIME.

PKG2 PKG1 SIGNpa2 PKG2 ( ).

(6) PKG1 — PKG2: IDpke1 || NONCEpkas || SIGNpko1.

PKG1 PKG2 PKG2 SIGNpa1 PKG1 ( ).

(7) PKG1 — Client: IDpge1 || NONCEgjient || NONCEpka: || PARAM ¢z || SINGpko1.

PKG1 PKG2 Client.SIGNpg:  PKG1 ( ).
NONCEpkc1 nonce nonce, nonce 2 ( 4 )  NONCEpe: nonce

3.3

(8) Client — PKG1: IDgjent || NONCEp¢c1 || SIGNgjient.

Client PKG1 PKG2 SIGNgien  Client ( ).
IKEv2 . IKEv2 ,
« AS, AS ); AS
, , , PKI,
SA 3 4 .3 R
, IKEv2
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(1)1 > R: HDR || SAil || KEi || Ni.
IKEv2 .HDR SPI( ) ,SAIl
IKE_SA KE Diffie-Hellman ,Ni nonce.
(2) R— I: HDR || SAr1 || KEr || Nr.
:HDR || SArl || KEr || Nr || [CERTREQ)].
L] LR
HDR,SAi1,KEi Ni
HDR,SAr1,KEr,Nr
HDR,SK{IDi,[IDr], AUTH,SAi2,TSi,TSr}
HDR,SK{IDr,AUTH,SAr2,TSi, TS}

 J

Fig.3 Negotiation of SA between nodes
3
(3) I > R: HDR || SK{IDi || [IDr] [|AUTH || SAi2 || TSi || TSr}.
‘HDR || SK{IDi || [CERT] || [CERTREQ] || [IDr] ||AUTH || SAi2 || TSI || TSr}.

ID TS , AUTH ,
.SK . , ID
(NAI) 32 AS ,
(49 R— I: HDR || SK{IDr ||AUTH || SAr2 || TSi || TSr}.
HDR || SK{IDr || CERT ||AUTH || SAr2 || TSi || TSr}.

4 ) IKE_ SA CHILD_SA. CREATE_CHILD_SA
INFORMATIONAL IKEv2 ,
3.4

[13,14] , , ; PKG
, . “NALl || Time || Property” (23
. “ . (NAI) (Time, , )
(Property, ) 3
3 AS
; PKG \ . ,PKG
( O , PKG ( b
PKG CRL (certificate revocation list),
( s , ( )
35
4
[13,14]_ AS
. nonce, ;
SA . IKEV2 SA, ,
PKG , CA . , PKG
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3.6
IPSec : . , AS
PKI. AS , , CA
PKI AS , PKG( AS ) , PKG
) , CA ,
AS, . AS
) AS )
AS , AS
CA, . MIPv6  CN MN : RR
) CA PKI PKG ; RR
4
, IPv6 ,
IPSec , ,
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