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Abstract: Computer forensics is the technology field that attempts to prove thorough, efficient, and secure means
to investigate computer crime. Computer evidence must be authentic, accurate, complete and convincing to juries.
In this paper, the stages of computer forensics are presented, and the theories and the realization of the forensics
software are described. An example about forensic practice is also given. The deficiency of computer forensics
technique and anti-forensics are also discussed. The result comes out that it is as the improvement of computer
science technology, the forensics technique will become more integrated and thorough.
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e, T BRI 22 AT X2 B —— EAHUHGIE (computer forensics)3z 3] T Kk £ 159G B 2 2 4L JLEE B h
FIRST(forum of incident response and security teams) 4= 5525 FR 44 .

SIS T EHUBGE ARG R T S N AR S DA 70% VRS B ST R HLBGIE S8
= OIF & KRS8 = N AT MR SE I SR o LR A ), i R B AR A ). AR B th gk
T T2 4EEE ).

ARICE 1 AN BV ENBGER IR 2 A 00 o E VBB 0 SR B S BE  3 et — A
SRR IR T2 9], 55 4 775 A IRAG 0 SE B AR B2, 20 B BLAT BGUE B IR R B %, 9 B A 41 SR I 7 90 38 5 T o
SERUEUUE H2 A 1) 5 A4 H Tt

1 T4ARIHENEGE
THEHLAE A G A IE TR 40 vh Al AR SR AR IO E AR VB0 T HABIRE B 7 akasix 3 Mgl g
VAR MR R, T S HLGE AV A8 TR AR 2 B R KR SRS A S I 80 - S UG sl 2 6] v S A LR SE
IEEREAT IR . (RAF S TR R, B SR B — NP v L R S8 DA T 12 A i
THALLERAIE A0 5 4 BEAIE 405 3R B A5 8 I S o B 400 BLAE 91 R A2 8 A A A B30 B TF S AL IL SR s N A2
(I3, 5 3 FE 40 B AR S 10 T S M U2 15 8 R B F8 MR SR B0 (B 36 SO, H 25w -3k T LU SR E B Bl %
SBAT 2 BE P 5 HABTE 35— B, f T UF R D 20 2052 ATAE. S d8MIAT At sE B,
1.1 YIBiFiEFRE

Wy BRAIE SIS 4 IR T AR A At SRR B IE s I o ) A R ORAIEAE B 1) J5 4R UE Al AN 2 AT AT
R TE VR ARG B0 2 S 231 7 1 :

(1) ANZEAR R IL K

(2) ANEAEAR N IESE K7 AL E AT JE R MR

(3) MNELILIEH W BAER L2

(4) VR P A [ BUIETS 3);

(5) ZAELRAFAT BN YIE

A BIA I FEHLELE T TARRAS DGR 5208 W A% BE G A7 R T RE 2 IR IR A5 B i T 281 (R E 48 vl e A7
ETRGHE SO Afeds AZHX . BOCrE . 2 W I REA 2 1) FTEDBLZEAE . o0 4 B X AT 4L
B HRAEARDC . HERR . SO SCPR R GEAC S AN ) f 7 T 2T, BB B0 T A 10 B0 2l o TR 11,
5 R B 1) IS Ao AT BT I R B ) U SR SR IEAE AR 1K F R, D T I 1 0 2 B 4 S, e R 1 3
PEAB VR T b e e Y 0 SR VT SR LA A 5 10 L SR DGR SR A7 5%, I A2 RS R A7 8 A v (1) )
12 FR%EM;

WA TR 5, T AN E TAEBUR AR B AL A R B0 00 (5 B ACHLK) SER2 A FE IR AEAT 2215
DUT, A TG HRBISCHE RSO PR SOt mT BL 7, 76 At Ao JU) T i SR BV SEMLAE L 25 T A o 40 4 (B
A HUIE).

T ORGP TSR B B AR AT e TR (0 785 2 D AT A SR A B AR 0 0T e s s P 40 B UL EAT (1. 4 B o
(K TAE T U] Unix REEH) dd iy & B & B s db A7 et o0 B, OIE % 508 22 MDS X s aaikdE E K
B A 2 R G U 4 A R B AR SR SR 22 3 PR A

F T 5 A AR LR AR 0 SO AT i AR N B T T LA A Wik 52 R ] DB A SO 3 A 1 s R A
R S B e BOE AT T2 B AT T ARG 10 Kot Y 5218 0, TRV I e 700 ] LA — L8 3L ) SCAF Jag R AT
RY 5 A 31 AR

B PRS2 LUJa IR & 5008 SEAF AT S 7 2030« 20 Hr SOPF R PE AN B i 22 L SR AR GE H A8 il SCE
PPAY Windows A3 X 55 TAR. th LR S Z 6 T SEHLE (9 A7 Bt A7 285 20 M K T 1, B DU 8 R IR 45 21
FEAR KR B3O T HGIE % X I 2 30 AN R0 I 2R — AN S R I HGIE N 53 005 R AR U IR AU T A
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ARV SN BAERG a5, B, SR R AR 22 77 1 ) &R
fw e IR K2 vt SEAUAS SR IR S5 SRAT: H 58 B AR 75 X AN R 75 8 BN AT T JB R 4 A A

2 YHENTENEGERERYRIEFISLIN

2.1 HEHTENBGERERIRE

I B0 T SLEGIE SR (K 3 220 R SO SRR BV 2. 0 1 LS b P02 AT D ) D BN S B 75 9%,
TIPS LA Unix A 1A 28 5 AR 1) SR 2 8 B8 AN TCECH 1O SR AN BT S AR 45 5 1) S B0,

R Unix SO R GEIO R 70 0PI T SCAR IR A5 BN ST 10 4 38 5% 1 SO (K S A ANDIK 5 1R R
A TCEE (AR &5 ORI H SR SCAR), 0 SO 0 P 2 DU ] B e R o i

ST F (K B A it A6 R L P A0 B b B B (RPIR & G R 2 23 IO A5 R A A 8 B30 BT 1B v A B TR
FI Rl HRSOIFEE OO, SO R G RERs — A 8 A Mol Bk b R Boie 28 45 Jli B (0 SO

Unix RGN R T RIS KSCIHF BRI SO H SR AA M RS9 i 5 20 N AE R 5
A LR A UIDS GID. K/ MACUE /A B/ Js v AR S I )« B vH A5 AR RN R 51T A
HRBRAT AE AN B2 R A SR SO P 8 £ (1 B0 R B etk (o 2R S 3o e 2 P 80 1) 3 bl g ).
AT IR 51 R AR R 51 R AR G i PR AR R (8 N/ 220 T AR B8 5130 R T R R 5 1Y i 1
Skt 1 .

Mode Data
Owners
Data
MACtimes
Size Data
Count —> J
Data
Other -
Direct blocks —

——P 4|’ Data

Data

Single indirect
'> Data
Double indirect
Triple indirect Data
Fig 1. Structure of inode

K1 Rm5 R g

T

AT REfE I SO AL B SO, Unix SCAF R GEE B T H Sk SCIF. H g SO 2 8 S50 20 — BRI H ST
SR B e SRR R SO AR 51T RN N 6 R —— H S (directory entry) ¥ 513 75 H I il 344
B R SEAE R 5 Ah, T H SIS AN A [ E 1, L H SR IO AT L T IR RS A 5 K AR
S ANSOPER A AE H SRS ROt in— AN 00 H S0 H S SO H SR 5 i 1 2 B,

£ Unix PREG MR — A SCPF A AR ] 50, RIE SB35 135 )N SCAE BT o I 00 Hcdls B PR IR & 45 s e 0
28 VRS i B8 R SRS A R I A S AR I 200 A SR ST B PR, 8 e 0] i M 5k 1 SR I 7 1) AT SR ST 1
Hle R G HE HBAT BRI BR. B 3 3R A MBS SCPEXE Y. (Y H SR I = i 8.
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DIRECTORY DIRECTORY ENTRY
| Word boundary
Directory
entry Inode Entry Name Filename
number length length
Directory
entry
Name length
Entry length
| Inode table
Fig.2 Directory and directory entry
Bl 2 HSRH g i
Deleted directory entry
Inode Entry Name Filename Tt ode -} Entry -} -Name - } - - Filepagre - . - -
number length length . 1. numiber. " .[ . Tength " [ . length " J. . . ... .07 .

Name length

Entry length
Fig.3 Delete a directory entry
3 MIBR—AH I

IR W T 3R G W LRy s, B DA TH LI A b 5 B Rl s 1l 25 09 & O AR o ) SR AR 1
15 N AT EUE B (0 4 gl 2 OB 0 23 BT 3 S8 B A7 A5 BN EBUUE B T LU I S S A v 4 380 0 Wk 7 s o, AR
rhSE R I 2 A AR IR SO R 44 38 AT DAER 51 R AR BT G SO A R, T SR I Ak ) s Mo A TR
WAL, & A e HE SO B A B R ke RITAE 4R AS B S et BOUE 3 T LA et vh TR B SCE R G S &
RAETEAT A

BT RS RGNS R A LB A B R 51 AU I CMAC B 5] “MAC B[] Unix,NT F1H fl 3 4F 5
5 SO R H S5 BN TE] 8 P ——mtime (T P9 2518 280 TRD)  atime(Fx L Vi ) 1 [8]) R ctime (e i 1M 22 o 1) 1))
A48 55 (CLE AR ) S A 3 e AT 40 93 i 48 LastWrrite Time, LastAccessTime Al CreationTime). 15—/~ SO i 48 g
1) atime, 18 L SCAF I N 45 43 BC3 8 (1Y) mtime, 1T 24 SCAE B JB PO A & 21 AR B SO I, B 19 ctime 43 20748
TERA dtime(MIBR B D) I 2 G b, SO M BR S5 7T LAIACK ctime A B AR ) 1) ——ctime S 7 F8 1R A2 50 ST A4
(¥ 352 J — A~ 5 | FE Al 0 I £ i g1,

“MAC a5 T & v SN AR FAEFR T >3 08 R & 32 IR R BUIE 5 v] DA &R 517 s (1)
BHRAT 20 ARG B/ A7 B JE P AR TR IR TR A R AN T R R G B U I AT LU I passwd A SR T]
A T 5 1R A R R o) S 0 N A2 A (e g1,

2.2 HHEHEBGER S5

0T BOIE % 5K 3% 3 - 1 (K B 424 TCT(the coronor’s toolkit)Fl Encase %5, F [ LA TCT Ay 45, 4 44 BUIF 3K
D e RIS IR T TCT #2& Earthlink %% /] Dan Farmer 1 IBM A 7] Wietse Venema il 57 52 24 T W Bl vt B AL
HUE T vt B R A, B ] DR SRR [ I Bk (8 Bl A EAS R rh T SO B M BEH 4 AN B RES
4y :grave-robber,unrm&lazarus,mactime F1— 20/ T E.(ils,icat,pcat, file £5)".

2.2.1 HEBIGEFR)Y grave-robber

Grave-Robber /& TCT 132 f¢HAWFE P12 4T (1AE 2. & i I A A 72 )7 SRR B SCHE . FE P R 4545 B

S5 A R B D e %o Ji s 500 (R0 8 IR, 9 L fe DR A R HH BLLIE (10 55 2.
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2.2.2 B R 3 T H unrm&lazarus

Unrmé&lazarus I Kk 52 46 MH B (19 2085 unem F2 7 38 32 382 97 A A T 208 PR DR 2 TR 000 B 10 P 25 B 4 71 5 DL
B EUE FRA I 00 225 1) >R B % SR s 00 (R AR

Lazarus FJAEFH 228 50 1 unrm 4% 0] 789 A 50 45 0 (0 5040, LA D7 0 FH 7 () S R e A I AN SR AR D g IR A st
TR R I LeH P BEAT 23 s AT AT R AR E s Rl 23 /N R B B TS X AT EAT A AR 2038 Tazarus
BN 1 53 B T R Ak i R A AR

(1) Unix SCHR G0 R MR POl 21 U5 5 B0 DL B3 JRECHE B 1) /N6 i 46 B 384T 43 31, A
SEAEAN R S B P9 25 40 TR IR — A0 F b

(2) Unix SO R G0 0 R R — AN SO O 1% 22 1 S e b

Ak lazarus 4 REE b A B o Bel] 10% 5719 A 15 24 TFT B B AR A DR E (S B —— SOk
B R A TR RSN R - RAIE M A e BRI A ki, e sitE
“From:foo@bar.com” ] LA A A HELF.
223 RECCH MAC I I T mactime

Mactime F T Bt R ir TR MAC I 18], A BOIE N 57 A2 3 1 8 FH R0 B80S EE 1 Ui 1)
RIS AR TR £ 1L 1y
224 JAb/ANTH

TCT L HAPRM T 245 Hf /D T, X8/ T KAl L grave-robber i $0AT,t 0T LA Ad 4 . LL
i file [ AE A2 R 28 SCAR 2 SOAR SCARIE A — E IR e sils 2 FH K S 7 0 M Bk 190 2R 5 174 PR J5L 46 8 B sicat
F T BUISRF 28 B 2R 51749 sU0 I 0 S A P ) R 554

3 SEEBELEIELA

BRI A T U E AU A S5 EEFN SEE, A T Al S 6 T EALGIE (R A 2 B R B E A —4
SERERINES, T L IRATE — B MWK F i L L 2 kS /N R R E K Dave Dittrich X 8§ AR 1HE AL
AT IGIE ) 4 i R

Dave Dittrich 7£ A UEH5 B os TH B AU AR I L U)W T 28 40 R4 TR SRAR B A 0 352 0 B 4 i 48 16474
L DL MDS 0] J5UAG R A% - 0 S50 A4 22, OR AT IS U U A0 7 B4 S5 A O P v 3 TR i T P N 25 R A
T 70 AR TR

TR AT BRI FE 4 /E T .Dave Dittrich X[ b4t T — 4 3EHE A H LS A& — DN EINE
AR AT A 75 W A 2 o B B I A T EEUBGIE & K AR EE MR, HAE SO S sURir
P rp T4k 28 R DL g A0 A e AR I R AR S T S IR R P RE SR T R G P AT AT B A BT LACR AT RS IE
s 1) Jok A A N A2 /N O VAR R AT 6 IR P A — AN D RN R IR A AT T 40 1 i

Dave Dittrich 144 Bl & il i EHE LR 32 )7 A2 38R BUE R4 B Se 8 FARUE R Unix T H AT 5357 Atk
1 2¥ passwd SCAFFE I T 3 AT BEMIIKS r00t F x,p, T vl e DL g S8 11 Ath 23 A4S 25 773X 3 AN Al &EIK 7 (1)
home H 3%, W FR I T — L8756 1 SC A, 3E— 20 23 W ix 2 SO 45 3 B K 22285 rootkit 1 H FIEHE, I H 2] T 8
RN EF T A,

N T T EETEAN {5 B, Dave Dittrich 8 F A H T TCT TH At | mactime X R4 4 v & SCH-1 MAC
B T REAT HE 3, 9F HAL T wunem P52 HS 745 1 0 B 140 S A4 B 5 At T 48 O B 308 v SN IR 28 R i )5, Dave
Dittrich 257 A R ILC SRR B B T I &k .

TEIX A3 4R 55 41, Dave Dittrich H 4 — S8 B0 S48 1 I TN T NAR 38 B 0B 3E N R S R ) DAL &
LA 8 I SR IR I TR RN EAT I N unrm PR H SRV H & SO B 4R 2 T AR 5 B S I A T I TP Rl A
K NAR 3 G B RN 22 585 BRI A IR B e L AN 2445 ¥ 52, Dave Dittrich R ILIX 44 N AR 40— Lo gk S0 kA —
AR T [ IS AR A 6 2 0 A AR 3 (1 5 3 B 40 T A .

DR B P 2 X s
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7E XXX 04 2 BT3RO0 5 3 0075 XXX 04 4K Berkeley R 1 SRR Wik s T 28 b Ky 25 4 W1
BRI AR
(mactime [0t Ke 2 J: T 1) SCPEA/N BRE(MAC) BUR FiE 4 41 Scik4)

XXX 04 XX 23:42:21 23421 m.. -rWXr-Xr-X root root /x/usr/sbin/in.rlogind

8 KR LUJG XA S i P SR 2B T AR A ) — IR ) “chown ™ B FP 4R AT

XXX 12 XX 11:04:10 23421 ..c -rwXr-Xr-x root root /x/ust/sbin/in.rlogind
XXX 12 XX 11:04:11 8156 .a. -rwxr-xr-x root bin /x/bin/chown

AN NI LG, — A sniffer JEFR )T HHE ILBIR S H et/ h (X2 — DR O h IS H 2,8 S b B2
“fete/.. 7 BITE“Yete/” I G HIE A PIAN 7 F 3 A3 L (10 28 ). IR A2 7 80 2 35, W] AT SCHF I R 48 H %
“/ust/sbin/telnetd” .

4 5P UG, A NIE L fip(wu.ftpd) & 35%:

XXX 12 XX 11:36:59 5127 m.c -rw-r--r-- root  root /x/ete/..__ /linsniff.c
XXX 12 XX 11:37:08 4967 .a. -rw-r--r-- root root /x/usr/src/linuxelf-1.2.13/include/linux/if.h

3143 .a. -rw-r--1-- root root /x/usr/src/linuxelf-1.2.13/include/linux/if _arp.h
3145 .a. -rw-r--1-- root root /x/usr/src/linuxelf-1.2.13/include/linux/if _ether.h
1910 .a. -rw-r--r-- root root /x/usr/src/linuxelf-1.2.13/include/linux/ip.h
2234 .a. -rw-r--1-- root root /x/usr/src/linuxelf-1.2.13/include/linux/route.h
1381 .a. -rw-r--r-- root root /x/usr/src/linuxelf-1.2.13/include/linux/tcp.h

XXX 12 XX 11:37:10 2048 ..c drwxr-xr-x root  bin /x/ust/sbin

XXX 12 XX 11:37:14 2048 m.. drwxr-xr-x root  bin /x/usr/sbin

XXX 12 XX 11:37:15 8179 m.c -rwxr-Xr-x root  root /x/ust/sbin/telnetd

XXX 12 XX 11:37:48 8179 .a. -rwxr-Xr-X root root /x/ust/sbin/telnetd

XXX 12 XX 11:41:52 77476 .a. -rwxr-xr-x root  bin /x/usr/sbin/wu.ftpd

XXX 12 XX 11:42:08 4096 mac -rw-r--r-- root  root /x/var/pid/ftp.pids-remote

SN 3 2l vy DUl R H A 2

XXX 12 11:33:05 XXXX in.telnetd[1290]: connect from AAAAAA . XXXXXX. XXX
XXX 12 11:33:16 XXXX login: 1 LOGIN FAILURE FROM AAAAAA XXXXXX. XXX, XXX
XXX 12 11:33:21 XXXX login: 2 LOGIN FAILURES FROM AAAAAA XXXXXX.XXX, XXX

XXX 12 11:34:02 XXXX su: XXXXX on /dev/ttypl

XXX 12 11:41:52 XXXX wu.ftpd[1327]: connect from BBBBBBB.XXXXXX. XXX
XXX 12 11:41:57 XXXX ftpd[1327]: USER XXXXX

XXX 12 11:41:59 XXXX ftpd[1327]: PASS password

XXX 12 11:42:00 XXXX ftpd[1327]: SYST

XXX 12 11:42:01 XXXX ftpd[1327]: CWD /tmp

XXX 12 11:42:06 XXXX ftpd[1327]: TYPE Image

XXX 12 11:42:06 XXXX ftpd[1327]: PORT

XXX 12 11:42:06 XXXX ftpd[1327]: STOR mountd

XXX 12 11:42:08 XXXX ftpd[1327]: QUIT

XXX 12 11:42:08 XXXX ftpd[1327]: FTP session closed

XXX 12 12:00:25 XXXX in.telnetd[1342]: connect from AAAAAA XXXXXX. XXX
XXX 12 12:00:25 XXXX telnetd[1342]: ttloop: peer died: Try again
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I R AR A AR BT A A “mountd” Y 9% i X i HE R, O A X AR E HEN T R GEL R I A

xR E A 11:33:05 F
[XXX.XXX.XXX.XX].

12:00:25( K 1 ¥ A5 #E B 1)) 4 4F A 3 3 Hl AAAAAA XXXXXX. XXX

7E“/usr/sbin/telnetd” [ {5 B £ W sniffer 27 AT, H G R AEAE “tep.log”

cant get SOCK_PACKET socket

cant get flags

cant set promiscuous mode
----- [CAPLEN Exceeded]
----- [Timed Out]

%s [%d]
eth0

tep.log

cant open log
Exiting...

LU 22 14 H 1 telnet 215 [0 3% A0 3% s A AR sniffer 1945 5 k16 2] — A AR 99

XXX XXXXXXXXXX.washington.edu => XXXXXXX.washington.edu [23]
"% W#$ 38400,38400vt100bdoor

password
w

su 100t

cd /etve
cd".. "
Is

cat /etc/"..  "/tcp.log | mail hackeraccount@hotmail.com
cat /etc/"..  "/tcp.log | mail hackeraccount@hotmail.com

ncftp -u Is

cp tep.log 1

Is

ncftp -y XXX. XXX
[A[D[D[D[D[D[D[D[Du
----- [Timed Out]

4 HENTEHEGER AR

PR #A S BRGIE $7 K

T SEHUECIE PR B A0 B2 35 R v L 22 4 U3 A A A6 K Bl AR T MO T S5 AL EBCIIE B 38 R £
SCBLIERE (189 73 At p BATTES W] LUACBL, 24 (K v SIS AR A7 AR AR OK K SR PR A

MBS EYE TR HUEE A

AT FR L AR AR B T LT 3 AN 8 50, A SRR I FL iR 4 2 200

A7 BB s JE U IR B 6 200 A8 4 13K S8 K, 1 U IR B4 2 RE S 38 SR 1K) A 2, OF LRSS IE I E AT
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FALHEAE A AT BT 1) SE B LR, VF 22 BT IR (0 “BGIE 73 A B AR 3B AN A P B S48 rm B strip iy 2
Bk IR S A, B AT I AT 22 4 B A AR R A 22

TE 23X 6 i 1 Lk — Lo T S LR R 25 8 26 WL AT e, 9T LATE TF SO UEGIE 35 R 32 ) % Je 1) [l s, — o 4l S
TOCUE R B A 1 1t HE B 1 A gl A2 A o k2 B B 3 A BB 3 A 2 e 2 IR 1 R BGIE B AR 4 o 3 2K
B ER . B B BRI I X e R T DL A R A, L IGIE A RO AT 4.

HH AR B 3 A R S BIE 7 3 e R RIS BRI A AT BE AR (R 511 Al H S SO RO e b i s 4 4
) AR B s ANAEAE T BGE A S JE iR AT S E T H Y TDT(The Defiler’s Toolkit) % "1 ¥ v 17 1 H] T+ 4
P B 1) T 2K A Necrofile 1 Klismafile.Necrofile H T Bx 3C4F R 5 BAEE, & HHEK TCT LR AL
RO AURER TR s 4 0 O, BHETE TCT T LR B 28 51705 s 1) P9 25 FH A 8 (0 5000 28 5, R I e ik 25
BE AL 250 55 AH R 1) £ B Klismafile BT3B B s A5 B BN B SR SO 1 TF 4R - 4R 5T A 45 I B 1)
H 30,88 i P 278 25 00 L R 8 451 10 H S 30 A 2% Klismafile A& — AN 58 36 (il vk T B Rk o e 18 sl s 10 H
SRS S B H SRS /NS TE 55 [R5 100, 4 SR BILAE I AT T B A TS 25 1),

T REBERUE, T E0 AR 35 00 23 408 I 38 A G 4 ) B3k 110 SO B4 28 s HL Atk R B8 (491 2 S ) B 4 e AT T B
LT [ T B o SO vt A A A B SR e i 8 b %) Bl 2 [R) v B, S OBGUE T B Runefs BRI TCT T
LA A, 2 i A5 DR SR (R a1 A7 SO SO 1 B0 B e SR B ok i 3 BE B I 28 A S8R g B0 B k.

H5 s B AN AN AR BLE 38 A 1 3 31 W8 L 3 R R 408 15 A5 288, B A B O T DR A B0 O T K R4 3K
5, 0 ST I I R L At e A T A5, T 2 S8 P 0 S S0 8 S g e 2% (0 5 0o 50 S AP ) o s R Sk
AT AT SCHE IR 0 2%).

v s SR AR © 2 0 FRATT BT 30 T O BT BRAT ST I 2 TR TR AR I A B B BAT I R R R
J3 0 ¥ B, T R A SO AR LR IR N B3 S5 ) 43 A s S 3 f A RV S0 Rl AT S o 2% 1 5L Ak 7 2z o Ak
PR (1) e )RR R G [F) T A2 AR A, 18 68 A4 JEAEL 2 A [ 1R 32 4T W) 28 AT — AN SCAS i 2 75 K il %
B PR A A, T4 M 2 PR A T R SR Rt A R 53— s R L

FRitt 2 b, MR R A AR Root Kit(R GG 1] AR BFEFAE), B80T R 48 H & 5 1) FH o7 U 204 i 78 HoAlk
JH P 25 SR A A U 7 72 7 5 o ) e

5 HENBUERM A RIEE

1T 8 B 0 Ja) B AR AN H SOHUIC IR T B A A GRS 3 R S BBGIE B 1 E ) BT AR HIE B D28 AN B A 4T
AP AR HE AR T3 A, el T 2 HOUE 2P ) Th RE B R AR RS 20 b T FC A AR A AR T DGIE L RN AT,
JUT- 38 J T SEAUHUE B0 85 [R) T B4 20 W S 0 5 3K 28 19 00 a0 K B 0T 1 SEHL IR T 98 A RO AN A B
(3 BCUE P 1R T 5 1 45 20 25035 oAb, U SENLIOIE B IE 4 32 2 FCAR T SO LB A HOR 152 w8 22 R R K 7
SENVBOEB A 2 10035 LR JLA T3 [ R .
51 BUEMSUET XA BUETREEETWHIMES LT EEZR
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Call for Papers for GCC 2003
December 7~10 , 2003, Shanghai, China
http://www.cs.sjtu.edu.cn/gcc2003/index.htm

The Second International Workshop on Grid and Cooperative Computing (GCC2003) is to be held from December 7~10, 2003 in
Shanghai, China. GCC2003 is the follow-up of the highly successful GCC2002 Workshop held in SanYa, HaiNan. It will serve as a forum
to present current and future work as well as to exchange research ideas by researchers, developers, practitioners, and users in Grid

computing, Web services and cooperative computing.

TOPICS OF INTEREST

The main topics of interest include, but not limited to:

Grid Computing and Grid Security Performance Evaluation and Modeling

Grid Information Services Web Services and Web Security

Grid Middleware and Toolkits P2P Computing

Grid Monitoring, Management and Organization Tools Cooperative Middleware

Grid Applications Software Integration Technologies

Information Grid and Knowledge Grid Software Engineering Support for Cooperative Computing
Advance Resource Reservation and Scheduling Computer-Supported Cooperative Work
SUBMISSION

GCC 2003 invites authors to submit original and unpublished work. Papers should not exceed 10 pages of text using 10 point size type on
8.5x11 inch paper. Papers will be refereed and accepted on the basis of their scientific merit and relevance to the conference topics.
Submission of full technical papers is called. Papers should be written in English and submitted in PDF format. All papers are to be
electronically submitted to (Please also include the address, telephone, FAX, and email of the primary contact person in a separate sheet):

gcc2003@cs.sjtu.edu.cn

IMPORTANT DATES

Electronic submissions due: September 15, 2003
Acceptance notification due: October 15, 2003
Camera-ready due: November 5, 2003
GCC2003 Workshop: December 7~10, 2003
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