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Abstract:  With the rapid growth of network applications, network security has become an important issue. In this
paper, the following issues are investigated: the design principles of security protocols, the use of formal methods in
the design of security protocols, the characteristics of various approaches to formal analysis, in particular logical
analysis. The strand space approach to logical analysis, and the possibility of the strand space model guiding the
formal design of security protocols are also explored.
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WIE HARI S B TUAR [ AE B S ARAN 3 55 121, D81 b, 38 477 06 255 10 1 244 1 23 BT 2 EL U W 22 4 W LI 1
PE A 20 D 70 FACLOK, 22V I A 20 At 2B 8 BN 5 B 22 Ak 7T AU (8 — A 34 TR B H AR 2 10
WFFE 73 H AW LB 2 MR AL B LU 4 R T AR S5 SRR RSk SR T s
IRASHUBERL (R0 T 725 BT 0 U B PR AR VR RGBT HERR () CSP Uy 1P I A1 e s 2 [ B A 1)
JHERIN T H 28) 2.

ARSCHS 1A IHR R T AR A S L AR 45 )y 0, %) BAN BRI K L B R i JE——GNY 2
U, AT ZHP VO P AT IR I BB E TR SRR LS 2 e BAN 88 L
124 ——SVO AU JERIF ST 22 A Hp ISR E H0 43 A7 7 10 R 24 D ASE AR LS AR & 4 () i JEL 20 3 1T i 22 A LY
BEVF RN B VE I 207 43 5 . Dolev-Yaol VIS ki AL ANIGAL B eki 5 1 i 7742 4 Hp iS00 230 Rl 8 HIR BT 5 0L 20
ol A TS AR G I s T AL S48, U D S T s e R S A LU IE R B SR 4 T
SRR S5 18, R e A SR F ST A 17 1)

1 ZeWMUBIRR LI HAE

1.1 ETHIRSESHENBEREBERZE

PR IB 7 1 AT 2 A Dp K ey B (K 0 ik 2 — e A il 7 2 i e A b I
F5 M4 () Needham-Schroeder FAZIHMY Y. Lowe-Needham-Schroeder 2481 W0 3I'S), Nessett #pi ! 748

B AR A0 M7 J5 165 23 A3 sCR Ge P 20 B 0 R R 8 AL TR 32 A DL X 6 A R 40— 2 o s A
TUJZH o8, i 3 7 6 AAO6T ¥ JR PR 0 R A 78, I P SR 0 T AN 28 0 1 SRR S HE 3 BT 0 S IR RS
% .Syverson 7E SCHR[ 18] [ i T 7E 22 A WS /3 # b AR A5 & FIE X2 R S8 R A TLAE .

PRI e A 10 BAN 2@ 4101 JLA AT ) T/ 6 1045 :Bieber ##——CKT5!"), Syverson
#HE——KPLPY, Rangan 2P, Moser 48P L)} Yahalom,Klein,Beth ] YHK #4845 1999 4£ Kindred
FEAD AR 1 18 S e i A 5 R B S0 2B R ——RV 3B 4 X 1T A SN R

Syverson ¥ Bt E HAA AR A W28 — KRB F W — 40 B R T A WA IR(ER W —N
R O ); o5 — 2R Bk 2 T LLR I B BT B A 1 1R 4R )5 Sy verson 188 T UK L EAT HEER 2R AL T
Syverson % Bieber & i th X B F W — 48 B R HLARE — 478 B, IF A8 X 22 4 B - S0 R A AT
Y Rangan 1248 IURF U 0EUR] (S (trust), 68 B <] 45725 & (belied) I AL BEEAT HEXE . YKB 1255 U 55—
A BERT I PR AR R R VR AR & 3 A 0 SR 1, 8 B RS & A RS AN . Moser 124
SEME— T A1, E IS S e A 2 HE T 16 A5 G0, 7 B AR P SR — AN A Sl i R 0 A S R A AT A
WD

BAN %5 2 T LLZE 2 A TE T T 2 2t sO% A6 43 87 1 26302 — BT 30 P i A, M Bl T4
BT AL BT 5 VR B S A N U0 BAN 32 48 5 T 1K A DR 2 <fiaj B 0 SE >, 1K 5 — 8 138 #L.BAN
B BARTRT ER (EATD AR AT LA R B M 48 7 22 A sl rb R R v B 46 ALl ik BAN @440 B, KL T CCITT X.509
P US4 3 B 52 v 1 22 4 Yl

BAN JZ 50 [ LI 5 1] 84 2 SR IUAE LU JLAN 7 055 1,BAN B ANX 70 WL — 431 RN LR — 4% T
K2 2,BAN 2P S bl F2 2 B M 1,28 3. BAN B ANITie“n {5758 4,BAN @HANITFE AR5
5,BAN 285 15 2 N PR SL IR 22 A 2 TSI 1R A AT D90 A S b AR 918 Bl IS0 PR B DU R AT PR SL; 2F 6,BAN AR I % &
2t 52 58 3 ) (perfect) 55 4%,

{H &, BAN B AIE R 5E LM R G . L Bt AL 8 BAN @4 7047 5 iEai ok T 5 BRE, i BAN
J7 1 4t S e v, 43 W 3 B I A A5 i, H T BAN BB AR AN BN PR R AT HE T, DLk BAN 3 4 L B8 4 BT 1 3L
TAAE BT, T AN B8 23 BT I U501 O 2 J5. 4R T 7 B0 5 v 308 S ) 6 4 TG P 180 T2 [ BF S O ek R0 DA I M 7 A 3
ZHAR.
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1.2 BANiZiE

BAN 1245 & —Fh 2 JS AR A 18 45 (many-sorted modal logic), &5 PL R 3 R A BN G 4k, BHFNA 5L
For g 24 2 FRVE VB A1) B iy L BAN I8 45306, 15 45 BOX — iy J D 482 1), 2 5 R /s BAN 1B JL AT 19 4 HEFE AN
V) AEAE R P e R TCVE F AT TR C RN AT LA AT ER AR I 5 2518 C N BAN 258 T8 XAk 40 B 22 4> 1)
PUNEZ $=F

1. 22 A SCIAT BARAK JR BT K B30 B A el BAN 20T A B AR 1) 2 5

2. W AP BGEAT R ISR T 40 P — O« X (3 6 e B Al O received X 1A 15 5 g e 1k A5 o
AT LA

(1) #FHar i XFEM R P— QY B O, W AE L G ,X Rl Qreceived Y #5 % 7;

(2) A5 AR A R U] vy A ol iy 70 X 4 HE A A Y U R X RN A R Y RO

3. NH BAN BHEE 55 R AIERS AT IR, 4 B IR 0 18 B4

4. N BAN HEHUIU B SCEEAT FE Ak 2 4T, 45 HH AR R [ 45 1

KT BAN @45 (1 oAb py 28,6 40 BAN 24 A 44 (13872 RS L. BAN 2 HEE I . BAN B4 H1A
TIE B LS00 S 48] 55, 1538 mT 2 L LA SR 191 2 SOk [ 1,2]

1990 4 Nessett!! 5] A\ — AN 5[4 1] 1,k B 6 BAN 3858 A 5 77 48— AN 5 B2 22 4 ol A

Nessett Pl a1 F:

1A= BN, K s

2.B— 4:{N,}

Kap”

FETEE 1,4 RIS S IIN% 4 5 B Z WAl % AR I B N, AR5 K0k 4s BB I A A TT K,

T FARH T LU B 1 3RS % K, (H S H] BAN 450 T Nessett P EIF K, J BLIF A9 4515 35
g,

Pk, Nessett 1A 4, BAN B A G f7 1 — T ZELBE, 6 G T BAN B4R 14016 H . 8 BAN 245 1
2 853 T B RN B DA IF 14D 1) 8, A 2 FE TR A 2 AN Y 24 34555 1 R BRIV, A 25 R AL 35 42 () ) .

BANPUX} Nessett (fFHEPP25 52 1R 7 BAN 324 STk i, CL4037% 48 Hh U6 0, BAN 38 4 HUHS WS 4R 1A
F 1) F, AN S O 00 A 52 A0 1 5% 55 A 35 £ i S0 7 Nessett P, A4 7V A 1 FATF T K, i Nessett FIE E:
A believes A« 245 B RFF & BAN [IFEAM & K I Nessett MRS BLIRIGABOEHE S H T AS L4518, 1M
BAN B A 5 A GER7 1L S AS G B i e S A

BARBATAREE T Nessett Pl ] BAN 38 548 5 1745 45 i [, 10 Nessett 1) 015 R B AT, BAN & H [y 4k
B4 BT I BATT T R 1 S AR B R A A8 . an R I S AR I W G R B 7, 00 i A =k A W 22 R 1S
HAE IR 4518,
1.3 GNYiBiE. ATBiEFVOiBiE

FE%T BAN S HEEATHI SR AT 78 (0 b ,GNY B H. AT 184, VO B4R SVO @4 4% 4,210 L4
FREAT N BAN 2824 Kb SVO @HI7E M 45 BAN 2H. GNY 4. AT M VO ZH I HA L& gl
K, BATRAE N —5 Ll ig.

(1) GNY 2%

BAN 3845 il th DU, 58— A0 B T 3R 10 /2 GNY 245.GNY 185 A WA 44 N2 £ L4 7E GNY #
iﬁﬂfﬂ,ﬁu%g—; SRR URHEAT 4 P }’j'j—g R AR

A AU UETE GNY BT A HBGEN 6 AN(T1~T6); A 72 M) 8 AN(P1~P8); H i MEyk I 11 AN(F1~F11); 1851
EN 6 AN (RI~RO)H BARREN] 7 ASAL~I7), B HVEN] 3 AN(T1~I3); TR B A3 ) 3 A

GNY Z46f BAN &40 1) J 2 0 S LU R JUAN J7 (1) T8 5 50 38 I £ 38 48 40 2 55 s ) 4 T
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BAN 3245 1) N HI i LA Gt GNYY 38 4 AN JR) BT 40 A DCUIE B30, 320 T L A 25 6 18 Y 2 1) R 510 %5 050 13 035(2)
T giA w0 RIA A B R T GNY A G ) RIBRE ) 4 AfE C I 4 M B Z a3 Py
PAK IR Abelieves C has K, JFREREATHH R HERE;(3) 76 GNY @A X4y — A AR 1 H B — A E 1k
AT Rs(4) 75 GNY 2 3t P IX A AR A R BRI BRI B (5) 1£ GNY 240 48
AR B b OR B W) S0 7R BAN 2453 v W SCAE AR Rl R b AN AR

KT BAN 4N T AL I R E GNY 3858 b AL 1 e T 2t B A R B2 B0 40 1 IR 2 it
4h GNY IZAEIE B BAN Z AL

RE GNY @i HA LR S EASE TERAEE 44 MENT H T2 E N GNY BiEARSA0
B A% R VT 2 2538 8, N GNY @38 20 B 2 A Wh s AE SE R EJRAT AN ).

SN, FRATIN N GNY I AR AE Iy S AT T A% T A A LA AT A UE B A BAN 258 7 Hr
AT EIRZ AR,

£ BAN 22 Ja A ALK AT 24500 BAN G 1 >R 5 1 OB, 2% BAN JZ 4 ) — Fi i
THE LT GNY ZH#,AT 2N BAN ZHINA TS 5 R MEEAT TR R4, JF 315 T AT 4518 0
#2,GNY 15 21 — AT NS 2 12 4, SR R 2 GNY ZH 1 BAN 24—, Z — N8 4 1018 R AT @
HHEE BAN 45 B AL MBS R A S AN PRGN o SBIRL M I T BRI S AIE R ) B, BRI RE
BAN @8 [ Atk T — K.

AT 32X BAN 124 ) kil (4% :(1) X BAN 225 i s SCRIAE BRIV ) BEAT 8 21 9l 53 34 o o ORI Sl
G075 IR AR 735(2) X R S8 IB AR 1 5N B0 T4 1) 5 S, G B s ME B AT KE 5 B e (3) A6 T BRI, B
A I S E SO AN SEAD AR & AR 5 (4) A B8 A PSR A HE B I, R B :(a) MP Il (modus
ponens): HH o Fl ooy 1] LAHE T H y;(b) Nec #LIU (necessitation): H + o 1] LLHE S tH + P believes ¢.

%, BAN A P said X [ #AF, 0H P R4 XARKA P &IT K% X WETE AT 2P 5IAT
W P osays X, Ron P R RE X U 042 0 B 8 PR K AR BTLAT 2 4 A B A20:
fresh(X) A Psaid X — Psays X Ui B X EHEEN H P k2T XN P i Rk T XIX 4% 2 TS 1R 21 H 4 3k
OB B PR A R

16 AT @A — 4tk BAN B4R T I H 810 A 55 /A B A15: P controls @ A Psaysp — ¢ UL P& 5k o H
P LU @ ) @ JEELSE R XN E AR A RE IR M8 AT I AN R AT B A s MR

VO EEMTTREY T BAN 24N I 76 [ . Diffie-Hellman i P7VE VF 22 1 AR 28 5H 43 ic U 111 3%
fitl, VO 3248 (1 5 T H it /2 36 1 43 #r Diffie-Hellman Bipi3L 19 & 0, 2175 wJ L3 B TETF A fE—— LRI o4 25 51 22 6
P IKEPAT SSL 4%

VO IZH 5 — N RO AL T UGIE RS ALE H A5, 25 T LR 6 A [FJE S GIE B Ar:

(G1) Ping tAilE:

Abelieves B says Y.

Gl Uil 4 15 B Bl RILIEWE YRS B A2 WOE I8, I8 R UCAR [R5 46 J5 BRI T AT 375 LB
SERR ARSI B Y AR GRS AR AN A (R X S UUE ] T A Tk 4 ARSTEAM AT B 2 1T 2 ET 2R
pgiiop

(G2) SEAKINIE:

Abelieves B says (Y,R(G(R,),Y)).

XE, R, BRH TR A AR, GR)RE A4 T B & W KER.G2 WiM,4 MifE B BT RETHE v H
EIER A B K A0 N 55 Ping TAUEAN [, S A DA UE AN 3K A B0 16 7 A8 — 43 6, T EL 2 B 46 20 5 24 iy
PIBLRIG (9 210 08, BN 2 6 A 18 w05 K B R, 4 AN GAIE T B AE A BT AT (19 280 DR i [R5 P o2 3
WS H B 25T 5 A 162400 Wl mlG b .

(G3) LA AHAL:

Abelieves 4«*— B.
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£ VO @4 X BAN #2488 M 4<E— B 34T T 4146 . VO VIR B, AT B4 (i 4 Ahas K FoR
A ARG K& RAFI A, B0 K R LS 3 4555 T, VO AR M 1 4«2 B 4lb A

e A« X B TR K It AWMIERT B FIRGHINN IR T AR B LLAM AT AR HoAth 32 A S 18, AN fig
e KRR IX A G A RS (12,4 038 KH B AR ANE KDL A W ALK o[ g — NS S 45 B2 iE
15 ¥ R 4P 254,

e A5 B FIRK I ARERT BRICAHIANEY.A il K H 4 ©ZN B AR 7 &4
W), U] B i S B AN TE KA AT AR A4 AN A1, AN R HE 2 1 K

BRI, 7 8 0 T 3K P A8 0B R AL 2 JG A R B (R A 2 AN R L .

G3 YLBH,4 FMERR T B IO AR AL AL 5 4 JLZ 2% K.Y B 4318 K 2 )5,4 #if5 K& A Fl
B 2 [8) R P45 B0 8,G3 AR B 20 T Uhig 4T AR K 1 K.

(G4) #HHIA:

Abelieves 4« B.

G4 Ui, 4 A0 K /& A 1l B Z (ML 2380, B B ) A 34t 7 4008 K (EYE.G4 ROR K4t A Fl B Z A R
T P21 %0, BN B A8 KOG, BDTE A4 $UAT 480 LBl A 5, B AR S0 10, 17 FL B B4t 2 A A 1.

(G5) itk

Abelieves fresh (k).
G5 UiH,4 FHAE B0 K 2R EE.
(G6) HAHMEAEIL=%AH:
A believes B believes B«—~— A.

G6 Ui, A4 AH{E B AHME K ZIEAT 4 FARZEHMINNE PR A B MESBEI T 4 MiEH1EEL.F i,
CL A B A5,G6 IR AT B D&M T A G400 BHIIA 4 25 B JLE%EH K I 314,

15 ,(G4): A believes A« B 5 B T K KI5 & T35 N I(G4) 5 (GO) A . A%,

Abelieves 4« B # (A believes 4«~— B) A (A believes Bhas K).

KT INE B bR HE— 25148, 155 v 2 WLSCHR[16,29,30].
2 BAN £EBENNAZEETEERE

2.1 SVOiZig

SVO Z# I EL T BAN 2. GNY 2. AT @M VO B S,k e RE — N BH ARG
A ALTE T H,SVO A — LS E S T BT kAT 8 (Al T AT ), AT T AT AR G0 rb il — LL ).

SVO ZH BT HIIL S5 BAN @ AHLLILPREE 1 12 M5 KI5 L F:

1o* AR R . AT S

2. K B KR I IR

3 X BT B (X P SR IE A (IR,

4, (X HEH K SR X 4 5 TR 2440 8

5. (Xpyy it BUH B Xy, P & RIL 3 (A %),

6. PK (P.K):K N AR P IR TF 0 4 8;

7. PK(P.K):K Jg Ak P I TP 44 36 0F 2 41

8. PKAP.K):K Jg Ak P I A T 1 % 4 (8 S 40,

9. SV(X,K,Y): %540 K nl IAIF X )2 ¥ N4,

10. P<X5 0 K J& PRI Q Z IRl R AP L2380 (0 PR O AT REFIRJ13E K

11. P X250 K 2 PIE AT Q AR ARSI FL 54,
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12. P50 K 2 PGS T 5 O lfF Ml L= 5 4.

5 AT BHEMLLSVO ZHEES M NES T LRHEEES M MARES Frlld TN ETFARIESE,
M A ILEREPH, ATFEH. A SN BT SR

I SVO BN 2 A AT TR KA i vl LAy LR 3 ANBBR:

(1) % YILE & Q B SVO BHHE S RN & FARIIVIGAE S BIRBKEE. Wik
ST JE P B AR A AR

(2) 45 RN TT REBR N %A B H bndE 1 B SVO WHE S £ R — a4,

(3) {E SVO B 5 iE W 4518 QF T 45 B A5 BT, W3 T B sGR ) 7 S50 B9 % v H bR, B 3 v 2 R
.

AT, T30 T 22 A W D30 PP 3 L 1) B SCR B S U U E b2 T SVO 3B 4347 B Sl A IR S5l

SVO 24 /& BAN 25858 142 (24 e I ELR SE AR N s /8 s FH B AR FE T BAN 8 7 50 5) FH 15 A1,
R 2 #e2 NH SVO A BT A BT T &R IE D SR e 4 BT TAE TR ST N H )
AR AT A P B2
2.2 BREEMER 5BANZIBLE

AT BRI SVO 4 B4 5| AR TE X, /& BAN 258 5 R i ik fit v 55 22 1) — 20 AH 2 008 SCHp 1 31 A
RUYE TINS5 48 0 0 43 A Uh SRR AT HE B (0 — M 20, AR 1S A THAE R C BRLEL 7 BAN B 8 5] 3 e
2% )RR i S, — b ] A7 ) v

5 (strand) /& 2 5 PR3 32 44 T DLSRAT B9 2R 72 81056 90 S5 19 6 4, 1% 5 AF T 1 AR 1 B0 S, Hh R % =R
AP R WAL A 20 v A ) B A AR R v ST B A R R BT AT k.

RS IS 5 2 G S T AR I R AR B AR S R RS e LR A A A — A R
R I B R 5 — A H R S M\ (bundle) 2 B A5 ] K B, 3R — A S B0 B S e R S TR
AR AT LLERIR A BROC IR B, b () s 3R 7R 45 A 1) (1 DR BRAR M OC R A1 o 2 B2 o A AN [ S 2 (g 30 -

(1) n, > n, R~ ny KIETH B M W n, B0

(2) ny = n, RN 0y J& 0y FEF—ANH IR B H2 R 5L AT 9K,

KT B s (A R R P Al - 48, 15 2 WL SCHR[4,5,34].

BAVEEAT —MSATHE R M — MR rr B 8 & pe T B — A s8R r(p), AFIX L8 5 Fop MME A
“H A K @l 20 0 5, G 1 (r8) b Foe s ofi 3R ofE BT I8 AT R38N B

A AC,s,iy TN C RIS IR C il s LRSS § 5004 prine(s) FonHAT H s 344,

PE R 284, LA R 2 SVO B4R 4 A3 0 5 A 28 IS 8 S I M AT AT v

(1) (C,s,iy EPsent M

MY C AR NG () AL (a) prine (1) = Py(b) (1)) 2(s,i) 5(c) term({t, /) =+M.

(2) {C,s,iy [P received M

M HANY C RIFAE—ANEE S (8, ) Wi (@) prine (£) = P y(b) {t,)) <(s,i) ;(c) term((t,j))=—M.

e A Psaid MR H 23 TR R 38 2 /i, BT 1 AT aR v 4%

WA ROV IR EES B KoK, A K AR 4 T4 LA ER hel, ged R kek,
YA

(i) hg,ghel;

(i) {h}, el

BATEAE b D K B 1 [h].

AKcK,seditte AN K TIACH sCrt, 4 ALY tel, [s].

FAERE P K = K UK s 2 ¢ 750,508 sCr.

3) (C,s,i) |= Psaid M
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M HACKIELEE B M i (C,s,i) EPsent M' ,H M Ty M' X B K /& PAE (s,i) A MZHES

N T EINAT P got M AR 2 VB AL E X, AT 75 B0k 8 (filter) 1 58 S, T 2 B AR 6 48, 2 Bk A 21 48
(co-ideal).

B KK . AMKSER A NTEFABINTEN hged ) ke K ¥

(i) #hge F WG heF H geF;

(i) # {h}, e F BOLWAT he F X k™' e K BT,

BAVEA h B3R/ K 38l Felh].

4) (C,s,i)|l=PgotM

M HACHEAEI B M 3 AL (C, s, 1) FPreceived M' ,H M € F [M'] 3XHLK J& P AE (s,i) $14 B HSES

3 REWMINEIRIT

3.1 ZERMBGRITEIEN

TEB VT ER SR, A ] GRAIE 22 2 PR RE S W6 A DR 1 . TETUAR . NIE S 55 vl B bl 248 i i 45, A 142 H
T LA 22 A s e v Js g

(1) wvk Hbr B, = X1k

(2) Foclif B AR PR T8 0B 0 2 A W BUAR 5 3EAT T AL A

(3) W B A A A M VIR I A I T wek B AR

(4) A5 HARR R EEE T,

(5) DRUEIE I A0 £ 1 2% 21 45 T 2T S B 2 B 1 b HE s i

(6) R A IAUE 7 2, 8 G R FH [R]85 I b (IR R AGIE 7 X

(7) BAHPUE WBGH R 2 B ik g s s

(8) BEATIZATHRBE 1 AURS: 23 BT VB )R 1T R > IR Uy 22 e

(9) SR, AT FH T 25l R 285 R AN [ 12

(10) W] e oD 2 Az S, BEAC A, 47 R I 36 HL

P 85(7) 414> T2 Dolev Ml Yao T 1983 E42 1 T Dolev-Yaol VB 2 465 81 e J2 ) T i 25 B 0 LRI B
JIHEAT RS 1) 35 T (R b )5 DG T 22 A h SO T 204k 23 AT B 22 B8/ 08 52 S A AT 1) 1 A 1R R T <71 Sz AN IR A 2
i HIBE 17,1 e BT 28 AW IS B 224 e ) 2290 1) — 4% T B JR U
3.2 MARRKLAZESRESMBGRIT

TEZBUR R 20 b B X5 R T eVl AR, B e iE TS 2 e Ul
BEE FRE A 2803 45K, 56 11X 7 T KI5 H 2548 2 1335361,

I TR AT 451 130 B R o AR R A AR 5 2ok AR T A D U BT PO AR R AN o B H
PRI 2 Otway-Rees WS 22 4= B 14 ke AT 53T BETE. 1 58, 26 S0 R AS 00 2% o 00 100 375 3R DRI 3 1
AR FA NI 2. 3L 0, 38 B LI A 2 SR AS AR B ORI X 7 3R AT ) — A~ 25 i % 81, 1X 4~ H A7 J Otway-Rees
AL H.

BRI W 1 TR AR B 0 e v E B AR N T SR S 1 K S e R B )R 8.4 K B E KA o, - By
FKIR,B I A WA ATTE B, — a, IR B PR A 5 ZE S0 IR PRSI T AR BT Bk B X 4 E KM B, —> o, IR,
H ATE a, —> g b5 A SR 4T i 5.

A WA o A UGB, R )G B S TR 0, = o, BT AR TR 4G 5 o, B 3K I I (00 20 5 22 135 2350 K]
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Fig.1 Shape of the new protocol expressed by strand space model
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Fig.2 Important components in the new protocol
K2 it ) &
LA X 4 AR & P (i=1,2) o, i g 4 RIE,S AR K 1R N, R, HL KO 4 D
B TR B PLIE L, o (AR A LN, BK §  Jerdv K, BLT 1 43 S A 1 A 2 . 2 b, o (R TEAR 18
VNGAK S ot R 2 AT AN 9 TR, L BATT R L P AN AN [7 10 1E SCAEL A5, 4 € i € Sy, L
C! o CF AT LR SE 1 0¢84 F
i ={C'N,BK}, | if={C"N, 4K} .
XA BAAEE 2 DN VAERNNR, FATRZERA K il N, AN, HAS 2 8 B A A R TR, Bk
AT LLUE X
BN =10
PR, B W S B T AR HAR:(1) REH A R R 5 B N RTE R 45 &% S SRA3 8 if (1 25 1 %81 K;(2) 4 FI B

© HHEREBAAIGUT http:/ www. jos. org. cn



1308 Journal of Software #RAFFIR  2003,14(7)

e KORMAEAT IEA A 52 K(3) RS EARHAR AR 0 J7 AE WM CH g W 2] K 3 AT B PR SUAH  (1—20 6 T
LA_E i@l ) AR A

4 & it

TE XA BT 7 5 4G T S H 3R ) BAN KR 7B AEES T2 EE TR WERs e
P v i B B A

BATI, A J5 1% — WU 0 ARSI 7 )RR (1) 9> W 10T AR (79 5 AR v, 48, o s A 1 <o
7 (perfect) ¥« H HIMI % (free  encryption) i ¥ 25,4 FEAS W 57 ) R SE Bn .(2) 3 K iU 43 7 Y 49
I3 M 2 A LT 45 U UG 2 T B LI A PR AR (3) SN A B P VAL G R BE DX 2 BT IR R S AR R
—.(4) LREARF AT 7R B s W, CSP R, R AR (AIBE Y | LAY S8 2% (model checker) /i, 28R 7
TRSE AR T A S 85 A IF9E.(5) At LI A s AR S AR BT H.(6) 2 It is ¥y 3= 44450 H mT LA G BR 38 0 i
BT, S 46

References:
[1] Qing, SH. Cryptography and Computer Network Security. Beijing: Tsinghua University Press, 2001. 127~147 (in Chinese).
[2] Qing, SH. Formal analysis of authentication protocols. Journal of Software, 1996,7:107~114 (in Chinese with English abstract).
[3] Meadows C. Formal verification of cryptographic protocols: A survey. In: Advances in Cryptology, Asiacrypt’96 Proceedings.
LNCS 1163, Berlin: Springer-Verlag, 1996, 135~150.
[4] Thayer FJ, Herzog JC, Guttman JD. Strand spaces: Why is a security protocol correct? In: Proceedings of the 1998 IEEE
Symposium on Security and Privacy. Los Alamitos: IEEE Computer Society Press, 1998. 160~171.
[5] Thayer FJ, Herzog JC, Guttman JD. Strand spaces: Proving security protocols correct. Journal of Computer Security, 1999,7(2-3):
191~230.
[6] Burrows M, Abadi M, Needham R. A logic of authentication. Research Report 39, Digital Systems Research Center, 1989.
[7] Gong L, Needham R, Yahalom R. Reasoning about belief in cryptographic protocols. In: Proceedings of the 1990 IEEE Computer
Society Symposium on Research in Security and Privacy. Los Alamitos: IEEE Computer Society Press, 1990. 234~248.
[8] Abadi M, Tuttle MR. A semantics for a logic of authentication. In: Proceedings of the 10th ACM Symposium on Principles of
Distributed Computing. ACM Press, 1991. 201~216.
[9] van Oorschot PC. Extending cryptographic logics of belief to key agreement protocols. In: Proceedings of the 1st ACM Conference
on Computer and Communications Security. ACM Press, 1993. 233~243.
[10] Syverson, PF, van Oorschot PC. On unifying some cryptographic protocol logics. In: Proceedings of the 1994 IEEE Computer
Society Symposium on Research in Security and Privacy. Los Alamitos: IEEE Computer Society Press, 1994. 14~28.
[11] Dolev D, Yao A. On the security of public key protocols. IEEE Transactions on Information Theory, 1983,29(2):198~208.
[12] Syverson P. A taxonomy of replay attacks. In: Proceedings of the Computer Security Foundations Workshop. Los Alamitos: IEEE
Computer Society Press, 1994. 187~191.
[13] Wang GL, Qing SH, Zhou ZF. Some new attacks upon authentication protocols. Journal of Software, 2001,12(6):907~913 (in
Chinese with English abstract).
[14] Clark J, Jacob J. A survey of authentication protocol literature: Version 1.0. 1997. http://www-users.cs.york.ac.uk/~jac/under the
link\Security Protocols Review.
[15] Needham R, Schroeder M. Using encryption for authentication in large networks of computers. Communications of the ACM, 1978,
21(12):993~999.
[16] Lowe G. Breaking and fixing the Needham-Schroeder public-key protocol using FDR. Software——Concepts and Tools, 1996,17:
93~102.
[17] Nessett DM. A critique of the burrows, Abadi and Needham logic. ACM Operating Systems Review, 1990,24(2):35~38.
[18] Syverson P. Knowledge, belief, and semantics in the analysis of cryptographic protocols. Journal of Computer Security, 1992,1(3):
317~334.

http:/ www. jos. org. cn



Yo I g R 89 iRt B 3 A A 1309

[19] Bieber P. A logic of communication in a hostile environment. In: Proceedings of the Computer Security Foundations Workshop III.
Los Alamitos: IEEE Computer Society Press, 1990. 14~22.

[20] Syverson P. Formal semantics for logics of cryptographic protocols. In: Proceedings of the Computer Security Foundations
Workshop II1. Los Alamitos: IEEE Computer Society Press, 1990. 32~41.

[21] Rangan PV. An axiomatic basis of trust in distributed systems. In: Proceedings of the 1988 Symposium on Security and Privacy.
Los Alamitos: IEEE Computer Society Press, 1988. 204~211.

[22] Moser L. A logic of knowledge and belief for reasoning about computer security. In: Proceedings of the Computer Security
Foundations Workshop II. Los Alamitos: IEEE Computer Society Press, 1989. 57~63.

[23] Yahalom R, Klein B, Beth T. Trust relationships in secure systems: A distributed authentication perspective. In: Proceedings of the
1993 IEEE Symposium on Security and Privacy. Los Alamitos: IEEE Computer Society Press, 1993. 150~164.

[24] Kindred D. Theory generation for security protocols [Ph.D. Thesis]. Pittsburgh: Department of Computer Science, Carnegie Mellon
University, 1999.

[25] CCITT. CCITT draft recommendation X.509. The directory-authentication framework, Version 7, 1987.

[26] Burrows M, Abadi M, Needham R. Rejoinder to Nessett. Operating Systems Review, 1990,24(2):39~40.

[27] Diffie W, Hellman ME. New directions in cryptography. IEEE Transactions on Information Theory, 1976,IT-22(6):644~654.

[28] Doraswamy N, Harkins D. IPSEC: The New Security Standard for the Internet, Intranets, and Virtual Private Networks. Prentice
Hall, Inc., 1999.

[29] Gollmann D. What do we mean by entity authentication? In: Proceedings of the IEEE Symposium on Security and Privacy. Los
Alamitos: IEEE Computer Society Press, 1996. 46~54.

[30] Lowe G. A hierarchy of authentication specifications. In: Proceedings of the 10th IEEE Computer Security Foundations Workshop.
Los Alamitos: IEEE Computer Society Press, 1997. 31~43.

[31] Zhou J, Gollmann D. Towards verification of non-repudiation protocols. In: International Refinement Workshop and Formal
Methods Pacific 1998. Berlin: Springer-Verlag, 1998. 370~380.

[32] Qing, SH. A new non-repudiation protocol. Journal of Software, 2000,11(10):1338~1343 (in Chinese with English abstract).

[33] Syverson PF. Towards a strand semantics for authentication logic. Electronic Notes in Theoretical Computer Science, 2000,20:
62~72.

[34] Thayer FJ, Herzog JC, Guttman JD. Strand spaces: Honest ideals on strand spaces. In: Proceedings of the 1998 IEEE Computer
Security Foundations Workshop. Los Alamitos: IEEE Computer Society Press, 1998. 66~77.

[35] Heintze N, Tygar, JD. A model for secure protocols and their composition. IEEE Transactions on Software Engineering, 1996,
22(1):16~30.

[36] Guttman JD, Thayer FJ. Authentication tests. In: Proceedings of the 2000 IEEE Symposium on Security and Privacy. Los Alamitos:
IEEE Computer Society Press, 2000. 150~164.

M o 325 3% Sk

(1] WU B 2 5 T SR 4% 22 A b 5T R 2% AR £E,2000.127~147.

[2] AT LA E B 8L AR T XAk 20 BT AR AR 244, 1996,7:107~1 14,

[13]  F bR G KA IE R 30— S e 77 725 3R 2% 3R, 2001,12(6):907~913.
[32]  OHGTOL. T 2L (0 A A P B AR R 24 41,2000,11(10):1338~1343.

http:/ www. jos. org. cn



	安全协议的形式化分析方法
	基于知识与信念推理的模态逻辑方法
	BAN逻辑
	GNY逻辑、AT逻辑和VO逻辑

	BAN类逻辑分析方法与串空间模型
	SVO逻辑
	串空间模型与BAN类逻辑

	安全协议的设计
	安全协议设计的原则
	应用形式化方法指导安全协议设计

	结  论

