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Abstract: The smart contract is a decentralized application widely deployed on the blockchain platform, e.g., Ethereum. Due to the

economic attributes, the vulnerabilities in smart contracts can potentially cause huge financial losses and destroy the stable ecology of
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Ethereum. Thus, it is crucial to detect the vulnerabilities in smart contracts before they are deployed to Ethereum. The existing smart
contract vulnerability detection methods (e.g., Oyente and Secure) are mostly based on heuristic algorithms. The reusability of these
methods is weak in different application scenarios. In addition, they are time-consuming and with low accuracy. In order to improve the
effectiveness of vulnerability detection, this study proposes Scruple: a smart contract timestamp vulnerability detection approach based on
learning data-flow path. It first obtains all possible propagation chains of timestamp vulnerabilities, then refines the propagation chains,
uses a graph pre-training model to learn the relationship in the propagation chains, and finally detects whether a smart contract has
timestamp vulnerabilities using the learned model. Compared with the existing detection methods, Scruple has a stronger vulnerability
capture ability and generalization ability. Meanwhile, learning the propagation chain is not only well-directed but also can avoid an
unnecessarily deep hierarchy of programs for the convergence of vulnerabilities. To verify the effectiveness of Scruple, this study uses real-
world distinct smart contracts to compare Scruple with 13 state-of-the-art smart contract vulnerability detection methods. The experimental
results show that Scruple can achieve 96% accuracy, 90% recall, and 93% Fl-score in detecting timestamp vulnerabilities. In other words,
the average improvement of Scruple over 13 methods using the three metrics is 59%, 46%, and 57% respectively. It means that Scruple
has substantially improved in detecting timestamp vulnerabilities.

Key words: smart contract; timestamp vulnerability; vulnerability detection; data-flow path; pre-training
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ZITURAE B, ZACTE S S 54 By I k. TR, XA 7] 2h GE (KR PP UACRD, FEAN ] (R R A T AST AR
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1 contract Lottery
24
3 mapping (address => uint) usersBet;
4 mapping (uint => address) users;
5 uint nbUsers = 0;
6 uint totalBets = 0;
7 address owner;
8 number=block.timestamp;
9 function Lottery()
{

10

11 owner = msg.sender;

12 }

13 function Bet() public payable

14 {

15 if(msg.value > 0){

16 if(usersBet[msg.sender] == 0){

17 users[nbUsers] = msg.sender;
18 nbUsers += 1;}

19 usersBet[msg.sender] += msg.value;
20 totalBets = totalBets + msg.value;
21 }

22 }

23 function EndLottery() public

24 {

25 if(msg.sender == owner)

26 {

27 uint sum = 0;

28 uint winNum =uint(block.blockhash(number-1)%totalBets+1);
29 for(uint i = 0; i < nbUsers; i++)
30

31 sum +=usersBet[users[i]];

32 if(sum >= winNum){

33 selfdestruct(users[i]);

34 return; }

35 }

36 }

37

38}
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Source code Propagation paths (PP)

1 contract Lottery — — — >

3 mapping (address=>uint) usersBet’; Value comes from
4 mapping (uint=>address) users'®;
5 uint nbUsers'*=0; e
6 uint totalBets*=0;

7 address owner®®; Value computed from
8 number?’=block?*.timestamp®*;
9 function Lottery()

10

11 owner’=msg*.sender™®;
12 3

13 function Bet() public payable
14 {

15 if(msg*.value>0){

16 if(usersBet**[msg**.sender]=0) {

17 users®[nbUsers*]=msg”".sender™;

18 nbUsers™+=1;}

19 usersBet™[msg".sender®]+=msg®.value'’;

20 totalBets**=total Bets**+msg”.value™;

2 ) \

22 ‘

23 function EndLottery() public

4 \

25 if(msg.sender==owner'") ‘

26 {

27 uint sum'3=0""%; |

28 uint winNum'"=uint(block'*'.blockhash'*(number'*-1)% 1 M, ‘

29 for(uint i'*=0;i'<nbUsers'#;i++4)

30 { [

31 sum'“+=usersBet'*'[users'*[i]']; |

32 if(sum'“>=winNum'®){ |

33 selfdestruct(users'“’[1]'®);

34 return; } |

35 } ‘

36 }

37} |

e Extract
propagation

paths
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G052 7R (value computed from). PA%S 8 4719353, number”” = block™ timestamp®® 2441, number”’, block™®,
timestamp®” $J4E N S BIE SR 2, 10 block™—number”” 1 timestamp®®—number”” /£ value computed
from Y Pl I AL B AR, AL IR R R TP LR N E={ey, ey,..., ¢/}, Bl CH(C) = (V, E) TR IFAS C 4L H5 %
Ao, Her 1 (O v, UK E.

(2) I TR A s I s
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{[CLS], CT_P, [SEP], V_P}, CT_P 4 token N EEA, V_P AR EESG. KX PN B 1) F L Fede A m
XN C R i, X0 ISR AME AR R, 235104 token FEAIIA R SRR & F AR, 5 5 M
BTThBARRAE TR AT, R CH(C) = (V, E), 3 VB EES (v, vaeo i), E NUES e, ey,..., e}, BRE
TR E IR HL K (value comes from) 53 HETH MK (value computed from). 55 6 AN #L64 WIEACHES C FR3REL
RO ) BRI T G B AR S V={ v, v, vy b, b v ORI () B DG HE AR EL (block timestamp, block.number,
now %§) [l —AT AR &, M ERIEEE 5 MRS ICRIEE 6 M BICXT Be A AL I IR TR fh, LRk,
TEALIRIEAT CH(C) RS Vv (e {1, 2,..., n}) $RBN5S AR RS 21, X5 5 v A BRI EOCIC R I
WHHATEBY, BA R N T —MHINIAES E={e,, ¢)...., €, }. IR i (B 3% 12 CH(C) TR EP N
ZIE AT i) FEAT B, ANIAF 20— AN 1] 1 R i () B T AH DG s T A% 3 6 42 CHL(O).

LU B RO R 72, W& 3 B, Scruple BEARLALER 6 K4y, o0 TN Z, B2, 2 KEBNZ,
layer normalization )2, 5T Transformer JZRIZEPE 2. 2438 (1) FIAZ (2) A HEE Fl Zrid .

H' = LN(MHSAX") + X" )
X" = LN(FFN(H") + H") @)

AT (), H A X g &, MHSA RoRn—A% 3k BiER S1#4E, LN &R layer normalization $:1F; 76205\
(2) H, FEN FIR—ARUZ T W P 4. Scruple TR JZ 4 B HES BB 6 NPT AN BIERR 2. TRiE%)Z
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© TEBREEEEIEDT  htp/ www. jos. org. cn



R N T HIB A G2 T 5] 6975 i 6 29 T 18 R TR A ) 2331

multi-head attention layer), layer normalization JZ, # T Transformer JZ (n=12), LA B 2 10 LR CR R, X'=
Transformer,(X""), n € [1, 12]. Hh, WA (1) B, 54> Transformer 21017 5 X" ZEG A2 Sk 78 4k
JEe A E B 2 iR A IR () WS R X TS n A Transformer 2K, it X7,
MHSAX"™) R A K 3)-2A5K (6) Fior.

Qi — Xn—lmQ’ Ki - Xn_IWiK, Vi — Xn—lmv (3)
KT
head; = Softmax( O.K; + M) 7 4)
Vd,
0, if ¢; € {[CLS], [SEP]}
org;,k; € CT
Mij = (©)]
or <g.,k; > E,UE]
—00, otherwise
X" =[head,;... head,] W,,Q 6)

Source code Propagation paths

o [ oo [

, -
‘. I \ g
Y e s =
= N
7 I 3] =
! g =
; = g Result
v’ =
0 g I £ £
o
z
|
’/ 777777777777777777777777777777777777777 \‘
} Token Variable slzoil:;; sepif:lntt:oeno f Key }
I'| sequence || sequence 4 i information| '_|
I of tokens variables } L1->L2—...—»Ln
\\ ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, g Ny

K] 3 Scruple A%

AR 3)H, O, KV A=J04, X, W AT E, X' e R4 Jy n— 1 /> Transformer J2 5, &5
Bl—Aar 5t 0, K, F1 v A =04l b, O, K BV, 435l W2, WK, WY e R 188 ) T Rei4f Transformer
JE T LA S B 45K, 48] graph-guided masked attention SR % g 220 token [7] 1 IGIPEE ZR BV Al ] mask H1F5
M K5I graph-guided masked attention. 238 (4) H, head 7% 3kiER 13k, Softmax F 8%, d;, 3% (head) 1)
YEE, M A mask FEFE, e R FCAIn U i A token FIEE j A token A7 RIEIE R M =0, 75 WA — 00 . M 1]
TFEE WA (5) Fiow, [CLS] AR MFF kAR id, [SEP] & #1755, CT ={ct,, cty,..., ct,,} NIFAHE C
token 4R &, X T HIE AL AL S CH\(C), E| NS {e), ey,..., e}, TR L REMNIE I K (value comes
from) B FHUETHA TR (value computed from), E; AEK R GEEZ token 5 £l it A% 7k 25 4% Hh A8 1 R IROC R I
R, <, ct><cty, v € B} 2 HACEAG v, (hIEAUH token ST er; B H5 R0 v, (9 query 5 ¢; B node-key A K HK
KA. 2wl v AT KL v AR S A (<vy, vp> € Ey) BEE I ARIIIAY KL (i), B4 query g, 5 node-key &, H
KR A, BN, F 2N (attention) (HK SR T — oo, LI AR (4) 1 Softmax T EEHIR T 0. £EA K (6) 1, m
N2 35 Ik (head) [HR. W,7 € RO gt 224

{E% n JZ Transformer )2 )5, {# F| layer normalization JZ 3T 1E N4k, 2 5 M )Z (linear layer) A1 Sigmoid
B E SR AR H B B IRTR B T REYE y (0 3R (7) FITR). Z RIS 4R s 8 (loss) LA y 55 H bR (B9 R
B I TR IR ) H RSB A 1, e 0) B 22, $Jm 18 T ) A 3k SR N 25 k) 5.

y = Sigmoid(X") (@)

FEA B [ BRI I AS U AT 55 047 ) s 2 T Ik e B R AT 2 30, 4k A e 20 TR A A8 B0V 6 IS T BRI, 52 203
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FEF, Scruple B 2R KAt IR RE & 21U AR AN E AT RO AR Rl AR, LASADS I AR AR 254 i N Ao AR 55 1) H
P YRR i A A o A O I ) M At s ] Bl 55 AE IR, 28 Dok TN RO B R e N 1 DA A 5
Ptk kAR (5 B, DL EAR S bR IR AR 2% AR5, VIZRLT B R e A e & 204K, Scruple AT LAZY
H £ 24 7B 5 N TR BRI I (1 4

3 X W

i T HUE Scruple (17 24, A SCSEER M]3 LA HIFST i) L.

RQ1: Scruple F il 8 A 240 o TR] 88 IR (1 A7 2801 ey 2 12 il R[] 85 ) 02t 5 B S 1) AR B, Seruple TR fig
A L TR TR ARSIy T (R R BB A 8. AR SCR A Precision (MERAI#), Recall (74 [F1%) A1 Fl-score (F1 {H) X L4
R HE SR [0 3 2% )

RQ2: Scruple AN [RIAR L s i FarI0 ) STk S 2 12 ) 728 0] 35 (4 22 Scruple A [/ BSOS (R Sk, (05 4L
P IAL AR AT TN ST A SOt T 3 il SE 30k 1] 35 42 ) R

(1) L5 B

o H¥RgE. 4 T WAIE Scruple A RN, ASCEEU iz T H AT Solidity 1 & I KRR fie & A8 £
SmartBugs Wild Dataset™ {1 Jy 5256 Kdi 4. % 5dRE05 T 47398 N ELSEIE e A LA RS SCAE . A e
TENRREDTA. BEAECh 20 A, Hoh AL AR 15 2900 18.9 7, R 1K) A A7 7L I 1) ke i (15 44,
CH Y 17:1.

o X LL 5. X T RQL, ASCH Scruple 5 13 Flig Se itk 14 Be & L0l iRAS Iy k4T T X L. Herp 045 5 Fifl
G T 5 S AR B A& 2 TR 75 7 (Manticore!™, Osiris!'”, Oyente!'®, Slither! *F1 SmartCheck™ ') 1 7 F
FE TV 27 ST I 68 B 290 TAS I 792 (GCNM,) vanilla-RNN™, LSTM™"!, GRU™", DR-GCN™", TMP™'1F
CGEM™). %+ RQ2, 1 56Kt PN ZRAR AL () 2 $OHAT T B - GAL, ZER AR 5 Bl 5 2L BT AT VI 259,
DABIFFE PN A TR 1) BTk, R i N TRV B AL B B A2 254, DRI A A AN IO S 00 T BEAT IR0 F I, LA
IR FUES A VA R AR R A Y ) DR

o SZIGFREE. SIS FAEE A — A A AR R 17-9700 CPU F1 64 GB )3 W AR I vH LML, 05— 12 GB 1
NVIDIA TITAN X Pascal [f] GPU, #:4F %%t 4 Ubuntu 18.04, (44t i1 7F Matlab R2016b | 1E4T.

o 4 E . Scruple i FH 12 adam DL Ab#s R B SR ALIE S 80K & %% 31 % (learning rate) Jj 2E-5, il
SRR FIHLIR (batch size) 4 2, BAEAEAIHEIR (batch size) i 32, B BINP%L (gradient accumulation step) 4 1, adam
epsilon 4 1E-8. X T[S 4 Bcdha £ (1 23 1, S50 2 HEOSCHR [21] BEHLIERE 20% 1E M IIZREE, 10% 1E 4 KAESE, IR
70% 1E A AR,

(2) VH R bR

AR SR A fit A Z IR RS I ATk 32 A8 FE (R PR b, BT Precision, Recall A1 F1AE "1 AR K B, Precision =
true positive/(true positive + false positive), Recall = true positive/(true positive + false negative), F1 {if = Precisionx
Recall/2x(Precisiont+Recall). 7E 1153545 Precision, Recall Al F1 {E I, A 0% 4#% macro /7 :CHEAT, B S5 e 1) 2
fEEr AN TE I (A 8 5 29 B FR b b S SR P38 I ok ST AT RS e Seruple (VAT fE.

(3) I LR

® RQI: Scruple 43l 2 B 524 I 5] s 1 1R A7 2801 G i 2

S Scruple 55 13 Bl sGRE I BT T LLAL, 41140 %) Manticore!”, Osiris!”!, Mythril™™, Oyente!,
Slither!'”), SmartCheck!"", GCN™", Vanilla-RNN"™", LSTM™, GRU™", DR-GCN™Y, TMPP'"fil CGE™. % 1 441 T
Scruple & 13 PR 7 i AE MR 4 (1) Recall, Precision A1 F1 (5. Jy T {8 T 5 U Hb A 7 55 By v 1 bl 45
R, 4 45 T e Recall, Precision A1 F1AE KA tE L. 181 5 45T Scruple A1 13 F 77 240 LG ¥ ScE4R TS L.

MR 1T 4 v FH, FET5 R AR 58 & 2w J5 7% (Manticore, Osiris, Mythril, Oyente, Slither il
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SmartCheck) EA I [5] #% I 7 B Recall fix =i 4 Slither 19 0.78, #5¢{% 4 Manticore Fil SmartCheck 1] 0.50, ~F14 2%
0.55; Precision i =1 4 Slither [f] 0.82, fAK 4 Osiris 1) 0.53, “F¥J24 0.63; F1 {5 54 Slither 1) 0.84, T A%
Manticore [¥] 0.50; “F3)24 0.57. 5EAITH L, Scruple 1 Recall fi A A 2 TF 92%, FAGAHNT 32T 23%; Precision
B AR T 70%, BARAHXTEETE 10%; F1 E S mAHX 32T 86%, SAAHT T 11%.

1 MISCJTAE Recall, Precision Al F1 A ¥ g LA
Timestamp vulnerability detection
Method
Recall Precision FUiE
Manticore 0.50 0.57 0.50
Osiris 0.51 0.53 0.52
Conventional approaches Mythril 051 WO 051
Oyente 0.52 0.55 0.53
Slither 0.78 0.82 0.84
SmartCheck 0.50 0.74 0.51
GCN 0.76 0.68 0.72
Vanilla-RNN 0.45 0.52 0.46
LSTM 0.59 0.50 0.54
Deep-learning-based approaches GRU 0.59 0.49 0.54
DR-GCN 0.79 0.71 0.75
TMP 0.84 0.75 0.79
CGE 0.88 0.87 0.88
Our approach Scruple 0.96 0.90 0.93
100%
80% |
60% r
40% r
20% |
< Manticore Osiris Mythril Oyente Slither SmartCheck GCN Scruple
m Recall 50% 51% 51% 52% 78% 50% 75% 96%
m Precision 57% 53% 56% 55% 82% 75% 68% 90%
w F1{H 50% 52% 51% 53% 84% 51% 72% 93%
® Recall m Precision m F1 1§
(a) Scruple FIRT 7 Ry ik M LA
100%
80% |
60% |
40% |
20%
0% Vanilla-RNN LSTM GRU DR-GCN TMP CGE Scruple
m Recall 45% 59% 59% 79% 84% 88% 96%
m Precision 52% 50% 49% 71% 75% 87% 90%
w F1{H 46% 54% 54% 75% 79% 88% 93%

m Recall m Precision m F1 {4

(b) Scruple FlJ5 6 Fh 7 ik ELEL
4 Scruple F1 13 #7751 Recall, Precision F1 F1 {i 5> 4ii & Il

FE PR T 2 2] 78 e A 3R I 7325 (GCN, Vanilla-RNN, LSTM, GRU, DR-GCN, TMP Il CGE) £ 8l i 7]
BT N Recall B %54 CGE f#) 0.88, Ik 4 Vanilla-RNN f#) 0.45, *F3)24 0.70; Precision & & 4 CGE [#) 0.87, &
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24 GRU 1 0.49, “F-3°4 0.65; F1 {ti#x =k CGE 19 0.88, # 1%} Vanilla-RNN ] 0.46; “F-3 24 0.67. 1T IE R
=2 3] W e G IR RS N 7 V2 AR L, Scruple [ Recall S5 i AHRTHEF 113%, SARABKTEEFT 9%, “T-IIAXTHEF 44%;
Precision 5 =i AHXTHE T 84%, BARAHRHET 3%, PRI 46%; F1 {HE SiAHRHE T 102%, BAKAHRT T 6%,
SRR 46%.

100%
80% r
60% |
40%
20% |
0%
Scruple vs. Scruple vs. Scruple vs. Scruple vs. Scruple vs. Scruple vs. Scruple vs.
Manticore Osiris Mythril Oyente Slither SmartCheck GCN
m Recall 92% 88% 88% 85% 23% 92% 26%
m Precision 58% 70% 61% 64% 10% 22% 32%
w F1{H 86% 79% 82% 75% 11% 82% 29%
® Recall m Precision m F1 {f
(a) Scruple ATl 7 F 75 A LLRIFETHE L
120%
100% |
80% r
60% |
40%
0% | | -
Scruple vs. Scruple vs. Scruple vs. Scruple vs. Scruple vs. Scruple vs.
Vanilla-RNN LSTM CRU DR-GCN TMP CGE
m Recall 113% 63% 63% 22% 13% 9%
m Precision 73% 80% 84% 27% 20% 3%
m FI1H 102% 72% 72% 24% 18% 6%

m Recall m Precision m F1 14

(b) Scruple FlJ5 6 Fh /7 iEAH EL IR 5 TH
5 Scruple Fl 13 #7772 1 Recall, Precision Fl F1 {E IR FHH50L

SRR, Scruple A1 13 PP B84 LT IRAS I 7 VAL L, Recall 5 s AU ST HEH 113%, AN HET 9%, T34
AXTHETE 59%; Precision d5 i AHXT T 84%, SRARARXT$E T 3%, “FIIAHXT T 46%; F1 {H i =iAl AT 27 102%, 1%
TRAFBIHETE 6%, V- IIARNHE T 57%. PTG H, LA S5 iR IR AR IR R e, IR T REE T — 2 3 iR
o GNP TR T BURS RE 1. BUAR L SR AN B i IR WA I 6 ) e ok T — 2 0035 B, AEUR STV 2 8
HOI S 215 0, & 508 SO AR AR 75 ZERE SR AR K (0K 0, I B 5 A R RS 0 1 v SUE BRI AN,
BUR RN AAF TR 2 377 4k

® RQ2: Scruple AN [ il A I 1 7 R 4 4] 2

N T WRFCIZENT Scruple (FITTHREE, SE56AEARER AT Z5 2 5 (GraphCodeBERT" ) ({15, 4 Al 4 A1)
B NIRRT EAT VI 5. I35 AT IR K 45 51 Recall iy 0.43, Precision iy 0.47, F1 {54 0.46. K, S5 H 4518
TN ZRBARLE Scruple JEAT A &G £ I RIRIR T AS U A7 T 22 DT iR,

h T T AL AR R A4 Scruple (TTHRIE, SERCKEHN T AL R A0 2o b, CRIFILAAR A AR (5 5l N 12
FFUIZRIE TR, BIRR A 38 2.2 1O, ST UREIN 6 ASHIGHTRT 4 4 (RIS token HE¢r, A hHAR Gy, JALHD
token 47 BAL G, WM BES) ERNHN, IREFBE R I AR E B NEHT 75256, 2 2 hsEih g R,
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R S AT AR ARSI AR 5] 0975 He B 4 B R) R R RV AR 2335

Scruple-rmPC K7 K BR A M F 8 42 (1 Scruple FEMNRAE ML, LI E5 R 0T LA Y, 725 Bl AL 4k 42
PE SN DL R, Scruple (¥4 [, HERf AT F1 AR IR T R, 108 W KR Uit 1% 1k i A 2 fid A I 1 1) S B A
KL AR T A T s P RO R K R A R AR AT 2 ST SR T IR A b A SRR, fi
) 1k S B DRI, S0t 408 ORI RE % 40 AE Scruple HEAT A B A 24 IR ) BRI TR0 Hh -t A5 3 22 DT R

% 2 Scruple I Scruple-rmPC 7 Recall, Precision Fl F1 {E [ g LL i

Method Recall Precision FUi
Scruple-rmPC 0.71 0.80 0.78
Scruple 0.96 0.90 0.93

(3) 3 &k By

AR LS AT R D R

SEIGVRE) 2 N T B A IR RS U (4 M 7R B 4 SmartBugs Wild Dataset™). %8B0 5 4 7000 £4
BUSERE BE B . B AE B AR AT T R4 A A0 U7 SR, BLSE PR AR AR 2 RANIK &, A SO A —EhesE
#5538 F IS R 0 AT 1 . DAL, Aok AT B 22 1R B S 3 REAS A RE PSR B0 1 Scruple (175 2. 7E 5256
Hd o0 b, SZB0ARAE SR (21,481 K AT B T EL I REA LI K 20% 1B M IIZRAE, 10% 1B M B IEAE, 70% 1E
MR, sEE6 &5 F 1) Precision/Recall ZE 3R FRAEXT FT A 70% MARAEHEAT /0 M2 5 45 B BERLTE IR 2 AE VI ZR4E,
IOAUF SR 2 MRRLE _383R 1 T BT (3R, A IR LA 1) . A SCRE R B A7 IR 24 2, B AR R B e &4
AT E IR N AR, N ChRyE AT R R R IR B RS 0 T 8 %A 3k By, AT 1B & 2 A4 F 5T A 1
0J ) TR IR ) e AR R AL R AR 2% AR AT g R B2 5 DR 3R e J ST N IR R AT SOR £ DRI IR ST 238012k
CIRYwY S

S AE ST R EE 5280 Scruple BRI g 4340 2 VTR AR, S SOARAIE 2 T I IR ARAD R 2 R IR 9847 41 1
SEIL T EATT, AR5 P AR A 46 U0k 2 5 v () E A .k T O A Rk By, FRAT T BA 1) J L A% 1 B P A A T
G A0S SE I

LI R T AR, HERG R A F1AE SR VPG 4% I )8 IR A 0 5 3% A 2800k, 5 TP bk i 32
XA RN ] DL 2.

4 HEXIE

BEEA LI AP RO U, SR TR T V2 B RE A IR TR DR, GRS T RE P AT I E R,
T AR HAR, BT BRI, LT A ST IBOR, TR 5 AT BIERFIE TV s A R
& R i R — M T ENER, BT A S SRR AT W R AT R P A HE R B . iR AR
P 36T FE 20 1 MR 6 & 209 TR AR SmartCheck ', SASCHAI Slither! 2%, T 1AL B0IF 1A 2 50 11 72
J 2 15 R PO VT I P A0 2 A S (AT R 7. IR (9 35 7 A A 188 i 5 L0 TR I B R s ZEUS™,
Securify! 1 VerXPMA%, BRI L Bl R K IR TR R, A% O JEAR A P P4 AR R (K U 491, DA 4%
FCAE AT b AR T 1 S AT D, AT R DR e U . 7 (1 35 T R AR 1 T HLBHE 4447 Echidna®®!, Contract-
Fuzzer!"”, ILFP?HI Harvey"™ 5, A SO0 H R AR AR A4 203808 B SCHEA T RIS D0, DRI EE (3 28 7 08
T TS AT 5 i NS T BORTIN 1) 7 VAT X B R A PR SR I A 2 — . ¥ s AT BOAE — Bk s
TEAL AR 20 TR, e P D B i 3 5 S0 R P AT 3 5 o 1) S B AT B Sl B DG B A5 B B 1), AT T LA
FR BN R R AR (R OB RO A, RE T AT DU HE R PRI R S 500 B R BEAT A e 2 I IR A (0 A P 1
ARA Sereum®™. 755 AT & — R AL G I FE IR [ BB EA, DA 2 B T8 e & L IR %A
T O PR N HEAT BRI AN S BT 5 (B ARl R AN T SR AR 2 SRR A2, IR RSP 70 3. FUR AT AR M 2 T
FFSPAT I B B 21T R AR A Oyente!"®, Osiris!”!, Mythril™®, Manticore! 41 Honeybadger™ 4%, AW
2 0 BTN R ) 5 AR, 46 T I )k ) s A% R A2 R BN R el — e A . AR, TR0
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I B A 24 T e RS DU 5 AR 2 R TR R A, 91 e ContractFuzzer 75 58 Se AR IRAAE 2 SCIHATI F, Securify
i 2 R e & s, SmartCheck 7 24 S AN VORSR IR IR AL, 1M Slither 1075 ZREAT Fil G AE LI Hr.
AT N, B TR0 (K ) R BOARAE B FEE B3 T IR RE ). B e & 0 SO I A s UG, PN
GO TR AR B KR (¥ 532k 1 85 51 8 R & Lol RRAE, A TT LA B A TUR VR A . SmartEmbed” ']
RIS 5 STREAL L5 R A 24 v T IRIR] (K AR ABLBE A T 15 47 7E IR Sgram® R Oyente! WEAThid 2 J5
4y Ngram 15 5 doSUR R G0 A5 18 SURRIC R TR . Huang %5 A BT N THMC ORISR, 1 e me &4
PR AR RGB U, 2 5 AL A R 22 ) 2 Sk I R T000 8 i 45 24 22 42U Tann 25 A BRI MATAN %
BRET 202 A ) AT AR AL A LSTM S50 TS £E 1A I .

B2 Ab, FERR TS BRI U, 47 VF 20 3 TR 2% ST IR U 5 V5. DeepBugs'™ Al Word2Vee %R AT
AT AL TR Ty 44 (¥ PP . CNIN-FILUOR) 5 R i 2 9 4 e Pt 0 5 BAAT 78 o 15 LA T 2% >3 DT o 72
JF A TEAT R . L S N OO PR P8 Ao 22 I 45 2 > 45 S B 5 37 7 32 PRV R ALE SR EAT 27 ke 4 PO K . Zhang 45
N TNV 30 R 2 Bl EE A 2 9 4 P AT 5% >3, SO Tl B B AT BL S R RURR T A B A Lam 25 A 2R ¢
J8 2% STBARGE TR JEAT 2 1 R T v B 6 75 ¥ /2 U] (K0 R SC A DeepRLAFLIVR IR HE 2 > ep 3 T o SEALAR
B RO, R B AR P 82 A A O R AR AT 5% >, AT 58 B B A . B AR ST X 5 AT T AN [, S 83 1 R 2
SYHRIRE e i B RS I A T LA 4 BE A 2 s e f1L ik 3.

5 4 1

ATCHE Y T — e T Hod A B it 20 27 20 (8 BE 5 293 IR AN 7575 Scruple. 1277 1238 1 e B AL 3
B2 AT 2 30, AR A & LA AR AR AR HEAT 5% 20, S5 T+ 4 RE & 203 T 25 UIAH SR (RO R PP A% SR s A2
il BEAh, ASSCELRVT 1 A8 TN A RS AT IR T A D (R m AT P SER 8 SRR W, ARSI AT 13 B i e
AV N 7%, KRR T T I ARk TR A . AR TAR AR A LA B 2 A (0 8 e £ L0 9R TR EA T
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