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Malicious Domain Name Detection Method Based on Graph Contrastive Learning
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Abstract: The domain name plays an important role in cybercrimes. Existing malicious domain name detection methods are not only
difficult to use with rich topology and attribute information but also require a large amount of label data, resulting in limited detection
effects and high costs. To address this problem, this study proposes a malicious domain name detection method based on graph contrastive
learning. The domain name and IP address are taken as two types of nodes in a heterogeneous graph, and the feature matrix of
corresponding nodes is established according to their attributes. Three types of meta paths are constructed based on the inclusion
relationship between domain names, the measure of similarity, and the correspondence between domain names and IP addresses. In the pre-
training stage, the contrast learning model based on the asymmetric encoder is applied to avoid the damage to graph structure and
semantics caused by graph data augmentation operation and reduce the demand for computing resources. By using the inductive graph
neural network graph encoders HeteroSAGE and HeteroGAT, a node-centric mini-batch training strategy is adopted to explore the
aggregation relationship between the target node and its neighbor nodes, which solves the problem of poor applicability of the transductive
graph neural networks such as GCN in dynamic scenarios. The downstream classification detection task contrastively utilizes logistic

regression and random forest algorithms. Experimental results on publicly available data sets show that detection performance is improved
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by two to six percentage points compared with that of related works.
Key words: malicious domain name detection; attribute heterogeneous graph; graph neural network; asymmetric coding; self-supervised

learning
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Sl I F0F I 808 T Aoy SRS T L AR IR

(3) LeakyReLU i B HUNT SAGE 4FR /2 2% 2 B 1304 1 R /s Al TP 75 sl R R b A T 0s Ab 2.

(4) HEANEAL Y BatchNorm J22 2 #1128 5 256 P A B J2 2 1) 1 D9 26 J2, JH OIS0 381 () 0e R m EAT e Ak, 3 73 %
H B () AN BV AL T IES 0.

(5) # T BatchNorm [ ¥ tht, T4 Lk P IR (1)~(3), F5H B4 F1 1P 15 RO IR ZAR AN LR, 53 A gomain FH By

Ry = faggregue (U, ' [ € N (W)} (1)



8 R S A S A

h, = B(LeakyReLU ( feoncar (" iy )) @

HeteroSAGE 4l #5314 idid #2124k g X AL (1) FIA R 2) Frow, Horh ’lC 481 2745 i v TR R | 2

[FZR1E, B ¥&1K 2 BatchNorm 2 SEIHLFRUELL K BAT R 2. X FARRIMIGHAA R R, A2 (1) B0 170 SR

SERCR AR AT A, JER RN AT R/ R B, ZIRAEAK(2) 1, By, ARy AR5 1- 12 38R B

PHEAE — L, SO0 R SRR M AR R AR HEAL AR RIS, 7= 2B s v FEEB 12 MERAE AL (HAE RS, FEBA T
I )2, HeteroGNN A 0% bR B06 R AE HEAT I0E T AS TR AT HEFR AL AL 1.

ey, = LeakyReLU (a[(Wh,||Wh,]) 3)
@, = exp(ew) @
ZueN(w) exp (€v)

HeteroGAT 5 HeteroSAGE 2 1) [ % 5 3= B2 IUAE A2 5l H br 35 250 v 148 383K & R I A I L) 1=, B
HeteroGAT /NP7 2K A b P ohow HAR S 2 (020 i 15 st HEAT SR, T A A R S 0 ML, e J@ e S b B v B
A0 J 1 SR 5 v R A, HeteroGAT 4648 A 3) T — AN So6r T S 4 — AN S i RS, 2 JR7EA
2 @) FAER Softmax X i H AR 5 v (KTAT — B4R a1 5 (K7 B AR AT I — 1k

By R Ry, 53 SRR S5 v RN 05w IOEAE, W AR hy A1y, B (WS A B, AR PR a () WAREHS
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11. Ly =min(L(C,E))

12, AEFHBEEEALTHEAT AdamW D04 3 EAT 53T
11. end for
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