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Federated Learning Watermark Based on Backdoor
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Abstract: The training of high-precision federated learning models consumes a large number of users’ local resources. The users who
participate in the training can gain illegal profits by selling the jointly trained model without others’ permission. In order to protect the
property rights of federated learning models, this study proposes a federated learning watermark based on backdoor (FLWB) by using the
feature that deep learning backdoor technology maintains the accuracy of main tasks and only causes misclassification in a small number
of trigger set samples. FLWB allows users who participate in the training to embed their own private watermarks in the local model and
then map the private backdoor watermarks to the global model through the model aggregation in the cloud as the global watermark for
federated learning. Then a stepwise training method is designed to enhance the expression effect of private backdoor watermarks in the

global model so that FLWB can accommodate the private watermarks of the users without affecting the accuracy of the global model.
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Theoretical analysis proves the security of FLWB, and experiments verify that the global model can effectively accommodate the private
watermarks of the users who participate in the training by only causing an accuracy loss of 1% of the main tasks through the stepwise
training method. Finally, FLWB is tested by model compression and fine-tuning attacks. The results show that more than 80% of the
watermarks can be retained when the model is compressed to 30% by FLWB, and more than 90% of the watermarks can be retained
under four different fine-tuning attacks, which indicates the excellent robustness of FLWB.

Key words: federated learning (FL); property rights protection; model watermark; backdoor task; model aggregation
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JEWTH . 7EIRJE b, BT B VR B2 SRR ZR S G, AN R 0 22 70 2 WS TR N300 R AR A0 7 A= 3 81
RS, TR M ZAE A 20 FE L5 AL, J5 1 AT 55 W R 27 ST AR S8 TUAR Pk, B AR Rt I 1) s i S i i
NI P AR HPRZS I P 22 0 AR N IR, SO T SRR A PR 45 0, A < AT R R g . i TR~ 3 b i
ANFH P AL BE I 25 AR M BRI QIR A el R o A AN A A TR A 2 o 4 Jr B TR 752 A Bl ) S ), L 8 AR [ A
AR VUGEACR A I RCR SR, MO 25t 25 & A RE R 4 R i 1l e R IR 1 15 B2, B,
MAEARNYE 15 FLWB 754 R o DU S 1T 25 BT 3 A OK B, AEFERRARZ K b, 1K DR N i B ad
FH P AEAR MR EAT S T IT55 5, Tk 2o 2R A (4545 B P T 1S 104 s L. Rk, &% FH P ik e 1) s 1)
T45 A 5 B Ay brac S5 80 mik; , T6E S 1 AT 55 i FH i SR AEAT 78085 7 S0 5 1 (L B 4y B0 0F 5 4 vk

N % FLWB J5 EHEAT PRI . AR B 2% S B3 (FedTrain, InferPre) 42 (1 — €) K B 4K B, Backdoor &
Ja 1153, B (Com, Open) h &t a7 %, W FLWB 5 %1 3 A~ F 5% (FedKeyGen, FedMark, Verify)
WAL 2. S 3 ML 4 PR,



BE 2. BOFREE ) K EN S A2 i 57 FedKeyGen().

N ZAESH p, BHLEES K E n
il MK, VK.

LHP 40T B; = (T1.T,) « SampleBackdoor (O ). 3t T, = (1", ..}, 7o = {T1)..... TS} A2 (1.70) = UY, (T, Tin).
2. P i BEMLAE KN 2n 1B RS Eﬂrg,’;),rffz — {0, 1}, FF A Hli Kk i%{cﬁ;?,cl(.’jz , H ‘:F‘cl(.”? — Com(tﬁj),rg)) , cf’L)
— Com(Tl.(Q ,rf’L)) .

3. I b ) ks R s B ks — (B, (1))

— Ufil (mk,-, Vk,') .

}.ie[n]

RO .
},»Em) vk el eh) MKV

BOE 3. BCHRAE K ENbRIC B FedMark().

Wi M, MK;
it M.

it
2. FH P i AEER t R I GRS TR It M Backdoor(Of,B,-,M).
3. iy IR A A g = Aggregator(]\?l; ..... M,’V) )
4, BRI 2 MOLIE 3 B 258 e I ZRie 5, MIEe &AM M .

L I M ks = (8,00 ).

BE 4. WIREE 2K ENIREE % Verify().

N MK, VK, M,

frth: /1.

L% Vmk € MK, vk € VK , (b,by) € (T,T1), RAEVID € b: b s f(19) A7 L. 25 Her WA i 1, 77 W4 0.

2. % FVicN, Vjie{l,2,..., rt, I Open(cg),zf.j),rfj)) =1f0 Open(c’EQ,TISQ,rEQ) =1 2L, B AL 1, 15
> 0.

3T Vi N, Vje(1.2.....p}, Beilf InferPre (¢, N1) = T AL, 25 L3O T, 1k € T AN GBS, WA 1,

5 W s 0.

IR 3 AT EIVESEIEHA T FLWB 7 &, & H i Rk B A 5 1 i B, AR S AR A R Y
MO JEUNGRA 5 TSR MO 38 3ok 25 5 3R e I 1 AT 45 L 14 S B gD

Ji T LS5 WU o 72 3= BARTLAE FedMark 57511 Backdoor H, AR SCHE ] P A H il 2B BOR FH 4028 U 4505 1
B IE S FEA TN R 72 5 il A SEAE AR N R AR A, 38 0 78 B — R IE B FE AR 25 2 5 S i i SEAE AR, A4
T i R FEREAS 1K) i 2 % Backdoor S732: ) FLAAD B L5 S.

TR S I BAS A T 2, 76 2w 5 P AR W A QA5 rh 75 Bl i 48, 675 FL R ATl
YR R — AN BT 7 FAE 5 T TS5 4 SRR M . A SCHE FedMark S35 48 T O 2B A 8% Aggregator
A Federated Averaging™. J&i SCH T FLWB J7 S 1) 2 A MEREA TAIE W, 560 12 7 5 104 R

BL 5. 51T IKEHR AN ELE Backdoor().

A R R T TR B, 1SR M
Wtk i S K ENRERL M,




ok g R FALRUS 10 BRI 5 3] K Ep 9

LI i AEHTAT R0 2 JRAS 2 M A A i I 2R KR A L.

2. A A SR SR BN R IEFAEA LR DB, , WS r AN S H D w, .

3. 16w, IHERR LA A A SRS 1 R B BON il R BEREA B, WSS H O W, .

4. VSR TTREA B OB E 6, = W, — w, .

5.0 oL R ARG A E w, T, BI M. = w, + 26, .

6. ¥ MLAEN i B r+ VA A MBI ZRAG A EARIAY, AP IR 2-5 B BIRARAE B, Bk 0, WL @ 721258 42 )
WIZRIBLRL N M, .

3 FLWB FRZ &M SIS RET

AATEEXT FLWB J7 Z R A ARG AT B 1 5 S 300, 1T FLWB 5 R A AL 40K
PR JBE, T 5E0T FLWB J7 5210 22 A P b AT SEARAIE . A 2801 2 Jh 3 W 15 7K EBETY (1 48 440K 15 5 07K BB B RS FE A
I, BEAE AR KE, #5 FLWB IhREREFESFE M. FLWB J5 %8 1 S il 1k 0 i) A58 2 B0t Mk A7
BOAIE.

31 REMSH

BRI M A AT T 1K ED B, WZAR AL (R 7K DN I R . o, JB I 7R U 5 28 1 Bk g 1k, B0 UE AN &
AT B S T AT A G B, g6 e @ s R AT —AE RS H A Be b = S BRI AT B T A AL
TAERGETT I A F P T RAAT J5 14T 55 WS B /K BN, SMURGE I e 2 A e 4R T, RUWGE ik BIRA K
BV P 5 T () IS TR) B LU ABEER 5 TV IS TR T FEUR R4S T, W28 2.2 75 vh B4 /K B AT 22 A PR B,

HT FLWB J7 (W% & 5 25 F P /K B A S Y, R 2845 P 3R AS OSSR AR AL, 350 a7, % FLWB
J5 AT IEM 5 Th REORFFPE TE B 55 SR [13] AL, BI0RAE T 78 1E 3 Ei 170 848 55 B OREEsoRs R, HARH ST
Bl b REAT R E IR 2 24 L (RIS T AN R DR A PR AOR T AR 7 S e A, HoR iR T7 RARgeTt LI BGEE v
SEI T ATCFML AR ¢ KX 7 VK A, FTh FLWB 77 £ AT D i PG URIIE. £2 7 k% FLWB 7%
(AN A RS BRI R AR FL T A A& P AT I .

o NHIRS BRIk, 47 Bk # A TIVEAE PPT IR IH) ¢ Py i BRASZE M1 vh (R /K B, 78 FLWB Sk HAT AT B Rk
FHT FL AR A M W 2250 B FedTrain Mg 275 PPT I [H] T P4 58 )8, SO7E AR oAy A TR AR 8] ¢ 9 AR R
(1 — ) MR MAE/KEN R O, MIA T B Bk o, o ¢ 5@ SUN HEASE A FedTrain Frll 25t AR [RDRG A FRIAR 2L T 5
)T 22 B TE), B << T D E B BT BT, AR SCR R RAFEE.

B AT A BRI R TR BRvE, W 3 AR R PR E X, A BB TELA B M, VK I
(- FERIT O, HXHlRE T It E 2 /DH (1 - ) MR IEM 428, AW LU 2 Fho7 KEHTRR: (1) A
I A P 28 TR B0 2 8 VK (G135 S0 H P 1A 12 % 80 MK, PPT IR [R] Py $i5 1) 2 M Bk a7 #5612 1)
MK; (2) BORTIRA B A 7KENN (1 - o) REREMBEEY. (T VK (2B AR T A& 7 %, Bl e geit & R BasUR
P, B AT VK XA ARIEEE R S, BOGER AR RS VK BT R MK, BT UGG K R4 T 4 1]
PR ERAE. X T (2), BT ANUHH KA EIE Dag, , MTTCVEIRM AR - 808 D, e Jovkmind (1) 11977 20
TR ISR, A RBERH 5 M A E 207 R FedTrain #EATIIZE, LSRR —e) K EE MR N, 6 2
erLD):,,‘, [InferPre (x,N) = f(x)] ~ )}Z) [InferPre (x, M) = £ (x)]. T LA (2) I ARBE I THEN ] ¢ ~ T > ¢, SR BAETE,
#t FLWB J7 2 (AN AT B B 1t 15 DL R IE.

o T LT AL TTF AVEN FL RGAMT LR, S PR T M T AR TR 5 E0A7AE, ATk
TEAF R M )5 ORI 25 MK RNBGAIF 2 81 VK, BT DAL 5E7E T 10 (1 — ) I EL) 4l 48 58 11 T, . FedKeyGen
HBEATAGREE P ) SR BCEREAR R T, BT H P FER R A YE R, A TTEHA S-S 5H - 8 E
IR AR, WOkl R 4E T 55 T AHAC IR 1] RS AN T (FE LSS 1.3 719). A fay s b 3, ik Pr[fﬂ T = @] =1,



10 BRPR AR, wrnndE g K 0 x4

W T e 30T ALE D IR SRS, ¥ T 46 D (G EA S ny = |DNT|, D INAMEICEAN N ny = |T| - ny.

AR ICHTTF-BE AT G 5R, 2 ASRIEIRI M )5, o M Exe DN T B SRR N T, IRIR IR
SJETIE S (FEWES 1.3 799), M TAEDNT LA - en, I LLBI % H 8 5 B ARFREAE R CH A& % 77 2K 05 I b
25, KM M AED BRI (L—e) W5 RE, JRUATE DN T _EANAETE en (W LA 2 85508 I M e < 0.5, eny < (L—e)my
BORAT, Hoe FIERFERAE /T 0.5, # T JC%AE D h .

T W I E T UE D AN, BI T < D\D, WARHE 1.2 57 6) FL FrSorq ise: Wi N JE3har T M BEHL%E
PP HAE D Z Ak, M4 M g AR 73 I8 L (L = Dno/ || A TCER L2 A 8. WL 312 e <05 HL>2
B), eny < (L|— Dno/|L)] .

B AR LT A BUBTEE A T 4518 T en = en) +eny, T HIRZEDBUKT en A GER RS T M T E
B, 5T THARIE( —e) K JE (5 TT/KENE ) FI4AHARTE, 1 FLWB 5 R 1R AL AU LLERIE.

28 LPTIR, FLWB J7 2 28 2.2 1w LI IERTE . ShaefRyrtE . AnTRERME. AnTfhis e REEr Lirg
BUHE. PRI, FLWB 7 SE45CIE W i 22 42 1.

3.2 AMMtESEEMTITME
321 SEEGBEE

AATK L SR B FLWB 5 ZE A B K & Btk A Gk TensorFlow #848l FL &%, RAMEL M.
Windows 10. CPU 4 #%. N 8 GB. Python 3.6. TensorFlow 1.15.0. Siz3 A FF (1 28 9 2% 45 1y P2 1, 3% 2.

AR #4548 MNIST Fl Fashion-MNIST (https://github.com/zalandoresearch/fashion-mnist), % £ 4 7>
WS AN TrS Bl 50000 5K, W1 TeS K510 000 K. HRUIZS e Lk 3 Jros.

K2 MM LK *K3 FL RGBSR
P 265 2 4 R SR E B SR
LRE 5%5, 64 M P¥cs N 10
b SR ReLU fEeSHINGH P c 1
LRE 5%5, 64 P 32 Adam
WO 2 ReLU FRIr 0.001
Dropout/= 0.25 AHN ALK B 50
EIERE 128 AHIEAF I E 5
WG = ReLU
Dropout/Z 0.5
I 10

t 3 2.3 AT R AN, FL /K EIA] S T ME 5549 21, SR SCMFR 10 % 8 MK G145 s e UG AR G TR R
(fil R ek R om (RIFE BRI %40 S itk S 254, o P @ WIEEARHYNGRAE TrS; R RENLIESE mk,, FTE mk; 1E
T SRR MK, SZBRERAE I AR A AR

R R, ARSOR A SRR 075 5K, A6 e /IMEAE SURH A A B bR, 1t 1% B P e AR H AT 5 111 5
BAREE S AA ], T5 IRUEREAN AR b 5 1A (19 235 SR A0 e 8 WG 1) 4 RS 28 e [ B R kg 54N T P 1) Al A S
ARELRE R /N T AT RS R, M iRl R SR FEAR I G R A SCRIE G 5 T T4 NS R S AT 5%
N SR R AR DA s fid R ER TR AR, # F P AN 205 T AT 25 IR R AR 5.

322 ARG

FLWB J5 Z WA B IR A 7 M 4 JR B UK FE RT3 T8 P oK ENEEAT RN, 5 D ReARFFPEOR K45 .
LS F P 1 5 T BEHEAT /K E0ful R AR IR T %, Ml ZE A BT BEORFEAR T JLIT A AU M, IX 25K FL R4 (19 376
2 55 P Re PO TSI (R BTG R, T 4038 Bk 2 B A i K EDB0E, AN T i BAAoK B BB R
FERRRHZA L (A A AL h 78506 R % R, AR SCR A BBk 1R 7 =ik % F PR e Bl R 4R, HFBEHLAE BERT Y. H bR


https://github.com/zalandoresearch/fashion-mnist

Z5ik 4 A TAER G 1T 09 BAIR 2 5] K ¥p 11

K, ZJa &M PR A B R L.

1 TR A L BTIAT AR AT 2 A AS I, W 3 R T7 AUORAIE 1 i B R ANARAZ . P LARIMSE 35 i it
e 1 A o S G (1 7 23 Bk, U RO fuh e BRI 7 () At fik A SR AR AT R it 8, it ke () 74 20 Bl e T
M K EVISIE L Verify. BeAh, th il A SREART H A bR B #2 BUHLA IR, A5 2T e 1 A% 3 B REAS (¥ el
TrRAZ R WA e, 2 4 T 5 73 BIREZR T 10 S #E MNIST Al Fashion-MNIST $oda 5 1 (1 A S AR H
PrbR2E 7R .

R4 BHHE MNIST £a e b i A SR REA Jobi %

F 1D 1 2 3 4 5
Pihrzs 1 0 9 5
H Arbras 5 3 1 6
H 1D 6 7 8 9
PARZE 8 1 6 9
HArhras 0 7 8 4
# 5 %M 1E Fashion-MNIST i 5 L 1) fuh & B2 FE A K brs
H 1D 1 2 3 4 5
s i f
iR SR A ,{EI
Al 5|
b g 7 7 6 9 2
HArbras 4 2 1 5 6
H FID 6
i A SEREA
b I 6
H brbr 2 9 7 8 3 0

VE: 0: T-shirt/top; 1: Trouser; 2: Pullover; 3: Dress; 4: Coat; 5: Sandal; 6: Shirt; 7: Sneaker; 8: Bag; 9: Ankle boot

FL-baseline-MNIST Fll FL-baseline-fMNIST J&:3ET#% 3 254 MNIST H! Fashion-MNIST 4 %2k ik
(RIBEIT 27 SR FLWB U7 585 S0 T Re R4 1, BN EESRE AT /K BN AR FLWB 5 A E /K BN LR FL-baseline
PEREARBL. 10T 43 S8 1) /R, A SCR FHUER 232 AE VR At fH 1% F P AUE FH SR RE AR S bl 25 80, A SCR A i
I B AV R bs, 4 Top-1 T ZE J 5 H AR SAH ] I I A 125 TTREAC RN . 36 6 gl T &K En
BRI 5 B 7K B AR IR AR AN e 4R IR v 2.

HH3 6 T WL, FLWB J5 ZEUHEff e A7 AR AR, 102 X A BEATLAR 181 H Asbs Z0nt AR A — 5 (R 56 ), (HLEVA



12 AR AR oorn o L 5 )

HHZE 58/, TR I A5 7K EASE AR 1) fih A R G T /S48 0, 1 FLWB 7 R (1 s & B 1 2 IR LA, i FLWB J7 R 1 1)
AEDRFFHEAT ORI

6 EKEBI G AN S K ENRE RO B 4k

R MR AE Top-1HERI . (%) il R AR LI A H
FL-baseline-MNIST 99.13 0
FLWB-MNIST 98.60 10
FL-baseline-fMNIST 90.88 0
FLWB-fMNIST 89.82 10

323 EFEHEVES

HWE FLWB (8 # 1, TR 3 A nl 8 b 1) o SORMIFFT CUR A 7K B IS A 223 22 B /K BV IS AR 280 3 i 1)
AR, 15 ) BB AT A R AR 05 50 A L BR/K EIE S TR AR B R R e AR S A 18 2 Rk Oy 5 AR
RO JE T Top-K (RS A 45 o AAS AL G0 (fine-tuning) B+,

(1) EBER A > Hp, 3T Top-K (K5 0k 45 7 1002 5 FH IO RERY IR 46 7574 B, RE 08 /8 ARtk B8 T s 52 4 () s o
IR S AT i AR SCIEL IR 28 9 265 53 2, LR B 5 2 v 6B K KT IS K NS U A I R S 4, 45
B 3 o, JEA AR bR A R AE S U 1 43 E AL

5

o D 5 N > S0
R A R R | 100
7

10 | oo e e e e -l-—.\.

1 80

1 60

Test accuracy (%)

Watermark count
(=)}

1 40

120

0 g Watermark count
== Test accuracy

100 90 80 70 60 50 40 30 20 10
Model compression ratio (%)

(a) MNIST H#fi 4L T 7K BT fig

1 100

1 80

1 60

‘Watermark count
(=)}
Test accuracy (%)

1 40

14 20

0 g Watermark count
== Test accuracy

100 90 80 70 60 50 40 30 20 10
Model compression ratio (%)

(b) Fashion-MNIST %#4E T fr7K EPAR AL P4 R
Kl 3 JETF Top-K A4 B T /K ENRE R M g

HHIE 3 TT 40, 6 MNIST 45589, %2 S 5UESE 2] 40% S UL, s ik e K SO ], (8] i 7K ED B
AT B B R SRR A e 2D, R AR RE R K EN R PR A — E . SRR R 48 B R IE S BRI
20% I, BETIHARRIR T BR LT 16%, 1042 JR 7K BV RE4ERELE 9 4. 1€ Fashion-MNIST (Mg, &% B R4S 40 LAE
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50% LA LB, BRI AAPERE N BRANIA B, HOKEDRERS 23R R . U5 2 S BURS B EOK K 30% I, BEAPEBE T Bf
3%, KEVAEHE LR A 80%. BEAE Y LR B S50k, MBS 1] 20% I, 7K B ik 6% O B R 21 4, (R 1 i
TR 10% B T AR RS BRI X € 5 MBS HURE B 10% IR GESRE I W, (HAKSR BB LR T 20% (17K EN,
B 2 NS 5 H P IfKES LR .

L3 2 415286 aT LA 4518, FLWB J7 250 Top-K BB R 45 Bei LA B 10 & i k. % 18 %A ol i B I
JER], AT i PR A 5 AR AN S 1T, T B AN S M AR 20 B A 0 SR 015 00 o 2l R A AN AR ) 19358 3 2 55k
ATAE R, T Top-K (IR I 4 7 3R A8 B T 4 B K3 8, it B T 5 s T MRS 24

(2) TR D515 1 R 27 S AU P P4 i B RS 85 11 5 72, L R A o R s B R 14T 2 BUOR Al 75 A8
WAL AR, T2 AR R A BT SR R I SR B st e AE AR SE S RIS S AT kR, B DA
AT DRI 1R 7 VR R SR K BV R . AR SR 4 FlAS IR B 5 2ok 50 i FLWB 5 8 & fe k.

1) Wl 5 — EZ 4L (fine-tune last layer, FTLL): I EHT o — E S8 fEVCE D, K HAh Z S BT R &5, T
RN ARV B G — 2S5 th T BE— )2 25 2, i SRR A0 T ARSI PR, SOa) kB B A
2L B A N0 7 506 i R (47

2) AT 2 (fine-tune all layers, FTAL): ¥ T A 25450

3) TIZrdn 5 (re-train last layer, RTLL): 5 i — )2 2 0l FH B A LA A A0 T8 1 25, HoAth )2 S 40k
FEARAR LR 4G 1% 59 25 B6AIE /K BRI 70 A 70 e 35 I 1 B b

4) FTHZPTH )2 (re-train all layers, RTAL): {ff FHBENLEWI iH IR 5 — 2 S8, HARZ ST LI,

FEAT bk 4 P 7 22, A OB ¥ B 7 MNIST Fl Fashion-MNIST HIMIR AL BEHLILHE 3000 4MHE
2 UAOA, It BARCRETH 285 VI gt B S B0 F) (B S 3 0r ), BIIGRREE =5, LK/ B =50, 2% )51k
o Adam. T REBBAI (K27 ) B AR AN T NSRS 1) 2% S B/, IR B R Ir = 1x 107, 38 7 R T & /K IR 1Y
IR 4 PO VR B R IR

KT R KB ACR B Ak

oG/ S (SEWARFS PIRAE Top-1HERRI R (%) ik R AR LT AN (AN
FTLL 98.67 10
FTAL 98.79 9
MNIST
RTLL 97.73 10
RTAL 98.65 9
FTLL 90.04 10
. FTAL 90.22 9
Fashion-MNIST
RTLL 87.80 9
RTAL 90.04 9

SELFRN, T O i 2K BSR4 £ B A B v I AR SEUERA R, 3 L T TR BN R S 00 KL 28 LR,
FLWB 77 £ H5A R IF S,

4 & 1

ARSCET XSRS 27 21 PP AFAE (R P BUORA ) B, M A% G 1 55 TP ANAE D B AR 15 20 SR M R R AT 55
AERE (KRR AL, KRR F P IRURAAT i T 25 3 o0 e 55 45 2R R ST B84 Jrp B R, AT A3 17— AT 28R BB
57 SR BT G, AR SO IR S K ENREAT 3 2 b iR sRAL IR, JERTIBIR 27 21K BN b AT 5 3, RIS ik 4
SRS AT RERL B T 25 FL K EN, BIFRAR A I K BN 4 JR R P b 5%, S th—Fhar BN R TT 5, 1%
P AEAS A AT I 56 PRk R v iR P fik i SRAEAS (K0 5, K P P PR ZK B SRS 28 4 JR Y. de ), MBI AT
S P T TR T AT G e« A RERE BRI, i 158 B2 2R (R I 458 J2 000 T i R B R e PRI 2577 53X
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U TR S A

A T ER, 5 SRS AT L RS R0 H AR bR 0B B AR 7 SO B U AT, LAY SR 2R VR
E WS R, Ty Ab, B mIBRA A S K BN AR T S Bt B M CBG A s s B T R RE ) 4T3 02 Ja SR ST
F SRR s[RI, ASSCHAEARSR AR R K B /K A RIS &5 Ky ) 50 R AT 3, 2E— D Pt i 2 2
FEET (R K BN 2R A
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