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ARK IR, AT A AR A 22 W L0 B, AT PR H L F AR 4R, BRAAFMNTRE T Rt
Wk F ik, ERRZHI LT HEFNRLLELEFT R)WEHEA L F N EERE, LERFZEF )%, 4
NEBF AR, Ak, 3T —F 3R S AT 4469 77 % RLI-CI-FGSM. RLI-CI-FGSM £ —#F & F
EAWHET K, AR L R A TFHE GG &K E RLI-FGIM A ittt A, Bl A CIM & R IRAER
1% RLI-FGSM #84% R i 5 B ARAER o AER! . B4R M 3, RLI-FGSM Ak 4 Radam #AG Fik 5 ik Kbk 455
FlekARgE A, AR B AR B 512 & kA R IAE AR, B RMACT IR TANIR £ 0 B3Rk, A TIREAY
WG AEA—ZRETHARET M, CIM Hiki@ ST & T3 B E AR, 43T s R A R # % T if
693 E 8 & SRR AR LA BB AT AR, BRI R R, 7 R — RN S Faxt oW S AER AT T
E R RAE.
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Transfer-based Adversarial Attack with Rectified Adam and Color Invariance

DING Jia, XU Zhi-Wu

(College of Computer Science and Software Engineering, Shenzhen University, Shenzhen 518060, China)

Abstract: Deep neural networks have been widely used in object detection, image classification, natural language processing, speech
recognition, and so on. Nevertheless, deep neural networks are vulnerable to adversarial examples which could misclassify deep neural
network classifiers by adding imperceptible perturbations to the input. Moreover, the same perturbation can deceive multiple classifiers
across models and even across tasks. The cross-model transfer characteristics of adversarial examples limit the application of deep neural
network in real life. The threat of adversarial examples to deep neural networks has stimulated researchers' interest in adversarial attack.
Recently, researchers have proposed several adversarial attacks, but the cross-model ability of adversarial examples generated by the
existing attacks is often poor, especialy for the defense models via adversaria training or input transformation. To improve the
transferability of adversarial examplesin black box environment, this study proposes a method, namely, RLI-CI-FGSM. RLI-CI-FGSM is

« FEAIH: K AR B} HE42(61836005, 61972260, 61772347); | 44 H: il 5 B FH FE b fF 57 3 42 (2019A 1515011577); I Tli
A ReE YRR T #1)(20200810150421002)
NS ARG FR G IR A3 T RIS ALE” T RS 24 S e WD P B 5K ST ZE B N 4R M B A A
W R i ) 2021-09-05; & i []: 2021-10-14; SR I i ] : 2022-01-10; jos 7 2% Hi i i /] : 2022-01-28
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2526 BAEFIR 2022 54 BEAETH

atransfer-based attack, which employs the gradient-based white-box attack RLI-FGSM to generate adversarial examples on the substitute
model, as well as CIM to expand the substitute model so that RLI-FGSM is able to attack the substitute model and the extended model at
the same time. Specifically, RLI-FGSM integrates the RAdam optimization algorithm into iterative fast gradient sign method, and makes
use of the second-derivative information of objective function to generate adversarial examples, which prevents optimization algorithm
from falling into poor local optimum. Based on the color transformation-invariant property of deep neural networks, CIM optimizes the
perturbations of the color transform image sets to generate adversarial examples that are less sensitive to the defense models. The
experimental results show that the proposed method has a higher success rate in both normal and adversarial network models.

Key words: adversarial example; adversarial attack; black-box attack; transferability; transfer-based attack

UEAE SR, RS 100 4% S A8 L il o ) 6 T D60 LA v 6 A 0 AR ke 22 o A % 1) PO A 3, e ARG
BG4 FARE S AR 3 R 0 o e 2 A0 S T SRR S SR 1T, Szegedy 2 NIV BL T %
S5 i 2 I 4% 11— A B Pk 55— it A IR VR R A (AN B, 5 A IR A 2 N 4% A IS A R Ay
oL IR AT RORIE ) RN 15 5 R A0 I 408 53 S 8 4 A 5 (R B N BE AR R R BOREAR, e I 7E 3L 1k B
WERR T X BUI B . 3K A B P 55 w0 73R P A 20 4% Al 7 B B8 B (B BL ey ), U A A% 7 1 M
2. Ak, AR IR BT EG IS T UK B 22 A 23 84 (25 ST AR AR Y)Y, axX i Bl — /MR 2R A I BURE A BE 6% DA
—5E ML O 59 — NS R PR 0T, BRI X HUAE AR I AT IR 2. AT A M A4 % B sl mr LA A 0 B 2
PEAT 55TV RE R, W OE— A 1 5 0 R 88 A 20 X 45 (1) 22 A Pl SRR T BLOK K S 1 VR A 28 I 48 8 i L AU,
LR 2 A O T B AT K N, Bt [ 525 g8 g 4 2o 419028y

R FURE A KR BE o 28 I 24 (1) Jg Bl AN NI T T 5 38 ) ) skt B L 68 s P D R B o 26 I 24 1) e, Tl LA
T R A AR A (0 U ST R R 2 T AN T T 2R LR AR . DA (R e T K & B p
FHIEF 16 B 10 7 v R A e BOREAS, B ags AR B N k™ s s T AL Bk A Pl 1 4 5 vk
EFEARRET, B IUA I 50U (5] G X 26 45 4 R0 X 246 2 50, 1K 26 B0 T v AT AR AR 58 v 1) B 2.
SRIMAE R G E T, T RS AGHER K B B, IR 7 vk i R I R A A . e b, R & Xt bt
N1 B i A 80 (451 T ] 5 2 S neg LYY ey 7 A R 08 AT e N, 3 e I o 0 3 1A J o R gt 2 AR

TR I B il (transfer-based  attack)™ 8t fit — Bl 8 T 38 i Sy e oy BB R (1 5 1, %05 IR SE AR BAR
TR (PSR ) b R A 2R O BORE AR, P A R R AR S B0l R A H AR, S TIE R
V10 X6F 40 0o 380 5 Ao P R 16 5 10 Dy VR M B X BURE A, A E T ORI TR R, AR R R R ) AR
S AEW OB 1 REBS 1R SO BURE A AT B (W S, HeRgaE i, AR — M@ S T IE B I B

AR SCHE X FURE A 109 A2 s R by i 190 48 R U e B, AR B AR TR A e o URE A (00l R A A o 28 6
EAEWGHE ENZRBRY, H8 0 A B R R AR BUti H AR R 28 1 6 T R R Dy A 8 ) 28 7 W 4 03X
TUPERE, BN PUFEA TR B 1 3k 0T LA O PR &S W 4% A2 A fe . DRI, 2R 30 2 B2 A 34N J7 T4 = b oA
ARMERGE ) (L) AIETHRE N A& 77 (2) AR B BT B 4 78, (3) 4E fli(ensemble) 71k,
1 8%, ASCH I SO S R e FL R NI ZE (W R s L, RAT RE A RVE S R B AR M U AR, AR X T
PEARFEAE B R AT RS MRS, 58 2 o5, WASSCE A B iz Ak BE 0 0 B, 00 ol 038 148 o oo PR A T LA
Ak, Fw R RIE I, X RERE B IR PURE AN A AT LG, $ s A ATE H AR B 3T
B, 55 3 5%, ensemble J5 iR 2 MBI 45 5, BT IR BEVR (02 50, et R4 PR v o B R0 9Z Ak g
T3 B, MRS M, Bodi SR A B AN R R Al ] i A P R R g A AR A A
FS S5 B At A B3 B — AR AR R RE 0 O 2 A BT, DR I 5 AR AR W, RS [N R O 2 A AR
TR [y BORE A BT AT T R D 3 80 Al g B AR

5% MI-FGSM, NI-FGSMP i e, Ak S35 (0 35 8 e 0 52 W 0 HURE A 0 28 pl S L AT A, IR AR SR
T BN RS LA Adam 1722 44 Rectified Adam (RAdam)&.3%, I 45 Gk AR AT 5 F By fi A H |
o bR B RHTUREAS A2 ot B (A Ak ) A8, AR LS 1.1 ) A B S A R AE OW BUREAS . % 7 vk R A 2
G LB N ZE IR B, 3 R R A () AT I R 1

T Bl RE RS S R PURE A (K WA M 10 7 VR R R 7. AT (B 78 5 iR BOT LAy 3 2K AT
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A el g A i PRI T 3B 7528 ) A ey T, DIMIT, TiM U8 o M0 48 5 sk et i A P A2 1) 24 )
Asfe, B TR BUREA AT R RS R E T, Xieds NP T 5 T4 N ¥ dropout 75 i T AE (A AR
W H, shAE A, fEXT T i i R A e e O IT N 2. IR, AR SO B B AR e vk g — D 4
X HUREA W T B
ASCH) EE TR
(1) R TET RAdam AL EVE R8T vk RLI-FGSM. %07 724 RAdam {1k 83 55 ik AR T 4%
S REARL A, FERIA H FR R B 245 SR AR T B A
(2 WHTETHEA R PIBGE A E CIM. Z5 5N T eI 5y 78, AN e T8
AR AT B )
(3) MWIIAE ILSVRC 2012 3 UF H 1K —Le SEIQI0IE T A S VA I s, B4 REIR, AL EANAEIE
W YR IR TR b 7= 2 B v (9 T R, g LIS 4T 8 T A 3 O 1) 5 e 09 8% 1 B A L o
AR 1A XTSI G TAE. 55 2 WA SO B X BuREAS AL ST AT R A k. 5 3
W ORSER R LA RS R IE. BB 4T A4S

1 FSEXFHEXIME
11 & X
& LB T AT T R 00 M KAV A AR
R ARBERREEX
TR ik
RN 20 7y T 1 ooy, R xe X ot AT I i ye v
A x T A
iy ARAE y IR T b AE
FOIARA Ny fi B X R 20 £ 2
XHREAR 76 BR it A TR TG 72 5258 B3N 030 T T 130 1 BE A8 A1 43 28 2% 70 B A IR I AR AR
B A MR 2D, 7=
1
L i 4 ||e||p:[i|0i |”j°
i=1
L2 lA=max(ia)
P e I Lp BRI b, 06 (AR G560, B =< e

WG 1, MPREAG P AF: () EREENECN RS (1) 22K R0, A LIs R
AN EESD. B, XA ST LUR IR N

min {|77|L.= min | x*" - x|L.
” N @
st. f(Xadv) =Y, f(X) — ytrue, y# ytme

I T A e ST AR I A HOREA 1 A2 o Bt — AN ) R, B3R5 SO 152 20 S I B A N (1) ¢
V7,827 B e el W A0 < o 1 G Rt 01 19 W R DA R e B SR G OB N TR (N I CTE 75 787
AP, 38N A8 SR 5 2k B4 B (cross entropy loss). X T H kxBdi (untargeted attack), BT Bk yey™e (1 2ds
AN i bR 2 H AR y A2, DR S sk i R PR y 5 FUSCRR A Y™ (1) B K . AT 38 o 28 199 4% 11 £y
JE SR, I T LA B SR 2K bR B J(AN e R . Rk, 23 3R(0) T DR B R R

argmax J(x*, y"™®), st. || x* — x|, < &5
N @

agmaxJ(x+17,y"™), st. |[n|.<e
n

AR (2 A AT LUE R Clip B8 8O x AT BT YR EE S x LR sl R N B, Bk A 12 St ig—
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NG F SRR A RNAL TG, 3T FA(2), ASCKH RAdam AL S A H A% B 50 — B S5 Bk 7 R iR
1.2 I

(1) FGSM (fast gradient sign method)
Goodfellow 25 A4 H T BB 8 75 1 (FGSM) P, ZE 6 3 5 1 1, 38 3k — K2 5 9 A jl A 458 % o B K
IPesh, SRR T

3
X =x+7

n=e-sign(v,J(6,x y"“e»}
o, Vi3 0 x AR K BR B B L, OB 2 40

(2) I-FGSM (iterative fast gradient sign method)

T FGSM §ik b K 1 RBRRE S8, A 1 CEH AL LU B B 1 R 8 5 B Js i e A,
Kurakin 25 NMHE T 3T FGSM I AR RS B 75 575 (1-FGSM), RN B K a2 Ui AR

X% =X + o Sign(V, I (X, y")) )
(3) PGD (projected gradient descent)
Madry 2 NP2 T BESB6 T 14 (PGD), X & — i Lk I-FGSM Al FGSM S 8 K F B S5 Bt & 78 SeiF )

FRAEER A (T BEAL TR AL R HUREA, SRJSI84T I-FGSM ik 2 kAR
X1 = Clip{ ™ +a- sign(V, (X, y")} ®)

Ioh, Clipg s $cl i n x BEAT 35 U1k 42 x B3I K.

(4) MI-FGSM (momentum iterative fast gradient sign method)

Dong % N USH H 1 3t AU HRSBR HE 5 5 105 (M1-FGSM), - ) e 752 2 M50 10 S 3 el o A6 R 1 2 SR AR
O b, tRRTERA B, X T4 HT AR S P A BE AR 10 AR [R5 ) (W 4S8, Qued BN, TR T U TR S S B
M R AN R T 1) B YE O PR

v, 08, y™)
IV, 0%, y™) Il (6)
x4 = Clip{ X" +a - sign(g,..)}

FERIEE R T E RSO IR T 1-FGSM A % HUREAS I (54K 75 5 B N T8 22 1) J) s e KB
A SOEAERY, XA AR BT HOREA S AN R T BETE AR 2 (8] 35 R2 1. MI-FGSM 4 gl me b s B iE A Mt vhr, ]
CARG e ST U5 ), A B TR I A2 W R AR, BRI A IR, Kk, MI-FGSM  RE88 £ S X Hurt A (i ]

(5) NI-FGSM (Nesterov iterative fast gradient sign method)

Lin 25 N2 T Nesterov 35 ACHIEBR 5 7455 VA (NI-FGSM), K Nesterov B b 51 N Bk 18
MI-FGSM FH:Aili I, NI-FGSM &R T H #5800 —Fr 345 B, IRkt a0 mir s, s EE .
SR 2 R AR AE 72, AT £ i v T R

XS =X peg,
V,I0¢=,y™)
IV, 308, y"™) b
X1 = Clipd X + - sign(g,,.)}

G =4 0+

Gn=H G+ (7)

(6) DIM (diverse inputs method)
Xie %5 N T —Fh 2 B J7 1 DIM SRS HORE A0 AR . DIM BEALI ] — 4L SRR 251
AR (B R BN BB R ) R VIR R, TFRe A4 i 0 e AR A N 70 SR8 EAT B B TF 4
x4 = Clip X + - sign(V, I (T (x*; p), Y 0))} ()
o, TO)RoR UG A e, p Ron AT A L.
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(7) TIM (translation-invariant attack method)

Dong % NI T — P R ANAS (TIM) T ol Jy ik, A Pl — 21188 I 10 B ot ke A AT H Ak, 4
SRR A Bk 1 1 B AT 1 X 43 XSRS 4 Bk, A4 s 7 6 HURE AR nl B 2 k. TIM AIE B T 5% %
HEAT VA% B VR J5 SR B S5 A0 T4 B0 88 15 1 B 1 B () BT AT BUAF 4L B i R AT 5

X =X +a-sSgnW -V, (%, y"™) ©
o, W B A R

(8) SIM (scale-invariant attack method)

LinZE NPOUAHE T 5 — P 4 i e HURE A T3 B P 0 575 SIML SIM R AR (4 RURE AN AR R P 5 A A 4
Ji&, B PUREAS 1 AT I R

agmac 338 0¢), ™), st Ix* - xlL < e (10)

i=0

o, §(x)=x/2 LN ER x GBI, iR b 12" m s 4 BRI A 1 2

(9) RD-DE-RF-IFGSM (resized-diverse-inputs, diversity-ensemble and region fitting method)

Zou %5 NPV P £ A 4N (B FE P V22 1 BRSP4 80, 7T LA R A0 TIM 3 i (6 1 5 5 i &5
2. ABATTR B AN F TR/ 7 (RDIM), FTELS TIM #HEE G R R I Bek T ge. 1Ak, MATe@ i T
Z R 15(DEM), B RDIM 92 ROEZRRA, DAt — D3 mxt STREAR I il A, TP N PR A,
T R R ACHAE A e A o DXL, 5. RDIM I XU 5 AN 75 SRS IS AT I 1), 3% 3 AN A B AT LAAR 47 i 4 1 3
FoAtb A i

(10) UAP (universal adversarial perturbations)

3 FH X BT (A — AN 1 PR P 5 s il A T MR 5 0 0 R 32 Ao 20 D 44 4 S 8%, 43 S
oy B oy JER R Bt U, AR G B AR DX BBl p, XANIB R LU B P MREA 5L, i H2 B
1- SIS LR BURE A o3 e 3

XE’ﬂ(f(x+n)¢ f(x)=1-0, st 7. <e

2 B &

AW VE NI A S (Bt 5 RLI-CI-FGSM. 48 2.1 H 25 8/ 48 7 Adam F1 RAdam 53k, 55 2.2 715
T ET RAdam B J7 vk RLI-FGSM, 28 2.3 A1 T 3 T AR A B 5 75 CIM. &5, & 2.4
TE T X 1A BT 5V RLI-CI-FGSM.

2.1 AdamFAiRAdamE %

AT KT Rectified Adam L5072 Adam L7k — AR 4k, IR A48 RAdam 59k 2 11, sext
Adam 533547 17 #1435 . Adam (adaptive moment estimati on) 28 & — i b 7 T — B b RIAR 2D 1) 9 A7 7 SR 1
AR BN T7 15, 207 AR B B 1 — B A0 B A v SR R S 0T AR B 2 S H0R, ITRLR
A

M= M +(1-41)-6; (11)

V= ﬂz Vgt - ﬂz) J gtz (12)

FLrp, v 2 S B (0 — I (R BR S E) AN B AL (R 7R T ), Bu, P R BER, g R R RIS AR UL

Nt BoBE . A% Bl (moving average) K B MR i HEREAT Al TN, DR mo R v I aA Ak 0
), AT T 0, T LA, Adam 48 FH 1 22 A5 1F MR P90 4R Ak O 22 5 % B0 - 40 1) S i

= __M
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R
= t - 14
1-45 4
&, M LR AKX P Adam 1153
n o .
60 .= -——" 15
=0 +€,mc (15)

b, my N TE B R G R TE e A pRas b K O RR SRS HG el MIVINIE, PRIEZ BEAY 0.

Liu 2 NPVRIL: i TN RIRE AR BZ, FOE N % S 5 v 7 281K, S BB 2 1 R i e . DA
gE, Liu Z A28 T RAdam 5%, SIATRIED roREIEIL Q@GN > 3, R LR WITe A 1077 22, [,
S AR W], RAdam 53 th RE I Wie SO itz AL 1k E . RAdam S50925 50T KL 4

— 2 _
T g 1 (16)
p=p. -2t B0 5) 17

e, my, v 1wy TS Adam — 2L, AEELAL

205 75 Sy A HR I, 0 p>4:
I =@=5) v, (18)

- [(p - (o - 2)p. (19)
(p. —D(p. —2p,
‘91 = 9t71—0’tr1ﬁ1|1 (20)
M EEANG I, Wp<4:
6 =6, —om (21)
Hor, p . FoRITL SMA (simple moving average) i KK JE, o F#aRIELl SMA BFIKE, e ®anH K, | FR
RAdam H 1) B I&E R 4% ) 28, 1 RORTT ZE R IE T, 6 KR 45 RS
FLRskUL, NI, AIENYF v 2 KEE LT IR, X, Adam (13§ A
A&, BTl RAdam 7E) IR 1k sy 2 = 1f) SGD (REHLARE T F), BIanAN(21) 7R, AP B &R 2% 3
K, RAdam Tl T H 5 t 5 RIS p 5 HIH L2 IR . 45,=0.999 (Adam #:4£ 1 S 8(H), 7 t=1-4 i (Rl
A<4), TZES KRG, 7 ERIEN ry S HIL—E1iE Y, 24 HIUN AE0THRS KIS, e >4 1
(B p>4), 7T EAHAET IS KRS T4 B, r S TiE. Bk, RAdam W& <4 I, HiXiBHL
)= ) SGD; 1% B p>4, HIEANIRM, 7 Z AT r M — DR e Sk
2.2 RI-FGSMFIRLI-FGSM 757 7%

AL RAdam 934 B BI0E TBR L IR el v, MR —MERHE [ ey, BRW RI-FGSML. M
00=0 JF4f, RI-FGSM 8 it 2 Xtk i T
V J adv, true
6= 8 T 22
o, 1y Wy, L RS RAdam — 31, 64 2 (21) 5 T
L7 ZE G A, W p>4:
X = Clip{ X + axr, - sign(riy - 1)} (23)
MITEANG I, Wp<4:
X = Clip{ X3 + o - sign()} (24)
o, g FOREIEARE N I RINBRIE, 1 g M ZEWRIN 1, sign 755 B 5L
7 Nesterov JIEE B 10 &, A SCHE RI-FGSM [ 56t _E R H b7 B0 800 — I S5 8, (8 2ot ges
2 1) T (look ahead), #4377 RLI-FGSM 53%. FAAIT T, RLI-FGSM A [RI8R B AN 2 AR 8 24 i 2 0 fr B )
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TR, TRARE S8R — AN B T DME ) TR, T8 R AN B, R 0 S5O — DK AR
HL, AN 5 H TR A St S o 791 5 (4 BE 8 v LAgE— 20 3 B SR S 2 B o S DI 2 00 2 22 1) JR AR AEL, AT
P ST HUREA I AT ST R . RLI-FGSM 41355 RI-FGSM M EL, #i# IBEEE 2 0 1 A URBE BE ARG TRk
BAJE AR 4L 5. RLI-FGSM [ 887> b 3 4.

(1) W H SO AU E o

M7 22 G AR BRI, W p>a:

X2 = e 1 gr, - sign(y -1,) (25)
M EEAN G, Wp<4:
X2 = 1 o, - sign(rfy) (26)
(2) MR 2 MO AL 5 o8 3
lookahead true
N T T 0
() TH XY
L7 ZE G A, W p>4:
X =X+ ol SION(TL, - 1g) (28)
M EAN G, Wp<4:
X5 =X + o, - Sign(riy,,) (29)

23 CIM%3%
Bk T X BB 2 e — AN AT ARV A, ARSI FR I AL Fe R B s X B A T AT IR . 7R
[ — #5700 |, 5 5L ah G ORN 48 A8 46 5 1 UG R 0 R AR AR, DRI P AR 46 O OR AR e, 3l I PR B e, AR
SCAT DA R A TR HE 5 — MR ) SR 7.
N T A BRI AL He, A SR IR BE AN 28 4 265 B AT B AR o AN AR VR R AT T S0 30 30 F, BV e dh SUR IR B
P 2 () B RE I, A AR AL T S D 4% B4R A TT DL Z AN T, BRI, e AR 4 w] DAAE S — BB B 78 vk
LR HT RSN, ASCRE T MBS YL CIM. CIM X R Sy 7, BERAE. @
AH KT EREE . WA X 4 AMRRAE, ik T XN BB IR B s,
4 C )RR AHAAEE, CIM 77 ik i F
argmax J(C; (x*"),y"™), C={C,,C,,C;C,}
o (30)
X —x|L.<e
Hdr, Cy, Cp, Co, Cu MR RSSO XTLUEE . 0B 18 3 A8 4 b5 4K
(1) XF 2B, A Ak RGB B K, BNFE R B x L& —AME &8 L7 —4~ 5 B 78 [-max
delta,max delta) 2 [F] [f) A 48 K 1 &y, 1 480 B T 1R UG A
Ca(X)=x+6, (31)
(2) AT EARRE, ASCEEE A M RGB B 7% (0] F # gl HSV B 2% 1], 1) (AR 0 38 (H) s I 7 2= 6,
KR B A, ARG N HSV Bth 25 [ #5 36: [0] RGB. 8 AH 45 1E 1 238 b8 50 1 T BToR:
Co(X)=RGB(HSV(X)+1 &) (32)
(3) XFFXSLLEHFAE, AKX RGB & A It AN 103 #R v 5 18 R R 304, R E IR L5
MEERI A=, W P
Cs(x)=(x—mean)x &+mean (33)
b, 83 %) bb JE R 3 K] 7
(4) XFRFIERAE, ACEIEE A x N RGB B (0 25 (8] # 3 gl HSV B 245 (8], FF6 A% (S)il 1 T LUt
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AL DR 1 8y AN B IR A P BRI Z, 5 J 415 P (B R 40 (0] RGB. W A FZ R AL 0 8 o B s
Ca(x)=RGB(Clip(HSV(X)xs4)) (34
FARK U B R BB AR JS SCH 32 e . AT CIM, A ST U5 — A B SR Xty i i i e A 2
P IERAT R SR 2 AR AR R T S S, e AT DA Bl IR G x) i MO ) S B R R Ly, JF
A RCE 2 FERS KRR A,
24 WHE%

ARARH P RLI-CI-FGSM Bl B & 4 2 TR EVE I Beili J5vE RLI-FGSM Fl 5 T B8 4 78 (1 7 %
CIM 4 &t SR I — AN S s oK I Bl vk, HAR Gy AARE & 1 s,

&3% 1. RLI-CI-FGSM.

BN TR IIREA x B EXE B (0 LSRR A YIS, s f, BURMRIEL 3, Ik hBhe, BOIERIREL T, 250
R, B RGBS .

B RIS XA,

1. a=e IWIHGEK

2. 9=0; x™=0

3. fort=0toT-1do

4, g=0

5. caculate x™™= py Eq.(25) or EQ.(26)
6. for i=0to 4 do //i=0 FRRLHEAN, i=1, 2, 3, 4 RARGZLEARAEE, EAHAEYE, XFHEAR
VE WA BEAAR TEIX 4 Bl 7 A
7. calculate the gradients:  V, J(C, (x°%*=d), y'™e)
8. sum the gradients: g =g+ V,J(C, (X", y™e)
9. calculate average gradients:. g = % g
9

10. update g,,, =4 -0, +——

i " lglk

11. update X% by Eq.(26)
12. Return x*

o]

3 X I

KA G AR, DIRAEAR SR A A . 2 3L AR TR E, RS RAE. B
SRR, B 3.2 IR UL T IR BN 0 2% 1R (0 A B AN AR R . B 3.3 RIS T I AG AP N B i A )5
W, PeIEH T AERIWIG K. 5 34 AR —BIBN, 43 PR AR SC U7 TR B 5 R R TR g )
JiEHEAT TR, B 3.5 WAE S MM G G R, WA Sy B i AT SR AN LK.

31 LWEE

(1) ¥tk

AICM ILSVRC 2012 B iEAR ) 1 000 A28 rh B HLE$E T 1 000 5K 14, iX 268 J JLT- 4 o A 00 s 2
IEAfi4325. ILSVRC 2012 /& ImageNet Large Scale Visual Recognition Challenge 2012 57 %% ) £ 42, & KI5 2K
He s B v g R S S AN TN R B AR 2 —

(2) Find

I H I ZRRIR 5T, ASC#E T Inception-v3 (Inc-v3)Y, Inception-v4 (Inc-v4)!*¥ | Inception-Resnet-v2
(IncRes-v2)l*U 1 Resnet-v2-101 (Res-101)1%2.
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TEXT LI G IREI J7 T, A % 1 INC-V3Benss, 1NC-V3engs T INCRES- V2 %2,

3) EzHwE

AW E KB e=16, BB T=10, RLI-FGSM 1K a=e, H&H MK a=aT. 5T MI-FGSM,
ASCR BN IR T 4=1.0; XFF DIM, BHAMR K 0.5 X F TIM, KRICRHKAN K 7x7 w5t
F CIM, ZE IR F 5e[-0.9,0.9], A A% T 5,=0.1, Lk A8 KT 5,=0.2, 1A 73K ¥ 5,=0.6.
32 BEeTHmATHN

Sk T BRI A R A 40 R 4% B R AN AR, A SN ImageNet Fdis 2 T BEFLIEE 1 000 0 R 46 15, %o 15144
M2 A XL, WURIE X 4 AN EUEAFE 2 A AT L. RS EG G RET T 4 Rl s %
DA Inc-v3 F, AFTKE N S 3R Je(E B R g, B 145 H T AN TR 19 1000 5K B F 1T 2 47

JAH.

15

A K18

0.5

0 0.5 1 1.5 2 2.5 3 3.5

IHEEE FDELTA
——EF —WFthE BE ——HaE

Bl 1 Inc-v3 BERITE B . (A LU WA X 4 MEERFE T,
£ 1000 7K & F L [~ 245 O AE

W 1 TR, 4 AN EUEEEAE U R R U Y B AN [, AR W %%, I V0 TRl f i e 2 25 18 T B A4
R H bR [ s F6. ASCHp, TR BERRAE, K R 4 R T /N R REAE[0.2,0.9] 1T, i 46 1 50 R A% e
BRI R A ZE AR K, Rk, BB VA8 R R R o L 0 Bl P A B A e R AR S v 6k T U AR AT, K i
FER K /NRFEAE[0.2,15] [ B, B 4A P45 R0 A e P A 8 AR 22 AN K, DRI, A TR 15 I B A 28 ks 3 [
AT XS LU BE AR e AN AR 8 s ST (AR, o 1 3 R 7 /MR REAE[0,0. 1] 1A B, JiR 4 PR R A 450 PR 4 Y A 2R A
AHZEARK, B, BATER R BB Y A 136 9 A A AR 3 A8 8 s 0] TR BE AR AIE, %% 8 R KR
FEE[0.6,3.2] AV, J5UAA P 15 R A8 48 R RO 400 R AE AR ZE AN K, TR IE, FRATIAIS L3R R 2 7 90 ) P 5 e R R A
B AL R
33 K

e TR AR 20 K B BRI R AR, ARTEARFRERK R, BL o Inc-v3 Y52 AR sont Hke AR By
Inc-v3, Inc-v4, IncRes-v2, Res-101 #74, # JAn P 2 f . AR[A] T A SCHE 2 9 2 Al 3% T 86 BE i By, RLI-FGSM
Mb K JE A G N AR, R, RLI-FGSM 7 il s i kB — AN GG Mplis LK. R0, wIial K g
JOIH 2 eT-15xeT, Wk heaT. Wk 2 i, ol URAE S g8, A &BEhE VI P K o=3xdT i, B i
R AT 100%. 17 3 4 A BT I ZTE W 1620 K o=10xe T £l o=12xd T I B A i w0l s 2, 78
>12xelT B I R ARGk St I, R, A SR o=10xe T 1B N HIIRS K, XIRIEKRE T=10, /5

O~E.
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B RIn%
-

0 2 4 6 8 10 12 14 16

s (E{l: *MAXPERTURBATION/T)

——Incv3 —m—Incvd IncRes-v2 Res-101

K 2 RIS KEE T, L Inc-v3 A I Inc-v3, Inc-v4,
IncRes-v2, Res-101 #5178 ) My o e Bl

34 WHEANER
AT B AR F R i 528 . A A Inc-v3, Inc-v4, IncRes-v2, Res-101 f4Y | A= il w4 Af
A, FEAEIE R NGRS HTINERn) 7 AR EJPEREA]. K 245 H T Inc-v3, Inc-v4, IncRes-v2, Res-101 iX 4 AN
A GBS PUREARST BT 7 AR Bl e sh 2, o, * (o @@ Bel:, Tox R o BBt
F 2 FEHMEBEET, AR YETE Inc-v3, Inc-v4, IncRes-v2, Res-101 4 7 A 1 ) S i B A
b 7 AR 2 ) S T T R (W), * s H &

[ Yok Inc-v3 Inc-v4 IncRes-v2 Res-101 INC-V3ens3 1NC-V3ensa INCReS-V2ens
I-FGSM 100.0* 22.8 19.9 16.2 7.5 6.4 4.1
UAP 78.2 22.4 20.3 17.9 9.5 9.8 4.9
Inc-v3 MI-FGSM 100.0* 46.4 42.6 36.0 14.6 12.5 6.1
NI-FGSM 100.0* 52.0 48.9 39.8 12.7 12.7 6.4
RLI-FGSM 100.0* 55.1 51.1 43.6 13.8 13.2 6.4
RLI-CI-FGSM 99.9* 72.3 71.0 61.8 24.4 24.2 12.1
I-FGSM 22.0 99.9* 13.2 10.9 3.2 3.0 1.7
UAP 23.4 73.3 225 13.1 5.3 51 3.3
Inc-va MI-FGSM 51.1 99.9* 39.4 33.7 11.2 10.7 5.3
NI-FGSM 62.8 100.0* 51.4 46.2 15.7 13.0 7.3
RLI-FGSM 63.0 99.4* 53.2 45.3 16.9 15.0 8.2
RLI-CI-FGSM 79.5 99.3* 71.2 63.8 30.4 28.4 16.9
I-FGSM 22.2 17.7 97.9* 12.6 4.6 3.7 2.5
UAP 24.0 19.3 725 17.6 12.8 12.8 5.2
IncRes-v2 MI-FGSM 53.5 45.9 98.4* 37.8 15.3 13.0 8.8
NI-FGSM 62.0 54.2 98.6* 45.7 18.1 14.8 10.1
RLI-FGSM 62.8 55.8 97.2* 48.1 20.5 16.5 11.0
RLI-CI-FGSM 75.4 70.8 96.4* 65.5 37.9 313 25.3
I-FGSM 26.7 22.7 21.2 98.6* 9.3 8.9 6.2
UAP 29.0 23.4 21.8 75.3 11.8 10.2 55
Res-101 MI-FGSM 53.6 48.9 447 98.5* 22.1 21.7 12.9
NI-FGSM 64.5 58.2 56.2 99.4* 23.4 211 114
RLI-FGSM 63.7 57.8 56.9 99.2* 24.0 20.9 12.2
RLI-CI-FGSM 74.5 69.4 68.4 99,5* 36.3 21.7 36.4

© TEBREEEEIEDT  htp/ www. jos. org. cn



T4 % AT Rectified Adam Fo 1 & R M 6 2t E 4 & 2535

M 2 FTLUR Y, AR SCHR 77 RLI-FGSM BB 0 A U B M= X BiAE AR, RLI-FGSM N 7E
Inc-v3, Inc-v4, IncRes-v2, Res-1013X 4 AN 1Y A i (1) 50 PUFE A AE 1E 5 IR0 4 /N5 135 B0 B2l 26 53 3l b
62.4%, 65.2%, 66.2%, 67.9%, TEXTHUIIZRNT 3 AT 1) 3 Boiti s D 2643 il 2 11.1%, 13.4%, 16.0%, 19.0%.
M5 O KR T 7V E () 1-FGSM, MI-FGSM FI NI-FGSM)EL#;, RLI-FGSM H A i i (B s 2. A
AR UL, RLI-FGSM 78 AR SEE6 H (1) P Bk il Bh 2K 73 Bl T 1-FGSM, UAP, MI-FGSM Il NI-FGSM 5 22.7%,
11.6%, 6.1%, 1.1%. UtAh, 4 3CH 4 B 779 RLI-CI-FGSM 7E 1E 3 VIl Z A 8 |- Lk RLI-FGSM 427+ T 10%—
20%IH) K Eh R, LEXTHLIIZE AR 1 b RLI-FGSM #2771 T 0%—20%1) i 5 .

ALK RLI-CI-FGSM 43515 TIM Fl DIM SR —ild, HR 4805 1757 RLI-CI-TIM 1 RLI-CI-DIM
35 TIM A1 DIM 3EAT L. B4 R Lk 3 fIk 4.

# 3 TERBIRIBET, Bx 7 OB AT X BTG 1 R EE (%), RHPURE AR5y A
TIM H1 RLI-CI-TIM £ Inc-v3, Inc-v4, IncRes-v2 i1 _F#I4E, * F 7R H &kt

R Yok Inc-v3 Inc-v4 IncRes-v2 Res-101 INC-V3ens INC-V3enss INCRES-V2ens
Inc-v3 TIM 100.0* 47.8 42.8 39.5 24.0 214 12.9
RLI-CI-TIM 100* 73 71.3 61.8 40.7 38.6 26.3
Inc-va TIM 58.5 99.6* 47.5 43.2 25.7 23.3 17.3
RLI-CI-TIM 76.8 98.6* 70.0 62.8 44.9 42.2 33.3
IncRes-v2 TIM 62.0 56.2 97.5* 51.3 32.8 27.9 21.9
RLI-CI-TIM 75.6 71.1 95.9* 67.2 51.9 43.9 41.7
Res-101 TIM 59.0 53.6 51.8 99.3* 36.8 32.2 235
RLI-CI-TIM 73.5 69.3 69.3 99.5* 51.4 46.8 37.5

x4 FERRBEARWET, B 7 MR T BB 1 I R (%), W PUREA S AIE A DIM A
RLI-CI-DIM 7£ Inc-v3, Inc-v4, IncRes-v2, Res-101 B | 4HI{E, * Fom (A 2 b

[ Kty Inc-v3 Inc-v4 IncRes-v2 Res-101 INC-V3ens3 INC-V3enss INCRES-V2ns
Inc-va DIM 99.9* 35.5 27.8 214 55 5.2 2.8
RLI-CI- DIM 99.2* 73.5 71.4 63.2 25.9 25.4 12.5
Inc-va DIM 43.3 99.7* 28.9 23.1 59 55 3.2
RLI-CI- DIM 82.3 98.6* 74.7 66.7 31.3 30.1 18.2
IncRes-v2 DIM 46.5 40.5 95.8* 28.6 8.2 6.6 4.8
RLI-CI- DIM 77.3 72.6 95.9* 66.7 38.9 32.8 26.5
Res-101 DIM 51.2 43.7 41.9 98.6* 15.7 14.0 89
RLI-CI- DIM 75.9 70.3 717 98.7* 38.0 33.9 22.7

th#& 3 FIE 4 7740, RLI-CI-FGSM ({42 o o s ) D 2% 3R FH s i k3. AR Ui, 78 Inc-v3, Inc-v4,
IncRes-v2, Res-101 #L4Y |-, RLI-CI-TIM A e X iR A LL TIM 23 5l 42 7t T 573 20.6%, 19.1%, 16.6%, 15.6%
MU 8. RLI-CI-DIM ZE 0 AL A LE DIM 235l 3 T 7 34 29.0%, 32.2%, 29.9%, 22.8%I1 %1 2.

HHEL AT, RLI-CI-FGSM  BEW A7 25 kb 42 ey W U RE A 1) T A4S
35 WHEBES

HARFE 2 145 RE W RLI-FGSM AU AR e J7 1 CIM ] DL R mxd PrbE AR a1, HEERE T,
TEBCT XTI R 25 15, ST AR AT 59, DRI, AR5 2% 1 ) I By 22 /N B R SR 42 v T 7 2 I B ) Th
B, W R BAT A YERE. BUL BB e T I IR R ——— M FEAR R 2 AN PR PR A,
Ll 2 B AN [ o HURE A TR, PR AR I SR w5, B4 e BN AL A 1) ) — AN B A A b R g

AHi 4] TIM, RLI-CI-TIM, DIM, RLI-CI-DIM, TI-DIM HI RLI-CI-TI-DIM 3k Zr o iF % Y 2545 5 Inc-v3,
Inc-v4, IncRes-v2, Res-101 FI4E4. W3R 5 IR, ASCHEH 748 & 7 i A 26 2k ok i Mo o B %, RLI-Cl-
TI-DIM Bt g% LL1- 35 95.6%01) il Lh 28 0 B 1E 7 YN R4S 28, 8 LLT- 3 72,0910 /5 ) 26 1 B of Bt DIl S A 2.
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K5 HELEMEET, X 7 BB AT X HUI R Ih Z (%), XHUFEA S 4 H RLI-FGSM,
RLI-CI-FGSM, TIM, RLI-CI-TIM, DIM, RLI-CI-DIM, TI-DIM, RLI-CI-TI-DIM
1E Inc-v3, Inc-v4, IncRes-v2, Res-101 1 Y (1) 45 A Y F il * 7R A & i s

ity Inc-v3* Inc-v4* IncRes-v2* Res-101* INC-V3ens3 INC-V3ensa INCRES-V2¢ns
RLI-FGSM 99.9 98.3 95.0 99.9 37.4 32.2 21.3
RLI-CI-FGSM 99.9 99.3 96.4 99.5 53.1 46.7 40.4
TIM 69.9 67.9 64.1 51.7 36.3 35.0 30.4
RLI-CI-TIM 98.9 95.9 93.2 95.9 74.1 69.2 60.7
DIM 99.9 98.3 94.6 99.9 311 27.1 19.0
RLI-CI-DIM 98.9 95.6 94.7 96.2 59.1 54.0 39.9
TI-DIM 99.7 97.0 93.1 99.5 55.0 48.6 37.3
RLI-CI-TI-DIM 98.7 95.2 93.3 95.4 75.7 70.7 69.8

4 IE\ gél:

AP T Bl I TR (X BB 7 RLI-CI-FGSM. RLI-CI-FGSM (1 5: T+ RAdam 12 £ b i 4
PEAT 545 (RLI-FGSM) FE A AZ 4 AN AR Bk vk (CIM) AL Rl 4 1. RLI-FGSM ¥ B b2 70 55 T80 FE (1 Bt vk
RAdam A5k, JERIH BB — ) SE R, SEMRPGEMER SN 4. CIM [ H b2 R B
B AR 4 AN Pk S AR B 8. AR SCRI A IR SR i T U AR M T B . ik Ah, RLI-CI-FGSM @it
5 TIM I DIM Bk I4E R, nT LAHE— 2D — AN S s KIS T HB B, M0 IR a8 k. sLe
GERRW], A ST EAAE IEH YNGR IR b= 28 5 s (e Sh 26, 1 FLISFT R T A 588 K ) 0 1 4% () 7
TR
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