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E R Flets R R, AR T COOP &% L, COOP-SC-Sol #6454k 4 14 FUMARA 49 Fl-score 3647329 8%. sbih,
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Abstract: With the rise of blockchain technology, more and more researchers and companies pay attention to the security of smart
contracts. Currently, there are some studies on smart contract defect detection and testing techniques. Software defect prediction technology
is an effective supplement to the defect detection techniques, which can optimize the allocation of testing resources and improve the
efficiency of software testing. However, there is no research on software defect prediction for the smart contract. To address this problem,
this study proposes a defect prediction method for Solidity smart contracts. First, it designs a metrics suite (smart contract-Solidity, SC-
Sol) which considers the variables, functions, structures, and features of Solidity smart contracts, and SC-Sol is combined with the
traditional metrics suite (code complexity and features of object-oriented program, COOP), which consider the object-oriented features, into
COOP-SC-Sol metrics suite. Then, it extracts relevant metric meta-information from the Solidity code and performs defect detection to
obtain the defects information to construct a Solidity smart contracts defect data set. On this basis, seven regression models and six
classification models are applied to predict the defects of Solidity smart contracts to verify the performance differences of different metrics
suites and different models for predicting the number and tendency of defects. Experimental results show that compared with the COOP,
COOP-SC-Sol can improve the performance of the defect prediction model by 8% in terms of the Fl-score. In addition, the problem of
class imbalance in smart contract defect prediction is further studied. The result shows that the random under-sampling method can
improve the performance of the defect prediction model by 9% in Fl-score. In predicting the tendency of specific types of defects, the
performance of the model is affected by the imbalance of data sets. Better performance is achieved in predicting the types of defects
which the percentage of defect modules is greater than 10%.

Key words: software defect prediction; defect number prediction; defect tendency prediction; smart contract; Solidity

1 35l

DX HRAE A LRy T S AR BT N85 B 10 AR I A% O SCHEROR . IX BB BOR A% DAL 2 & rh, Ao
LR A7 A K o AR L AR B S Bl A7 Aot A 2 455 WU O3t T A o5 28, I AR, IX ARSI 98 5
FI S I R S TA, BURFHBT )L SRR « RHEAS VAT 8 AT S 7R DGV el R DX R B AR i e T A5 0
ity LR 20 A S el i U,

R AT S IR T 1994 4y Szabo $ i P, 5 SO —BHF B MR, kil 15 EAE T
21102 5507 T LT I B0, B p 1 02 AT AR AT IR, A LL3RAE 2 5 8 (05 A, R K — B Tl A 43
FSGE. XIRBE R FIEAE HAN AT SO SR 28, A RE A L3R T84T 3R, [ B Re S BRI X
YRE R AR M RSB T T2 e D, ol LR 5 £ X BRI O B 3. A R 205 SRR
SR A TRl 4, L — A IS AT /E X P L EL AT JOMUU) 1S3 (1 B0 A Bl ), A IR 4 o 2 (1 J 4, 7T
B4 WUEBIAT AT VT AT N, B ST A AT . BB AU P A B A T AR . 2 R T R e
(KA AFI R RE & 202 A BT, FESATRERE T AN ZEHO8 TR 26 —J7 M5, TR S5 2 TTIEW].

55 HOAR T BAACATT L, R0 RE 15 24 mT DASEEILSE A2 2% (RO PR sl i, 42 e 1R 0 2R L, REMS A AT S 2%k 55
N, R T DXCURBERIZhRE. B, th T DXCIRBERI A TTIEWT . AT ST IE, (8758 e A 20 S T T JBeA
7O RN RN U CC AN 25 & AT ST T A ot D 1 B = o S SV Y S AN B BRI
e, AR BE A AT T R ARRE L RS PR BT R A AR RS T2 .

B LU HR R X R Dy Al P R, BRI e Bty oK T VR AE 122 A KUK Luu 26 AU Oyente 1 H %

1

jilll

=]
19366 A LUKV & Re- A LA TR, I 8 833 MNE LI B /DAELE — M e Ui, R GE& 20 | IZ AE R .
FREA AP BB AT B S0 I =18 i B R R, n: 2016 4F 6 H, KA AZE DI H TheDAO 9 360 Ji LUK M E:
Ferp 2 2017 4E 11 A, Parity BB B %cds, FE1S J7T LKMo B, SAEGEHAEAN ], X8 S R By
LIRAT AN TS S0 WRIAE U1 TR, 5 R4 2010 B (RUE R AR 32 31 T T RIAE AR T 32 5K

H B B A 29 BB AR I F R © L84 e F 5T, U0 ContractGuard (https://contract.guardstrike.com) 14 ]
FECH IR RN A 5 AT X R BE A L0 AT A I, ] DIAS I 11 ™ S B DA 14 FPesh s IXERBERY g & 2 22 Al
*F-4 (blockchain smart contract security checking system, BSCSCS)( http://www.sjtubsrc.net) ] LAF il i 43 J& 9 4%
2411y 21 Fii, BSCSCS T 2018 4 RAT T (KEER BB & A2 A vk R 15, A SRR M RFIEHEAT T ik,
sFuzzl "R FRCRTINAR 77325, 2402t T AFL (American fuzzy lop)(https:/Icamtuf.coredump.cx/afl) fIFp1- e 550, M
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T 15 50 22 (K190 32, Re Al Hh B VBRI s A B S8 18 RN TN 55 7 iy LI Solidity 4 B8 21Tl

RAFRBATRIN (software defect prediction, SDP) JZ i FAR IIHE A KI5 ROCkN 78, FRAF B B T A TE i 43 Hr 4k A4
RGBT RIEHR, vk BB DG I B B Te, fBIALA 5% 20 55 7k, TOUIN AR A4 AR 1) sl B 0t i 2 e e B B o, AR AR
T &5 SO0 A SR BRI FE YR 0 23, VR RGN 78 A FRBE, DARAE A AR 215 v LRSS A IR, 23R AR
(CHINES S =

FI R, SPE B R TR A P RGeSt S TS B A5 AT I 7 T 48 2 1L, S i 5 N VOV e s 2
RPN Al RS M ) VR I A, Gong 25 N TSGR BB TN b Kcdi S K 2K FE S, Bennin 2 A RIS T 2K
AT IR G0 B AL 0 5 M 8 AR, AT AE A R 24 AT A e B TRUIN (A SHIE 5. A ke B T B AR N P
TR Be G A1, KT I DL T B

(1) DA 1 400 B e 3 BB Sy A B2 2% DA B I 1) %o S R RV RRAE, 512D 150 5 i A 00X — R R S 111
Bk IR, e B B B T o 41385 201 T B B R sR 0SS, OV K T e R PR AH DA 26 B X
SR 15 780 B £ I B A7 LR B R (1 R DG 11920,

(2) H I A T 17 7 R A 240 5 B TR0 A0 50 4, e LABGAIE T J7 VA L6 5 B A 2 BB 100 1) R0 _L- S 5 473 T A
I A5-4 Nl = IR T 1 e

AL H N S5 )2 (38 X BT —— LUK T 6 Solidity B E A2 B, B T — Rk spk
i B TIN5 A I FH 21 e A A0 AR K V. 1 58, v T —41EHN Solidity 7 BEA £ B T G4 (metrics of smart
contract-Solidity, SC-Sol & 2 ytdk), 5 RS Ze M FITH ) X G2 PR & 2 64 (metrics of code complexity
and features of object oriented program, COOP [ f5:Ju4E) &4, M COOP-SC-Sol Ji 4. 2R 5, M Solidity 7 fig
ARG HEE COOP-SC-Sol [t T4, I8 F BSCSCS 8 A & LT SRR I, SRIURT R B £ 8, LUK 4
Solidity # e & ZUik FAEHE 5. B, AV 2L LN N T 7 A0 EEBIEIFD 6 Fhor AR, 237l T Solidity
BB 240 Gt B 00 A TR 5 o U1 A SN PO A O ] . 51256 45 L W, AT COOP J& Ht o8k, AN SCHEHA 1 SC-
Sol F1 COOP-SC-Sol [ it Ju A2 RS A AP TH 4 B G 20 B e T AR 220 1) 1 .

ARSCH)EETTER TR Z R

(1) $2H—41%H %] Solidity & RES 211K SC-Sol JER TR, SR ITHEIIE T Solidity B BESLIRFA MR R . K
B, AiRILL A Solidity ¥ S5, 5 COOP FE & LM LL, SC-Sol RENS HEIF M liik Solidity % BE AL IR AE, 32 TH
NEERMIEEE QIR RIAL N

(2) R4 COOP-SC-Sol R ILAE, LL Solidity 4 fiE# £ ) contract Fl library J ki EEHEIURFAES B, &5 &
BSCSCS L[k AT I 25 2R, #E T Solidity 5 f&A L1k f % 48 (COOP-SC-Sol-Dataset, https://github.com/
yagol2020/COOP-SC-Sol-Dataset), 7] F TG 2L T & HAl A ¢ Solidity 2 &G 24 Bl B T (A 58 LA,

(3) 2T Solidity & BE & 1B FAEIRAR, 73 50 IE T AN [ 284 1 e og 502 T 60 Sl A A0 g 28 00 o o 1 2
7t WA, o TR B e 1 TR e R, SR — A A TR AR AR IR AN 1) B, AT T R RERAE R AN
SR TR ASE 284 P e 1) S

A 2 OIS B A8 3 A4 COOP J¥ 8 JL7E Solidity & BE& Z1h KN H, JEHR SC-Sol [ &4
Bk, 55 4 T HH TN Solidity RS LMK B BTN Uik, B8 S TR TR H (R e R v SR, TR S 4
RIAT M. 55 6 TN RANEDNT. 58 7 A HMIC TAE. Sea e s 8 7 &5 A SO R R TR T g 2E.

2 HXER

0T B o S IR ER X Solidity £ g A AN R TG, AT Solidity £ fE A LI IR R KR, UL COOP
JiE B TCHE AR OGS SClAT A 4.

2.1 Solidity & 8E & AMTEE R

Solidity % fit & L1847 48 LUK 57 X Bk (1) fE SUAL (ethereum virtua machine, EVM) _F, BT 51 [ % %15 =
(object-oriented language, OOL) ARl FIE L HRFE. 9 T B AT s vh S5 IR %A Solidity 2 Be& 2B BE 5T, AT
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¥4 Solidity  REALIRIZATHLE]. TEIELLARRE.
2,11 BATHLEISTEE

Solidity & BEAZIFBEATHLHIII B 1 FT7R. ARSI (A1 X HUEET- &, Solidity 4 &4 it EVM
ERIRAS A E (StateDB) A8 H, W1 A7 ) 5& SOIR A i 45, Horh, EVM 55 JVM (Java virtual machine) AR, & —Ff
BT ARV GABE. 8 Solidity B Ae A LI, WAHD B e bl B4 (U1 sole) 4 EVM 1] BS2H A 2151, 4%
J& EVM K 35T 7 iR AR K EVM HEAR. & 2080 I, EVM AR oA £ 42 2645 BT HERE, AT SEI0

L5 StateDB 38 H..
e LIk X Sk

\
/_ EVM \
X >

contract Example { 60 80 60 40 52
address owner; 34 80 15 60 Of 1
function withdraw () public{ 57 60 00 80 fd msg.value % 1
msg.sender.send (this.balance); |4 1% » 5b 50 60 d3 80 e StateDB
} 61 00 1e 60 00 0xd0
N 050

o &\ FG EVM Hik / /

B 1 Solidity £ HE&£is 1T ML

Solidity £ REA LIRS &5 0 AT B = I R TR 2 i S MG 408 LA . BT W7 N
import, 7] H T¥ H AL & 2 A0S T AU TG 20 it da 2 1 B 504 pragma, T T4 € 9 R438 IR RRCAS, AT
T8 G IR G B e FE A 4 ) LS SR A B 2 LTS contract (B24) Al library (). HiHP, contract 42 Solidity £ fig
G AR Ay, BT A7 T 2 N B B I oR £ ST 25 18 4. Tibrary AN BEAFfif B0 5B LAK T, 24 contract
Wi H library 5 1) 58 2N, 1% PR HCKAE contract (19 1T 3CHHAT, &SR contract HF R A AR &, JEAR, library 7]
P IR A FE T,

GHHREL R S MEs BB . FHERR A, HAFRFIRR R 1 s, RS EEH T
IRALLRES AR IR, R RESTRAMAAELEE .. GASSHBRMMSEE R, g-AEFMZE 5 OOL 4
BL, T A6 O A R B 8 SUBT IR BIAS i, J5 38 T SO IR ISR & &, IF T o S R H . R HUE i i
& Solidity B REA 2R A I 45 14, Reflf U3 R 2R S0, 15 B BB IR A8 1) PR B0 ZE R BAT B IR 25 1 A 2%, 1 e 40
TR B B A& BE T LU EVM H S ThEs M O, K A QBT S0l ey T & . ¥
Solidity & it & 41T M T PAT BLTT, BEE SCH function JCBEF . BRELA . SHFIER . T WARIRAF. R OEFI R
e s 4. o, function JCEET . BREA AN S HUF R D AR R AUE U IH, R E0 o dn ok 8 X5 1, TAd
BRAME. B n] WAR AT ERIA A public, 3R [FI{FRH BRI A0S 14 BRI M 2% R 044 R R 250 A v AR 119 58 i I 48 A
1T, Solidity 4 B&5 23 #F whilev do while 1 for iX 3 P24, LLJL break F1 continue PFh &% 1145 1F.

*£1 BUEH

HFR ik
JRAZZ I (state variables) TR AL 2 T 12
ZERAR (struct) Mo BRI Ui
M (enum) TE XA R E S
PR EE G 4% (function modifiers) RS Bk B
H1F (event) WHEVMH &g 0
PR (function) AIHAT LT
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212 ¥ M

Solidity it & 203 B M85 A LUK X HesE, ke A 720, TFRE w7 SRIAE g 7 38 54 8 ik A7
2R, WEA gas. [FIHRURSZIFEF SRR,

gas /& LUK AT R e & LSO G T2 9% 3 RE & A I8 — AN AE, RS Z00EE . s E0 I L A B AT
5, T LUK AT gas. WERAES LA LR #EE gas, &l out-of-gas 57, T EML VK H BT Atk
BEEHE IR, JFIRIEDCK RS

[ (fallback) +2 Solidity 2 A A2 rh B —Fhbi k. [F1M BB AE — M BEE BB . S BORR [RIE PO 3k 2R 40
2 G SRR 04 bR B A 2 B 4 R T R BORR TR UC IS (BPASAFAE T 18 P 4 R 2042 R S 5001132, sl & 2l 3
CLK T HBE A ATATER B, 2518 T [l e 2. b IE B LUK T, & 2900 0 SE I Bl s 2, HARidh payable.

AR RIS Solidity 4 BEA 29 T A e P 7 SR 00 1), G JAE AL 2 M HEAT AR BRIS A, Hs g R
SPARWT. AF S5 SRAS R, Solidity i gk S FFIF s 28, {H i Solidity 5 fig A 29 0 LR g AR AR5, Rk
HETAH R 1 AT 1) RT3 25 A7 AE UK
22 COOPEERE

Marian %5 A PUFEF 1] 1) 6 G R 7 BE RS AR 5€ TARSR HE T 20 FhoRTEARAS 52 2% B LA KT ) o G R PP R 1E A B8
HIG, A SCEIX 20 FlUE R ICHR N COOP & Bt COOP & HUTEMZEM. 455 . SRSk nE 2 Proat. % 2
i, WMC. DIT. NOC., CBO. RFC. LCOM, IC. CBM Hl AMC Hi Chidamber, Kemerer™ il Tang % A\ **}j2
U, I R R G T B S T ) A BHE. NPM. DAM. MOA. MFA #1 CAM [ Bansiy F1 Davis® 12 1, 3 40 &t
JCETRER LS. MBS, LCOM3PY. CA. CEP". Max_cc Ml Avg_cc®™ /35 1 Sellers. Martin LA &
McCabe %5 NFEHH, L BSVE LGRS . ZRINR A BRI B 201

%2 COOP EHIuE

I & AR ik
LOC Lines of code FCREAT %
WMC Weighted methods per class Frh B s
NPM Number of public methods AN ITER R
Stk AMC Average method complexity TP R
Max_cc Max McCabe’s cyclomatic complexity SNV
Avg cc Avg McCabe’s cyclomatic complexity PRSP S 2k
MOA Measure of aggregation REFEE
CBO Coupling between object classes KRG
RFC Response for a class g 4
o CA Afferent couplings fENFEE
" CE Efferent couplings (it ey
IC Inheritance coupling VT ey
CBM Coupling between methods T e RS
LCOM Lack of cohesion in methods Ji AR
P 3 LCOM3 Lack of cohesion in methods Ji AR
CAM Cohesion among methods of class IR
DIT Depth of inheritance tree kTR IR
% NOC Number of children TR
MFA Measure of functional abstraction TS
b5 DAM Data access metric LT EE G
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McCabe 5 7056, (HIX 48 B 1 T = B oG AAD 52 A% R LA R 1T ) 6 GRe A IX 9 7 THI, PR AR SCE X Solidity Y RE A
AT SC-Sol & U,
3.1 COOP EETETE Solidity HEES L AN A

COOP J& 1t JOAE IR HURL S 2 T 1) X 38 5 <987, 7E Solidity 1, 5 “I8 AU 2 A4 (contract) FlFE
(library), #FATE COOP & 1 7T AUk B 1 3£ 4 contract 1 library, LA N ZFR N & L8l & A0k 2. 75 B9 =
F2, Solidity ¥ 5 I AFAE 4R KA AT 70 5235 5 R0, DRIt COOP B BTGt T 41 Solidity ¥ 7 19 H8 4%
|

W 2(a) A 2(b) 435125 A Java R Solidity 4 5 ) FL A #1110 RS 45 4 1 10AS J BE, Solidity H &4
(contract) Al (library) L5 Java &5 1H [ % 515 5 14 R 02K (class) #H1BL, Solidity )88 % (function) 7 LIS ELE
1§ Java Z5TH M) X 408 F K7 % (method). COOP Ji &8 JC7E Solidity 2 fig 5 £ 1IN 5C R B iR W14 3 Jow.

class Templ { contract Templ {
int value=10; uint value=10;
public void method1 () { function funl () public returns () {
¥ ¥
} }
class Temp2 extents Templ { contract Tem?2 is Temp]1 {
public void method2 () { function func2 () public returns () {
} }
} }
(a) Java (b) Solidity

2 i Tava ¥ 5 A Solidity 15 5 4 S (1) E AT AH R 45 A6 4GRS B

%3 COOP JiE 757 Solidity A Ar20r (ML 5 5 ik

COOPJ¥ itk COOPJE # JUAE MY Eiiip
WMC (weighted methods per class) WEFC (weighted functions per contract) B 0 AL R B
NPM (number of public methods) NPF (number of public functions) AT R
AMC (average method complexity) AFC (average function complexity) PRBCEI R
CBO (coupling between object classes) CBC (coupling between contract) G R RE
RFC (response for a class) RFC (response for a contract) 45 24 rhm Y £
CBM (coupling between methods) CBF (coupling between functions) BRI HR) R R
LCOF (lack of cohesion in methods) LCOM (lack of cohesion in functions) PR BUBEER B
LCOF3 (lack of cohesion in methods) LCOMS3 (lack of cohesion in functions) PRBER S
CAM (cohesion among methods of class) CAF (cohesion among functions of contract) B8 R R
NOC (number of children) NOC (number of children) TFHAN

3.2 SC-Sol EELERIKIT

T S AT Solidity TG TE, AT 254 Solidity B RES AT THB LK. KBS R
X R SRR AR 5 M A, DL Solidity g A 409 B R LIRS, 285, 25T Solidity £ HE &4
FEAE AR, B T A% Solidity 4 i & 29 & R G AE.
321 AR

Solidity 4 fief 29 - R AR S 22 K L s 00T FF R EVML 192484, sl 4 = 20 0 1Y) & 1k SR 46
X PR A 291015 5. #5453 Solidity B Re S LRFA AL RRM, SRR, WKL BN WL 4 s,

4 R 14T address bk AIAR B W] LLSZEL Solidity 2 AE AL 2 AR . 5% T 2 v DL S R 25 4%
L2 INAE, address fEAE— > 20 P MH, 5 LUK DT RIHBIEXT B, B2 ) EVM 204 address A% 2R A0 b {8 15 52 s
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HEXF R, T SCEL AR D fE. address R BRI SAH 1 ANEPER 4 AR5 R E, HARM SRR R 2ok 4 o, H
i1, address.balance J& % A] ARG € & AP A7 1K) wel IR, Jorp wel A& LUKIG IR 5% T 84y . transfer. send.
call Fl delegatecall 1% 4 AN % 03 BRI 20T F R SEIL TR AL I Thag, K AAET-LAR 3 4.

# 4 Solidity B RES LI E A AL RRR, i, R RN
B AR

2 A T SRR Eiii3ay
balance - AW FE Motk O AR, ST A wei
transfer uint256 amount 46 7 Ak amount 7 I wed, JONIL L 577 IR 810
address send uint256 amount ] 45 72 Mk 4 B amount B M wei, JRIUGR [H false, 4k LLHATHR S
call AR R, AT R EVMIRJZ AL, A S8 G 24
delegatecall TR ATREURE EVMJEZ A, W B0 U555 24
block timestamp - AT 24T X HRR I )
number - AT 1T R P e
now — - FRAT 24T DX R I T
tx origin — AT B 1) ke 2 bl
- require 000 ONION oo ition 4 AZ, A0 SRS A UCRSIRAS T, FINH femessage 543
[string message]
— gasleft - AT U S A FIR W gas K
(1) F511 gas FE A

transfer F1 send B $U7E ¥ % 1) [A) I Bt 4 19 gas B0 [ %2, 4 2 300, call F1 delegatecall % A] LU i address.
call.gas(uint gasAmount)() F1 address.delegatecall.gas(uint gasAmount)() & & gas FiE, W KA F5 €, MERIA K%
i el H gas.

(2) LA A 5 R [BHE AN [

transfer PR FCAE T FH HE B A5 5 B IR BIE, P = IR 1A 293047 send. call Al delegatecall B& %A i
AR 5 R B] false, k2T A4,

(3) W PTAL ) BRSO AN

delegatecall FR%( Y call BREUHAL, XAITET delegatecall B E<x 7E 4% M A 21 B R SCHAT, &2y A
i delegatecall B EH &40 B 1 func, W] func F1(¥) this &R 1M A4 A.

% 4 WP ES 2 4T 1Y) block AL 5 H4x Ry fiw 44 A AR AL, 2 —FhRRER M 4 R A8 o, T8 FH TR R e LI, #l
T block.timestamp J& 24 T LRSS 2 517 IX e [ 15 )4, block.number J& 4 7T LLERAS 215 X B[ He

X 4 P 34T now 2 N4 RARHE, 5 block.timestamp J& PEARALL, 0] FH T 5545 24 i X B (e b ) K.

4P AATIN tx AR R AR A A R R AL, e R RR R A R AR &R, T TSR A B RINAE R, Bl
T tx.origin J& 1t W] LAAS I 4 AE 2 kR bk, B4R AR 00 Al ik P B A ) it i kk. Solidity B RS
A, B4 AT A2 B FIR AL E5 20 B AT ARSI &40 C, IR 4% A H BE.

#4955 5. 647K require A1 gasleft & Solidity 5 He & ZIH 45 A 1 2 AN ea gk, Horp:

require PRAAT FH T & B N BT AL 5 1 I H R require A SEAPIMIE R, %2 — MRS,
B MR SEI AT AL (BIA/RSE0N false) il 725, TR HUPIRAS T L. 24 require 4%
SN SEN, SRR ANMER(E B Solidity £ B84 24 TP AT LIRS WOE i SR AR BT IR, 2 A2 S i I, B4
B T (PR A SE 8, (RIS 1) 8 FH 2 FR e k.

gasleft BRE] LLIRAT 11T & AR R 1) gas $=.
3.2.2  Solidity il

Solidity ¥ BE& 24 I IFIE H <1l A AP LUK M2 B 2%, AR5 R 45 T Solidity £ fig &2 S Wik
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T, FFbRic T AR 0 S B A A b A
ARBEAT 58 R [B{E AL P (send. call. delegatecall): send. call 1 delegatecall PR % ¥R [0l {8 5 1 F 48R I <
R[] false, [F] IR EEHAT 529 T IOHE A, WIRTT R BeAT XX 3 A BRBIEAT 57 SO (R AR B, W) g 2s 3 30D
B
FNIWI (address. call): AL 2016 £F TheDAO A vl ety 2RI F U, 25 A 5 [l LRI AT
K, W 3 s a2, TN T call %L, HBCHTRE gas FECE, KILILIX DT T H0EFE BT AT A m T gas,
SRR BB AL, 1 fallback BRI pay P, BT balances[msg.sender] RIS %A 4 7 2,
It Example 15201 (¥ 5% T2 B A ML ST I, AT S B2 55 1 k.
contract Example {
mapping (address =>uint) private balances;
function pay () {
require (msg.sender.call.value (balances [msg.sender])());

balances [msg.sender]=0;

}

¥
K3 AR BN sIR T Solidity & f8-& Z140AS v Bt

LA (address): Solidity ZRiFas AN LA call B ALK T X Gl & B AFTE, WS s AAFETE, LK
Yig Ashalgbhl &4, Hil TS LA ETALMN, A2 B LUK T I8 ok, S8R £ K PO

fe 1% I AMB U (delegatecall): N2 delegatecall pAZ 24l W% = Brds 2 A H, il g Boids & 4 3A7 %
RARH. Parity A2 MBI 5 delegatecall PRAEUAHOC, 1EIX KBt b, Briti & K IN Parity 52111 delegatecall B
BRESAT R Bl A i, R B Ml n 'S T — AN Wik A4, NiEER T Parity HIANE 3 F 73600
(i ALK 3 0,

PR i B 1B T I 0 (B ): i 38 2.1.2 15 Bra dn SR T e N D AN i T A T 1) 8, FE AT S as SR ERAE R
LUK MERVERT T RRIRIZ ST, vT RE 2 i it 5. BSCSCS R LIRIL AT Ut 1T 4 v4iE 51 (DivisionBefore Multiply) Al
I LUK AT BT I22 5 (DivisionBeforeCallvalue) P53l 5 44 5 AH B ia 5 A0 0%

tx.origin AH U (tx.origin): IR EH M tx.origin /BN 4% B M 1K) Wi 4 AR, S0 S 2 3 ml Lol i w4 i
— AN BT R P BE, AT BTBLA IR LUK T B BSCSCS H & B UseOfOrigin 28RS 1% 4 B4 %

AN AR I AN AR R I R T 8 R I HeE & 2y B AL A5 B, 15 0 B MR RS I 4 1, (HOX 2645 2
REf8 Al SOt 38 T SN S ), AT B0 # Re g seid B2 R A I 4 1, STEA LI B M.

gasleft KA (gasleft): t1T Solidity ¥ LASEIRREAL AL A i, PRI T & 2548 FH B 6 BEATEC 280 3 X
seed, #l 4N & LTI R 1) gas (%R, 5304 U BEALEC T Btk Mo =2 T AR .

I IR AS (block.timestamp. now): 75 LUKIE P, X B f¥ I [R]85 HAZ X B 1 [ A Hb R e 1) 1], 5L DA
XY SOV T AE— 8 30 Bl P 48 o5 DX B ) I DK, G SR TR e N B A5 P DX R I TR R A S e A8 LA K T B AR O Bt A
IZAE, BABRE B (2 A XK H BT 1) A7 DU ok S i ()8R 1 (A8 4 A0 A2, AT RTS AN SR 25, H2
{87 A

X P54 (block.number): 5 I [AJERAREL, XS ATEH™ THAE. W R IF R 0 X SR R P54 A B L
Hobh 1 2E B AL, WSS R e ] LU A e S A i Bl 4 R A7, S 8UE 4h i DOK T B3 i .
3.2.3 SC-Sol it

SC-Sol JEATLEN ] Solidity Z e AU AR . BEL. &5 LLA Solidity T 5 Rtk T st vt i 2 & ek, SC-
Sol B IJGEEMZA. 45 . SMERHARWZE 5 iR, 3 5 F1 SC-Sol FE i Jude AT %l 4 A R AR ¢, g5 MIAH G

S, SHAEH . R ERAENA U 6 AN, T AN EERITHIRLEE N G ARIRE, BAKY G AN
EIGIRET.
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25 w5 AR ik
NATV Number of address type variables addressZS AL Al
NTF Number of transfer function transferbf 2=
HhEAH G NSF Number of send function send PR £ 8 i
NCF Number of call function call pF H % &
NDF Number of delegatecall function delegatecall R EUE
NS Number of struct AL § S
EUAVEPS NM Number of modifier BRI AU 48 K
NE Number of event event${ i
S AL B NRF Number of require function require bR Bk
TNP Total number of parameter SRR
ZHAEH NUAP Number of using address type parameters i F addressZE M Z 5 IR £
TNMSV Total number of modify state variables PARSAR =B U RS
Py NDO Number of divi?i?n operations 53 %?ﬁl%ﬁ
NOP Number of origin property tx.origin &
TNGF Total number of gasleft function gasleftef B E &
AN A8 TNTD Total Number of Time Dependence 5 PR AH 2 1 A e
TNBND Total Number of Block Number Dependence block.number#l( &
(1) HuhEA R BT

NATV, ZEE TSRS L & address KIUAL & 114 =

NTF, % 5040t transfer BT EUR .

NSF, %5 i 704t i1 send B2 405

NCF, & 7e4e vl call BE .

NDF, %% 7t 4t i delegatecall pR IS

(2) GiAH R IT

NS, ZLEE TG v g5 i AR R, & 20 Al R S5 MR T BCRE R 22, AR S 2 MR 40 5 D iy, 388 HH Ik
B4 PR AT e MR

NM, Z S TeHE v AR S (modifier) F# .

NE, %% 8 IG5 1T event [,

(3) S Ak
NRF, %% 8 u8e i B ph 30 A require BB IRELE AL
4) ZHUEH

TNP, %R IGH T S A RS U B EUE. Solidity B REAZUH, #4202 138 i s B0 F SEIiY 45 T g,
QLUK T (W% B8 B RS L4, BT DA 29 TP 0 ek B S B 0 DG

NUAP, %% & e g vl &~ M8 8 address 288 SHUREL. 2 R B0 address ZE24 (12 550, SR 1)
eI 5 LUK TR SRR 3 2%, NIk address 2878 92 208 Bl T i e .

TNMSV, %8 5 T0 G & R EORRES A8 1 IS SO B AL A 29 BRRARES AR 5 BT A4 IRMEL 25 7K AAE G TE
BT RSB EIEFAEE G R, W A bR S5 E MO, A S EPIR S BT fE S S BRI

i 4 Frow, ASCLLAEE S 0x0dd1093721997be0421f49597820df3bfd1dc755 (https://etherscan.io/address/
0x0dd1093721997be0421f49597820df3bfd 1 dc755#code) [¥) Solidity 4 £7el 5 ARHD F B A B, N4zl I B ek
72 %0 TNP (WMER 1, A R4 funcl IS ESIR T R EH 1 A~S5 NUAP (W{E4 3, 24 funcl H145 3
NEBOAH T address K444, Bl newOwner; TNMSV MEH 1, KA funcl H iR 5 — A7 XRIRASAE BT T84,
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EEIRECH 1R
(5) Syttt
NDO, %% TG %A ek Bl HI B 5 1R .
NOP, i%% 5 ILEt it tx.origin J& P (140
(6) /N 44kt
TNGF, i 04t gasleft RBP4,
TNTD, ZJE i Tugevt-& 20 5 I A A5G 1) J8 M B i #ici, BISEAH block.timestamp J& 1 now A8 5 (1) 405
TNBND, % & 04 1H# H block number J& P 5.

contract Ownable {
address public owner;
event eventl (address indexed previousOwner, address indexed newOwner);
modifier modifierl () {
require (msg.sender==owner);

¥

function funcl (address newOwner) onlyOwner public {
require (newOwner!=address (0));
OwnershipTransferred (owner, newOwner);

owner=newOwner;

4 Solidity JFARHE R~

4 ETHRHEEER Solidity &84 LTINS £

BT Pt If) COOP-SC-Sol B Iusl, ASCHE T2 TH M5 (K Solidity ' HE A LB TIN5 5. B /R
i COOP-SC-Sol [ JTLAEX Solidity YEARAIEAT AN & &, $RBURIDI BRI T ool B, K5 B MRS BIR
S T AFTE Gk A DL R SR B et DA BB B 4. 55T, 20 il A g [l VA BE 28 ) e 7 A BT Solidity £ A4
F18) S5f B3 B30 1 SR B U 1 1, D PRAL B BY P .

AATHEVEGN A RS B ICHRER, B DL R VPAY.

41 EETTEN

BT H AT A £ 5 Solidity B BE -G 20 1)k M SHE 48, DR 1 15 56 55 5 M) S 6l B T 450475 £ . FATT AN XBlock
(http://xblock.pro/ethereum/) FRHX Solidity %4 fe A& £ IKIUERY, {1 solidity-parser-antlr (https://github.com/federicobond/
solidity-parser-antlr) 3k Solidity &/ 5852911 AST, FIH AST $2HL COOP-SC-Sol &k, HARK Y, solidity-
parser-antlr #4t T visitor V5 [l %%, JEHAE T 60 FPal &85 ) 1Y AST Node 2824, ATk AR #i COOP-SC-Sol &
JCIE S, A AR AST Node Z8Z4%F Solidity YRR SCAF AST 5 BEATHR I, 238 515 3 T &MRAQ
i3 contract Al library & #7015 &

B R T B R On IR IR, SN Solidity JRAREY C FEE S eI L4 A MEMS (metric extraction
methods set, B ITHFEI T IEIE D), MEMS WA W5E5m 'S PR IS & T 5 ik, B %6 solidity-parser-antlr A
YAHE P3R4 contract FI library #) AST 15 5., &4 contractNodes, X )5, 3 [JiEE contractNode, #RIEH S MEMS
R EUTTE getMetric 3RAHE B IT(E & metricInfo, BT A ¥ 8 I0{5 & metricInfo I % 4% contract BX library ]
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E R It BAER contractMetriclnfo, W [J1 343534 contractNode [YJ5 & T0{5 B, e 290 B IR M1 44 Solidity

YA C PR CE R

4 codelnfoResult.

BOR 1 JERTTHIR

N Solidity JACHS C. FLEITIRIUT LS AT MEMS;
it C B IUE SEES codelnfoResult.

1 contractNodes = parser(C)
2 codelnfoResult = NullList

3 foreach contractNode in contractNodes:

4 contractMetricInfo = Null

5 foreach extractMethod in MEMS:

6 metricInfo = extractMehod.getMetric(contractNode, contractNodes)
7 contractMetricInfo += metricInfo

8  codelnfoResult += contractMetricInfo

9 return codelnfoResult

4.2 FUMIERAGE 5T

S 864 LN AR sy PN FRPASEFSEANTR] T 50 A IS, 2R Ay e B b i A1 FT0U, 53— 2R Ay e B i P AR ST
R GAE— FUB LA, SR A R A RE & 2SR B IO IR DR AT, o 1 R L TIOR8, A S T sk

Ko TR 1 5 5 VI 51 3 4 Hign
RIS 157155439

4.2.1  wRFEM ) PE TR Y K PG

1) 6 i — 43 RBEBIFN 7 Fh [R5 I4E A Solidity

2 (R 1 1 T

A SCATE P (1 St B 6T 1 P TR A TR A - A1 5% ) DL 307432548 (Bernoulli Native Bayes, BNB). =157 D374 25 4%
(Gaussian Native Bayes, GNB). K 4143 25%% (K neighbors classifier, KNNC). R 5r252% (decision tree
classifier, DTC). BAHLARMR7252% (random forest classifier, RFC) FI=Z ¢ 1] F A1 72588 (support vectors machines

classifier, SVC).
R B U1 [ P T 1Y) S 85 AT Fl-score il g-mean[%]ﬂiﬁf] TR (R PP A TR .

N TS Fl-score, T BAE W 6 Froas (9 3 M FEXAEAS IO T00IN 45 R3EAT PP, 6 rb LA A 1E i TO0I0 Ak

N TP, SAREAFAE B FINFR N FP, SOREABAERTINFR A TN, IEAEAB R TR A FN.
AR 5 TP TRERERE, 4012 Recall HIvHE A XA (1) Fi.

TP
Recall =
TP+FN
K6 oK BIRER
o TR A
FLYFEA = 7
1E TP FN
i FP TN
K% Precision ITHE AWM AT 2) Fizr.
TP
Precision = ————
TP+FP

TSR NI B v B R ZE AR %, 24 R R R [ SRS i e i, AT DO I A5 (3) THEL F-score.
i, B =18, A Fl-score. Fl-score [F{E ISy, A3 TN T BE 4T
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1+ ﬁz) X Precision X Recall
Frscore= (B> X Precision) + Recall e
BRILZAb, ASCEAEHT g-mean VAR AT A B s SN BB E BE IR S, g-mean JEARLRAMERI VAL TRAR, 75 %5
B T A B A E MO, X0 AT 5 B, 2PV B SR St B 0 30
g-mean WTHEL AU (4) Bk, g-mean WIAERR T, ACR TN RE LT

TP N
-mean = x 4
grmearn \/FN+TP TN+ FP @

422 GRFAECEE TR S PP AL

A S AR FH A B S B0 FIONAR A 28 [R1UH (linear regression, LR). ULl (Bayesian ridge, BR). ¥R A ]
I (decision tree regressor, DTR). BEHLARM[A] T (random forest regressor, RFR). K %FiT[H]J7 (K neighbors
regressor, KNNR). £ % iii# [7] U9 (gradient boosting regressor, GBR) FI=Z ¢ [n] S A/LIH ) (support vector machines
regressor, SVR).

St A 8 0 U PR ST By &5 AT T ST 3 45 6 42 2 (mean absolute error, MAE)P VISV 35 B WA 7T 43 e (fault
percentile average, FPA)" " Wi by TR (K1 VP A4 F5 .

MAE VI XA 3K (5) Fios.

1 n
MAE = (;)Z‘
Hrb, n REFEAR LB, ypred FRR T KB FEER, ype [RRILSE A B AEGR, MAE B, 103 10 1 fe
/e
FPA &7 P S b H0m i HE 7 A2 5 -5 B0 S B B H0m (0 HE e AR R s AR, IF DUINB I TE R BHER R 2. FPA
5 A 3K (6) Fiows.

Vpred — ytrue| (%)

1 K K
FPA:KXNZ Z n; ©6)

m=1i=K-m+1
Horh, K OAREA RO, N O BRI SO K K SRR I TI000 45 R B R B SO T RS, R R R RO
N1,2,3, o, AT g AGRHERS S 5 i SRR CSEBE A K. FPA (R EDB e, AR TR RE LT

5 SEWRITSERDR

5.1 SRt

BRI Solidity 4 feA R B TN 77V A RN, ASCER T 4 ASEFST IR L

RQ1: #77% [ e A 2 B i 1) PE T, COOP L& TC4E . SC-Sol JEF Lty COOP-SC-Sol 5 JeAEZ W] ]
1 B 2 S e 2

RQ2: £ ZHi A PIAZAE ATl [ 3, AN SRAFREAK Solidity 4 HE - LS B0 vl P U FE T35 R e 2

RQ3: Solidity % & £ R B[] 4 FoUIN 75 B X 5 SRR Fovmi B 1 28 e e 2

RQ4: 45 7% 1B e & L9k B B0 T, COOP e 8. SC-Sol [+ TC4E 5 COOP-SC-Sol Ji # TR Z I 1
e 2 e anAer 2

ARSI HESL ] 5 TR, BT SERIAIZATE CPU 2 i7-6700H, W AE 4 8 GB [fJ 64 {2 Windows 10
BAERGEMTHENL B FFRMIZAT ISR Python 3.8, ALY (152 LAl H Python FFUEAHL2S % > i scikit-learn
(https://scikit-learn.org/), KAt J5 127 SEBLAE FH Python 5% = J7 J## imbalanced-learn (https://github.com/scikit-learn-
contrib/imbalanced-learn.git), £ FIRAT 575 (1 S 4035 A 58 (.
5.1.1  FheA Ak S A gt

BT HATE S A £ X Solidity 4 A4 20 (M B BA KRR, DRIk & 29106k (5 B 75 ZE M ILARI& AR (1 K~ &
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I TR KA. ARSI XBlock H13k 745 Solidity JEARALSCHE, SUH44 1% Solidity A ZU7E LIUKYs o k. S48

i ] BSCSCS /£ Solidity

LYk bR R IR, T BT R /2 BSCSCS Rl &, H 48864y

Mok s AR 225 5 55w, IR 55 A XS R A S DN Je A A 45 SRt W) TR [l 25 7, e PR RE S SRR
N HABJR P, BSCSCS TovA S (T & L i 45 2, DA G B 00 5 29 0103 BBk Bkl 45 1. 7 149363 U4
A, A 6 519 MIEACES ST AT LARAT BSCSCS Aol 45 . 281 Ak BRI, g 138 73 A0 00 5 SRR Ay e e Pt e

EMAREE.

W ERNT-5

_SC- /72 1
Contract/ COOP-SC-Sol RS B
library %k SC-Sol CREESE
LOC NATV UnrestrictedWrite| .. |IntegerOverflow
32

Claimable

KFEAE

i/

Ik e OIS

-
PR
B e TS

Fl-score. g-mean

]
1
TRBEFC R TR :
1
1
1
1
1
1
1
1
1
1
1
1

MAE. FPA

K5 seiEse

FLASKE, 1 5EHRH XBlock B HIYEARRS S 48 0 LR Y;

Lyl K Hhlk4i A\ 2 BSCSCS, BSCSCS

AR [P A 0 5 2R, AR e S D) 45 SR R B BT AEAT 5 1 52 SR B TR 1) conttract B library. SRS, RS I A e 1 2507 A0
S TG R I, R LA L 2 SRR I PR TR Dk e R R TR A ) VERR A, SSRGS 25 SCHR [37] RITTIR, B
SRFEECRE A, R SRR AR T AT 1, WARIC AR BR B, AR IC N ARSI, 32 7 Jh BCSCSC 3¢

RS DN £y ke o A Bk DL K

© hRBIEB IR
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BRAE I« S5 MUAOR I . PRES W il BBV R B BT S R i A0 (v R ], 7 A
IR bR IC 2 5 AR ISR B, R SERR SRR N S R B 25

*K 7 BCSCSC SCHEFAT I TIHRRE 44 TR LA 432K

NGRS iBE 44 PR
DAOMethodCall
call’zZ 4w DelegateCallWithUserInput
UnsafeCallTarget
TODAmount
S TE 4RI TODReceiver
TODTransfer
DAO
DAOConstantGas
UnprivilegedSuicide
UnrestrictedEtherFlow
UnrestrictedWrite
UseOfOrigin

e i T IntegerOverflow

55 NGRS I

AR

B2 s R

DivisionBeforeCallvalue
DivisionBeforeMultiply

VREE K P IR LockedEther
MissingInputValidation
B =y it g b b UnhandledException
WriteOnly
y . UnsafeDependenceOnBlock
BHLE A e I P

UnsafeDependenceOnGas

$ET ok, MM solidity-parser-antlr |- H M EACTE HHEI COOP Fl SC-Sol BI4LEE fa o IMRFIEAS B, FERK P41
HEIUE R4 48 COOP-SC-Sol FE eI AEAE S H1T Solidity 4 1Pk #% i A AR [, solidity-parser-antlr FEi% 43 H7 Bt
A RRAS FIJEARA, DR A PR A AL oy A3 B B o5 B Bk Bk, 75 6 519 AT RISRA R4 2 A RRL SC 4,
A 4 203 AR ST LIRSS S oof5 B, P $E 21 138 4% contract 5% library JE & IG5 B, BT Solidity &
BB AMPAEARRE SIS, DR 55 B SR AR I BUR AT L 2, 40d 2 515 81 7 964 4% contract BY library /4 &
JOfE B ¥R IOE B H P RIS I PR AR A L (i BEA L) AR B R B R AR A AL A, 40 AR Bk A S
S TIUINECHE B SR BE T 1) A T K B ARy S B T HcH £
5.1.2 Rk AL AN

YT Solidity 4 A& 240 1 BT ] 12 F00ill 1) 22, A5 R dfe B {630 1) 2 T 800 4, S 6 b — 23 BB EAT 5 B
A 1 P TR S5 T 45 A T VEAS FRHR F1-score Fl g-mean 34T % 58 (RQ1-RQ3). XF T Solidity £ G54 £ 1A Fa 4k
S TROIN i A5, ASE P S5 B A TN e A, B R 7 e [l VAR B AT R B B8 RO YR 5 AT VAL HR bR MAE R
FPA AT & (RQ4).

SEIG AT AL AR S R b, R Solidity BRBE ] PR HCHE B2 A7 A AN AT IR A B R AR P W 2R P Al
SRV T A B B AR LR T 43 B (percentage of defect modules, PDM) 4545, PDM B35 A WM AR (7) Fizs. i,
Naeteot F A LI BLGRFAIBIEIE, Nnodetues A MK

N,
PDM = defect (7)

modules
BHAE LT, PDMAKT 25% 10500 SEA7 A8 AP 4 ] 50 1570 78 Solidity 13 [ P TR 4 42 4, 7 964 4
contract 5% library 5 &8 70{5 B AT 2 508 45bric 4 S A 6 FE, PDM A 31.5%, PR A 4 A ] BE A7 AE AN 11l )
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J, K23 0] 3 RS I UM e 7= LS. A AR S AN Y-8 ) i, SIEBe 25 2% SCIR [15,34] Hh s &5 1) 3Pt e TR0l 4t ek
R LI SRAE T v BB ML R R A (random under sampling, RUS). FiHLid K% (random over sampling, ROS) F1
SMOTE J77%, 53 55 B e 47T AL B ] Fl-score R g-mean 34T &, LA 3 FPoRAEHIAR X Solidity 2 it &4
P A 1) 1 TS TR A B AR S (RQ2). 546 Th 22 SO [18] FIJTVE, AERI P IRAE R PSR N 4% i PDM BE4T 73
JZU)E, RIUIZEERTIAEE T PDM AHIA].

A b SER AR -1 40 A8 SUIGUE . BT, ¥ R IR R 52555 o0 10 4, AL AP 9 45 i L 1 I 25
AR, TR 1 AE AR, SR AR B (W T 25 L. it 10 K, BUGEBA R MERAR, DU ARAIE &3 3L
PR A R MRER 1 IR, A T RTT Rl O DRI HcHs S X 201 5 DR R 22, 4 28 IR IEREHLE & 10 K.
5.2 FWHERS5SH
5.2.1  £F%F RQI LSR5 Hr

T WHUAE Solidity B g -G 24 B il P4 0000 v, AN [ B i Je S AN [R) RS B 2 [R] )Pk BB 22 e, AS SO el 3
JEE R G A AR Y AP o 01 1 e TR B i 4, S N 6 il o SRR T AT S G, I A5 B 18 BlORIRI T 45 R, I
] F1-score ¥ g-mean PR FaFrHEAT IS 1

S LG RN 6. &1 7 MR 8 o, 18 6 R 7 2355042 Solidity R A £ G Bt 17 1 P ) F1-score A1 g-
mean VEAR S50, MR 0 FBALEHT B 43l 6 4., 4408 3 PP EE R JCEE I Fl-scorefl g-mean [ FHEF. 441 19 434
. B OMEEAE COOP-SC-Sol. SC-Sol #1 COOP JEHtdk. & 8 4 Fl-score 1 g-mean V-1, Af
FHARARARAS (AR AN [F] B2 2 o AR M I L 45 L.

0.7

% E ‘ ¥ E E E !‘ ﬁ ¢
05+ E, ﬁ% %%? ﬁ* ! 2_6- ¢ ¢ ?o . P
§ 04} : ', S st +
il L s 041 B
w1 mais + L 4| BRI &
0.2 == COOP_SC_Sol T. [ == COOP_SC_Sol ',
0.1} = SC_Sol ‘e 0.2 == SC_Sol
o =coop = 0.1l = coop
N S Q & <& & C )
RS ¢ ¢ S0 & & S
a0 ée\% é\s\o \6\0\> & > $$@‘ & <« %\)s%
el < DM @ o &
A AL

Bl 6 S B I T TR R P B AT 2R ] (Fl-score) B 7 R 1) 1R THUDNASE 220 P L AAR 26 ] (g-mean)

H & 6 A LA H, RFC M ] 3 5 B TCAE 1 Fl-score “E-IME B, A 0.590, FAX K ¥k A KNNC (0.578)-
DTC (0.559). SVC (0.530). BNB (0.493) LA GNB (0.200). 534k, 45453 8 Al LAE Hi, {fil] COOP-SC-Sol JE & 7T
LI, 6 PR Fl-score F3ER &1, 4 0.507, HARMKIK A SC-Sol (0.497) FI COOP (0.470). 7 6 Fi 73 BB,
COOP-SC-Sol 7£ 4 P4y Zf R (H) REC. KNNC. SVC 1 BNB) il A48 T SC-Sol 1 COOP, 7 Hi4x 2 Fli 4
AR (B DTC 1 GNB) H, 5T SC-Sol FE 5 o8 e g (1 TR AL B A0 T~ 55 4 2 b 55 5 70 6 J ) 22 1) T A 2
UL RN, K5 T Solidity £ GG ZVRFIE NN B S e S I i I TS B 1) Fl-score Tl T 2% HETH] [0 % ARFAE 1)
JE B TT TR I TR . 48 H] COOP-SC-Sol [E & JLEN, Fl-score fI% T SC-Sol 1 COOP J¥ & It 114 iR
FT 2% 1 8%.

i 7 aTLAE Y, RFC RS 3 Ff S B JCEE 1K) g-mean “FIME e, T 0.684, HAMIK ) KNNC (0.681).
DTC (0.667). SVC (0.633). BNB (0.615) LA % GNB (0.329). 534, 4i &3 8 ] LI H, 1 F§ COOP-SC-Sol & &t
RN, 6 PRI g-mean “E¥I{HE =, M 0.617, HAR KK SC-Sol (0.611) Al COOP (0.577). 15 Fl-score VEAlifatn
[ S 56 25 B AR B, COOP-SC-Sol 7F 4 F/» 28858 (B RFC. KNNC. SVC Hl BNB) 1l 1 84 T+ SC-Sol Al
COOP, TEH: 4% 2 Fp4» MRS (R DTC A1 GNB) H, £ SC-Sol 3 2 7o 5 B s i TN A B 40 T 53 41k 2 B e

© TEBREEGESIEIFEFDT htp/ www. jos. org. cn



1602 HAFFIR 2022 5% 33 5% 5 A

SEPTHRR TAE. e nT A, A5 18 T BB AR AT KRS DL T, 25T Solidity 8 BE 1 LS Ak (1 5 BT Tl
SR PRI E) g-mean FEARDLT AL RETHT ) ) GUARFAIL 149 47t 70 BT RA A FF) TS 2

#* 8RB FUNAL AL ) Fl-score Il g-mean

N - Fl-score g-mean
SR PUE o B i B
RFC 0.601 0.692
KNNC 0.591 0.692
DTC 0.560 0.668
COOP-SC-Sol BNB 0515 0.507 0.634 0.617
GNB 0.216 0.357
SvC 0.56 0.657
RFC 0.577 0.676
KNNC 0.569 0.673
DTC 0.571 0.677
SC-Sol BNB 0.499 0.497 0.619 0.611
GNB 0.283 0.423
SvC 0.484 0.597
RFC 0.591 0.685
KNNC 0.575 0.678
COOP DTC 0.546 047 0.657 0.577
BNB 0.463 0.591
GNB 0.102 0.208
SvC 0.545 0.646

A LA B4 AT, AT CAKE RQ1 £ DA 458 X1 Solidity Sk B 1) P T, 1 F F1-score 1 g-mean X T 5
RIBEATATAL IS, % R T 415t Solidity & A5 & L4145 4E 1 COOP-SC-Sol BY SC-Sol FF fI01E 2 Fhfebr Lt e+
X FETH 1) 6 B COOP JE 5 ut, 2o, A T H AR, RFC BERY AT BEELUT; 7E 47 & LA &5 B AL A AN [+
FERETCER M TRIPERER, 4550 Solidity £ §8-A 2UFFAE B 5 JC ) COOP-SC-Sol FE 1 JUAR I P34 P REAL4T .

5.2.2 EF4F RQ2 M4 B4 4

e 5.1.2 F5 i, Solidity % g A L1k A B A P AR AT ELE, 7T B < 2 M Tl S 28 ) Mk R 4 TR
FEAT-A 1) AT Solidity % BE -G LB BA T 1) PE TRINPE R If 56 e, BeATTAE RQ1 SE5G I SRR L, SEARHE PDM X143
GRARFTMARAE, CRAUF U 2B AR AR 1Y PDM AH TR, ARG SN ZRERHEAT 3 FRAFBOR T 22 (R SMOTE. ROS M
RUS), ¥ Ab 3 J5 B ZR A W RFC 4 S B 101 1] 28 TS 28 5 J e 420 o 0 Ak L 4D 3000 % SR A0 oA &6 i A4 34 1)
TR &5 R HEAT L.

SR RN E] 8 A 9 Frw, Hib None. SMOTE. ROS #1 RUS 43 & AEEHRTRALBE . £5F SMOTE.
ROS F1 RUS FALEE F T 25 5. MK 8 Ful LLE Y, #E Fl-score Al g-mean ¥atnh, 3 Fh e RAETIAL B S B I
TR P GO0 T AR TRAL BE AR, o, RUS SRR R T80 R e K. S st — 2D A s it 45 31, AR SR
FH ¢ AT B 25 JLHEAT S0 AT, B F 22 ok A L FS (AR b A 8 S T A B PR AR R R A A AR R 22 S, o ¢ R 1) SR
B ok 28 FRUAL BRI A 28 3o T AL JH (¥ TR 45 SR 2 IR A St 2 vk 22 e, R0 K HE p HX 0.05, B p {5/ 0.05 B 45 & R
B, W 9 FTuR, 3 Figs ik SRR b 20 11 5 B TS 72 34 5 AN A HSc ol T A B (RO B R A7 A S 25 P 2 e

Zr LA B4 AT, AT RAK RQ3 73 R 4596 A FH SR B A B A2 0 AT HR A LS Re 6 42 7t Solidity £ R
A LY R PE T R PERE. L, RUS J7 iR T PERE A28 R AR R Al R v T AT
523 4% RQ3 45 R

TE i B e P TN A Al B, BT TR RQ1 A0 RQ2 145 H s DA B R s R SR A 56 Y H 1 RQ3, BISER H
RUS X $ a4 AT FAL B, AR 5 J2E T BEALARBR 23 S5 355400 AR o e B T 3 FEAE 280, FAH ] Fl-score HHATRE R, LA
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SR BT H 1) 8 et TSR AE RN 2 S B BB I A PE RER IR, T B AL, 3 5.1 1A 9 Al A h, #
(L35 I PR B B A 28 TR AN AT IEREAS (RIR AN 1228 B E), PRI RQ3 SEH6 H AN RS (i ik H e .

0.70 + J—
. 0.78

0.76

0.74 -

0.72 +

Fl-score
g-mean

0.70 1

0.68 +
0.56 0.66
0.54 + 064+ —
None SMOTE ROS RUS None SMOTE ROS RUS
PR VIRES KFETT i
(a) Fl-score (b) g-mean

8 AN FER AT i B AL RE X LU ATk 18

K9 AFRAETNEII BN e P2 (0 E

KR TT % Fl-score (p-value) g-mean (p-value)
None 0.602 0.692

SMOTE 0.624 (2.974E-22) 0.718 (2.030E-33)
ROS 0.627 (9.993E-24) 0.720 (1.364E-34)
RUS 0.658 (2.204E-40) 0.754 (2.571E-50)

K19 ATt 8 Fivks sE S BBk A1) Fl-score {H 3% CFIMEBEAT B P HER G AR £ 8. NIE 9 Th el LUE th, 4 e
SRS TS AE AN [ (R e B S Y b (R Tk R 2 S A8 BR 2, Fl-score II3AAE foc iy AT ik 0.574 (AL PR % I, IL
RUIRH call 224 0.572 BBV 0.536+ 41384 0.402, BENLECE SRR 0.397. FH4 Tk
B 0.203. ARG 0.163 ALK I 0.077. % 10 24 8 Pk 2L PDM FTMALEL (1) Fl-score {H,
AT LA, TR i 28 2 B B PR A Rk B 5 B AR (M 2B A Pl e M AT AR R B 9 Hh i (Al T R 26 0 i o
PDM=10% F PDM=5% "5 82k 456 9 FZE 10 n AN, ARYEEE 5 i AR IS BLk i 1Y) PDM v R4k 3 AN
IR, Bl PDM KT 10%, KT 5% /N1 10% RN T 5%. Horb, 25 PDM KT 10% IR, A2 (R Tk e R IR &, F1-
score BENGIEF 0.5 LA _L; 24 PDM %3 10% LU B, SRR B8 53 NI, Fl-score [¥1&4 0.4; 24 PDM t—30
FBER] 5% LL RN, Fl-score [MIAME/NT 0.2, PEIR TR 55k,

Zra LAEr AT, ATLOR RQ3 453t AT 858 XJ T Solidity 5 52 Bl B 17 1 76U, 7 PDM KT 10% I, BB X
BT TR PE R, PR IR call 22 AU AL # 5 IRK Fl-score JMEAE 0.5 LL_E.
5.2.4 4% RQ4 (45 44T

A e 8 50 R A VR AT () e B TR 45 TR, 4B A R R A BN T BRI RS R K TR B O TR
Solidity % fE & 2Bk B R T o, AN [F] B2 T AR AR RIS B 2 ) (PR e 22 5, 55 RQL R SEEG S ALL, SEaks 3 Fh
Bt u4E (R COOP. SC-Sol Fil COOP-SC-Sol) #4) j Py it B B i TR B 48, 43 BN A 7 R (el A R E AT 11 25, B
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ZAFR) 21 PRI FNES R, H4E H MAE F1 FPA R EAR AT B . SEEG g5 3t 104 & 11 Fik 11 s,
Horp, 2 11 25 MAE F1 FPA K9P 3ME, A PRI ARR e A A BRI [B] B¢ G AR (R e 4

0.6 % * 210 SRBGERE ) PDM HA TR F1-score {H

05} .

04 % t i E s Fl-score PDM (%)
s ; % TR R I 0.574 20.04
E 037 ' call % 4= i 0.572 15.50

021 % == BRI 0.536 11.63

0.Ir PDM=10% 'PDM=5% + %'ﬁ:ﬁ%’ﬁ/@ 0.402 6.52

Of | . . . . . . . B AL 5 A R T 0.397 5.39
PR Call B4 %0k BENL FH BN KL M5 R 0.203 2.89
Pl w4 Wt S % WF kP %{’E ;iff{;ﬁ ; ' '

AR R IR 4N Rl 0.077 2.15
PRI W 0.163 1.78
9 TN 8 PRy S B
Fl-score {HXF LA 2k
50 EEIuE + N
== COOP_SC_Sol P, ]
431 w5 Sol R

- 4.0} == COOP
<35} Li é 0.70
= 3.0} 0651 pr st

)s [ ' 0.60 F wa COOP_SC_Sol

’ 0.55| == SC_Sol

20 0.50 | == COOP

o@“v . ‘ooﬂ %,QQ% {6@ Q\\&o@ \(\@i QG@% %,-\\(\"o @&j’ '\‘\@‘Zr \00@ %Q‘Zi é@
*‘8 T @S Y S o>V &9
&° N o> S A G o
o & R R ® o
S
B i
K10 BREAECE TIOBIY ME e LA AH 26 14 (MAE) B 11 SR pE TR M e LU AR AR 26 18] (FPA)

B 10 2 Af A R AL Solidity % 66 20 i FAZCE TI0 175 048 MAE JEAT VP4 1R 45 . ARYE [ E ALK 46
Ko 74, SN AT TG, B EORSH A E COOP-SC-Sol. SC-Sol 1 COOP [ fu4E, 34l 3 FlF &
JCEEH) MAE “F3{E TP HEZ.

M 10 AT LAE H, SVR FEAEH 3 iR B0 I 1S3 MAE (HRAIK, 0 2.4, HARWKIKH RFR (2.741).
KNNR (2.769). GBR (2.866). DTR (3.135). BR (3.14) LLJZ LR (3.151). 4, 45435 11 nJ LB H, 1 SC-Sol
JER TR, A MAE “FMERAR, b 2.802, AKX COOP-SC-Sol (2.886) F1 COOP (2.969). i, %t
- SC-Sol ER CHEM RN 5 Fh[EF#% (Bl SVR. KNNR. DTR. BR #1 LR) ) MAE #5471k T- COOP-SC-Sol
FI COOP J#Ji4E, 2T COOP-SC-Sol FEH LA H T 2 PR (H) RFR A1 GBR) /] MAE fabsfLT 73 4h 2 Pl
B, HILAT A, 2T Solidity 8 A& ZIRFIE Y B2 B TG 8 ke g Pl A5 B 1Y) MAE FRFR A0 T 00 7% L& 1 1) % AP
f18) 5% £ T T A Sl ) SO ABE 2.

11 2 A AR RIS Solidity % g A 2k MR TR 5L FH FPA BEAT VEAL (0 45 5. ARAE [n1A A ALK A
Ko 7 A, BN HE TR G, B ERISAAE COOP-SC-Sol. SC-Sol F1 COOP [ fEyu4E, 44l 3 FlEF &
JCERIY FPA “PRIME R HE.

M 11 A LUE H, RFR 7248 3 R e dend FPA IO T3 (E 5 i, b 0.824, FiR MKk GBR (0.813).
BR (0.804). LR (0.803)» KNNR (0.772). SVR (0.739) L\ DTR (0.639). 74k, 45435 11 7T LUE H, 4T COOP-
SC-Sol & TTER:, RNRIFI K FPA ~FE G, 4 0.779, HAH IR A SC-Sol (0.771) 1 COOP (0.762). Hrh, Jt
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T COOP-SC-Sol J¥ B ICHEM N 4 AR (B RFR. GBR. SVR Al DTR) (£ FPA &5tk T SC-Sol il
COOP J¥Hudk; 3T SC-Sol [FHIGEMEN 3 FiiAY (B BR. LR 1 KNNR) ] FPA #5454 T3 4h 2 B RIT
. TSN, BT Solidity 4 AEA ZUREAE 19 B2 fETCAR T A AR I IO ASS B (1) FPA FRFR A T4 25 FRETHI 1) % G AR AE 11
FE 1 T BT R R T AR T

KA1 EREEEE TN Y] MAE F1 FPA {5

o o MAE FPA
EETA L oy W i i
SVR 2.404 0.767
KNNR 2.763 0.775
RFR 2.690 0.830
COOP-SC-Sol GBR 2.809 2.886 0.819 0.779
BR 3.200 0.805
LR 3.218 0.804
DTR 3.117 0.651
SVR 2.384 0.725
KNNR 2.637 0.780
RFR 2.697 0.828
SC-Sol GBR 2.902 2.802 0.817 0.771
BR 2.966 0.813
LR 2.973 0.813
DTR 3.058 0.625
SVR 2.411 0.725
KNNR 2.907 0.762
RFR 2.835 0.813
COOP GBR 2.888 2.969 0.803 0.762
BR 3.254 0.793
LR 3.261 0.793
DTR 3.231 0.642

ANFIBERLAE MAE il FPA $abs LY RER AT A 225, WA LS RIE R MAE F1 FPA $ab% 111
feZE 5, ASOK &M MAE 1 FPA $RbrIUHES AR DN, 4554 RFR (HEA B, b 2, JLRMKIKA GBR (6)-
SVR (7). KNNR (8). BR (9). LR (11) L} DTR (12).

ZEA LA BT, ATLART RQ4 £5-H1 LF 4518 %1 T Solidity St [ &1, 2% 5 T 4%t Solidity % B 294 HE 1
COOP-SC-Sol B, SC-Sol f fJu4E7E MAE Fll FPA $845 L (11 B340 T4 5 RE 11 1) 6 SUREAE ¥ COOP B e, H
1, SC-Sol 7 MAE A #i5 br 1 P BE % 4, COOP-SC-Sol 7E FPA 1AL $i5 bR o Mk RS A 4. 3T A SC B e 4 5
Solidity 4 B8 -G L4 A S o AR HT AR IR 7 B BB EL [ RESS AT COOP BEfETedk. Ak, 4552 & MAE Hi
FPA FaFr¥IHE4 I, RFR B8 [F P44 B 80 4r, 15/ RER £LAL, COOP-SC-Sol [Tl 14 GEAL T SC-Sol.

6 BIHIEDH

VAR A 0 o3 AT 2 B e S e TE A PR IR DR B A G ZE AR SO SE g b, IR O BUP R 3 AR TR AR
SRR IER. B, A LRIE Solidity 7 A8A £ FE B TCHEI I IEAAPE, A% S8 F TR 1) Solidity 8 R84 L0351
T A solidity-parser-antlr. H-IK, 4 CRiFAR TR I 255 DAL R AR v S0 AT 80k, A8 SO FH 28 = D7 Bl 2% S 2 sckit-
learn TR 5 {PAh FEAR, SREEHIEIISZILH 55 =75 Python £ imbalanced-learn $2{iL. A, 765256 (0 72 v 5 4w
SRR BT T A8 R A, T Re YD A AT B

ANERAT B0 43 AT 2 O SR 5 AR — R A SO )R B A R U T X R R e & A 2 el B, %
AR T H RN S HAT L, 3E 2018 RN 31276 104 e & U T B g, v LAAE — e FE B
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o PRBE SIS B A SR I IE AR S T SE R, Ak, A SCAE T solidity-parser-antlr $#2H AST 15 &, BT Solidity % i
AL T R SRR, HEEAE (W1 2021 4F 1 HA 2021 4 4 HILEH T 4 %, Hdh 3 HEH T 2 %), T
solidity-parser-antlr T.H 1T 2019 4 10 F {5 1L 53387, KGR 4) Solidity 7 #8424 IR ARHS JCi28 1T solidity-parser-
antle T HARKT, RIS R R oo(E 8. Bk, 149363 43 Solidity 2 8 & 21+ 141752 43 RA5 1 AST {5 Bl ik
1% L HLARIT 545, IR AT D 21K 95%. BEAb, solidity-parser-antlr % % FH T-E 5 fe & £ e B I 1 AH 5% TAF B4
AR £ 445 8. DRIt A 56 v 338 P 0% TR I AST 15 2.

T4, ARSCHIEENT Solidity 5 BE A £ b B 4 Hh BB 2 im 5 Solidity 55 g A 40 & A ISk i B0 T
REATAE 22 5, W BSCSCS FAM 1 Bl B £ A7 A DR sllis 41 (1 7 . BSCSCS I FH A5 $AAT 1R 77 v 6) 8 R 2 Lk
AFREIN, 455 AT S B 2 MR 2 AU T R0 P 3 T B U421, A 00 380 2 AU T i, A0 DA sl 0 W 11 8 8 2
FH R PRI 9], AT 2% BRI 2. [F)IN, 1T BSCSCS 7 BRI T4 s SR 32 4 24 TR 4R AT U5 T A ),
DR e AT fEAE AR IR, 76 Z W0 AR R, Yatish 25 A PV B RS0 45 vb (0 Bl B B A A 22, 1B RS [ ME R AR
FEE T V9 o 5040 A S8 [ AR 8 P 0000 45 R 22 TR AN A o S 0 2 S5 A S o O e 00 e, s AN T M A R B 11
PP B T R 2 3 TR K T &5 R, Fl-score 22 SAH A HALECN T 0.1, DRIk, BRAE A7 7E i, A SCRT R
Solidity BRFAEH &L AT 7E—E R FAE NS %,

IR AT 280 20 AT 5 B2 G ST FH (R PPl 4R bR . A ST ] MAE R FPA A A (il e $0s 00000 14 VP A Fi e, 6
F1-score Fil g-mean A e B0 17 1 (R VP AL PR B, 3K LU FRHR AR BB b 10000 A dsk e )32 A i U200 g DA 2%
PPAG VA e B FOOMIASE 7R 1 .

7 MXIE

AT B LR B 24 S BRI RSP B TN PR AT DG A,
7.1 BEEESABFENEAR

H AR AN DUEE X2 e A 20 1k PR I B AR T i 7 K ST 0, E T T ORI I3 DA A5 AT B e
ContractFuzzer' "3 T 1 I ZHUE A B 01, # EVM FEx JLEAT 4058, £E BRI A i 5 R
A5 L, ContractFuzzer ] LU 7 FhE A (IR . sFuzz!" R AR T 3@ B S AL P 1 e 4%, REWS 78 o5 4%
3 DL A ) B 422, AT TR (1) P 156, AHE T ContractFuzzer, sFuzz figfi% 78 56 08 2 1 42 W R BT 2 1
Bei, H sFuzz RIAS DI FE L ContractFuzzer $R AN $UE 4. ReGuard ™56t IR BETH T — L FRIPEMOHESE,
REM R 2 R e & ATE 5 O C++, ZEIA I ReGuard 0 OGBSI T 4215 &, B T B 3L A )
T, Oyente! R 755 PATH AR IR i A 24, 10 3 20 o sk g 28 eIk 451, DA 25 B4 o8 b B AN RV R
P& 4%, Oyente AT RS 4 Fh2ET (1R, 5 Oyente 244, teBhter™™ [/ AEF FI 445 PATBEA LS 5 FLFE B8 4%, 3L 43 4777
TR 4R A PSS AR, SCT 2 T REAE AR IR AR, Osiris“ 45 & T 78 S ]AT RIS s HT, REWE R I 3
Tl S T 2B (R BB . MATANP %6 LUK MR 25 T 3 Flikeil LA I 452, RS0 T BRI ZEA I I %
FEIESEG A A ORAST I 3 s lel.

BRItZ Ab, B 2 632 FER RS A LB BE I FE LA I, 40 ContractGuard Fl X HBE R G A 4 2 K007 &
&, Horh, ContractGuard 7] [F 2 e £ I P 0 2%, F8285 8 BE-A 29 IR FBORT IR 4 A 2R i 22 AR, AR s %0

ILIRIRIE B E ARG, T e A A T A e e, LR 4520 BRIEAT S B Al

5 P RS DN (1 1 FH 37 S5 AN ], AR S SRR AR SR TN AR vl A R [ I ) P, 50 R R A R AT M,
TAT T RE A B RS, AN 52 S B 23 e AT BRI B 5, e TN T DL T A 2
BT, P T35 e A RT RE AT lE RTAE, ARJ5 AS FH  BE S DM g A SR SR AT SR ST G . ) b, A
Hleshe s K5 (0 T 5 SR mT T URAR R 78 204, A5 D 4 LB R B AR,
7.2 BEBRFETUNRAR

AR B TN B T A A 3 B0 P, SRS R £ A 1 s S, H el B 0 1 i A
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PERELE TS T BEAE TR BRI, SRR B R AR P 7T B8 B A B B AN £ I 53 AR 00 45 SR mT AP Ak SR 4y
Tic, S I £ SR b VPG — A R0 15 T LASS A £ 2 4 e U5, S Sl P R 1) 3 AN DN 3R
N FE BTG RATETT (l BE BSCh A 0 B R 5 o T A 70 g e e U1,

JEE R TG R BE T 2 Pl I TP 0 0 — A0 i AL, 50 7 X e s T £ A AR f iy U171,
JE SR TCHR AT D7 5 PE (R AR e LA K5 o, 5 B B A7 A SRR S R AE . Chidamber AT Kemerer™ SG3A: 1 7]
SRR AR R 5 P SR AEREE, $2 T CK JE R J0; McCabe ™ JGyE FE (I Fs hl v A A%, $e ity T Pel &2 2%
Ji i 5 JG; Bansiya Fl1 Davis™ i H T — 41 CPE [0 S35 5 b, 228 DA R fs AL SR P 10 B R e

Marian %5 A PV T 10 )6 SR 7 BE LSS AR SC TR, 0 T Ckjm TH, 665 [ 3 & i P P () 20 Fh
TC, 5] I ST AR AR A7 i B AT AR 3 i 1) 1 3545 5, ARABARAD AR B8 A8 5 B AR A I ARG 2 75 F T8 Sk
Féa, AT SRAF B (5 R, AT 1K B o5 BRI (5 B 4L &, M8 T MetricsRepo &if f U4 4 (http:/purl.
org/MarianJureczko/MetricsRepo), IZEHIEEE LS T 11 AR IFF AR I H 12 S ools BRI BEARZE, T Sl Tl 4k
(R 5 SRR A T 2 TF I B B T BcdE 5. He 25 N IR FiZ 80dm S5 1508 7 530 H Bl I 39000 1) Ko B 38 5 1) L,
IRASE FH LA 5T (1 ke B B30 42 LA TR — 2 H ) U Rt B REAR T Tl v e, [RIIRT 3R R 7 — P R b A5 e P %k
PSR 30 H 25 I H S0 S5 6 A0 5 1% Chen %5 U3 2808 A ) o W AR 0 W B S 2 Il f) 22 S0 A T
T ISUERSER A, R BRC H E ARE TR A Pt b e HE 44 ) AL T B AR,

BRAT e BB I T b B S5l B T BT 5 1) 53— AN R, AN ST 2 AP e PR 8 3 v 5 A7 1) ) R, e o
TR ASE 2 52 21 50 AN ST (0 5% M, o AR AU T A A8 P . 7 e ol Tl s, 3 A8 SRR R R B AR A
S ] Y Pelayo %5 N OV BB TR S B R BORE AR SR AFE R (synthetic minority over-sampling
technique, SMOTE)™ %6} 4 HEAT FALEE, A2 3L Al LAY T IIAS 7R M 42 7 23%; Kwabena 25 A\ " 3 SMOTE 474
S BEREFRS, 3B 45 AR AR, P T TR AR IR Y MAHAKIL 5095, AR% T oAb dd RAPE S0 (n
SMOTE. Borderline-SMOTE Fil ADASYN %%) #/ll 5 SR 1A AR 2. 575285 N B UVER ot ANty R S 0 AN [7] 43 248
RUVE BRI R A T S U, 4 AR AR BURR A SRR B IR R AP AR AR v K A e 1k BE 4

50 B TN ASE 20 PR ) S 2 52 100 FOUIN P R P DB R 22 R A0 e B T, P AT 4t T 3 T LR 2 ) BV
TR, Zhang 2 A PRS0 FH BB TR 0 a) 470, B Tl b SO AR 7 VA AR R TR
Bt o4 AR IR () JUBE, Zhang 45 A AT 4D 22 DURE ST B PSS B, S008I 5 AN SI2 Bl F Ho 3 A o 45
T L5 P9 ISR F P R AR ), 0 BA T 38 P P DNAR R A T AT . Shivagi 25 A Sl e T R S B 1 )
AT T SEUERIEY, 3 R T AR 28 DU ST RN SR [r) fe AL 2 PSR, 76 11 ANSEERIH st 5 PR B b R AT
Sy, A SRR WRFAE L B AR RB A ol K AR B I 5 1R B (8], I HLZR 3 e B 5 HRARPAE REIB B SE A1) 43 SRR, B
T AF SRR 25 2] J7IE DG, A BIF LSt S b R 5 2% ST RS2 R FH B0 R A e B T A3, IFEAS T 8L 1 R
UBKARAE N CR S R K ] R A R AR T A8 SUR A A — S I B e, FF 06 T I e i T —
Tl et of 070 1 L FBE F0 e B T 5 ¥2%; Dam %5 N PO T —Fh A T B 827 AR I 5 5 1 2R B 45K 1 LSTM
P 265, AR 27 =) R A EA T T AR DA T BT 5 i R 7 P ke o Tt 0 A5 28 e 8 B3 2 e (1 T 12 s, ARCAS TR 7y
WUH N 5SS ST W (1) s U B AN [|), ANAEAE — R bl 27 ) R B 2% SRS B R 70 I A1 il B wh 38 1 i
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