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Abstract: To solve the problem of high preprocessing cost and public verifiability in the verifiable outsourced database schemes, a
publicly verifiable outsourced database with full delegation is proposed. We present the architecture and the definition of security and
correctness of the model. Based on the bilinear map and verifiable outsourced modular exponentiations protocol, we construct a publicly
verifiable outsourced database scheme with full delegation, and design each algorithm in detail. We present the rigorous security proof
under the Bilinear Diffie-Hellman Exponent problem. Compared with performing the protocol without full delegation scheme and the
existing schemes, the data owner in PVDVD scheme outsources more operations to the cloud because of the application of the verifiable
outsourced modular exponentiation operation. The theoretical analysis and simulation confirm that the cost of our scheme is lower in the
preprocessing phase, which makes it more efficient and practical. In the verification phase, any user can verify the result since the
verification algorithm does not take any secret key as input. Therefore, our proposed scheme achieves public verifiability.
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Fig.1 The architecture of PVDFD
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Exp{ ™[ PVDFD, A :
pp <~ Setup(lﬁ );
(EKps, »EKoy, ) < Ay (PP, DBy, DB, );
be, {O, 1} ;
(O-VKDB,, VK g, ) <« VKeval( pp,EICDEb );
be A, (‘C:KDB0 E g, >OVipg, * P VK, );
if b=h:
output 1;

else

output  0;

WFALEM Ae N 8 XEF A £ PVDFD AW
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Exp!“[ PVDFD,A]:

pp <~ Setup(l‘);
Fori=1toq= poly(i):
DB, « A,(1", pp):
(VK,,-RK,, €Ky, K, ) < KeyGen( pp,DB,);

(O-VKDB, g ) <« VKeval ( pp,SlCm );
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if Gy, # Oy, and b=VKp,
output 1;

else

output 0;
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output 1;

else

output 0
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