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Black-box Adversarial Attack Method Based on Evolution Strategy and Attention Mechanism
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Abstract: Since deep neural networks (DNNs) have provided state-of-the-art results for different computer vision tasks, they are utilized
as the basic backbones to be employed in many domains. Nevertheless, DNNs have been demonstrated to be vulnerable to adversarial
attacks in recent researches, which will threaten the security of different DNN-based systems. Compared with white-box adversarial
attacks, black-box attacks are more similar to the realistic scenarios under the constraints like lacking knowledge of model and limited
queries. However, existing methods under black-box scenarios not only require a large amount of model queries, but also are perceptible
from human vision system. To address these issues, this study proposes a novel method based on evolution strategy, which improves the
attack performance by considering the inherent distribution of updated gradient direction. It helps the proposed method in sampling
effective solutions with higher probabilities as well as learning better searching paths. In order to make generated adversarial example less
perceptible and reduce the redundant perturbations after a successful attacking, the proposed method utilizes class activation mapping to

group the perturbations by introducing the attention mechanism, and then compresses the noise group by group while ensure that the
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generated images can still fool the target model. Extensive experiments on seven DNNs with different structures suggest the superiority of
the proposed method compared with the state-of-the-art black-box adversarial attack approaches (i.e., AutoZOOM, QL-attack, FD-attack,
and D-based attack).

Key words: adversarial example; black-box attack; evolution strategy; attention mechanism; optimization of compression
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Fig.1 Pipeline of the proposed black-box adversarial attack method
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AM-Com), /b4 IR TU A2 47 S, BR AR HURE A48 3R 2. Zhou 25 A PS8 H T 2 A1 1) B i, D T i
A YRS A1 22 ) 24 ot P15 P AS (] X3 1) DG v A B AR A O 52 i TR, #4407 L R TR DA PR AR 1
(1) ASTRI A 22 R 28 0 T — 5K BG5S AT AR 54 07 1RV ok 20 IR % T ) U U1 4 ) RS 28 2 0A
[Fi) A 5 T ] Hh AR X s AT R SR VT S A 1 2 s, B A AR TR 2 T e AR AL R s DRy Xk
(B S 50) FMIE S DX A (G 5%, 2o vb 6 BB 4 A8 B 1 oy DG v X 3 2 A AH R A, Ho A T 1)
SRS 1) gy DA DR 3 N PR ML 5% () SR A b, A SO A DA 2 Sy X 3 I AR AL RR JE HEAT T Al it o
BRI BB 220 T 0.1 I ST 7 UG B AA D LU A8, SR iy e A 280 22 v Ay P PR AR AR B A S
BENLIEECT 1 000 5K G #4407 BB~ BAIAL RS JEAT G v R 45 S e /s T ] 308k ) b m) U HY,
BRI 2 Sy X ek 22 57 g K 9 /455 28 (B ViggNet-16 5 Inception-v3engs), ?i’]ﬂjﬁi_ii 60% 1] DX 3511
SRV R e A AR T A 3P R ) B2 O TE X B M PE B0 UF T Dong % AP 4548, AM-Com
TiESR AL T AL
(2)  FAJ7E HBUE 56 BURE A R HE B 0 B A5 D) AH 5G40 SI2 30 S T« o 3 288 45 2R 50 i) o 2 1) Xk, 2 i e 5
) B R A R X B K g — J T PR B R U AR A5 5 AR 2 T Hh AR A 1) DX 3 P AR 40T, B ey D 32 B IR 3 A
R R X3 A7 A0 B 22 (MR BN TU AR (A8 SORFAE 58 3.3 W HEAT i) 81 wbk, mT AT ol 6o A [i) IR 38 4 5040 2

TIIEAT s A LA > for 28 A A B F) e 52, 38 0 A AR 1) B b
.

©Ad ionfitA () iones AL (2)

RN SR R X 35

(@) MAER (b)ResNet-SOFRE! (c) VggNet-168%  (d) Inception-v3Hi %!

SO RAR R R T KR FEERFEX R

Fig.2 Attention regions between neural network models (The attention regions of models are highlighted)
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Vgg-16 Res-50 Res-101 Inc-v3 Adv-Inc Inc-v3,. Inc-v3,,

Fig.3 Similarity of heatmaps between different models(%)
Bl 3 AT AR R T B AR ALEE (%)

BT UL B ANER M AR SCER H ) AM-Com J7E F A 3 AP ER(1) 5 T B AR A s B Al o
F AR BEARY 1) 9G13 X8l (2) MR 408 T A 0 3l B 10 X 3 R A AIE 42 BT 1) OG0 R sl kAT 23 415(3) R Ik s 4
F RS EUE, BB A o I B 50 AL P R R AR W Rk 2 .

Bk 2. TR IIWUEI X BORE A R 46 R Ak 7.

i N EH bR P BT £ AR I 2 B £, WA P 1) 6, 1R xeR", H A5 28 § AL R ro, Fiax.

iy AL S PR URE A X B8 6

1. hgNormalize(CAM(f,,x)) 11 AR B A — 1k
2. h«ReSample(hs,R") 1767 B R FE AR R" 7% )
3. 8'«Group(Sh,N) /AR YR B P8l 43 4
4, fori=1toNdo
5. S«
6
7
8
9

100

60

while f(x+06")=9§ do

S'[il<s-8'[i] IEGRS | A8
s<—min(1.1xS,Mpay) 1R HEA A R AL
end while
10.  &'[i]«[i]+s
11. end for

12. X< Xx+0'
13. return &', X
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(2)  HBhIr I BLHE 2 W3 34T). %0 BURYE $ B hoR sl SUEAT 5 3 900 4. 18 S 3O B R (R
PRI 0 N AR P RRGE FAR 2R 5 LR B0 B 1 2R 5 T B Y de i 4% AR R T s DX TR)
u FELR Pl B B — MR R T AL B0 N A & 8 2> A7 e nh
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Ho, STNRANERTE | DX MG RZES K 0T | AR5 2 Fhr RO, E
2 b TR S0 12 2 XA e v R B e 5 T LB S B N b B, A SO AR 5B 3.3 Wik AT i g
(3)  TURILAM B (EE 2 i 4 4T~ 11 47).AM-Com J7 V4T %5 20 41 UG IR 3h 43 B3 AT DAk 0 T
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A PR Bt & [ A LA R BN ro A8 D SOy DI IR T 308 06 4 45 A PR B B AT s 4, 0
FEIEAR I RE A 20 8 R4 R K. EL RIIB)) & Jovk B o2, W5 1k R 4 1% 48 £ P sh 2. =4 e A
AL LR, 3R [ 58T 5 R B MU U A.

3 SRR

A I/ TmageNet a1 E S5 SR 56 AIF A SCHR HH 5 VAR SR S MG B R A . E AR LR
WACER 3.1 WA R E NN 3.2 Witie BES-Attack Bl J7iEA IS4 B A0 00; 58 3.3 1k
AM-Com 3N R 4i 040 J7 1 AR OGS 5305 55 3.4 R A SCER A IR 73 5 4 B 56 AR REAT X L 28 3.5 1 Xt
IR ST
31 XWgE

AN ImageNet Zdln &£ P REHLIEEE 1 000 7K BHERAE 4 5250 MR EcH AR Lo T-3E B s By, B Ar 8ok 8 A
M FE 5 H0 P, DRl A R S 6 #0258 T B AR BU AT 0 8 T A6 b, B R I B G I S bR § R AL
B HAE LI T FE P R AL

0T R AN A2 2 (6] B P9 TR AR P AR SORE T 7 AN () 5 ) 11 4 40 ) 2 A 2R AT 010, B0 4 4 Fh il
KR VggNet-16[%., InceptionNet-v3), ResNet-50H1 ResNet-1018101 & 3 Fii 1o o 477 91 25 4245 3] fry 2 57 40
Fi# Adv-Inception. Inception-v3 e Fl1 Inception-v3enes. AN SLEHEIX 7 Fl W 4 AL TR RR 4 Vgg-16+ Inc-v3.
Res-50. Res-101. Adv-Inc. Inc-v3eps; Al Inc-v3enes. FEZE 3.2 W55 3.3 WWHISZ T, AL FHE T Z ST
SRR EC I 4 PP S T ok T HR A H TV AR S A, BLAESE 3.4 B SEIR oI 3 Flock Bt B AR 2R kAT
T IUE S 7 VE B A R & .

SEE B VP AL FEAR A5 (1) A8 B W B (query numbers, fii FR QN8 B X o i T2 o 5 1 H BRAR B dar 1 45
SR UK, YR KRR /D AR 2 Tk 2 B 55 (2) Ly B B V8 B (Lp-norm), FH 467 e 4 Bl et R 2400 s ok

n -p
|5||p=(25i I”J (1mn

ARSI VEIEFE T8 Ly YO A B AP S BE 00 VP A i b 30 30 1) Ly S8 B5088 /)N, = R A 0 ) s AR S S g
FE RN BE A5 5 Bl N IR0 2 0 T IR 1 % 18 B A SR HE U7 2 B O 1 3 R v A7 AR R AL DT A O i
K #IEAT 5 RHET S vk, 3 Bl SRR 11 45 R
JT A 1 B4 5 B0 #E7E Tensorflow HEZE T HEAT IR L,
o VL 1(ES-attack J5iE)NSHE U F AT ISR AE 2 R e=0.063(H B G E EE— 16K xe[0,1]),
I RIEAR L T=2x10°, BEHLRAE ZE M=10, B J7 2 3B AR UE 22 0=0.005, 20 K =1.0, 1) J5 22 51 [ (1) 4
& m=70x70x3, 38R B A% 3 % ¢=0.01, V0 7 ZFE B 2% 3 % ¢,=¢,=0.001
o HTL 2(AM-Com J7 k) I S B M) BB N M6 TR 40 2 16=0.75, 38 K IS4 8 1,0=0.9, 73 41 25 N=100.
MRS H R PEAMTHE WA 3.2 45558 3.3 W RISL.
3.2 ES-Attack77 35+ XS 8501
KA ES-Attack 2 &5 MU 7 VR IAT S0, IR AN IR (K 2 B0% B 45 JL K s . 26 0o s 80 R I B O
ZEFRBE A mAB RN ¢ 5PKSHal )% E X Bk 45 1 7= A 58 52 0.
o T ZEFBEMY4ERE m .
A SCHRE 5 PN KT 7 2 R B4R R m=Ix1x3,El] 30x30x3,50x50x3, 70x70x3,90x90x3 15 110x110x3,38 it
ES-Attack Z i {045 Vgg-16. Inc-v3. Res-50 FIl Res-101 7£ P [ 4 PR KA 5T 45 E 250 m (1) 5500
18 T AN B 7 22 R B A BE 00 B0 45 R A HE T3 B R IR B QN S53RBI T Ly L i R
R 7 ZEHBE 2% 2] R W E N ¢=0.01 5 ¢,=c,=0.001.
FER 1 0] LU H 4 Bl 0 4 B85 20 1 el &8 98 52 I LR AR BL R B 342 m e BRI 4 2 (BT 1=30/50) 1 L T,
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ES-Attack X0 250 3R L 4k B2 B 5 2= 3B (R 1=70/90/110) 5 AIG, 75 228 H 20 ) (R S8 2 1 e Bty Inc-v3
I 25 B AR ) & TR rp B B 1=30/50 B, ES-Attack BUiti P34 75 BEA8 H A KB QN=12452/7860; 3% +¢ 1=70/90/
110 (FF5 00, ES-Attack ~F3J 28 H AR E N QN=6941/6955/6961.[7] 5,5 FhJ [ 4k B 1 2B (P h~F 1) L,
TEHY A Ly=15.27/14.62/14.73/14.91/14.97 3 Zh I8 B 25 H AH A48/

Table 1 Results of different dimension parameter m (QN/L,)
Fz1 ANFELEESE m PILRQN/L,)

Target model 1=30 1=50 1=70 1=90 =110
Vgg-16 4 146/13.70 3101/13.44 2 815/13.37 2 770/13.52 2 759/13.50
Inc-v3 12 452/15.27 7 860/14.62 6941/14.73 6955/14.91 6961/14.97
Res-50 4361/12.64 3713/12.38 3433/12.52 3406/12.63 3499/12.46
Res-101 4 874/12.67 4294/12.47 3979/12.60 4150/12.67 4087/13.03

SN, FE P R SBUZS R,

(1) Hh7 Z5E R m 5N R B A 4 P n 22 53 I I 4 32 A By 5 2 4 B A o 37 8 R AR 1
T ot DL 3 A AR B 1R B E T R o AT A B TR L, T D 22 R B 11 4 B /N S B R R IR A SR
KA.

(2) AT EE R SR ES-Attack i 5 SR 2 AN B ik Se R W 25 AE MEEAT REN LR FEAS B m 4
FEA 2, B LB AR n gt E uEik 1 547, ERFE S A S B R A7 4
B E R, B BRI R AE FORAR I R o 5 R 5 RO 22 R I T B B 22 IRV A LA VA Ok R 4
R PECT BRI B SOE.

U128 () T 7%, 5 22 i W A U AR ST T RE (0 T S R0 O(my), AR AR 448 FBE m 2 9t/ 5 58 1 90 (L 434
INAS HL AT W IR B AR 2R 1 FT7R, M IE B8 1=70 I, 1 J7 22 50 B 28 6 27 18k R 1 100 B 52 3 A 5 5, B R M0k (28
A, FLAR 2 F 59 R A X B /D BRI A AR SC S v B L m=T0x70x3 5 4 e A by 5 72 R G (1 4 32 31
NI BESER S 4L

o MREBINZIF c ZHEK

R B AL ) Ty s R R 1) 0 4 AT B BB Bl 7 ), B e A R S T IR AR SR AN [
B2 S 2 ¢ FEAT TS, EE 4 RIS L, B ¢=0.005/0.01/0.03/0.05, Hith Wh 75 7= B 4 15 Sl m=70x70x3, 44 22 & B iy
Vgg-16. Inc-v3. Res-50 Fl Res-101 iX 4 FliFE R 45 BAT 3 T4 2 .

Table 2 Results of different learning rate ¢ (QN/L,)
F 2 AFZEE % c MR (QN/Ly)

Target model ¢=0.005 c=0.01 c=0.03 c=0.05
Vgg-16 2 803/13.30 2 815/13.37 2 758/13.45 2 812/13.38
Inc-v3 7212/14.97 6941/14.73 7107/14.88 7 234/14.76
Res-50 3563/12.54 3433/12.52 3422/12.60 3369/12.56
Res-101 4246/12.58 3979/12.60 4 063/12.71 3 986/12.67

2 Wit

(1) %2FE ¢ BRAS LRI Ly EHGE B> BB T Res-101 FERI 45 Fh 23] &
¢=0.005/0.01/0.03/0.05 I, = e 2y 1) 1 359 155 43 i) Ay Ly=12.58/12.60/12.71/12.67, % 5 58 /N HoAihy 3 Aol
H 2R A JE 7S H A 7] f st 4

(2)  BWEAFPY 2 ¢ &%) ES-Attack [IZ02 7 AR5 K (1 53% W45 W1 7E B0 iti Ine-v3 BERLIN 4 B2 ) 2 11
VRS A W R B QN=7212/6941/7107/7234, 22 FE % K

W LR 2 B AR, I ¢=0.01 B (1) 45 AR X Bt Rl L AE 4 14 22 ik A5 B DL 1) 2 ) 2R

o BIbKaZHNK

RS HE TR PURE AR AR 0 5 R B, ek B (9 R R AR P B R S A A K I R e AR S

&7 5 MANEEH NS K /1 0=0.01/0.1/1.0/10/100.3 3 itk T 3T ARFZKSHR 4 MR Veg-16. Inc-v3.
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Res-50 1 Res-101 [ B i &5 3.
Table 3 Results of step size o (QN/L,)
F3 AP Kol 4 R QN/L,)

Target model a=0.01 a=0.1 a=1.0 =10 =100
Vgg-16 25 575/6.56 9710/8.77 2 815/13.37 2803/14.88 2 945/14.94
Inc-v3 43 694/7.95 18 829/9.39 6941/14.73 6 732/19.41 7 074/19.66
Res-50 25 781/6.66 10 844/7.95 3433/12.52 3978/14.76 3661/14.79
Res-101 28 581/7.06 12 041/8.22 3979/12.60 4134/14.69 4 146/14.79

FHER 3 AT LU IR, 20 K S 5O Bodi 45 R s maan .
(D) BRMEY S BEE %R 200 E A Y cdk B8 /ME R 0=0.01/0. D IF 15 L~ ES-Attack 1]
S 128 LA W IR IR 2 B AR UGS T 2 oK T 15,28 LA F BB SK.
(2) BRI EG S PSR RE R K S B3 0, 55 28 A e 20 1R 5 A1 28 3 16 K. 24 ¢ =001
A, SOk TR 2458 280 A R 2 19 ~F- 38 i 2 dse /N, 43 53l R L,=6.56/7.95/6.66/7.06.
KR L5E 2 B AR S BIR 1B o=1.0 1B 4 J5 SRS I S 50
3.3 AM-Com7iatE%SH L
KA EFS; AM-Com J7 4 0 RO #EAT B 1E. AM-Com 14 2655 T A 0 2645 780 A il (0 38 ) R 5 P sl kAT
ALK JE AR IR R 45 5 21 1 TC R P3N I rh 30y Bl (10 306 36 5 s RN 43 2H 2500 N TR 4 30 SR A 3K I 5 i
o RIS EPESLLG
KRICIERET 4 PSRN 7 B Db o3 4 S EAT X LG, 43 00 A
(1) BEIGE T H AR N 1 # ) & CAM ()
(2)  BEUER LSRR XS R #47 B CAM(Y).
(3)  HIshrs5 F SR 2SS B #4 ) B () SR AT 45 | CAM (y) + CAM () | /2 ,ic o CAM(+).
(4) |CAM(y)—CAM(9)|,BRILSehr2s 5 H brdn B3y B 2 22 M 4 0HE, 12 5 CAM(-).
I AR AR SRR N P R £ 4 4 SR EAT X LG
(5)  BEHLA> 2 7 11200 RKs B 5l 10 45 — 4 B B ML RI 43 04T 3 — 41, P R AU SR B0R o N
Random.
(6)  Shi 25 AN ) Whey 4417 1%, B 4 HECR B 1) 0 A 20065 42/ 210 K135 43 9 N 4,32 0 Whey.
4 JEIRT Inc-v3 BEHLGS B 43 20 (1)~53 20 (4) Mg A jl R 44 B ml Ak s 4], 3 ik W 4% 0] LUt ,CAM(Y)
A2 BT 9 DX B P 2 09 3 A (N % R S R 55 4 £ 1) Sk 35), CAM () T 3 2 56 vk IR 3 4 2 A0 1 IX sk
540, CAM(H) 5 CAM(—) Y 53 X 48k ) AT — 2% 2 [,

Ll ™
i

E #3532 Newfoundland

(a) A E& ) CAMPRHE () CAM) RAE (@) CAM(+) RAE  (e) CAM(-) BT

A4 Samoyed B #7574 Lobster

Fig.4 Visualized examples of different heatmaps generated by Inc-v3

Bl 4 Tnc-v3 M7 AE AN [ 45 ) [ 1) mT RRAK 7= 451
555 3.2 WAL H 1A e o B AR B AL 3 Vigg-16.Tnc-v3Res-50 T Res-101,53 20 37 & N=100,
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JFLL ES-Attack 5 M0 Res-50 B 8475 R I PR s HEAT He 2 A DA 7 9], 45 SRAC SR AE R 4 7 B F5-F- 2 2l I8 QN
LG 1T B398 Ly YK AT R L, AR 28 1 s 45 (K6 FUREA (K~ 33080 Ly Va5l sk T “w/o CAM”F.
Table 4 Results of compression with different grouping strategies (QN/L,)
R4 AT A R LA SR (QN/L,)

fs w/o CAM CAM (V) CAM(y) CAM(+) CAM(-) Random Whey
Veg-16 287/11.64 282/11.60 249/11.63 261/11.65
Inc-v3 278/11.52 277/11.51 237/11.57 263/11.59
Res-50 /1252 299/11.53 292/11.39 250/11.50 269/11.60 285/11.70 286/11.66
Res-101 287/11.62 291/11.51 247/11.63 271/11.59
3 4 AT

(1) AHLLT Random FI Whey X Py FiRE gk 440 77 i, AR SCES S E B U HLEIEE B Y AM-Com J5 7%
CAM(¥) + CAM(Y)~ CAM(H)F1 CAM(-)IX 4 Fi#i )y Bl o3 20 5 A H AT 1 S A0 1) e 406 Ak A 2%
T Inc-v3 BEAT 204,40 HL R A0 AL AR B JE (Ly=12.52), 5 4 i 9 /0 i J 43 53l oA L,=1.0/1.01/0.95/
0.93.7 Random F1 Whey 77 7238 /b (1Pt 5y M B AR A8 20, 43531 24 L,=0.82/0.86, 56 1IF T AM-Com J7 1% 1)
HRME.
(2)  CAM(y)FI CAM(+)I% P i 43 2 S % 7 i G 2 ARSI 1 S0 &5 SR v 43 0 SR I T e A0 s 4 1 28 SR 0ok
FE BT CAM(Y) S B Ik 1 Ly T 5 352 22, LA K, CAM(+) 57 8 97 5 S (A8 T 75 R U B st 20 ARG B, 43 4 5
& CAM(-) 1Y) Hs 48 250K B 22, 55 Whey SR IR) 45 SRR 1T CAM () SR AL 2l 1 28 HL I 8 i 22, R e Al 4k
R A
(3)  RETRINGAL AL 2 0] 13 i ) K A7 A 22 37 AH 31 AN [ (0 A AR R AT 3 A A4k, 28 0T DAAS 3 4 A
[ 4 45 . i 36T Res-50 4341 J8 1 (A G4k, DA e 408 20 R B TRD B AR P 3 1 45 1, Vige-16
L5 Res-50 (1934 7 FE AEAR FE S A1, BR1 ot FB A A A 0 00 SR A 0 4 22 38— 2B B0 0IE T AM-Com J5 15 (¥ 8 1
Rz FH .
1T A SCHR HA IR 5 1057 AM-Com i B 5E 34 0 s 246 DA 1R 280 SR, R bk 1648 CAMI(Y) VR hy dee 43 2 Sk s 3F L T
J& LI SEEG .
o rHHBE NERLR
Ty =K P A A B 45 R AR RO e S EUR A AU N S Ry LB R AT S50 /D
N=40/60/80/100/120. 3% F A [FI B 1 (1) AM-Com He 4 45 T an B 5 fm, oo Bl AR 28 28 BT 1) K30 QN A Sl 3R R
Pl G RN IR FE Ly Y6550, %1 RURRANE 23 2 B0 N X IR 45 3.

Query Numbers vs. L2-Norms

12 - Vgg-16
=@-Inc-v3
1.9 =@~ Res-50
Res-101
11.8
<@~ Whey
g2 1.7 =®- Random
5
4
g 11.6
s == N=40
5 \\E B N0
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114 ol '
== N=100
13 = N=120
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Query Numbers

Fig.5 Results of compression with different group number N (QN/L,)
K5 AFEZ B N g 4R
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M5 BT LA H T FRASE R 3 B R A T 1 9 BB A 2 80 N TR 388 o, P 440 T o v 5 BE R AT A L 7
VDR Kt 2 P 8, 9 L5 AR S (R B Bl 58 /I R B 8 AT 1 o 4L B 38 TR A B 3B 1T AM-Com
i Za AR AL 1 25 S #R L Whey F1 Random i 1 Pl 3 28 S AR B o) — U7 1T, 5 3K 4 1 250 2880, 1t T AN TR AL (1)
POy EAEAE 2250, 3 BUR SR AT 2 T AL E A RO S0 b R T30 AR BRI Vg-16 BEAYHEAT {1
1,45 Bt 755 IR 2 Res-50 A5 (41 €6 i 25 ) A 1 S A A, DRI 45 43 4 55 R 0 I e A I 800 i s et — 2D 36
UE T AM-Com {14 ZUVE. ) T 88 I M B A8 T 75 ) BRI B et B, AR SC I % N=100 1E by e A 1) 3 21 4805

o AM-Com J5 i [AT %tk 43 it

AN[F]F Whey I Random 5, AM-Com T3 SR A (11 40 7 B PR ah AT 40 41,25 18 T FE R LS TR
5 BN TEBE R, DL SR IO 47 1 Fe 48 AL R A SCH B30 1) Ly, %5 (density of perturbation, {8 8 DoP)jE XK
DX 35 P B A5 3 P sl e, 2 SRR T R

Dop(i)=(|o"[i]]l2/|6"[i]] (12)
FLr, o [ MR A8 23 2 S s 4 Pt s Hdis Jall 20 3058 1 ALA0SE 4 DoP i S e T 2% DX P H 3l (1) 5 SR R JE i AR O,
U0 358 B0 £ 2% DX 3 P A v
6 B/~ T Vgg-16. Inc-v3. Res-50 Fl Res-101 X 4 PRSI H30 45 A WEAT 73 20 J5 119 °F 34 DoP 43 A7,
HE g AR AR A PR B o AL IR 2R 51, 2R 5, DU 2% 4 X 35 P G 3 Rk v s 0 it A 4% 2065 Y2 (¥ DoP R, 4 €6
2L X8R ) A A F AM-Com J5 ¥ EAT F 46 1 ) (AP 30 2% 5 ARG 181 6 20 A7, 1T LAFSHE DL &5 4.
(1) ES-Attack 7354 BUIIPE 8l (2% (0 DX 380) 45 5 T P S AR R0 5 v P DX 3 8 S5t 0 VS o 2 T e 4 o) LU0 o
A6 S VR A5 Sk 2 X438 1) B0 2 o A [ 0 445 R 7 A RS

(2) ik AM-Com J5 i B A LA J5 145 (21 €5 DX 358 70 G T FE dpe AR AN 45 v 1) X35 1) DoP Atk 3% BRI, 1%
2 GUIE R T X e X Ik Hp A7 R A T 2 LA 80 Rl g2 1 1 R 2 () AT AR Ak 45 ST BAAS HE AR TRD 1)
SE36, I6AF T AM-Com JE 45 5 15 (0 k.

(3) AL HIHL B A w1 SR E X 381 DoP (A AR v T JAth X 3 J 2 AR SGH IX 3511 DoP {i L& T4 K
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Fig.6 Distribution of average DoP based on four different models
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3.4 FXI{EXEERE

h T B R A SCHE R T VI R s K AR SO R 1 TR E T R IR AL ) 4 B B B T VR AT LR,
(1) FET B85 2 M ZM L 7% AutoZOOM L, (2) FE 47 BR 22 23§ 1 X i Mo i 73 FD-Attack®);
(3) T EARHEAL S (A B #0770 QL-Attack )y (4) b TR ph 530 25 ¥) B0 it 77 ¥: D-based Attack™ 4 T
HEAT AP IR G AR SCHFEERE Fok 4 Fh 7 i S 40T B8 AT AutoZOOM 7 2 v AR SCHE B B0 0K fae e 11
AutoZOOM-AE & BE4T S 361280 1E MR TE A UE L 0 4=10.0, HLBE 2 %A B . % & 5] FD-Attack J7 ¥ 78 %t
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Table 5 Comparison with related methods (QN/L;)
Fz5 SMKFERIN L F(QN/L,)

- RS FHR T
gy it Auto FD L
Vgg-16  Inc-v3  Res-50 Res-101 ZOOM attack at?ack D-based  D-based+
Veg-16 3 3078 3091 3090 7420 68 508 7 680 3090 -
12.34 12.19 12.26 22.12 8.95 15.95 32.06 21.61
Incv3 7233 _ 7238 7242 13 068 128 457 11 160 7242 —
14.01 13.97 13.96 34.38 10.52 20.33 48.79 29.49
Res-50 3715 3710 _ 3724 8087 56 258 6990 3724 =
11.60 11.51 11.51 23.89 8.63 15.77 38.03 22.90
Res-101 4283 4279 4292 _ 8439 61059 7 620 4292 -
11.73 11.68 11.59 25.21 8.78 15.70 36.35 23.13
Adv-Inc 12 692 12 695 12 698 12703 17 023 N 36 110 12 703 —
16.06 16.04 16.07 16.03 41.39 20.22 72.49 58.57
INC-V3are 10 111 10 115 10110 10113 16 864 N 21610 10 115 -
15.62 15.58 15.61 15.63 42.28 20.37 64.11 49.68
INC-V3enea 9320 9335 9 340 9338 15350 N 16 767 9320 -
15.67 15.56 15.57 15.59 39.50 20.08 60.62 48.39
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S HH B KA W R, 3 BUGVE BUdi i ) (3R 5 7 FD-attack 51 LANFF 5 267 ), 3k LS B H.

o AutoZOOM Jy vk ¥ Bl 203 B e J) 2 Lok e I 0 1) I A L e, A8 T B v IR B> T 55 4k 3 By
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o QL-Attack J7 i HAH MU 1A 24 A B i, LA B HI0 30 i 2 o ARDRE B/ 25 R LA

e D-based Attack J5ik5j FD-Attack 1Bl w7 BEAE 9% Kk () A0 REORIZ D /N Bl L 5 L =24 2 K
3% B die K BRI I PRSI M 2 AR A, 1% 75 12 A0 0ok 17 AR ASE 2R I AR AL PO 0 0 i AR /D e DL il 2 A
AT TR 2R B e M
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Fig.7 Adversarial examples generated from different methods for attacking Inc-v3 model
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Table 6 Results of fine-tuned adversarial defense models (QN/L,)
6 DU KT B AR R 4 R (QN/L,)

— (S e
Vgg-16 Inc-v3 Res-50 Res-101 AutoZOOM QL-attack
Adv-Inc” 17 440 17 434 17 431 17 435 25377 52439
17.46 17.37 17.42 17.42 46.39 21.11
Ine-v3ps’ 14745 14 755 14 759 14 750 22 440 31252
s 16.53 16.47 16.44 16.49 45.62 20.52
Ine-v3as’ 13630 13 639 13 634 13 632 21247 24 980
ens 16.62 16.55 16.57 16.58 43.91 20.79
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