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Abstract: In distribution channel system, product manufacturer will often reward retail trader who makes big deal to increase the sales.
On the other hand, in order to obtain high reward, retail traders may form alliance, where a cheating retail trader accumulates the deals of
other retail traders. This type of commercial fraud is called deal cheating or cross region sale. Because the sales contain a lot of normal
big deals, traditional outlier detection methods cannot distinguish the normal extreme value and the true outlier generated by deal cheating
behavior. Meanwhile, the sparsity of the multidimensional sales data makes the outlier detection methods based on multidimensional
space cannot work effectively. To handle the aforementioned problems, this study proposes deal cheating mining algorithms based on ratio
characteristic and tensor reconstruction method. These algorithms combine artificial intelligence and database technique. Meanwhile,
because there are multiple types of deal cheating patterns, this study proposes deal cheating pattern classification methods based on the
partially ordered lattice of deal cheating patterns. In the experiments on synthetic data, the deal cheating detection algorithm based on the
ratio characteristic can achieve an average AUC-value of 65%. The traditional feature extraction methods can only achieve average
AUC-values of 36% and 30%. In the experiments on the real data, the results shows the deal cheating detection algorithm is capable of
distinguishing normal big deal from abnormal big deal which may be generated by the deal cheating behaviors.

Key words: distribution channel fraud; artificial intelligence; deal cheating pattern; tensor; partially ordered lattice
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Fig.2 Solution framework based on example
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BiE L R AR Sk B 1 B B H_Filter(1,P).
N B B RURIESR P ={pc,, Pe, , 1o Pe, , 3 AL IR LIS NS k;
i L P =3 8 S B B SRR AR
1. Wik P'=0, i=1
2. WHILE i<k
3 P={{H(pc, ). T(pc, )} {H (P, ) T(Pc, )}};
4, (P1,P2)=GMM_EM(P);
5 i=argmax(avg(H(Py))); //i=1, 2
6. P'=P'UP;
7. P=P-P;
8. k=k+1;

9. END WHILE

SR 3AT R AL AR B U Sk R AR T S AE AR D A R B SRR AR A 58 4 4T B TR & IO R SR A0k
XF P AT 2 3 B 3AT~H 9 ATHEAT K IRAE IR K 5 1 B 2R 4l SR v S B A A0 DR 1 — SR B B g 28 (1 ik ik
A Prob R SR BB BN B — B T — IR i N s

18] 3(HEE B o5 1 e 4 1 g s 1) B 3(e) ik T 4L T ratio Al mean b H: B SRR AE HEAT R BE 1K) 45 5P = & 2(d)
PR BT AT A ratio dFAE R

o SN PIEAT 2 20 RIAT B ={P i mnys, } P2=PPL B HP)>HP2) U P =Py mremy s, 3 P=P2;

o HREEXE P OEAT 2 JFERIEAE B ={ Py s s ms Potin,ininm sy Pt e st Po=P—PrBE H(P1)>

H(P,), | P'=P,.
TR R E k=2, TSR A5 1k o 8 S ) o e 4R
P = {0t .5, Petesasn sz s, Petsisn. s s Petsnisn sz s b
175 mean REAE I, Do g mp oy, = 1-2 AR/ BERLIL 11984 T

33 HEEHRSWEEE

P T 3k 308 ) P % 3 A v A B T P A ISR e A8 O, TIE ¥ T e Y 0 40 St A R P IR P T
P, BT I S BT AR B AT R S SR AT X A3 AR 1 S AR i I 98 A P 0 A A LR R M
Mk SR 5 T I 5K 20 R RN EE R SR TR AR B R R

WANN=(agay,....an), B VL 1 P85 R SRIELE P n+l Bk & AA=(s,a1,82,...,an),5 ZEMKER P’
T A B R &y 4TS R P T R A oy B U SR
T H AP, B P eprg A SR 0 S
1. FOREACH p, INP
2 A aapa =1 I s=s,a5,8,,..,80 K Ci AEFE BT 1 B ARIUE
3. ENDFOR
4. FORIiin (s,a,az...,an)
5. A=Unfold(A,i);
6. END FOR
7. FORIin (s,az,ay,...,an)
8 A=SVD(A)=UDxSx VT ;
9. ENDFOR
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10. S=AxU} xU; xU} x..xU] ;

11. A'=SxU, xU , xU 0 x..xU,

12. AP)=Ayax —A';

NI R 2 R AR AR R

(1) HE 2 58 LAT~50 34T H o iE n+l 45K (ag,ay,.. a0 JER R HE B 1=(ay,ay, . ,a0), 8 HERIRTD
IR ID. A, W R (2,2, 80) PAFAE a=* I, S AL 55 1 0 v 2 3ii2 48, DR O 2 a=*In, B 44 J32 1 I
FE 2k 0, kM i 5k i eI 1=(ag,80, ...,8i1,8i41,...,an). EL W B 2(e) PP 7F ratio #54E T 7533 38 J5 () HE 2
IBIEGE P =P et s . Pt sz sy Postraiosn e 550 Potsosn sgnys, P I EE ALY 1=(53 1
T TR, T AR A, %), AR ARG S50 2 M 3 P 5K B B 2 by (0 B 1D, 23 1 2R 28, R il 3R 41). 7T LU HY P
TR BB AT T L P 1 SRR AT O Th 2 B T L 1 b, O LR R R s R B I
WAL, 2 2 JEA AT o b 2 A i T St HL RO R AR B B B A e o L SR AT A
i TGRS T 314 A S, B 2 2 14

(2) B AAT~EE 6 TR A R A AT REIT

() TAT~H AT I A MHEE AL A, A, - A HETT SVD 23 ik

(4) B 10 4T Roxt A Z0AS B Rk S;

(5) A 1LAT RN RO K S A LI IR K R AL AR T R R b ) 32 S AR AT Ol FE S(F) T
AN ARG 1 SRETEAT 0 T 3 A BT BT SRAE AT AT O AR, B AT DLHEIRT 25 1 R AT N AL T
S RO ) EZER AT TS 2 B EAT T B R T Py mi s, 15 AT 0,350 W LAY
AT H IR AR EWAT A AR AT BB FCSEHE

(6) 2% 6 4TI Apax Rt AT B IR AR A AT BEAS T FR IKME, 3 AU, 7T LA A 8 3 i Te & Y

LR TP 2(Q) T8 A, Ay o By JEE 505 445505 6 47 J FFJ5 ORI 43 L4790 S50 10 e 1)
Yot T AR R (0 00 A B 2SR, A, A o A SRUAEL 0 B o 10 /M T L 2(0) T A
B PUSEHE W Py snmy e, TERFPE atio T EA 06 01 5153 W0 0 (R4 mean 20 A
s sermy s, FIAE ZUSEHE AL Doy oy, $1 7 TFTRE 7 160 5246 32, R AR TR P50

4 HBERAEZE

41 ETHEHEBERREEREE D HEREEERI

e HRE S 15 0 0 T B AR T M 1 e B R T A M e A — A e Y g 4 2 )
JIT UA 5 2 B rh dh AT 23 SR AR K R B B T 00 AR Bt A A0 W B R T R A e R, DA T A S s R gk
AT HRFAE B B Ll 52 IR M 11 00 e K S 0 R B0 SR R G 4R 0 v (1) S sz B 0 | IR A TE e A 0 2 i o
NI b S S AT 43 AT, A D P A S L 20 A 8 S A X L AR A AL B BT bt B AV 2T D 4 B 4
AT 5 AE VT 55 10 25 REAT R AR SR B H A4 L9 3.

Bk 30 AT 5w B I R o SRR R BRI BT 2: Basic_feature_extraction(R).

BN BB AT O A B AR O RR T & I R BUE A Iy, N R SR T b;

LR AL S 1% 1) & v(R).

O

WIERAL v(R)=0;

FORiin (1,2,...,0)
P(l;)=Outlying_degree(l;,H_Filter(l;,R));
V(R)=V(R)UHs P()HEAT b 455355 55 434

END FOR

2 AT q MR 3 TR SEIE I F 1 AR RS I AT R AR B IR AR I g,
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T S 2 e st 1 TR A DR R R S A P S S I R L P ()RR R E AR A A 4 AT ROR
X P)EEAT b &4y SR8 4040, — T LUMIE g*b AMREAE & £, te o, ¢ P(1;)=(0.1,0.1,0.8,0.8,1.2),#% } b=(0,0.5)F!l

AM,0.5 LAER SR AEAT 3 AN W ST q=7 AN, W5 59% 3 0 R MG IREAE ) B 3L T 2x7=14
ANFEAE e 1
42 BTEHEBISREESHNERRNRFEHIEREXFERRN

SRl KRS RIS 4.1 AT 200 23 2 AE LAl b e b e 45 M 15 8 F 2 B i R s X 2y
REIEM RS

EX IR TFHBEBER). WHHELSICE R M R P2 45521 D LR MmFER L=(M,<),M={l;,...,.I,},
M B EE A AR LR I=(ag,a,....a0), I = (&],8),....a) AR AELE H R AE7E — AN i(1<i<$n), fT &,
S ay I B AR O AR 1 1R AR B A=A 1)

BiEk 4 H T H B e i 1 R A SRR B BTV Advanced_feature_extraction(R).

BN BB AT O A B AR O R R T & R BEUE S, A SE T b;

YR KR AR P 1) R V(R).

1. ¥tk v(R)=2, P=0

2. FORiin(1,2,..,9)

3 FORjin (1,2,...,9)

4 IF Li<l;;

5. THEN

6 P(I;)=Outlying_degree(l;,H_Filter(l;,R));
7 P(l;)=Outlying_degree(l;,H_Filter(l;,R));
8 P=P(I)UP(l);

9 V(R)=V(R)UH P AT b 254> 55 56 40 46,
10. P=;

11. END IF

12. END FOR

13. END FOR

5 6 47~50 1047 B AETHSE R A4 SR 3o M b BAT S SR AR M A B SR S St 3 1, 1o FL AL & s kAT
Oy RE AL B RS Sk 3 AR AR B T AT R RS R AR AL 17 B 0 1 1(b) T 7R, 2 4k K 4 1) D={2)
1A, 7 3 B R O L=(M, <0, L AT 10 21521 B, 1 ) 1(b) LK) 10 4534, 2% 4 (%, %) o 1 1 P 241
SRR I 8 AT HE B U v(R)IL A 2x8=16 MFAILJE k.

AT n AR R O R B B R (R, 1), (R ) 1R 7S 35 T A B4 4 1 6 7 L 20 s st o R 4
12 3 R 4 TP ) 595 T B IRy AR AIE 1) 4 v(R), 19 210 20 REE I ZREE{(V(R1).11),.... (V(Rn), 1) 3, KT 70 SR
S5 TS0 2R 1 B K00 A AT R B2 4 8 A SR BE WL AR AR P4 S 23 A 025

5 SKBEERS5SR
JELhR B A0 7% 362 045 5B B A0 5%, 23 P AR R AL BT 1 o AT AR AT 4 B AT b 1 T 1 U Rejean, 35 200
000 Z<Hfli; 25 2 Rl AFAEA H AT N BB Reear, L 162 045 25800 IS AR 204 A0 5 3 A4 FELIN I, 19 1 B it 3,

BEANYESE (2R A T —>EE AL il 1D— B i 3R 51— B it b b — 78 i R B ALL MRS R 1D 28975 26
T — ANy 5600 S0 A AT 280, BT B0 S B0 A e 30 S 80 AT A0 s (0 5 it kAT T s AN
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BT RIE S S AT L 7E Windows 7,16G W AE AT Inter i7 (R3S 4T3R5 58 B
5.1 HE&EMEIE LS

B BTN Rejean BEAT B EE 813 3, 7F 18D ] B BT H I R B Rejean={to to, .t AN |,
R IC KB s, HIAEBIE A p. 6 BEHLAN Reean THEH s SMEB AT p Ml $S={tuty... t}H K
Chunk(Reiean )={C1,C,....C}. I HAEE CiA<isk)H 5 S W Rid 3k i a SRR C BENLER C b — il
LR B HE K C i BT A BB BN S KG C P Al 30 5% (0 BY 65 042 Bl 0.4 B AR se 36 op JRA 93k 7 K 1(b)
197 A R A DAy e P 2 2 R 5 BB I ) A B2 28 D>, L3R L.

Table 1  Sale accumulation pattern and abbreviation
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CT (GILES IR TR it
BT (Tl R, 4 7 2 280, %)
VT (GILEY IR TR
T (%, 504 1 0, %)

RATSEL 8T T 3 AN b

1) AF AR s s A 0 R 500 143 3 00 ik o AR S ) ST R SR A N i R
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ratio 73 21 {14 5 i AR R d /N B B LS B R S B H HUR R 2 1035 T ratio, 5T LB 4 K5 (s IE Sk
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Table 2 Coverage rate of algorithm 1 on the true sale accumulation points
F 2 HE L IH O ST EE B AR S I AR R

(ratio,2) | (ratio,3) (ratio,4) (Xmin,2) (Xmin,3) (Xmin,4) (freq,2) (freq,3) (freq,4)

a g N g N B la) p I8 p a) p I8 p a) p I8 p a)

C 3 |4 3|42 3 |15 3 44 2 1130 3 |260 3 51 2 1158 3 |289 3

B 8 9 4 | 54 6 |176 8 76 31187 4 |357 5 52 2123 3|29 3

vV [ 10 | 8 3 |68 9 | 258 10| 123 6 | 270 7 |418 8 |160 4 |217 7 | 459 8

CT | 7 6 313 6 |157 7 78 4 1164 5 | 292 6 92 4 | 213 4 |38 5
BT | 11 | 9 3 |42 8 | 157 11 | 131 6 | 245 9 | 408 10 | 250 5 (314 7 (511 7
VT [ 13 | 6 2 |41 9 | 164 13 | 128 5 | 293 9 | 476 9 |157 3 | 281 6 |569 7
T 6 6 4 46 6 105 6 52 2 153 5 | 327 6 113 2 272 3 | 481 4
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Table 3 AUC value of algorithm 2 with different sale accumulation point candidate set

—
True positive rate
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Fig.5 Precision of algorithm 2 when candidate set is unchanged and the sale accumulation pattern is changing
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A LA BIAE—4T 1 ROC il 42 2 LML), BIVBEVE 2 i NS ) e sUb AT SR Al 459 31 1) ROC it 28 /2 AH B
XS T8 4.0 IR SR 2 AE AN R R ST 92 9 45 SRR S S SRS AT K R 2 HE SR
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Table 4 Sale accumulation classification precision via different feature extraction method

R4 T AFRFAER O 2 B0 R R RS L

50 100 150 200
Hik 3 (%) 27.2 35.1 20 24.2
Hk 4 (%) 343 37.4 40 37.2
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Fig.6  Analyzing results on the data set with real sale accumulation behavior
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Table 5 Average running time of algorithm 1 with different number of sale accumulation points (s)
F 5 HE LEAFRECRH A SN IS AT IN () ()
H A 877 1596 3279 6 839
Bkl 3 6 14 35

Table 6 Average running time of algorithm 2 with different number of sale accumulation points (s)

FT 6 LIV 2 FEARIBCR L U R 3B AT ) (s)
R 21 69 108 152
ik 2 2 6 16 39

A 5 2 & R K BB U o4 D L=(M, <0, I 53 3 K I 1R 2 2% 2 O(Tx M), ik 4 (1 i 1) 52 2%
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6 SERSEHIE

AR SCH AR B RN B X2 B 0 M Hh 0 D T R 10 g AT L e R P A 4 30 o, B 08 78 1
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Je A% (R AL O oK 0 e B S, A B BRACH R S s 1 S 36 P SR IR T AR SCHR 5 T A R
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