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Proof of Trust: Mechanism of Trust Degree Based on Dynamic Authorization
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(School of Information Science and Engineering, East China University of Science and Technology, Shanghai 200237, China)

Abstract: A trust degree mechanism based on dynamic authorization, proof of trust (PoT), is proposed in this study. Based on the
mechanism, problems such as nothing-at-the-stake and bribe attack in the existing block generation strategies are fixed. There are two
types of nodes in the network: miners and stakeholders. The trust degree is given according to the behavior of the node participating in the
creation of a block. Once a node becomes a stakeholder of the network, it entrusts the block by signing its private key to the block. Finally,
the blocks with trust degree compete with each other to be accepted as a legal extension of the blockchain. The cost of attacks against
bribe attacks and common stake accumulation attacks, and the system’s response to attacks is also analyzed. Simulation results show that
the PoT mechanism can defend more efficiently against nothing-at-the-stake attack, bribe attack, and stake accumulation attack compared
to proof of stake.

Key words: blockchain; bitcoin; consensus mechanism; proof of trust; trust degree
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BTN AR, w1 LK T (Ether)2, 25 T (PPCoin)BI45, LI K AT 28 H Sk 1 FH T X He 25 f6) TA] H I 4% (lightning
network)!.2015 4F Linux 344 % i@ HyperLedger T H 5 i1 35 3% 44 119 5 Fabric 5 H Fabric = 3G 20 HLiH,
3 A5 AR A A RN AL o, B2 A M N TR A B AL I LA DX i I 4% Fabric 1) B 03 24 45 5L IR 45 e ki
AFVE ML SCRRB1VE LN A 28 T 35 T X B (R T AT #E & R R % e TR RE AT QI B & . N AN LA X4 =
T3 WIUAE R K 22 T 7 B R 500 S B A AN A v i Ml 255 80T P A A W R v B8 1) ) R, SR [ 7095 HH 77 38 T IX B
BEMAS NEAR IR 5 R 48,40 P R 71 55 2 AN AK 2 IR 55 114 1] I DR A A A JRL AL 78 s o 19 286 v T s 3
J R Y SR 1D 190 48 T B 15 K Im) R, %N 0 T W82 B 1R A8 5 < 55 56 I U AN 1T R e 4 — B3 BRI, DX i 2R 40 7 22
BV — AL, 0 5 — i B 0] P9 R 2B 2 45 100 56 i U B AT A, 3 P St 2 25 (14 508 75 DU 38 il L U 10 B g 2 3
TUHLH. DX B 03 R AT B I5C WEAE R FA TS B - A 5 B = 3 1 IR ML 2 T 4E &E W (proof of work, & Fx Pow)
B AIE BH (proof of stake, & X PoS), FA A B B & 56 W 4% (0 3L ROHL Y DL S A Y o T 2% 4 Bl i (practical
Byzantine fault tolerance,{##% PBFT)y 3=. LA PoW by Al ) i B T vT R4 18 52 W E S AT Bk, o T BRI XU,
A0 5 T T A BRI AIA X H(6 ). B X A 4 R 45 B (DoS) T S B BT fg, 8 B )
DL AR AR 2 A B 1022 5 oK ool (X £%.2015 46 7 H kAT UCER 0T B 10 0 % (13832 2 L Lok T R 810 55—
i) gl 2 REFE K, 2017 4F AEAN AR T RS S DAL 2.55GW ALy, I R R AT IS 2 7.67GW, 55 B i) 424
FE G A 2410 pow LA R &5 0 T S AR A H Al LA AL — SR i BT 2B A8 5 (K R B T Sk AT, ks Ak
DX 1E £ 222 A5 FH DA i 9 4% 258 i e 7 8, DA OSCREE T) 4% 1) o e 6 T R AICRE H B0 T 48 v IX B D9 48 A8 ) ik
King F 2012 5057 T p i 10X A2 55 1 M+ PoS 1N 1% f1.PoS 42 Hh BARSR w7 Mg il i (2 oK T
W R OB B TS BRI S ) S PBFT BRI UG AD S R T2 28 5 AR AR I i T 4
PRI T ) D 8 R A A 73 PBFT A8 A1 8 450380 FH 8 I AT R AH 2 PBFT 1 I B X B o 1T N )32, e 24 1)
I T AT T VI 2 70 K A R AT A IX B T 5 TrustSQL LA K. Linux 3 4x 4 K 2 1) Hyperledger Fabric T H .

ARICAHT T PoOW HLHI AT POS HLHI AR s FAS A2, 3 HA 358 15 T 54 B 1 3 PR MLl (proof of trust, f& #% PoT),
B A AR GR35 UE AL P A7 A 0 5 32 W s B« RS AR DLR T AR R UE WAL R A7 A 1 B FATE A )
IExF POT TERE LA K e A PEHEAT T RRAN 40 /7. 45 SR 38 W, PoT (A PoW A5 e B2 iy . [R] B o= g s B¢ ks
BES E Brhs DL B A 2 B AR B Lk PoS 5 3 i (1 B YL 6 5.

1 HR#HH

SEVUHLHI 0 H RS2 A8 T A PR IR 5 1 2 DR A7 — S50 DX R R 1, £ 55 AT 1 JL P I ) P 8 57 22 4 RAS 7T B 24
(19 2 LAk R G B AT A7 AE R L L] 32 2245 24 PoW il PoS, L v, PoW S DX Bk 5z F7 A FH 1) L IRBL I, PoS )48

1.1 TE=ERAMLEI(PowW)

ELARE T 28 56 2 X HRE BOR 1R AN I HT, SR 1K) PoW LA A5 X e 3 7 A HL A T S50 77 1 £ e 82 EE AR T R
GPIRE 10 200" s A DB REAS T R BSOS (K A2 5 B, il B R S 248 5 24 JOHT 19 DX B PoW ik
SR i) ALK A S8 2 3 4R B AL £ (nonce), 12 Bt BIL Al A -4 5 DX B TR 5 7 B0 i 748 23t DL 45 (1) 2 0 B )
0,11 X 13X 4> nonce Jrity £ () TAF 515 0 (AL H 29580 KA 9 s #EAT A5 4 (1) SHA-256 757, B s F ik A
nonce {75 G 1) 4 19 Rk T A BRI AR 7 2 A X B, Y R 6 1 D it 32 1 X B R BB AE 1 X
G {19 A2 1 35 9 DB, T 5 2R Y R SR LR T A D 2. AR A A A R L e B R 2 A i,
EIRARfIA B G 51%57 7)) O AL 2R sl [ SR A mT RE Al ads — > S AR DX e, 8 L A ok 8 A 5K
3 S 3R (K HLASIC) M Z 5 Aot SR E EG — M TS 3 9 5 ).

ot E R T 2R 0 1) — A AT A1 B0 3 2 1 RAA2 0T (selfish- mining) !, I (1) J2 3543 56 KR 1 R0 19 3
i S BB IX B S AN S — I ) 23 A7, AR S TP AN JITE BT X B R A7 A, 23 GRS AE TH DXCHR LR B 2A 55
BT FAFZ BN 2 A IXYE A2 [ 23 A5 T 5 1R A A DX S DBl B 17 70 S B o Lk s
W™ L2242 MO e, it 2 B AR 1R 7 SO B KB, F FAREAT IR Gt 3 LA B4 42 9 /3 PRS0, 8 vl BLARAIE
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H CRTE 2 W icas A1 H 51%50t:, B RS A5 T2 5 A 0 178 HuAgs M b — e R AR T A G
() L RAE SRems . S5 b 2 T A L 259655 J7 1A Bk, EHARE T 14 22 4 1kl AS i F57 20 DA 529 1 {8 SRk %
JE 3 DR Sy AN B ARAIE BRI T AT O™ T 0308 S 0 U AL 0 A SCHR H 1 PoT HLARI R % A X B A 7 B N3 &2 19 55
T8 U IR Bk T AR AR B R

1.2 R IERAHLE

LR AIE W P9 A% 0o JELREJR: 7 A X e 69 il J3E 5 4 2 I 3% r i o A 2 I L, B B AL 2B 22l 7 ) 7 7 X
B — P R AR T vy (W R RE A X MO TG e B R R R L D ST A T R L H B AT

P25 E B 32 A P S — ol I T8 () B & UE BH, HABE 7 1A Sk B AL, AL b 24 A &5 N (stakeholder)
A3 HC IR X B A ) B 94 PPCoin. B2 i (blackcoin)™, % 3)4%(CoA) S, DPoSIMHI PoAlT): 33 —fifi & Ik
TFE & B A R TE W ZE AL A, B R 2/3 17 A W, JC 1 MY 4% A I G ] B SRR T AIE R s
47, (154 Tendermintl™®1f1 Caspert*®,

163 T HE I AL 35 0E W HL I (¥ B 8L 5 PPCoin,Clockcoin™ i1 Novacoin(H e [ S iy 61 2 2 8 3 V4 #E M il
(coin age) >k & B 1. 1% P WA Ve 05 1K) 1 5 gl 5 T RIAEE 4 S0 B B 4%, M &30 M s R 452 1
B A PR K — LA, AP I R Bk A BB T R TR LA S A% 4 DASRAS R R AR S O b I
s 5 A7 DUR) B O — 80, 24 30 BT REA RS A2 08 B %) X R R AT 70 SR oA, X B 2B il e 3t & VA 22 38
i W BT YR BT R A B 4k 28 X it Veri Coinl22Mii 1] L T+ T i HOASL 25 ) 171 (stake time) Skt = i T 43 A% 25 E AT
J 5 IE HS A AOR TS 5 SR, FA R N 5] 35 T 46 5 9. Ouroborost M 1 1 — i (K0 22 Jil ML # ok 484 Jon k45
RUBUSEAT 9 1 2 il [R) B A FH T %2 4 22 77 v B0 OR AR 0 a5 HR 4003 3 1) AN T T 2 A X b 7 vk Tl B I 4
B AIE Y s B B
1.3 HiabiR4H

SCHR[2413E T Al {5 AT FA B (trust execution environments) 2 H T SEIRLE proof of luck, AL IS 1T 48 3
SGX [t CPU _I, HI SR IEAMFEN X T Fe Y5 1 V8 48, (2 BRI ST T Intel ({5546 CPUE T T X BBk (1) 25 vh
oAb AR SCHR[25] 2 AR — i 2 18] 1 B (proof of space) (1 HE& K HUAR Pow, I HL BV 48 7F [X Bl A HE B 75 5 F it
AT 7 L TR AR 25 () A o B 2 75 2208 T VS0 LAE i R U PowW K 5Ty W R AT I WA 24 [V i 1 B,
SRR T — T8 (W R 5 5L, (0 A2 Bt o [V D A oF R 2 8 908 1 90 o k2 il 2D S B, SRR [26 1t 2 1 T I 25 3F
i (proof of space-time)%y2:, 15 G 18 J& 7% (A1 IF PH I /2 B 2% 01 BH AR 5 25 53 0% 10 Al 2 0 90, 381 dge s # 4 HR ULl A2 %
TR AL LG SCHR 27142 T — Rl B (0 A b2 5% i AL PoB(proof of burn), i 8230 i K AR i 7 #8 B AT
TG (R R E DUBS AR T, RO AR T = S Bk S B — /NSRBI LG PoB Y, BE A I ] KRS,
TR R G TR0 AT RE S 9D IX S IR A T AR B TR IRINSE 2 (AR ML A X R AL EAR R — AR
Bl 1 2R AR B T AR TR PRSI B, I HAZH (K66 ) 2 20 0wl 5 4 3 48 o 22 R U HU RO e AR M i A B
e SrER[28]4 B T — AN M E B (proof of importance) 5y % AL IS AT I, T A SR AL O R A
AR I HRA A T LR IR 19 50T R A A AN B e 7 B 00 = SRR 2R AR 2 (2 T RS B DL A B
BT 1 56 FR AE FEZEVE IR A b AR B A 158 5 UOBORT B2 1 %% 7% SR VEAG 19 A 1) B L Pk AR 2 i3 mT e £ S8l 1
SR RVAE B R TR R AZ B d ) B, KO P R AT AL B 43 3 R M A [ ) R

2 ETEEEMILIRIEH

DA BEABGE I A 5 A AN TS 1,7 AR X P B S 2 A P A5 T 550 1 Pow HLARIAIL T AL 25 ) PoS
BLALAE PoS Hv AT 1 (1 R A 355 AR B B 1) B At (EL o 0% 1T 008 52 IE AT OGS pRE 1317 )i AE A
L P oy AU (LA 280 ). 3 il o £ 2 SRV 22 7™ T R 95 T 1 2 2 R A T 20 Pos (g — R A 44
AR T HF B 2 R R Y AR B, S BT R A it D AT Rt > AR T 19 A R, 2 R Z 1) R
FIAH 1%, I8 A% mi ] LUS AT g 23870 3R £E PoS w1 23 XOFAN I FEAE AT B U5 AL LRy T R GER T ) PoW
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B, B g 23 SCAF AR 5 DR kg b 250 S HR DK B 5500 W U, AT LU T R 28 4 100 43 i A — AN X B g 32
12.5 AN LUAR T, BIEERE 98 O et H ) 420 AR 2 — 1A R m] BRI A AR A7 A 20 AN RS e 8k 4
AL B AN A LA E R0 T AE 38 1) FL T A B T AT AS TR A8 9 Sl L 25 47 DX R () — B0k It i 22 o
AT i P4 24 1t 20 B3, v A AL B3N AR 10 2R R T A 5 R (K i v A TR R A A R R P 2
BTN AT L0, ARG fb N (A Sk SE IR 1 L IR R 2 35 KA, 9T A A S LA Y R S AR AR Y 2 A — A B
A LR 25 R AL AT 30, D e 3K B B et e SR ) 25 b A — DS AR ER R IAF AR L, I 4 384 4
45 NI 22 A M 1T B A BT M R

YA Jhy 1k LR UE W AT) SR S R DX SR 2 b 30 R 1D e — i e 7 5. O 7 3 B 2 b A R AR B2 R 1 BB o ok
(11 DX 4% 2 4[] R, AR SCHE T 386145 AT BEE W 11 PoT JLIRALAL. Fr 1SR F PoW JE 1R X B X 4% R L3153 1)
S JSE T AN 5 52 3 Beds, Bk, PoT v LN T /b4 1 T AE S F B DA S AL 25 0 B0k A ) T A S UE B LA o
PRI 7 e T A 8 905 R 2, A S Al & i B AL 1 v 7 06 BR R T 3 i P B 2 O A R ) 52 B R R e B
POT B EE . — A fi . 22 ARG 8 5 9 FE 1) 25 oo Ak DX Bt I 4%,

POT FJIZ AT AN i) b &l 43 2 — 471 J& ) (epoch), f — 1> epoch S A Kl 73 4 2 A ] B (slot), — A slot 7= 4=

AR Y BLE FTHSELLREAS epoch FRAGHT I 3 52 vh 5 AEREAS epoch FRARIN 4™ AT sUAS 2 vF AR e AN 2

224 S (1 7 X e, T e XA A X R A 413 5 3 (participants) 85 57 {P1,P2,Pa, ..., Pr} 2R 5 A slot 34 X
2% participants &G HFBEALIEL N AN RAE A A 71483 (stakeholder), iX 6 4% & FH 4E 4 {S1,52,53,S4, ..., SN}
7R IX L N<TOE R S AEREAS slot o IR 5L 25 44 15 06 28 24 AT b IR 0 01 JEAT Bh 248 A5 AT BE 42 45 AR S T
logistic [ RS $& 1 45 BB AT 1R 3 A8 J3 o U7 vk, L A 2( ().
1

1+e7 LZ"
o, trustl) JEAEPEEERT, R T T ZATHAT A T SR SRS AT B GETEE n A slot et b K,

trust). =

cur

M)

i 7E55 x A slot 2 R B RN 1A 05y m 3 T8 B B A AR TR, b 1P ¥, A K, X 4% i
WP IS Tt
logistic [ Y455 784 75 o B0 A A (10455 A B8 R H A AR 24 PR ) AN ) 4 B ) BB 09 A5 AR IR G K ol 7
T8 Gt LA PG 0, AR SCHR Y T X logistic [ AR 7= A (455 AT 5 HEAT A8 1E 1R 302 M A1 09 RS i (s AT B8R b —
FE BTN TR A5 AR BE 0T 7E P52 I (R0 45 A B AT BT BB 7 e A AT BESR I 10 A5 A B e o A 5
trust(i)l, = g xtrust®) +(1- B)xtrust(i); , 2

P h o5 2487 epoch IS h A slot. 35 55 7255 t 4> epoch FIES 1 4 slot JFEA R IS AT 5 56 t-1 4> epoch [
BeJa—A> slot 45 I ({5 AT BE A B trust) = trust)o 9 H. trust) = M% = 0.5 i Ar] DU A B 138

TR PEATAE 1 AL IG5 AP 388 G 7 P90 25 A7) A I B IR A A 82 b Ok A0 A I, B A 1, D51 A NI 4 9 AN s
R AR

BIIZEALIE T Bt w2 Etrust , B AR VL B AR @) fe:
Sttrust®
1£§,§trust )

[ b, 72565 t > epoch JF4R IS5 T 1 BRI 22 15 55 1 A epoch W55 — k2 5 3L RN A5 AT 2R A (i
ZERZE, B Etrust = Egtrust I FL Etrust = 0 .25 ¢ & F P 5 UK 250 F T3 56 A AR i AT A 11 5 AR,
threshold J& 24 T Bij 1l gid T W@ AN &I T 1 17 6 & 100 1 8, FEAT 468 0 0.25(7E Ak 23 25 36 5 vh -1 I8 7 SR A AT e
EE 4T 15 £ B2 e 5 47 b 23 B A 14045 25 threshold #I4RE ¥ 4 0.25 7] LAYERS 1b gid T A& T 1 1 [F] I, R 1k
trust(i)y, AN 23 o £ T M A S eR AR B VP T A IR A5 AT ). optrust 2 A5 AT B 1K i 22, I H 405 12 L 24 5K (4).

S =threshold + ¢ x
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Sitrust =| trust! | —trust®) | (4)
TEEE t > epoch, 15 U 35 h A slot FEAT IL TR I A AF BE A 2555 T 4 AT 5 A 8 5 X 28 h—1 4> slot FATHEE
P 45 S A B8 R A 0 i 2 2 e 4 1) R AR R 22 DL 28 3 (5).
&trust = cx Sitrust + (1—c) x & _trust (5)
A S(B) AT LA Hce {ELER I, Ul W 7 45 T 180 el 1190 4 A 8 Al 2 (VO R T L 2 il R B AT 3 O 7 2 1.
2.1 FRATAFIA KR
A& 8 1 PR B 2R S 4 v N T TR, LG T B ) B0 AR ke 4 47 X B ) 2% 1 A e 5 e 4 R B0 A
FE T T B A A 4 A7 DX R P 2846 ) T b Ak AR SR HH T — 42 S8 A RN T AT R [ ) S S s e e et
FUIBAT LB RS U5 0500, LAV 2% B R4 R, AT M5 AT BE A .
AT RAT 958 X h#good Fi#bad #F
o #good: B — stakeholder Xf T~ X R (1) 25 44 4 A by XL IX B #5858 R AT B A RA P T 4
A DL A 230 UF . B 21 2 5 A I X B I 2 4 51k T A2 2 B, LA S A AR UK AT
€ XCh#good;
o #bad: 41 JEHT N-1 4 stakeholder & I T B 4% 44 ¥ X HAT7E 1] 780, 30 4 MR B B BUBE A T 28 44 W SR 2 4%
24 B A X BFT AR N A stakeholder 7044 X He T A 2 17 56 42 T LAURE & AR 1A B an 1A
FIAL, A A i DX S TG 2850, T A X HBEAT [ 25 42 B A #0040 0 TE 2% X # Vi B IX 28 stakeholder {5
AT AT 8 Th 9t B 5 A X e — 2 AT A5 AT 5 5 4, 0 20 v 1) L A it o ) DX B 1) 28 4 R AT 56
UE R R PR A (125 44 2 Ak B B RS e 75 AN IE A, A A 12 X B R ik o 1 R BRdh AT 45 44 454
HIITH stakeholder 3345 DA Ay 5 5 00, 3 FH A I (90 4 0 LR AT 47 4T B 45 5.
He T2 B PBRT 1 2/3 J W), o] PS8 — A8 57 Rk . A 7 X Serh 45 8 2/3 1) stakeholder #%
ENEG A B BV R 8K stakeholder [ B 23 2 (6) T

n

>80
Prob(Sgy) = H—— (6)

Oy
t=1

Horp, 9O FORE t 4 epoch P AT TR 2 5 SR UEL 14 TR 5B t A epoch T 2 5 LR 3R A3 (K140 1 342
Jill, o T 7™ 5B t A epoch P9 BT R JBUIAI BT A AR T 22 Db
2.2 XA
16 POT A, DX B 77 A il R — o0 D o g, T 7 B R O AR B E I A A S KOG AR T
stakeholder HEZE SR M E 1% X 2 54 _L3E RS A8 X = A2 2l B v 51 N5 DKM BE A 25 0 o 25 ot 2 K 28
Gy BN DX HRFT AT 3% 30 0 48 (103 2 R, 5 N3 5% 1A 25 T WAL, B 45 40 B8 s 149 DX B L il DX e 1%
M2 B8 A bl Sl i1 B ) %) 5 4 3P 7 9% AT A O 4 vy o 8% 1D o I o, ik 2 ) 8% D 0% 95 G L LA
BRI 1 TR,
b stakeholder H1 PoT [ BE AL A7 A= H ke 78 7= A Ja 0 HOA vl (1) 2 R SR AT R & 44 s Je — A
stakeholder ! stakeholdery K¢ S0 I\ AT (128 55 EAT 476, 6 2 ZESR I X B 4T 02 J5 FaimT DA 1%
PoT JLALHN = Az X By i A dn 1
(1) BT L SR L7 A XSk XA OB Sk L T ST X B S A (Bprey) « A LM HE
(AdresSpiner)~ 1% DX LA X B b i 2 51 (height) L& — AN BEHL{E (nonce). [ I, X B Sk AR B A 25 T A
A Gy AT TAE SAE VB2 AR X RSk 2 i, T SR A 6 22 i 0 26 0 3 b, gl 1 4 T ) R X
Pk,
(@ B R I A X Sk B BLAIME AR A A2 T A participants B B ARG L2 Tl b f T AN & M1
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HIXYCSLMEAMERAT R B 5 S B | ANE5 5 x R R 8 28 1 A participant. X AN d FE 2
75 PoT Hrg|l A—/NERKH MHLHI, A = 0 By participant 1971 S0 BT A AR AL 28 10 H (UTXO) 1 i 7 4
(177 AT HE P X AR % UTXO A 7%, BAR# 2 {NodelD,Coin}, ' ,NodelD 15 f I A £33
Hik,Coin 78T I M B0 [7 I, CurrentID 267 2417 participant 1% 5, Jf H. CurrentID<<T. H.4k&
LR R A R E AN HAEA T 1 RRSE b UTXO BB T I BENLEL x, 8 T 3B x AN
BB AN LR SIR NI EE] i TSR UTXO RAEEA DT xIXFEH i
A Ik R 5 x AT R

EME T T A participants(Z 5 3#) 2 Ja AE48E—A> slot 1, B2 N BEALIEEL N A7 &5 45 4 stakeholder
Z 5L IE I N<T AN AE 26 A AR AR AT B IX AN T FR 10 IX B3 )2 45 17 28, — B A AT 24, 00 %
RS REHAL A E H RS R NG ARFRZ — W R R AT N-1 MG, B4 et e X Hesk B
H ORI R UEAT 2 42 %0 B2 0] X B dE 4T stakeholder 54T JiE (trust) (AL, T4 L2 44 HEAT T 45,24
AN B AR N ANBGEIARER, E S R 0T B £ Hhar 5 4T ALk B, BN LA N-1 M2 LR H &
[RI 25 40 K™ i IX B Sk, I dg 2 26 7% X B frg i 7511

%5 N A stakeholder [a] P25 ) 84765 F PR H, 24 FEA 55 s B3 AN DX B IR0 UE A2 17 RN, 38 26745 10K
I LA A X LB (1 AV . 2 R B LA 10 99 2% 45 70 JE AR R, B LA 2 SR AT 9 A DX e [R] B 4 0
FE3E AP DX B AT JE T RE A AT TE W Se 4 DA S I H ™ e 3 T 8% L 48 % X & 44 1
Ji A stakeholder [¥4T 2 354 & X Jy#good;

R P =4 2 )5 B3 il R 2 N /> stakeholder W&, I B 2 43 458 T RITT N—-1 /> stakeholder.

spoch |- wpoch ——

glot

| Block | Block Block | Block | - ‘ Block | Clock Mock ‘ Block | - ‘ Block | Block

H

i
E - Srekenole
% -+

sot slot glat slot slot st ﬂn‘tl

,

Seed

i HeT -
'y ; ’,.i Stakehelder 2 cﬁ Participant 2 | (Empty Block)
s H :
R i :
v A FLY o
Y L T
Pas Random Selection Poiy

Fig.1 Proof of trust framework basedon dynamic authorization
K1 T3S AU S AR BB

FLARAE DX e ) D AR SRR B0 1.

&% 1. Proof of Trust Consensus.

Input: By, previous block; Adresspiner: The miner’s public address; Height: Height relative to the genesis
block; Nonce; CurrentID: The index of the stakeholder; M: User-defined parameters; D: The degree of difficulty
that the network needs to satisfy; UTXO_List: The dictionary which is defined with {NodelD:Coin};

Output: A block with transactions.

1
2:

procedure CreateBlockHeader

while hash(hash(Bye,),Adressminer, Height,Nonce)>M/D do
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Nonce<Nonce+1
end while
Address<—AdresSminer

3

4

5

6: PreviousHash< B,
7 Height«Height+1

8 CurrentNonce<«Nonce

9 BlockHeader«(PreviousHash,Address,Height,CurrentNonce)
10: return BlockHeader

11: end procedure

12: procedure SelectParticipants

13: //Select Tparticipants

14: CurrentID<«1

15: while CurrentID<T do

16: x«—hash(hash(BlockHeader),CurrentID)
17: choose x as X" minted coin

18: Coins«0

19: foriin UTXO_List

20: Coins+=i.Coin

21: if Coins=x

22: participants.append(i.NodelD)
23: break

24: end if

25: end for

26: CurrentID<«CurrentiD+1

27: end while

28: return participants

29: end procedure

30: procedure WrapBlock

31:  //Wrap the block

32:  if hash(hash(Bpre,),Adressminer,Nonce)<M/D

33: stakeholder<«random.sample(participants,N)

34: if node in stakeholder

35: Signature(BlockHeader)

36: if node.index==N

37: Block.wrap(transaction)

38: /IThe N™ stakeholder creates a warpped block that includes as many transcations as it wishes to
include

39: end if

40: end if

41:  endif

42:  return Block
43: end procedure
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