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communication, and physical elements. They are widely used in security-critical systems and industrial control. The interaction of
information technology and the physical world makes CPS vulnerable to various malicious attacks, thereby undermining its security. This
work mainly studies the attack detection problem of sensors in CPS systems with transient faults. This study considers a system with
multiple sensors measuring the same physical variables, and some sensors may be malicious attacked and provide erroneous
measurements. In addition, this study uses an abstract sensor model where each sensor provides the controller with an interval of possible
values for the true value. Existing methods for detecting sensor malicious attacks are conservative. When a professional attacker
manipulates the sensor’s output slightly or infrequently over a period of time, existing methods are difficult to capture attacks, such as
stealth attacks. In order to solve this problem, this study designs a sensor attack detection algorithm based on fusion intervals and
historical measurements. First, the algorithm constructs different fault models for different sensors, integrates historical measurements
into the attack detection method using system dynamics equations, and analyzes sensor measurements from different aspects. In addition,
combined with historical measurement and fusion interval, the problem of whether there are faults when the two sensors intersect is
solved. The core idea of this method is to detect and identify attack by using pairwise inconsistency between sensors. This study obtains
real measurement data from EV3 ground vehicles to verify the performance of the algorithm. The experimental results show that the
proposed method is superior to the state-of-the-art algorithm, and has better detection and recognition performance for various attack
types. Especially for stealth attacks, the detection rate and recognition rate are increased by more than 90%.

Key words: cyber-physical system; security; transient fault; multi-sensor fusion algorithm; sensor attack detection and identification
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H _E 3 55 A8 — BOME 0 78 SCRT A I 2 W R Bk T R AE A [ A o S R I 958 — SOk IR e AR SN
N B0 oK T Bk 19 2 IR0 £ 0 S T L 7 A A 3 R B D A R S S I (e R S R A L RS e A
)2 X A SRR 3 22 TR A AE SRS — B 8 A, A i R s L

E X 6B —H ).

SI(S,,S;,t) =—TF(S;,t) v = TF(S,.1).

55 598 — Bk 78 SR, R D AN i TE SR AR XE T S 75 7 TR 5% 25 AR A ) 1, 2 SR 7 A IR AR 2R
SE I R A S — BB A B AR SR A — L

SIFR 1. AEARIERAE S S FIRT (A ¢,

t'=t
S WIS, t) > fi+ f, = SIS, S;,t).t = min(w,w,).

t'=t-min(w; ,w; )+1

TR IR t<min(wi,wy), B4 8 t'=1 FFUE R ngs A — 50fE S

E A AR 2 S5, A AR WAL R A SR S; 7E U R 5 — UM X B RS TE U F A — M B R
B 1), A8 7E min(wy,wy) B B /DN (t<min(wg, w)) BRI R NSRS R S5 BRI 38AR — B0 B 10 BRIAN T (Fi+F,), D)= vk
& BOH —MMEEE R AR B, B, (> £) v (f] > ), Horb, £/ 30 S A b il & i) s k8
311 FA—H

G5 AN — BRI 7 705 2 2 ST M 1) SR A A S U R AR A1) 7 9 P A a8 4, e v L A W AR R A M R 1
KEA TR T 2015 4F Park S8 A4 H LT P Beahi b U 7 VAN 2 S8 1 P /A% A AN AR AS B A 100, 200 T 7
A A SR 2% FH 2 I A8 T B A7 78 R PR 155 0, I L322 7 2 TE VR AR DU R 1R 31 38 5 B 0o At o ak S b AR S HR T —
GBI 1R 55 A — BORE I 75 ¥ SR R Lk A ) AR ST AR H 1 55 S — BRI U7 32393 A A
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(1) WA EAAHAL.

T 56 PO T IS 20 () A 3 0 A A SR P, 2 SR A A 2 1) DU B AN A AZ, U B D — AR R AR R A T
AR & R EATTEE t IR A —BURR.

ST () NS (1) =D =WI(S;,S,.1).

SR B ek 2 A0 2 R A0 K T A SRS I N =1 IS e B R I 3k 2N AN R R A
t B 220 LU AT 35 N 0 B, R, A LA R — A A RS A ] A 2] (0 8 00 2 ) SR AN I B A A A8 A X
AME B Z AFE A —BUR R,

STMNS] () =T=>WI(S,S;t), i =]

(2) HAMEMAL.

VAN W B A A T, 32 TS S [R] P A R R P A T R R0 77 S 300 2 R 2 i i s

B LB Bt BRI BRI A (R R, LR AR IR AR A G R RS R AT LB SR AR RS SR S AN S
G B R ARAE I FLX PR AR IR A8 BT B AH A, U S A S RIS A —BURR.

ST NFu(SH=92
ST NF (S =D =WI(S,S;t).
STMNS{ () =D,i#]

5 255 45 T S 2 AT FI 1 Se T =1 B Z R (R RR K AR R TE =1 I 20 = 5 i R A )
B BEAT ELBG AR JE AT t=1 I 220 AR 0 i B 5 30 ¢ IS 220, B R AT P P B 24 A2 T B SR AR I U A RS S FH S A2 5
T—HKAR.

SFt-)nF/,(St-1)=0
ST MR, (SH)=0 =>WI(S,,S;,1).
STM)NS; (M) =D,i#]

HR LAH T BRI 1 AT~58 8 ATSEBL 1 AE t I ZAT AT AN I 18D B LR IR A — Bk £ B ARk
TEFIA — B P 5 9 4705 I A A4 A% A I 12 A AN B[R] =1 B 21 WS 380 ¢ B 22036 10 AT I FH Al & R0V T S ik
A NIBG.E8 11 AT SEILT 2 A B 20 R0 g s 0 R A W A R A LB B 12 AT SE R T A AR IR A A [ B 1 L
B IR R AR RS 115 B AR EA — B A A — B8O B s A2 B B — A5 — B, B A7
T A A — AN B AE 55 R — B0 R IR BB (015 2 K S (5 0K 2 70 A% SR 3 1) 50 A ) AU o R 3

Algorithm 1. Weak inconsistent detection algorithm.
Input: N measurements of the abstract sensor.

1:w <« 0;

2:for i=0 > N-2 do

3: forj=i+1— N-1do

4: if ST () NS (1) == then
5: weaks[w++] « (i+1,j+1,t)
6: end if

7:  end for

8:end for

9:SF' (1) « S (t-1) (i=1,2,...,N);
10:fusion();

11:compareTwoSensorHistory (S (t), S (1));

12:SensorAndFusionCompare(sensors, Fy (S,t) );
13:return weaks;

312 BBA—BHEN
AN SR A E IR B — BB R R 7R A SO H AR SRS B A I vk R E SO 6 mT AN, an R AR IR
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2 A AFTE SR A — B R, U8 B P A% R A R B0 — AR AEBE S Tk (R, b e X 3 Mo 19 e AT 4, 0
SRAFAENS [B) t<ST A A5A% B8 S A Sj S 3 AN — B0, I 35t B 3R 48 P A2 FE 4 B0 PR AR IR A8 b T R RGBT I A
HRF 1],
5138 2B H ).
Z["SI'(Si,Sj,t)Zl: AD(S;,S; 1)t =1,
t=1

Foop g SI(S,S; 477, U SI'(S;,S;,)=1; 75 1, S1(S;,S,1)=0.

iEE}—]:Z[:SI'(Si,S,-,t)Bl YL S SR S, 7E I R IR R — BOR R, H 3R — B 5E AT LS B S, B A
*%%ﬂkﬂ%&éﬂwﬁﬁﬁﬁﬁx 3 A[HIL ~TF(S,,t) v =TF(S,,t) = A(S,,t) v A(S,,t), BRI, BT LA 52 7 5t o 47 76 i
IEEE. 0
3.2 KEHIRA

b3 A B A T VEAN R R Gt P T A AE AR IS A Bk IR R T R R AN B S e B ) 1) AL T
AANFTH N T B E AR R Z B BGE A BIR AR P E S A s(s<N-1)ME BEE 52 BN B0t AR SR Bk
WA 1R RS A —BUE B SRR — 800 a0 AL R S B iR I s AR S Bt T

SIZE 3. st/ S RN 1] /1 degree(Sy ) B e LI 215 S, 42 46 SR — UK 3R 1) fe A 1 MO .

degree(S;,t) > s = A(S;,1t).

IEUAREA n(n>s) MERBF S AHE, 5 SiHHEMEBRSH SRR BT SR S REA—BLR R S
WA BB A S U B R AT n MBS BB X 5 REH s MR BRI RE TS,
iE S, O
33 RSMPEERSHIEE

ARSCHE I BPI 75 v 75 LA B 10 M A W5 A 28 SR 1 1) 3 ) — O 2 i L A A D M A A e R L 1)
T TR AT B 2 B A STV BT TR BN A S B A R AN IR 1 B 37 5 R0 T R, 3 2 B AT R AN 2 B A 1 (91 2,
TEME = B B IR S R A T GPS). b4k 1 6] S ] Fé) 4% JR% 25 T o AL vk A e 2 50 3G 7 T e G VAR 43, e
ASCHEH 1 BPI BIE IS EL .04 A 0 B T A U0 B0 R TT 2 I 25 W S A A DR b, A it — i o Ay 2
ROC 1 £ 5 19 43 1 75 T B A5 700 2 50 (00380 U7 323, R T ek G A% R 28 11 T80 Ao

2 F TAERE il 28 9 ROC 1 £k (receiver operating characteristic curve). il &, 1% i 2% i1 2 5 A PE HE R
(false positive rate), H\fill /& 5 FHPEMEZE (true positive rate), J& B 1 32 T F SR B i £ 1 R BRAA . 2 A LI 15
FIf¥ ROC i 2k 2 il 1 [F] — A A br P B B AR BOWLHE A HE ROC £k 105 A0 b A IR s R i e i /b VR R I
TR0, T R V% RN L [ AR A T

AR SCHE ) 3 R A TR AR A S BT VR IR AR R SRR B SE B S B SRR B ) S50 B (B 1
L), 1 L 5 4 7 Y 80 B A ) B2 R (BP L 7 4K), AT A5 BAS [ 37 55 TR A% IR 28 (0 T iR 0l ZR AR 4R 26 AR 5 8

2 R0 B S 30 2 B RS8R, B TS S 800 BLIE W BE A E B2 A AT RS — DM S EAME
HOREAT S U8 R AT B TS L VR 0 MR AR AR B AR BEAT SRR 2 AT, 75 B K 2 0T B 1 RV L AR
J5 O LT A B0 HEAT S0, B 24T E S AU HUE AR 5 1.3 T R SR IR S R 3 NS MBS
A o) 3 e B O ER AR, S3 AR S8 A wy (8 A SR ) 3 T ROC it 2 b % 2 Ui 7 VA BEAT W 52 .
HILAGRUNT.

(1) WP S 8305 TANMEAE O i 5L 8 AR 52 2 B0 (10 A% A B0, A SO 8 3 At 15 e A
A7 AL R 52 BT, 53 A0 1 A AT I AT e — A SRS A2 B ey, 5 A W AR IR AR U — MBI AR A7 AE
W I i s — A A SRR A 52 8 Bk, 5 A A SRS B4 A T I I i e 3 3o DG Bk T I 1 A SR B s i L TD 3
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ol o R e, £ 15 1) — e 2R B e A, 20 B oy AT g A0 3 R (ks o 1 £ SR I — R 508 ()1 25
G LIRS BN 08 B2 A IR FR AR AR A B A SCE R LA R IR BUMEIR B IR REHEZ 1) 1
Mo B IR A SR AR AN BE DRAIE B S 22 f5 K (H AT BLORAIE 4% 4% 3 e /).

(2) MRAEEE 1.4 75 rh ik (BB A O SR an Hods (CEMeety o Jo Wb i) A% % Hodie) i I 3 b R 28 ) et
X (L) P 3 B Ak 24 AP HE AT SI2 36 BRAS6E I B 1 AR AR R AR 35 3 ROC 2%, 9% J i i i 24 ) 2 4L
B AR IS BAR TR AR 2R 4.1 1 LATEZR A 44,

3.4 R BLE 1M L

AR /N B ARG R — AT B ) Rt — D R L A R M A DN AR SR R T T AR AL
fEF — DA B G(V,E) R A IR 1% 5 LA — BUE b R AR IR B — AN TR RS T 2 8] ) 2k RARR
MIZIRIA B R INRIZ R R G EOCR, W% B R 7m 55 A — ZUEL ) WI_Graph 3o, i i % 5 2 58
A0 7,2 B R R s A — BUEL A SI_Graph &R iz A — SR E LInF.

EXT(F—HE).

V={S,,S,,....5x},
E={(i.))IWI(Si,S;,t) or SI(S;,S;,0)}.

ALvert T 4 Fros sl B 4 AME RS, T 1 W=5, 3 BLRE 23R8 LB R A MR B R G b AR
a5 Sy M Sy BN (A 2 ML A P ) 5 B, AS SR F A% S8 1 B — B 0 25 32 400 (L 75 00 2
FEZETE T 11 R 2 A I 2 W s, A 2 1Y e A P A L2 1.

=1 =2 =3 =4 =5
s |— | i R
Sensor < — | — [— -
Measurements s - i - + —
S, P ] T . : —
FUSn — — — — -
o PPl el o
rlofiollofiollosReollogso Nogio
O O @ O O
® ® ® @
el @ @0 0T 0|0 6 AR
O, ® ® @ ©

Fig.4 BPI algorithm example
4 BPI 554
Table 1 The parameters of the transient fault model in the example of Fig.4
1A S rhons R S R AR Y ) S 4

TRk i fi Wi
S1 1 1 5
S, 1 1 3
S3 0.5 2 5
Sy 1 1 5

MRS 3.1.1 WA R 59 A — BU I 5, 15 2 40 WI_Graph Prs 955 A —Zek R ELANEI AT LUE ), R 45
FERE— R R AT I 2] 7 954 — BON AL t=1 I AL IS Sy M S, Z IAIAFAE 55 A — BUC R X B X ML 3%
A AR TEIRAOI R B t=3 9 1E, S R S, Z AL BL 1 3 kg9 A — B R ME S 3.1.2 A iR A
— ORI 5V T LS. M Sp ZIBIAFAE SR AN — BUR R, I RRAE R Gt Hh A7 AR By, LA SR ABLAZ S o P A A% SR8 Y
WA—HERRMWE 4 H SI_Graph Fi7R.SI_Graph o AR AL i ROAT I b 2 22 Hh B 1% 58 AN — BOx
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BB 3, KT 2,848 5 3.2 45 i M B R BVE AT DR B HE 7R =5 B Sy Fil S, 351532 31 7 B+
4 SRIGITAH
AT EV3 HLEE AT & L 3RISE bR S2 36 2088 R 17 Al BPI SV MR e N AL M E AR E, 2 JF
2 B 75 W i A TR P 2 s B8 e R, AR A LR Bk B A AS 0 AR R 0 1 B, B U BT R 4R G R IR
41 LEEE
AHISEI TG % LEGO EV3 MM ZEMW, i 5 FiR.EV3 & 2013 4 LEGO A PRI =48

MINDSTORMS #l#s A& A LL22 3 2 AL ki  BAR R A . FELOA R A AR IR )« PRIRA . I Eufe TR 2 55
R 75 SR ASCAE T 2 AN R A ATLAN 1A 7 % SR SR EV/3 A3 23X 3 /A% [l s 2 T 2 1t 10HzZ O &

R.Motor
L. Motor
Fig.5 EV3robot
K5 EV3HLEA
N T SRAF BRI BRSSO 5 3.3 WM I SR INE R PR A S 2 5L A A2,
AR 5 o) A T 2 4 ) 00 e 13RS T B A W B AR Y V) S 0 S 0 AN e IR T wg, J I SR I SR B
KA E i A AR SCE S LA 0.7m/s 1A 1E 52 38 B BK Bl EV3 HL#E N B 2k128 8, A5 K 38 e 400 AN & £icdis . R A
% 3.3 WM KIS HERFEIEEAT LI, Oy TR SE MBS R, & wy AR IR R A R B O BE AL
FRY AR SR BR 25 IR A SO ST T 6 BT ) ROC i 4ok e fi IOMEL.ROC 12k i1 x il 275 iR 4k &2 (LR I (Y B i/
PR AR B ),y 2 2 TR 3 2 (R ) PR B — R 10 S 80 A B 0). R T e S VRV T 6 TP AN L3 oo IR TR L.
ME AT BUE 7 B A B OB S 1R A AR IR IR R A2 ST R f R ME. R 2 B4 T
AR R/ A B AT 4, Fe b wy R B E RN T IR 2%

100

[7 o A=A boaLN
Qe
80P
i)
3 60 [
Ho40 4
£ W
O W
’1'“-_‘-. W,
Wy
0
0 2 3 4

IR41L%(%)
Fig.6 ROC curve: Identification rate and false alarm rate under three types of attacks

6 ROC il £k:3 F RAXrali N BRI H AR i
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Table 2 Fault models for the sensors on EV3
2 EV3 LBSMEBRATNSH

Detect Ultrasonic L.Motor R.Motor
etector 5 r 5 i 5 i
Wi 0.2 1 0.037 1 0.037 2
Wigo 0.2 20 0.037 16 0.037 18
Wago 0.2 31 0.037 20 0.037 24
Wago 0.2 40 0.037 35 0.037 30
Wano 0.2 64 0.037 45 0.037 50

4.2 M BE S AR

T VPG ARSCEES 3 3T A1) BPI B, A S 7E S JH K 3 b DAYE @ R IR S EV3 SRIER 1
A B IR A SO T 20 OR 11 EV3 8 b 1 K I 0 B A e, S T B 08 DA 10HZ T3 A
40s, 5] L, F G AR A 400 AN

AR AR ] 58 B P B T 3 AN AR IR AR TR 1 AR AT Mo, BRI — R R A B R AR Y.
B %o T Bk (4 45 IR 28 AR SCIR N B 1.4 5 R TH 9 3 Fh e 8 AL R 8 B B (0 A% IR B A TSR AE g — e o
BT A1k g B ) 0, A T A R R R ) i R B AL IR AR R B ORAIE AR 45 8 T R RS R
AR AE BT R AR F, G A A2 G 28 RT R A A Ik 25 T, 9 T B AR E RS W 36 3 45 H T R Rl & D A iy
Yy Re T 3 F s Ran AT R ) 7 32 R ARG U 28 R KF D7 v — e TR 7R 2 R 28 1 % R 2 T A 7 v AR
R DUE AR SCRE ) BPI SR RS b B A BRI B £ (W el 6 T 3 R BRI 7 VEAEAE AT
LG PI AN KF J7 358 &4, 9 BB & O /NI 0, BRI 7 12128 ik B F2 2 60 i 2 306 T4 22 B i K 792
5 BPI (¥R P BEAH AT, BP1 A I 25 (1) ~F R 22 B PI ARSI 28 K 2080 25%, b KF 7735 20 2% 8811, 5% T B AL
Yoy KF 7792 (A 0 v B8 IR B AR T BPI 735, /N R BPI A5 L P AS I 28~ 35 24 17 53%, 75 K & I H 21
35%, F¥ILE KF J52: 15 14%. 45 7 #h, % T~ Fe & Braki >R 3, BP1 J5 i (A 352 Wi 2 L1 A 7 v A e ) 2 ) 1T
& 0,1 BPI 75 v R i A I 21 Be s, Ho A il 28 ~F 35 BRAX 2 90% LA 1. P1 75 vEAS oA I 21 B M i, 2 R A B & B il
AR A A2 RS AT i B R AK R TR B I 050 224 1 I 204 3 A A IR 28 2 [R] P T B R ] R AR 22770 PI Dy dG 4
S BE TP A A5 IER A8 2 1] 1 [ B S A 32 Sk 40 W s 19, BT A, T P IR 5 ¥ 0 vk e 30X F B s i T KR (973
TE R B T AR A8 7% ml DRI B Mot (BRI R AU 0.01% 45 45 9 B, HR R AR v X 78 N — /N1 A i 4 m LA
4n.

Table 3 Detection rate
3 RlE
() MWz

oI 7 (%) W=10 W=100 W=200 W=300 W=400
PI 546 63 79.82 835 88.97
KF 99.7 99.48 94.16 96.21 98.1
BPI 99.68 99.71 99.86 99.95 99.99

(b) BEHLZE

G I (%) W=10 W=100 W=200 W=300 W=400
PI 3153 38.97 45.89 55.79 71.73
KF 86.22 69.67 65.54 87.01 94.58
BPI 86.59 92 97.46 99.18 99.89

(© Fagxd

22 (%) W=10 W=100 W=200 W=300 W=400
PI 0 0 0 0 0
KF 0 0 0.01 0.02 0.0214
BPI 89.36 93.23 93.69 96.45 98.59

4.3 RHIMERESHR
ASCHEH ) BPI B AR T3l 1 e 55 ke DN 1k L9487, (5L A2 RU30 BUAS: 00 5 ZEAE 2% A B I 1A). 3% 4 o T
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AN ORBEHER T 3 Pl B B A8 75 v 1R 0 3 0 e 8 B3R 0 36 T 22 B0 AT BE AL B B T KF
T340, FA P A 51k (AR S 208 T T KN T R 4(a) T LA R T 2 B BRI J5 A IR
FRLF I P R 30% 78 47 AN Eh 3k 1R /R 2 10 5 VA 1 3.3% 75 45 5 F BENL I K 5, BP1 v K4 L
Pl Jj i 49%7c 45, LLAE T KF 15401 14%7c 4 AR 4(b) P LAE 26T KF 7 vEXT T BEAL B R0
PEBE B 2 BRI A2 B T, BE AL 0T e Bt 1 A B 88 78 A B 1 B ZU BB AL Il — A4S 0~0.7 I — MR ZEAE, 4
A 22 (B 35 /N B B 000 S A B 0 O 22 BB/ il 2 T80 K 5 VR TG VARG 0 380 e e e i) b, AR 4(c) vl
VLA 5 F B & s, 36 T PL O EIRA3N 0,38 T KF 177 1R B 2R A8 K& O A (8 /R e Al 21 1
WHLH AL 0.01% 75 47, 9 H AR ARH . AR W0, A9 SCHE H 9 BPI J5 VAT 3 1T ik B 93%.

Table 4 Identification rate
E£4 R
(a) fmZEAT

2 (%) W=10 W=100 W=200 W=300 W=400
Pl 53 59.75 76.09 79.1 80.67
KF 99.7 99.48 94.16 96.21 98.1
BPI 99.48 99.64 99.68 99.78 99.99
(b) BEHLECH
P (%) W=10 W=100 W=200 W=300 W=400
Pl 29.25 38.92 41.65 50.9 68.37
KF 86.22 69.67 65.54 87.01 94.58
BPI 86.54 92.1 96.8 98.41 99.17
(c) Ba& Bt
P 51 2% (%) W=10 W=100 W=200 W=300 W=400
Pl 0 0 0 0 0
KF 0 0 0.01 0.02 0.021 4
BPI 86.33 90.87 95.54 96 97.11

4.4 RIS

5 B TARE R/ 3 7R R R SR A R 3 BT AR R iRk, X AT RE SR T X e
1 7 1 A e ) T R LG 4 R AT 9 5 3, BP 7 v IR IR AR ER I T P 5 v 3 T R W A L R AP AE AN iR
PRUE 56 AR IR (0 A B AR 2 AT B VS RIE ARG RS — 2 B3 BSR4k, B T8 F A5 B8 28 I S &2,
7 3 28 Tk 7 1 vh W] H T AR 3R P SR 0 T ) 2 B0 R R, T BOR RGN AR T R R LR
H, KF J7 I e 38 AR e 0 IR 5 R 3 B2 52 | T Wk S W B ) A AE 3 B KF D77 AR R B 7 e Ak 42
TV, T BRI A1, T8 L R I, T (i 22 B0y A AL I o KF D7V iR R 3 5 BRI AR (EX TR B I
o, HR IR IR B 50% L L.

Table 5 False rate

=5 RME
B (%) W=10 W=100 W=200 W=300 W=400
PI 0.75 0.14 0 0 0
KF 0.41 7.39 94.18 51.71 45.87
BPI 1.05 0.26 1.31 0.82 1.05

5 B £

ASCHEIT T AEAFAE B A TR CPS ) 22 42 il JL 15 Y £ Marzullo $2 i 928 i il 5 S509% (0 6 Al e kN
Py s g 7 o St 1 R o SRR, W B AT LTS B SRS B 10 a5 ), B A S R ) AR R AN RS
[ s 00 R R TR R i 17— i 8001 A SR At S R U AT R T R T LA A [ AR R ) 2 A A U
A2 CPSIF H 3t 1V —Fh 3t A ROC i 4k i) 7 VA R IE R & ik S i Jo /8 EV3 7 & L3RG SEBr i) 58
Wt e 1 SRE R YERE R S EUA A0 T RRE BB T EMEE T PL BT EEAT T HLB SRR A5 SRR,
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AR S A B 3 5 T B T DA B T A ST PRt AR R A A 4 47 2l I A 36 7 ¥ ok B
TEPT 3 S0 B0 IR A 1, O 2 B0 BB AE SR AR 48 b R AT Tl S k.
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