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Ciphertext Sharing Scheme for the Public Cloud

LUO Wang-Ping', FENG Chao-Sheng', QIN Zhi-Guang?, YUAN Ding', LIAO Juan-Ping', LIU Xia'

l(School of Computer Science, Sichuan Normal University, Chengdu 610101, China)
*(Network and Data Security Key Laboratory of Sichuan Province (University of Electronic Science and Technology of China), Chengdu
610054, China)

Abstract: In view of the existing ciphertext sharing scheme, there is too large calculation of user clients, and each user manages too
many secret keys. Moreover, it does not support personal sharing and other issues. Thus the Public Cloud is introduced into the ciphertext
sharing scheme, and a security file-sharing framework of the Public Cloud is proposed. And based on this framework, a new ciphertext
sharing scheme is designed. In this scheme, the vast majority of computation and storage are outsourced to the Public Cloud. The user
simply saves two private key components occupying small space. The client only needs a little computation to complete encryption and
decryption of the shared file. The security analysis shows that the scheme can deal with not only the conspiracy attack from malicious
users, but also the plaintext-chosen attack in the generic group model and the random oracle model.

Key words: ciphertext sharing; public cloud; attribute-based encryption
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it P SO B A A AE A FAEH 7 T
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AR R BRI S A N HEI R 2 AT ENRE LA R AR T B AR, Tk
BRI = BV 5ERE7.2014 4, SCER[14188 H— Pl n) 2 He K B0 1) S RF U7 ) 2 S S 3 A& S B ) CP-ABE. i%
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Fig.1 Ciphertext-sharing framework for public cloud
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Fig.2 Access tree of secure storage of cloud file
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Fig.3 Access tree of cloud file sharing
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Table 1 Comparison of user client computing overhead
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Table 2 Comparison of experimental data of encryption time
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20 1959.85 1536.10
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Table 3 Comparison of experimental data of decryption time
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18 480.30 41.35
20 590.70 45.20
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