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Abstract: With the advent of big data era, the rapid growth of multi-source heterogeneous data has become an open problem. The
inherent relationships between these data are usually modeled by the graph model. However, in practical applications, such as network
security analysis and public opinion analysis over social networks, the structure and content of the graph data describing relationships
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between entity objects are usually not fixed. To be specific, the structure of the graph data, and the attributes of the nodes and edges in it
will vary over time. Therefore, efficient query and match over dynamically updated graph data currently draws extensive research, where
many outstanding research works are proposed. In this paper, the research progress of dynamic graph data matching technologies is
reviewed from the aspects of key technologies, representative algorithms and performance evaluation. The state-of-the-art applications,
the challenging problems and the research trend of dynamic graph matching technologies are summarized.

Key words: dynamic graph; graph pattern matching; subgraph isomorphism; matching algorithm; graph search

KRB B AR, B {5 SRR L5 10 ] ) P J e o B0 A A T 38 B R B AN I 38 22 AN () ATk 0% v
{10 S A %o G 2 R) (99 5% R 7 4 500 52 2% G AT 43 AT R4 4 K B0 o 2 0 B2 2% 00 R A M T R TS T
(graph) VE g — P )™ 12 A8 FH 149 B0 &85 40, =1 8 30 4 200 00X ol 77 £ P9 A8 SR I 1 B0 T o 1 A 10 s AR IR i
T rP IR SE RS G, 02 18] (00 s S A 2 B 1R 2 3R A0 B0 A AL AT X 4% CRT YR A . A1 558 vl T T LA S ) i
FH P 2 18] B AZ B G 2245 190 445 24 A AU P T ) LLZA) i = LI BEAT @ A5 FH P 1R 8 SR 1P btk 11 1) 6 5548 5K
FOAEV ST A W A A b T U T DA R RO R A R AR B AR AR O R A
SR T 70 IS 3 v 3R S A4 T S PR AR 110 &5 K P A 1 2 B A I T ) 4 A8 T A A A A DL A 58 T 45 Sy
% fR4 Facebook M3t 2010 4F H4F %4 4,40 2010 —4F #i 1], H /7 M 3.37 A4 AN £ 5.85 14N, T35 55 73 s
345 A7 553 UK 2 1) F 3758 i 14 06 2.2011 4F, Google+7E - 28 5 1 1 J& B ) 384 T 1 000 J7 (1 i 1M g s
5 2 1, ISt B o S 6 G R AT 2 ) Y % R TG G2 8 AT AR 8 17 A AR AN Bk AR R R A [ e
B RG] T RIFI AR I ORI
) A B UL 45 K (dynamic graph pattern matching techniques) e 73 #1814 KI5 & R E T
B2 N A 2 T AR 2 A AR S UE P AR R A — A SN SR ) P R k31 5 4 s s K AR DS ) T
Pl 3 TR D DG Fcd i i 5 A A [ LA B 2 4 5 [ UG 2R 55 A T 0 4 A8 T 4 oy SRR 42 LA R ATT 2 TRl (1 6 3R
AT LA AR B 2, 2 7 AR HR T LR st 5 24 P 5 2 G P A 7 SE2 B8 PO Ak 2 B PR 30 H b 7 BEAET,
T W 255 2 A AT P D 25 5 ) DA ot 25 A PR R TG 8 AR S — A i S ) 3 A I 48 3R AT A A AT
A S0 1 0 488 e AT by BV A8 T S 2 2 U B 5 I 2 ) 10 58 A P 4 A5 8 1 J5R £ 45 K S W b 2 A
A 380 3t 25 2 P 5 X UG P AR SR 8 200 5 P R 1 R 4 R EAT UG PR, 5K 43 A8 A U 14 B 5 A . T AL 3 2 I
VERC A 5 AT A% B REAH G, k35 ERPER]
T, BF0 % 8 0 A B TS IE B AR BEAT T B AT ST 490 1 Lee 45 A\ VSR Y A 1) 1) 2 A 985 LA J% 38
HEZ ] 5 Fofr 22 g i) ¥ 25 &1 DG I 850923 (VF2,Quiick ST, GraphQL, GADDI,SPath)#E4T T 254 % b, 40 W i e 7 704
52 BB 1Sk BE SR T (00 S DR T A N TR T o 0 P C P A7 43 288, 6475 45 ¥4 DT PR AT ¥ SCULE « RS Afs VT
P FIUTBL TE R 24 P UG i R 2 5 B G e A B e P B9 AT AR AR v 3 5 0ok 2 4 PRASE = G R 1) 1 38 AN BR T
(A8, PEAN AR T 7 4 P 000 RS 1 T WG i A, - F DG PG B0 0 2 B R AT D1 AL i A% 45 110 5 4 T G AR 28 G ¥
15 38 P 8040 i B 1) 2 A 7 A B AR5 000, DR T AN 38 i e 30 28 T 5 P 2 U 1L 1) A e ) 39 26 ) 5 i 3t
AT 23 H s R R VT B 43 BT THI 1 1 25 Bk ik
1) B S A X Ak AT % L B R I 8% R e I 4% 5 R 4% 2R 8 ) N ) R 0 s 4 2 8
25 ) 50T, A 5 A A P L B A 5 B A — Y T B S T S P e e R 5 AT UL,
FEIN AL ), ANIE F i e 2 7 P DG i) 8

2) BRI W B T, B0 A B BB X T A T R0 A K 388 o T R G ) R 1 e

3) SN AT K v TR VT 2 SN A AT B R A 2 B A T TE RIS, 7 R 4 TR S L R 4 R R
W) 2 A7 UG i 45 S 00 I F A (8 B AR B 2K A0, I 24 22 4 4338 75 B 0] T S5 (1) 0090 A T A X gk AT 52 I L
M A A DG 43 BT 485 SR I, T BE 2 5 B30 46 .

BE 0 F 3 1) 5, IRAT 2y A P B G B SR A 32 2 LA JLAN J7 TR T

1) B A BB AT B T (e I e Ak B R A6 B A PR A B T 1K 4 AT 2 A RN IS T

2) BT B A BB IR (KR T, B T G 4] R FE 431 2K OEAT B AC BEME SR, 1 48 Ak Pregel )L fiik )



Wi FHEARALRFEALL 665

Trinity!. Apache (¥ Giraph!®. Yan 25 A (1) Blogel® L) % Fan 2 A (#8097 GRAPEREE sk ik 5
A B IT R 5

3)  EF X BhAS P S AT S Ik R v KRR B T 2R A8 FH 4 R Ak AR RN 43 A SO R AT B A B E 4 BRI DT
ic Ak BB S 2 A7 A 2 3 P 1] DG TR 18 30 ARA T 55 AR, S AR B S8 1 TG 445 RIS P 15 2% 2 T 4
B ELAT 28 6 PR T I 1 2508 18 S0 AL SR [4] B2 4 42 31 80 7 P DG ., AL A PR % 2 2 )
BT TE 1) 67 B A 40, E A BT 0T Bl 2 B G T 1 AR e T 1 4t 1 1 A1 Y80 0 AR DS HIF 03k JEE AT A
A5 SCHR B0 58 4 A o) 3 25 P VU E STk BEA T 1H8 AR SO BB AR . AR PR S0 ANk BEVE A I 1o
Bl 25 R X UG 10 B A f1 58 T F 5 0 AT R AN 8. H T, 2 24 PR A X UG P Ak T 25 o B (L RS
TG T Z M5,

T SE B N v AR [R] 06 I8 32 35 2 77 AR AN T 1 30 25 B DG ) R, AR SC 55 1 47 1 40 4 s 8 245 R DE TR PR 4 O
SCFENS B AR VL 1) BREAT T 20 KA 2858 2 RIS 3 5 45 IRl 24 I A 19 o AN [) 3 7 X, 0 0 S ) 28 28 g
) & P VCE 10 S AT i S SR R 28 DR 0T 55 4 456 A [R) S 5 VG I 509 (A 1k BE AT LRSS 20 W T 45 Hh 46 i
555 A A B A BT ECE A R BUR. 3 6 1500 2) 28 I T AC H AR 1) AR R a4 kAT Jie 2.

1 ENZSECEL )3 AY E X A5y 2

1.1 EARFZSE T &

TR = o4V, E L)) B s AT T U AR L VIR I T Y AT E R R I T A T gl
Y fURT BLA A B S L 3R S Tk WS ek K Y R B B B — AN e — B M B MR R A
eeE 1] B 2R (vivi) B, F v v e VAR SCHI RS G, P,y 23 il 3 Bt 1] . A P (el i 1)) . /S 00 )

A0S — IR K I 53— T B B e KR PG/ B AL, 81 i AIDS Antiviral Bt S 0 iy e s 46 2 40 i1 4
AP R /AN T ) il AR VR E, LT 110 230 25 T G v A e o 25 1 A K ) A7, DR o A S i i 4 1)
AR K A 0 1 ) 24 P G P )

B A5 SURR P13 (graph - streams), A2 Fi 23 Bl IR ) 252 7= A8 4k, 10 P 20 285 P 00 B 1 5XmT 20 R DL R B 0 (1) B 45
a0 55T i 5 i ) 9 7 , 1 it v 160 3 R e 3 N R 3, A 11 850 PR 0 1) 6 ) A AR 4K (2) PR P 2 T,
Wt I I 4 A 1 AR £ 73 SR 32 3 D IR 10 B30 0 5 1) 1 28 B0 e R 2 o503 DTG S S0P B 1) 9 R R
AT 4 I P ARR SR A5 AE T AR RV E S, b1 H AR5 A 32 AR v i 1 A 45 A BT, Bk
A PR 45 46 B rh 4 L S A5 L L

(1) &gty s

EX 1(EZSE). CAvIamBEs & G50k ks 18 55 i #AE w] LU =04 (op,ui,up s L, op={I,D}3&
IRERAE IS op=I1 I 7R B INiA #5AF 0p=D I s MM BR R B A us A g e os B 181 P S5 44 op AR SC IR P &1

AN R, AT RLH B AN A DG IR — 2R B B ) AR Sk R R A B B ESE A GC={(op1,uy,
U2, (0P Ui, Uke 1) F(K= 1) R R B ] G 7 t I ZUIK AT SE B4 1] GC:G—»G R Hdl 18] G T~ i i AE 4R
£ GC BT Ja 13 213 Ko 1 G 1oy ek L, DD TR 3 [0, T] 1y s A& PR G TVt — AN Hicdis R P 411 5 X
G ={G,,G,,G,,...G; },
G, =G, GC, =@, GC,:G,, >GUA<t<T).
EX 2BERMEER). MR E PV, Ep L) Fl— N 31EE G ={G,,G,,G,,....G; } 81 & F [l
DU AC ) 0 2 4452 2 B PR 2 ] G A t I 220 4 20 B Gy K9 508 1 P Gupor=(Vsub-t Esub-ts Loub-0) (Gisub=G) Z 17
AAAE— N XUR R B E, HL A2
o VeV, Ly(v)=Laup(f(V));



666 Journal of Software #fF%4% Vol.29, No.3, March 2018
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Fig.1 Matching the pattern graph with the updated data graph
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Fig.2 Simulation-Based matching result of the pattern graph P in the data graph G
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Fig.3 Matching result of pattern graph P over content updated data graph G
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GraphLab — H0 il 8 586 1.02x10°

Blogel SENVEER 226 2.8x10°
GRAPE  HzhI1THk 10.5 0.05

Table 2 Classification of representative dynamic graph pattern matching algorithms
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Fig.4 Classification and representative algorithms of structure change-oriented
dynamic graph matching techniques

4 ) 45 R AR AR B0 28 P DG E A 1R 2328 45 000 W AR AL S0

21 BT RERTELAK

2y 28 P DL JC 1) A5 o A0 52 DK RS ) 2 P o T L, T LIRS 5 — I %) ST I ) 80 P R o 1 % 0a
ORI S P A P AT S DG I 3K A 5% T R L DG P B3 A A 355 T 8 - B T 4R A RG340 1 20 ol A
PR EAT S 4.

(1) Hoth b 5 B

SCHR[12] 85 - 38 T 50 T 30 2 T PR QUG 15 i A0, AN W7 SEC 3T () 11 0 o e PRI (1 2 o, Ot 1 6 T 4R
11 230 2 BB DT 0 S5 ——NINT 5905, AR PR RE 7 T R A T 00y R 45 R NINT SRR il 1) G A& P
FRIREAS T R u #R 3 — BRAR T RO, 1 NNT(u). LA B G 2881, 45 5 —— R BE{E LNNT(u)(ue G) F# fifi T %k
P& G i LL u AR T HAR AV L AT A2 B ()7, To~Ta 20 5 4 Bl B G 9 i 1~ 00 4
I AR LA L=2 (RS i, e mp RS BRI i 0 Je P L T R T A [ J&) 5() I DAy 3K S8 48715 w
A S (5 R 2R 1 P O 2 e Kl Pl e 00 RS X I 8 5% A 408 1T B 0 R, R R R S R
AT

AR [T, 02D (28] (T3] (7))

C

[1]
L2 |— [0 (1o ()T ) [(Te)
° 3]
A 5 FA ] — (@Al T[]
MR BR C®  LHRIL (T[] (39 (Ta?)]
[12]
A ©B ADO@A ) B 1_3% [(TLa)[(Tobd)] (Toce)] (To ™) [(Te)]
@B @A ®Oc ®a AD® ©AAD E" [(TLab)[(TLab)] (Te®) [ (To,%)]
T,&T, T3 i
(a) PG A (b) 5 BRI R %
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Fig.7 Technology framework for join-based dynamic graph pattern matching
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Fig.21 Traffic accident monitoring based on dynamic graph pattern matching
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Fig.22 Cyber attack detection based on dynamic graph pattern matching
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