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Abstract: Android system dominates the mobile operating systems at present. Compared with iOS system, Android system is more open
and has lots of third-party markets with loose audit mechanism. Therefore, there are more malwares in Android platform. In this paper, an
Android security analysis based on sensitive path identification, which includes the static analysis and machine learning methods, is
presented. Firstly, since malicious behaviors in malwares have their trigger conditions, the definition of sensitive path is provided.
Secondly, a method is proposed to generate the inter-component call graph based on APK files base in the fact that there are a lot of
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inter-component call relations in Android applications. Thirdly, since the sensitive paths cannot be directly used as features, a method is
designed to abstract the sensitive paths. Finally, 493 applications APK files are collected from Android markets and the existing data sets,
such as Google Play, Wandoujia and Drebin, to construct a benchmark. Experiments indicate that the proposed method has higher
accuracy (97.97%) than the method based on API-feature (90.47%), and its precision, recall and F-measure are also better than
API-feature method. Furthermore, the scale of the APK file has influence to the experiment results, especially in analyzing time (when the
APK files are within 0-4MB, the average analyzing time is 89 seconds; and when the files become larger, the time increases significantly).
Key words: Android malware; sensitive path; inter-component commnication; program static analysis; feature abstract
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. 2 Activity$a.OnCreate() , Activity$a.b() SmsManager.
sendTextMessage() . ) )
. 3 Service$d.OnCreate() , Service$d.e() SmsManager.
sendTextMessage() .Service ,
Service$d Recevier$c.OnCreate() ContextWrapper.StartService() . 2 ,
Broadcast Receiver Recevier$c android.intent.action.DATA_STATE ,
,Service Service$d . ExSms

DummyMainMethod()

[Activitv$a.OnCreate( ] (1) [Recevier$c.OnCreate()] [Service$d.OnCreate()]
4 ........ ..... >
o v ® .
[ Activity$a.b() ] ) [ContestWrapDer.StartService()] [ Service$d.e() ]

[ Activitv$a.0nCIicl%’(‘)-»»..

SmsManaaer.sendTextMessaae()

Fig.1 Simplified function call graph of App ExSms

1 ExSms
1 (service android:name="com.android.main.Service$d” android:process=":main”/)
2 (receiver android:name="com.android.main.Receiver$c”)
3 (intent-filter)
4 (action android:name="android.intent.action.DATA_STATE"/)
5 (lintent-filter)
6  (/receiver)
Fig.2 Code snippet of file Manifest.xml for App ExSms
2 ExSms Manifest.xml
ExSms ; ,ExSms
2.3
(sensitive path, SeP) ,
(sensitive behavior, SeB) (sensitive activation, SeA)
. : : (1)
API , API,
, API ) (2)
. : (1)
( OnClick), (

):(2) ,
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FlowDroid CG main DummyMainMethod(),
; IcC : CG

Q_’ Component O
Intent
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Fig.3 Process graph of generating ICC

3 ICC
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API ;
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Inputs: ICCG: Inter Component Call Graph;
IF: A set of intent filters;
OutPuts: SeP: A set of sensitive paths;
LSeA: A set of labeled sensitive activations.
SeP«J
SeB<«—getSensitiveBehavior(ICCG)
for each b in SeB
P«findExcutivePath(b,ICCG)
for each patheP
a<findCaller(b)
while isNotEntryPoint(a)

0 N O O B~ W DN B

a<findCaller(a)
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9

10
11
12
13

14 LSeA<D

if isUserIntractionFunction(a) then
SeP.add(a,b)

if isEntryPoint(a) then

15 SeA«—getSensitiveActivation(SeP)

16 for each aeSeA
l«—getAction(a,IF)
LSEA.add(l,a)

19 return LSeA

20 return SeP

17
18

BroadCast Receiver

Table 1 Abstraction of sensitive activation

1

boolean onKey()

boolean onKeyLongPress() KEY
boolean dispatchKeyShortcutEvent()
boolean dispatchTrackballEvent( ) OTHERHARDWARE
void onClick()
void onClickCancel() CLICK
void StartbuttonClicked( )
boolean onLongClick( ) LONGCLICK
boolean onDoubleTap()
boolean onDoubleTapEvent( ) DOUBLECLICK
void btZoomInClick( ) ZOOMIN
void btZoomOutClick( ) ZOOMOUT
void onCreate( ) CREATE
void onPause( ) PAUSE
void onStop( ) STOP
void onDestroy( ) DESTROY
void onRestart( ) RESTART
void onResume( ) RESUME

void onReceive( )
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(1) : , ,
, OTHERHARDWARE ;
(2 : , ,
, . Ul
3) : : (
, ),
, 2.
Table 2 System activation and abstraction based on monitoring system events
2
BOOT BOOT_COMPLETED SMS SMS_RECEIVED
PHONE_STATE CONNECTIVITY_CHANGE
CALL NEW_OUTGOING_CALL NET DATA_STATE
PICK_WIFI_WORK ...
BATTERY_LOW SIG_STR
POWER BATTERT_OKAY OTHER SIM_FULL
USER PRESENT ...
, Permission
API : 4 DynamicLoad, Permission Permission
3 Permission , J
(1) Readlinfo. API , , 3 :Accountinfo,
, Gmail ;Systemlnfo, ,
, , GET_TASK ;
Userlnfo, , )
(2) Call. API ,CALL_PHONE,PROCESS_OUTGOING_CALLS
(3) UseHardware. ( ) API , )
, 4 :BlueTooth, :Camera, ‘NFC,
, NFC , ;OtherHardware
(4) AccessLocation. API , ,
(5) ChangeNetConfiguration. API , wifi ,
(6) SendMessage. API , ,

1 ’

(7) SystemOperation. , 5 :Data, ,



CLEAR_APP_CACHE;DeviceConfiguration,

;UserConfiguration,

(8) WriteUserlnfo.

;ProcessOperation,
;OtherSystemConfiguration,

Table 3 Abstraction of sensitive behaviors

3
Permission / / /
( 2 ) ( 2 ) ( c )
GET_ACCOUNTS, ... AccountInfo
GET_TASKS,
READ PHONE_STATE, ... Systehipto ReadInfo
READ_HISTORY_BOOKMARKS, Userlnfo
READ SMS, ...
CALL_PHONE, call
PROCESS _OUTGOING_CALLS
BLUETOOTH, BlueTooth
BLUETOOTH_ADMIN
CAMERA,
RECORD_AUDIO, .. Camera UseHardware
NFC NFC
VIBRATE, ... OtherHardware

ACCESS_COARSE_LOCATION,
ACCESS_FINE_LOCATION, ...

AccessLocation

CHANGE_NETWORK_STATE,
CHANGE_WIFI_STATE, ...

ChangeNetConfiguration

SEND_SMS, ...

SendMessage

CLEAR_APP_CACHE, ...

Data

CHANGE_CONFIGURATION, ...

DeviceConfiguration

RESTART_PACKAGES,
BROADCAST_STICKY,
KILL_BACKGROUND_PROCESSES,

ProcessOperation SystemOperation

SET_TIME_ZONE, ...

UserConfiguration

SERIAL_PORT, ...

OtherSystemOperation

WRITE_CALENDAR, ...

WriteUserInfo

DynamicLoad

3.3
, Manifest Permi
4
e PID ,
e M LR
e RF; , RF;,“ 3
. PF; RF;
, Weka
( 4
( )
° M: M
( ),
. M , M F

ssion ,
14 0,
1, ” 0;
C45 )
)
(0 1),
(M )
, f,
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M ; ,
ID
PID M RF, RF; RFy | PFs1  PFys PF,
001 0 0 0 0 0 0 0
002 0 0 0 1 0 0 0
003 0 0 0 0 0 0 0
004 0 1 0 0 0 0 0
005 0 0 0 0 0 0 0
006 0 0 0 0 0 0 0
007 1 0 1 1 0 0 1
008 0 0 0 0 0 0 0
009 0 0 0 0 0 0 0
010 0 0 0 0 0 0 0
«—m [ 0 [ Y 0
p.:l 0 0 0 0 1 1 0
p 0 0 0 0 0 0 0
Fig.4 Constitutions of Android Apps feature matrix
4
4
4.1
Intel Core i5-3470 3.20GHz 8G Windows 7
Java , JDK7.0, IDE  Eclipse Kepler.
FlowDroid , APKTOOL
APK Manifest , Weka C45
4.2
M ,
4 , .
(1) True Positive, , TP(M);
(2) True Negative, , TN(M);
(3) False Positive, ; FP(M);
(4) False Negative, , FN(M).
) F ,
4.3
493 , 342
Google Play , “ 151 Drebin,
Contagio, VirusShare
FlowDroid ( FlowDroid APK ,
), Google Play 400 8MB APK
APK , 303 APK . ,
Google Play 8MB 15MB 14 APK “ ” 10MB 25

APK
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Drebin Contagio Mini Dump VirusShare. ,Drebin
Daniel Arp , 5560 179 ,
2010 8 ~2012 10 the MobileSandbox . 100
: 3 . Drebin
, Contagio Mini Dump  VirusShare 54
4.4
3
e RQL ? , ?
e RQ2: , ?
e RQ3: APK ?
4 15 ( 10 5 )
APK APK
( , ) (
) RR RL
AL . Drebin
; Contagio
Table 4  Statistics of Android Apps in our data set
4
Size Time SeB Sensitive path
e Is Mal bL (KB) | () [Raw sell | A [RR RL AL
power battery Yes Contagio 548 40 19 3 3 24 7 2
GlamorousSmoke Yes Contagio 1014 86 23 17 17 264 174 23
3dtimeclockticks Yes Contagio 1294 7 9 3 3 22 5 4
fdhgkihrtjkibx Yes Contagio 2 456 1 5 1 1 b 1 1
assassins creed Yes Contagio 3332 6 5 3 10 10 6 4
No Wandoujia 589 13 0 0 0 0 0 0
Apps2SD Move No Google 823 27 15 6 9 61 28 26
Word2PDF No Google 2929 359 19 7 18 97 92 78
Manga Browser No Google 3470 1522 53 32 77 3572 1305 121
Auto Comment No Google 3827 | 1362 34 24 89 2660 872 241
Saida Loans No Google 4289 | 2283 45 33 104 | 2919 859 316
SuperBeam No Google 5212 | 1626 44 17 85 2899 1108 273
Google Voice No Google 5965 722 26 13 141 | 1008 470 434
OpenVPN No Google 7857 77 5 3 15 52 31 17
Speedtest No Wandoujia | 15 609 912 65 39 91 2841 1716 218
(1) RQ1
5.
Raw(SeA)  Raw(SeB),
PSCout AP|E0 (X Permission API )
5 : 97.97%, API-Feature
(90.47%); , F API-Feature
( ) ,

API-Feature
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Table 5 Comparison of our method and API-Feature method

5 API-Feature
API-Feature Raw(SeA)&Raw(SeB)

TP 316 335
TN 130 148

FP 21 3

FN 26 7
Accuracy (%) 90.47 97.97
B_Precision (%) 93.77 99.11
B_Recall (%) 92.40 97.95
B_F-measure (%) 93.08 98.52
M_Precision (%) 83.33 95.48
M_Recall (%) 86.09 98.01
M_F-measure (%) 84.69 91.03

(2) RQ2

Vol.28, No.9, September 2017

6.

Table 6 Experiment results of considering sensitive paths as features under different sensitive levels

6
RR RL RM AR
TP 335 330 297 332
TN 148 137 121 148
FP 3 14 30 3
FN 7 12 45 10
Accuracy (%) 97.97 94.72 84.78 97.36
B_Precision (%) 99.11 95.93 90.83 99.10
B_Recall (%) 97.95 96.49 86.84 97.08
B_F-measure (%) 98.52 96.21 88.79 98.08
M_Precision (%) 95.48 91.95 72.89 93.67
M_Recall (%) 98.01 90.73 80.13 98.01
M_F-measure (%) 96.73 91.33 76.34 95.79
, RR RL RM
, (94.72%) (97.97%);
(84.78%) ,
, RR AR
) , g AR 3 FN
, . , Permission SEND_SMS  API
sendDataMessage(),sendMultipartTextMessage() sendTextMessage().
3 API : sendTextMessage(), ,
sendDataMessage() ,
; SEND_SMS, , ,
(3) RQ3
) APK
0~4MB ;
4MB~15MB , 119

7.



Table 7 Experiment results with sub-data set

7
0~4MB 4~15MB 0~15MB
TP 239 96 335
TN 133 15 148
FP 0 3 3
FN 2 5 7
Accuracy (%) 99.46 93.28 97.97
B_Precision (%) 100.00 96.97 99.11
B_Recall (%) 99.17 95.05 97.95
B_F-measure (%) 99.58 96.00 98.52
M_Precision (%) 98.52 75.00 95.48
M_Recall (%) 100.00 83.33 98.01
M_F-measure (%) 99.25 78.95 96.73
0~4MB , 4MB~15MB
0~4MB 4MB~15MB
, APK 170s.
:0~4MB APK , 89s;4MB~8MB APK
8MB~15MB APK , 2 579s. APK
5
8MB i
10MB 20MB FlowDroid ,
APK , )
( ) ,
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