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Reversible Data Hiding in Encrypted Image Based on Homomorphic Public Key Cryptosystem

XIANG Shi-Jun, LUO Xin-Rong

(Department of Electronic Engineering, School of Information Science and Technology, Ji’nan University, Guangzhou 510632, China)

Abstract: Homomorphic encryption, which protects privacy effectively and allows algebraic operations directly in the ciphertext, has
been a active topic in the study of cloud computing. Due to security threats in cloud computing, the security protection and integrity
authentication of encrypted data remain critical problems. The challenge lies in how to retrieve the encrypted data. To achieve more
effective management and security protection of encrypted images on-line, this paper proposes a reversible data hiding scheme for
ciphertext based on the public key cryptosystems with homomorphic and probabilistic properties. In the proposed scheme, partial pixels
are selected as target pixels by a secret key and all bits of the target pixels are embedded into the other pixels with difference expansion
(DE) to vacate room before encryption. As a bonus, secret data can be embedded directly in homomorphic encrypted domain by altering
the target pixels with the fake pixels which are comprised of secret data. With the legal key, the receiver can extract the embedded data
from the encrypted image and the directly decrypted image. Furthermore, user can accurately recover the original image after decryption
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and data extraction. Finally, experimental results show that extra data can be embedded more efficiently in homomorphic encrypted
domain while keeping the quantity of data unchanged. Besides, the embedded data can be extracted in both ciphertext and plaintext.
Key words: reversible data-hiding; image encryption; homomorphic cryptosystem; image security protection; cloud computing
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Fig.1 Sketch of the reversible data hiding scheme in encrypted image based on homomorphic cryptosystem
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Fig.2 Patch division for a pixel block sized 8x8
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Table 1 Embedding rate-PSNR performance of the proposed scheme on different cover images (dB)
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Capacity (bit) =52 =16 =8
512 1024 1536 1792 2048 4096 7168 16 384 28 672
Lena 40.617 40.612 40.411 39.751 37.73 34.685 33.895 28.741 27.816
Plane 38.443  38.44 38.319 37.896 36.472 32.661 31.979 26.638 26.026
Lake 37.685 37.687 37.605 37.271 36.052 31.834 31.346 25.717 25.224
Baboon 34.606 34.604 34.545 34.354 33.652 28.65 28.389 22.544 22.292
Camera 39.696 39.684 39.511 38.949 37.184 33.79 33.079 27.82 27.059
Man 39.306 39.287 39.082 38.52 36.826 33.315 32.64 27.381 26.698
Pens 38.336  38.327 38.178 37.74 36.316 32.407 31.827 26.396 25.834
Pepper 39.843 39.845 39.69 39.141 37.357 33.729 33.101 27.475 26.795
Average (dB) | 38.566 38.561 38.418 37.953 36.449 32.634 32.032 26.589 25.968
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Fig.5 Comparision of embedding rate-PSNR with previous methods encrypted by stream cipher
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s S 2 BT B4 5 3R e A 53R 58 FUAR IR PR N D 45 3% IO PR S T 52 BTk N 3 91, e WA= T o a4 1
SR R TR D A% 3% 0 AT A8 AR, 38 O B Xt 5 vy B A B DAYk A BE SC IR [13,15], AR SOV T 44 A (1) 54
i B AR, TR R 2R BE AU O(K), RE W PR 1 i A\ A HUAR G, LR 6 6 o 2 R0 W S mp 52 1l A7 6 (R P e, B 0
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