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Improving Software Reliability Based on Online Fault Localization and Self-Adaption

YANG Xiao-Yan', ZHOU Yuan?, DING Zuo-Hua'

'(School of Information Science and Technology, Zhejiang Sci-Tech University, Hangzhou 310018, China)
%(School of Science, Zhejiang Sci-Tech University, Hangzhou 310018, China)

Abstract: Reliability is an important index to measure the quality of software. Online predicting and improving software reliability are
an important research topic. Most existing methods have the following weakness: They can neither predict software reliability on different
time intervals nor locate the faulty components that cause the declining of the reliability. This paper proposes a new method to online
improve reliability for service composition. The method uses the monitored failure data at ports to predict the reliabilities of service
composition on different time intervals. If the predicted reliability is lower than the expected value, it then locates the faulty component
that causes the declining of the reliability by using an improved spectrum-fault-localization method. The system is automatically
reconfigured by adding a new component or replacing the faulty component to improve the system reliability. An online shop example is
used to demonstrate the effectiveness of the proposed method.

Key words: reliability prediction; spectrum-based localization; reconfiguration; self-adaptation algorithm; reliability improvement
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Fig.1 Framework of the proposed method
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BE:= pe, (Synchronous sending massage)
Pr®n Pr
pe, (Synchronous receiving message)
Prow P2
pe,, (Asynchronous sending message)
P, Da
p 9, (Asynchronous receiving message)
stop (stop)
BBE (Basic behavior expression)
BE;BE (Sequence)
BE <b> BE (Condition)
b*BE (Loop)
BETBE (Non - determinism)
BE || BE (Parallel)
BE[p,/ p,] (Renaming)
BE[p, > p,]  (Wiring)

1% B :BBE ACRBRIL AT A WA FE AV B, /0 TR 8) pax=e P ACRIEIN e IIHS p WA x.b RN IRER
IE 38 XA m AR Bope,, AN O p A0 KT B m B0 p AUTA] 2 2% b5 O HARE 2 p e, pr T/ 1
p1 [P AL E m 453 10 po; HA R ATE B 1 & XL AR AL BE[p1/p,] 72 12 1K) T iy 24, % InAEMBE W0 H py B i

P2-BE[p1—p )RR 58 HEHH A JETB I e e LR

BE[p, > p,]=
D% P2 BE=pe, np=p,
D2 Pi BE =pe, np=p,
D%, P BE = pe, np=p,
0, Py BE=p0,Ap=p,

b*BE\[p, — p,]

BE
BBE

Horr, Oe{ mo%m>
o Uik
—ANEERBL o B

*,.0,}.

m>“m

BE\[p, = p,];BE,[p, > ps]
BE\[p, = p,]<b> BE,[p, > p,]

BE\[p, — p,NBE,[p, — p,]
BE\[p, = p,]|| BE;[p, = p,]

BE = BE,; BE,

BE = BE, ab v BE,,
E = b*BE,

BE = BETBE,

BE = BE, || BE,

BE=p,0p

BE = BBE
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2L 1) 5 B A S B o: BE—“— BE, — ... — BE, ,—“—BE'".
1.2 KREEE
IR 55 R IECRT B8 i Hi 55 41 R e B 5 DS, T 8 et T 5 PO I 95 A% 498 B AT PR35 55 J IR 5 0 T, AT T %
JE8 55 IS5 PR REA R BT 1%, TA A 25— IR 55 175 3K FRY M0 2 IR ) D76 8 1T BRI 8 2 e 95 8 FRAT 1 ] ARTMA
PSRN E 6N
ARIMA AL S 0[5 J7 1) 43 A7 v )32 A0 £ 00 ASE 20000 AV 30 B¢ 122 ASE AR 0 A7 T 00 1 J5 PR 2 S A AL 2% 18
TSR SUEE AR A R IR R 2 AN R R P R AR R ) A A A T T R A R
fet PR 2 70 AT JAC 3 1) 2R Al i — A I T P 7 4, 7 N0 PR A SR R 0 1A £ R 28Kl TR, ARTMA. 6
T — A FRAR ) TR AR AL A — OB SRR A ARIMA(p,d,q), 3 p,q 53 M 3Rzs A RNA RIS 2)) 135 1 ,d &
75 IS T8 70 1 A Y RN T AP 22 3 B 0 TP, R AR I ) e 410 £ ) L — e ik 50
X=Xt +X et Oe+. . +0,6.,
Kb, gy,..g, AV RELO,,...,0, JIE B VR B () h W75 380 (B RIE 58 7 % o).
AU ARIMA A7 BEAT % 200808 10 0 A 4 1 1 e
o H 1D R K R AL AR B
R P I Y, Yo, YA PRI, ATV R 0K 72 53, H B3R A 0T 1P BF 04X, X, X TR T
HEAT I 250 YOS d L AR, R PR 9 (X0 X, X BRI R AR B X, = X, — X, $hrh, X PR 51
I EIMA.
o B2 0 BIRE.
F I d5c /S RS VHE . BORAUBRAG VA S 7 Va0 ARMA(p,q)/ B RN R 50 ¥ 307 ¥ R B AT Al k5 7 )
M AIC HENIBEAT B 5E By, A 4 B/ ALC R FRIRE IS B D S (RS 28 5 I 4 W7 S AE 20 ) ke 7 1 1) 2 7 4y 1 e 7
A, DU e A 6, A5 AP T Y ASE AR 155 ) R U A
o 3L KRBT
AR B A A BRI X7} AR I 3 J o 2R 8O {1y A TR0 &4 SR T A (0 SR A R Bss.
Algorithm 1. Pseudo-Code for the prediction of the algorithm.
Input: Original time series;
Output: Predict values.
Begin
Y=read original time series
Internal ArrayList Adjust(ArrayList Y))
{if (Yudge(Yy))
{differential(Y));}
else
return Y, is a stationary series;}
Modelldentify(ACF,PACF)
/*ACF is autocorrelation function,
PACEF is the partial autocorrelation function*/
While (ACF trail && PACF trail)
return ARMA(p,q);
ParameterEstimation(ARIMA(p,d,q))
{While (differential(Y,))
do (ADF check)
/*ADF represents Augmented Dickey-Fuller Unit Root Test*/

© HEBEERAET hipd/ www, jos. org. cn



890

{if (¥, is a stationary)
d=differentialtimes;
return s;}
Judge(p.q){
while (4/C=min && p && q)}
return ARIMA(p,d,q);}
Prediction(Y))
{Ipm(predict early parameters values);
Epm(predict future parameters values);
Switch(choice)
Case 1: Ipm();
return result;
break;
Case 2: Emp();
return result;
break; }}
ErrorAnalysis()
{if ((|result-actualvalue|/actualvalue)<10%)
return result;
else ParameterEstimation(ARIMA(p,d,q))
End

i

PR KL Adjust T 55 E Y S IR E I
PR % Modelldentify 1 F ARIMA f5 7Y
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KL ARIMA(p,d,q) ) 2 B0 1 50 50 AR AS 25 1 B 8L ParameterEstimation 1) AIC [{EAR 3;
PRI 8L Prediction AT TN, 11 5 A b8 B 2L R Tpme T 52 390 25 B4, Epm 50N K ok 2 404

PR EL Errordnalysis 53 B TN 2.

o TR AR R B Adjust T Modelldentify I E 2%k O(nlogn)F1 O(n), % ¥ ParameterEstimation 1f)
IPER) O(n®), 18351 Prediction I RIS 242 O(1), 8 5L ErrorAnalysis [F I R4 BE 2 O(n®). BT LA S (1 s
[0 A4l T(n)=0(n’).
1.3 Fllus AR &%

22— IR VA R R, BRATTIA Ay aX A o B 15 80 1 IR n, i 1 p 7 — B I () [R] B [0, 777 P4 4% V5 1] 1)
DB I FE o — AN I s 2 78— R Ry 2 IO 2 A B R OB B o 1) p A ERAE pr—po, ITERS
&) 7 3 1 p B RTSENE 8 A
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r(plp, = p, D) =1--".

i

R Ay 0 p B — AN E BAE propa, o TR LA L N r(p)2r(plpi—p2)).
1.4 N RSG A E4E
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r(system) =
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Jerh r(er) BN 1y WP SENE o) BT oy (R ARSI

17 A 3IEF BE MR TS ME A BE 15 1 o] 55 0k 1 e B3 A 2R BE 30007 3 3 sl A0 B 5 4 AT
CLUFHUUT 54 BE (BT B2 ) w520k

o [BUFEIL. prps A PEAN GG EEATE R —NTT I RIE epsps, AT r(pip2)=r(p)r(pa);

o [EBIM. py 1 py WA DL AT R AIEBERIERA pi<bepy 35 b=True, WHAAT p; H x(b)=1;15 M

FUT pa, 2(B)=0. T 52 :1((p1<9b>pa))=r(p )P xr(py) 7+

F TG R L BRATTE PR E B (1) 8RR I e T P i N Bk 18 AR SRR SR (R B (2) 8 B B ) 2
—ANE & T

o [MEHBM(D]. p B—AuHb BE— AN EAVER—MEHRIE L b p BB @ RIGH I

#y pli), B Y, pi) =1 SRIGRATE: r((b* p)) = r(py="";
o [FEFHM2)]. p & —A0 Hn A — N IEREELEATE S — MEH R IE Xt p A BATH :r(n*p)=(r(p))".

2 BTk a P L 4 E AL
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TOUIN 31 1) 22 56 T S MR A B 0 48, DR e FRAT] 7 2 e A HY R AR W R AL A AR SCHE Abreu 25 N B H IS VR 2 A
J5 ik B HL it U701 2 b8 31 2 5t A2 110 Y i, SR P et AR S 1 A 110 A a0 1 7 D7 R AT A AR L R S A
2.1 BEIISILER
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VRHLEN SBT3 0y BRULEE G TES § YOAT IR T 2 LA P B 225 K.

22 RIEEEE R

12 0 AT (A ) A 5 AU 0 A R T B AL R 8 141 e 4t BT
T 4 20 0 2 T A S8 P B/ 4 R 42 5 0 PR S 24 SR 0 4L 7,
SRRt i I SRR e 5 T DR AL SR AT 5 5 o Sl R e HE B 0 B 254 00 £ 0
T e M A 0 S R e 20 B s 10 0 0 0 0 4 B /N SUIR G T 0% 2 T4 068
572 R (SFL) 05 U7 M JE L 0T b U MR SEL 0 AT M A, 1 0 10 2 06 i
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m() den() £ 0
$j) =1 den( ) =\ + g (D) * (g (D) + 1, (1) (1)

0, otherwise

b
=

my(j) =i € 1,2, N} |a; >0 ne, =1},
()3t € {1,2,..,N}|a, >0ne =0},
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ny, () =[{ie{l,2,...N}|a; =0ne =1}].
fie/ i AR STVE STACCATO 41 R
Algorithm 2. Staccato.
Inputs: Matrix(A,e), number of components M, stop criteria A, L;
Output: Minimal Hitting set D.

1: Tre{ A. le=1} >Collection of conflict sets
2: R<rank(H,A,e) >Rank according to heuristic
3: DD

4:  seen<0

5: forallje{l,..,M} do

6: if ny1({j})=|TF] then

7: push(D,{j})

8: A<Strip_Component(A4,j)

9: R<R\{j}

10: seen<—seent1\M

11:  endif

12: end for

13: while R=JAseen< AA|D|<L do

14:  j<POP(R)

15:  seen<—seent1\M

16:  (A',e")<Strip(4,e,)

17:  D'«Staccato(A',e' , M—|{jln\1())=|TF}|-1,4,L)
18:  while D'#J do

19: j'«<POP(D")

20: J<iry’

21: if is_not_subsumed (D,j") then

22: push(D.j)

23: end if

24: end while
25: end while
26: return D

$0vE STACCATO 3% - M A5 FH A% 50 B (A4, e) B T~ 55 My 25 s /D i T 4R 000 b 3 40

(1) BIUAALBY B AT A 56 2 206 4L AF 34T HEAT;

2) BT RS RS A I A k%5 D

() IDI<L IR X HEAT S AR AL BL N Ak BRLAS BRALPE /, DR B (4,e) P T AT e=1nay>0 1) 4. X5 T

(4,e)iz 1T STACCATO 53k #R B4 AE NN D HF563EE 2 15 b fie /M iy P 4E.

H % STACCATO IS 2=k O((DHMx(N+logM))C), 1M S by /7, iy T 38 R i i i) 52 240 8 A
O(Cx|DI+CxMx(N+logh)), %t T 2% [l & A% B K b HE T8 AR R A A1) 4 A THEES R HHEAT (11,110,701,
1100),JIT LLEB VAR Bk €457k STACCATO F%5 1] 5 2 Bk O(CxM).

2.3 {RIZEHF
Xt F b —B B S R AR ) 5 S B o AR — 0 AR TR A A i AR S TR ek T (R A IR 4R d B
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FUR]SEPEAR 7, RGEAT P B H S FCPAT AR 3 R 508, T 42 o T AR Ge M v Sk
33 BEMEZE
FATIF 2t — Tl [ 3 0 AV SR it e 2 MM 45 2 6 1) ) S P 8 o 1) R AE R RIS AT i o v 3 3o 2 s 0 1
SR ACHHR AE 26 TN R G 0 T S, 2 TION B0 1) R E ] S BRI FRADIA A R A s A AR AR R, T 3
FAGE T S AR T U b B, 0 e TS O 3 T A 1 R 15 A B A R HH R A R T 2, T Bl R R BRI
{147 L5 e i 20 A1 Ty f A I %) 202 8 D 5 i s 22 oy A TR0 0 20 A et g s 2 e S5 T T B R G 1 T A
P, AT I B2 = R G0 vl SEPE Y B . Sk R W R
Step L:{EZETH L A G 1 v S R.
Step 2:if R<Rg (Rg A F 4t ol S M 1), go to Step 3;
if R=ZRg,end.
Step 3: 1T FARIL LM E P (diobs) I HEF
Step3-1: 37 ZH A AR 4 (4 e);
Step3-2:4ffi & I BEHS R AL 1L 4E D;
Step3-3 7 7 5117 326 41 1) J5 560 Aok 28 (B ] 58 B ) - HE /7
Step 4:XEFE M FIRILEE D b n] 5 R 55 i (W% L 2R dy, D=D—{d}}.
Step 5:4 A vHHR FHWI R 7 S 10 R g0 n] S bk
1) F 5 a7 58 B S v A 3 4 D BB AH [R) ) AR 4 6 MEAT 5 40, AT S M VT B0 Ry
2) WIS T BR B SR IR0 £ D ReAH R IR AR AR G T EEPE T R,
Step 6: FHTIC & R4t
> 37 Ry =Ry, FH Y REAH R I 4L PF 5 e s 1 AL
> A R<Ry, ARBLIS I IR T REAH R ) 4L 1R
Step 7: 21 % max(R,,R,)<Rg,goto Step 4; 75 N &k
IR STVE A BAVBOE BT AT S 1 Bl ESVE A AR AR B AT A 1 TR RIS AT
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TAELE TN ARG n] Sk SLVE I T S 2R R O(n?), 24 Z 85 ] Sk T BRI, 2 07 HH e 4L 42 PR A9 i) A2 2% &5
O(Cx|DI+CxMx(N+logM))+O(NxM+Mx(N+logh)). H 3T [ Hb Xt 28 Gt 5 45 414 5 I B 4044 16 i) 1R) 2 2% B
O(M). IR Ik, % [ 38 N S0 R I ) A2 4 5 D O(nP+MP).

SR IX — IR — SR e 2 Ab M 20 R G 10 A A3 H T D K I 36 A% 1) 485 0% 8 (o VR R A 2
Wi 2L A2 5 (85 o s, RT3 I A9 1 5 4% P8t A X 86 KB N Y IR A S R I R IG, R SR &
A HEPE R 80R A R A

4 KBS

FAIAL FH A5 25 75 05 B A =051 ok I B AR ST ) O T AE 26 S A 4044 C\=INIT,C;=ORDER,C;,=
INVOICE,Cy,=PAYMENT,C5=DELIVERY,C,,,C,. 725t i Java i& 5 Al Tomcat 45 2% SQL B4 72 IR 45 o S Ff 5k
UAE LR 2R B 2 BioR.

——————————————————————————————————————————————————————————— 1 Authorization
INVOICE PAYMENT Bervice

order order

getStatus >

shippingAlways
(shipping)

Fig.2 SCA of online shop
2 TELR I IR S5 AL R R G5 A

FESE ], R S8 TAE R 1 0~200 A4 157 1T 7 7E 20 73 B WBEAT A 50, 5 65 A — I P HEA R GE. 140, 3]
TE S N IS TR) KT 8s A SR RH A
4.1 MNELRFH RS

G, BATLL order i 1 A 1, TN & AE 2 23 73 B (14 vl S 4

IR RSSO, 3T T A 31 28 48 i A 3 11 ) S 5008 DA order S 1A B, 23 3 IO 565 21 93 55 22 23
55 23 43Pl AR NN 803 1 B2 T AE 20 3B RERE 1 2 BT CEE 21 R order S 11T A R AV IR ) A A

Table 1 Collected data for time
FT 1 oI R B

f ) (min) W SR (] (ms) | B 0] (min) 02 ) (ms)
1 3560 11 1980
2 3860 12 2250
3 2214 13 2750
4 1928 14 3126
5 1356 15 3584
6 780 16 3847
v 972 17 4256
8 1280 18 4 895
9 1492 19 5216
10 1 685 20 5872

AR 585 1.2 715 I, AT 145 20 F) T A 84 Sy ARIMA(7,2,6), I UM ASE R SR o0l 42 1 >k 3 3 6y i 17 B [, 000 &5
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RIyA 7072.03,7 816.51,8 518.68. 54K, % H order ST 7E 4 23 43 N i B2 I [R] K T 85 34K MR ¥ order %ii F
AT 468 Y I, IRAT AT LLAF 23 11 order 1R 5EMHE N 1-1/468=0.9978.
(i) B, FRATT VT AT HE A% 4% B VAR 58 23 43 B v 1) P vk, L3R 2.
Table 2 Reliability of each port at the 23rd min
R2RAG RS 23 2 T S 2 T A

Port Reliability (r) Port Reliability (r)

P: request—request 0.856 8 (1) P: cardInfo—cardInfo 0.990 5 (r9)
P: check—check 0.894 3 (1) P: payCheck—payCheck 0.992 1 (r10)
P: reject—reject 0.995 4 (3) P: deliverReq—deliverReq 0.994 6 (r11)
P: confirm—confirm 0.992 1 (74) P: orderStatus—orderStatus 0.991 9 (r12)
P: order—order 0.997 8 (rs) P: deliver—shippingAlways ~ 0.997 2 (r13)
P: invoice—invoice 0.996 6 (r6) P: deliver—shipping 0.995 5 (r14)
P: question—question 0.993 5 (r7) P: getStatus—status 0.991 8 (r15)
P: update—update 0.995 8 (rg) P: terminate—stop 0.996 6 (r16)

AR 3 11 PR T 5 P UL, B AT AT DA S AN ZR G i v S AR S SO T UG B R G0 13 Rz AT 4
TE,% 3 S R 5 SRS 4 Dk LRI (¥ v SE S A 2L
Table 3 Part of online shop system traces

R3AELIY RG> Pl k2

Bk g B
try request—check—reject
o request—check—confirm—order—question—invoice—carlnfo—
2

paycheck—deliverReq—deliver(shipping)—getStatus—terminate
request—check—confirm—order—question—invoice—carlnfo—

3 paycheck—deliverReq—deliver(shippingAlways)—getStatus—>terminate
po request—check—confirm—order—update—invoice—carlnfo—

paycheck—deliverReq—deliver(shippingAlways)—getStatus—terminate
rs request—check—confirm—order—update—invoice—carlnfo—

paycheck—deliverReq—deliver(shipping)—getStatus—terminate

Table 4 Traces reliability of online shop
R4 AELRE R BL AT SEE

r(tr) Reliability
r(try) r\rar3
Z}: ippy (i)
r (i) N TR TU U TP
2 i ()
r(tr3) st st
3
7 (trs) '”1”2’4"5'”7"8”9”1021’1‘/% (‘)’1 1137is"16
3 ion ()
r(trs) HOTIsTTlle ™ Falishi
= N —
[F) IF, FRATT 45 21 -
o

Py, (1)=0.965, p, (2)=0.024 (B 7 15 MRS A ALEE), p,, (3) = 0.011 (B 5 745);

o FRicHIFK:

Str))=56f(try)=53 f(tr;)=T8 f(trs)=58 f(trs)=85 f(trs)=62 f(tr;)=49,

Atrg)=65 ftro)=57 fitrio)=94Atr1,)=56 ftr1,)=76,ftr13)=51.
PRL sk, BRATT FA0NU (1) AN 3R 55 (1 1) S
D7) f ()

> S

A LA H, 2R G0 10 m] S AR T UL O b, A 5 B S B0 — o 11 e 4

r(system) = =0.6989.
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TRATT I 178 10 SO R AR B R GEIs AT I B 28 1 1AL R BB AT I DL, L 60s 0 B 11 K/, 38T

TR, L 5.
Table 5 Spectral matrix of online shop

RS AELE NG I A
Cii Cn Gy Cyp Cy

o
2

(=)
—_
~
w

obs

obs,
obs;

obs,
obss
obsg
obsq
obsg
obsg
obsyy

HI SR 2 35S G 0 A5 Y R B L T A A A R IR M B SR AR R B HL LR 6.

Table 6 Correlation coefficient value of each component

R6  BAMFMHRRLL

_.___.___.___.
—_— 0 = 0 O O = = =
O === = =
=Y N N NN N N NN
O WO O WO o WW
OO O N O O NN
O~ 00—~ 0O = = -
—cocoocoo—~0o o0~ ol

Ci Ci (&3 Cy Ces G Cas
ni1(j) 3 2 2 5 1 1 1
nio(y) 7 3 7 4 4 4 4
101j) 0 1 1 1 2 2 2

S() 0.55 0.52 0.38 0.38 0.26 0.26 0.26

R, Hh AH 26 RBOK/NHE P A £ C11,C12,Ca1,C2,Crs, C3,Cosy. 1 5t /N iy W BE 57 STACCATO JR [H] [R5 1R 45

{{Cll}b{C125C21}7{C12>C22} }
VSRR S 5 AR R 1, T A 52 Y ol AL P ) T B 4R { C T

Ci 1 1 1 1 1 1 1 1 1 1
e 0 1 0 0 1 0 0 0 0 1
Peldy) hi  1-hy  hy  hy  1=hy  hy b hy h 1=l

e P (obs|{Cyi 1 )= (1=h))> 5F Ry SRILE AR AL T, 15 3 7y=0.7, LI, Pr(e] {C)1})=2.224x107".
Iﬂ}i,Xj—j“ﬂ%jiﬁ{clz,Cn}ﬂ%u

C12 C21 e P,.(e,»\dk)
0 1 0 hy

1 lg 1 =m0
1 1 0 hyhy
1 1 0 hihy
0 11 1-h,
0 1 0 hy

0 1 0 hy

1 1 0 hihy
0 1 0 hy

1 0 1 1-h,

P(0bs|{C12,Ca1 )= I'h] (1=hy)(A=h)(1=hyhy) JF hyhy SR RABSRALG THE Ky 7,=0.6417,h,=0.8528,14:
P,(0bs|{C15,C>1})=2.07x107>.
o T 18 5 {C12,Caz}:
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Co Cy» e Preld)
0 4 0 N
1 4 1 1-hh
1 4 0 I
1 4 0 hhy
0 4 1 1-p
0 4 0 I
0 4 0 N
1 4 0 hiht
0 4 0 nt
1 0 1 1=/

P(0bs]{C12,Ca )= KH (1= )1 = B (A = k), 5 Ayl SRIRALRAL TS £,=0.6417,7,=0.9610,14:
P,(0bs]|{C2,C5,})=2.07x107>,

FIH AR (TG, TTH P(d|obs)=1.86x107°,P,(dobs)=1.92x10""",P,(d|obs)=1.92x107"" B LA {5 2 £ HE4T 4
{{C11},{C12,Ca1},{C12,Cop} 1, B ALF C)\=INIT, H 45 1 7T B 5K

AL AT, RS AT ERE.
43 HERMAAHRNRFETRENE

K HI A G FFTRC B 5 1A T5 SIS 4L C=INIT Dise A 18] g 4105 C, =INIT F5 8 vh S R 40 vl SE 4.
& 3 Jios A I 4L4F ) =INIT' J& 2553850 i 26 1)

de
/ request LT g\}or °r
>

request' =

reject

K ‘ confirm j

Fig.3 Adding a new component of part online shop SCA
B3 iR IoBr AL O fE LR B SCA
ISMUBT A € =INIT J&, R IEBA M C\=INIT 5 C],=INIT W4 BT IHIAT, 94 TF UG B 42 B R,
PRI, 2R 8 (R 32 3 DA S R 2 A% 4% 3 11 P SEE LR 7.

Table 7 Values of reliability for each port
F= 7 B O TSR

Port Reliability (r) Port Reliability (r)
P: request—request 0.856 8 (1) P: update—update 0.995 8 (r3)
P: check—check 0.894 3 (72) P: cardInfo—cardInfo 0.990 5 (79)
P: request—request’ 1.0000 (') P: payCheck—payCheck 0.992 1 (r10)
P: check'—check 1.000 0 (Vz' ) P: deliverReq—deliverReq 0.994 6 (r11)
P: reject—reject 0.995 4 (r3) P: orderStatus—orderStatus ~ 0.991 9 (r12)
P: confirm—confirm 0.992 1 (r4) P: deliver—shippingAlways 0.997 2 (r13)
P: order—order 0.897 8 (rs) P: deliver—shipping 0.995 5 (r14)
P: order'—order 1.000 0 (7 ) P: getStatus—status 0.991 8 (r15)
P: invoice—invoice 0.996 6 (r6) P: terminate—stop 0.996 6 (r16)
P: question—question 0.993 5 ()
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NI ALE G A RE I EENE A
> () ()

S - 0.8693.

r(system) =

44 HEBHREKEAHRHRETREN
ST 3R 296 T 955 2 A7 %, P S A 6 4010 ) =INTT R OB AL € =INIT TR 8 57 3R 67
FEE. A3 AT FEME LR 8.
Table 8 Values of reliability for each port
R8BI A SE M M

Port Reliability (r) Port Reliability (r)

P: request—request 1.000 0 (1) P: cardInfo—cardInfo 0.990 5 (79)
P: check—check 1.000 0 (72) P: payCheck—paycheck 0.992 1 (r19)
P: reject—reject 0.995 4 (r3) P: deliverReq—deliverReq 0.994 6 (r11)
P: confirm—confirm 0.992 1 (r4) P: orderStatus—orderStatus 0.991 9 (r12)
P: order—order 1.000 0 (7s) P: deliver—shippingAlways 0.997 2 (r13)

P: invoice—invoice 0.996 6 (r6) P: deliver—shipping 0.995 5 (r14)
P: question—question 0.993 5 (r7) P: getStatus—status 0.991 8 (r15)
P: update—update 0.995 8 (r5) P: terminate—stop 0.996 6 (r16)

B SR AR R A R A SR
> ) f ()
> )
EU 5 NI A 5 5 8t H e 2 1 P P 7 S 11 S 6 45 SR AT A 7R 1% SE B0 R, 1 R 40 T A MR IR S B U (EL I
B 5 4 A i T 2R 0 ) e e R T TR bk, A SR SR IR 4 B A A € =INIT TSRS R H Bl Hb 42 = R e
AT FEE.

5 tHXIfE

ARSI LA 55 R TH R 9T A k.

o RGTEEVETIN

FERE 10 30 24 I AR 22 B RN 7 v g 4 R U427 R L o K 22 B TR IR G IR R S G R
S UO722:27) 3 by g v 1 R AR A A A3 TN FH T3 A R4S R G Uk I Ak, H RITAF 22 512 2 WU B8 1 A M ok
TR R G n] Sk, I K % 18 R G R0 B Ak i) 800 4 Hu 25 ANP3IE Nelson BEALEERH 1% 18 T M 7 B3R A3 9%
T (1™ A PR A U BR H T R 2 R R R P B T AR R, Gunawan PR HE TR SR R
VISR 43 A5 R G W vl SEVE. H Ay A — L8 50 78 28 vl S MR T A 53,60 4 Epifani,Ghezzi A1 Mirandola ¢
H 38 3B AT I 2 5 3 AR R AL ) KAMI(keep alive models with implementations) /5 P, & ) iz 47 N
K SR ST T4 R ) 2 B, B A 4 (1 7 46 1] 4 Y 23 T Pietrantuono,Russo A Trivedit'!4h & & ] S ph 45
R B AT 7 iR TS IS AT I R 48 nl S Pt % Wang %6 PR k32 17 i $idls DL K 45 5 Bh A& e M 7 vk S
BRI F G ] SV X L T VAL R T S AT I RS TSP 1 3 AR A, A8 AR Ak ke 1R HE T S T AR T
XS T7 0 R OO 2R 400 2 N F ) S e O R A P 7 e B R AT A R B SEINPIRAS BUAH B — A I 8] BUS R Se ik ]
SEPETU.

o ARGV EVEELRE

ATt A7 — SR 5Tk S H AR, Bl Cooray!™ 485 A4 H 1038 b 7 AT IR i N AR 368 28 G0 10 PAA T IR BT 56 55
Tl JE T U A A W S B2 ARG it 100 R0 0 P 000 0 sk o 2 A4 1) T 4 T O R R L5 2 A A R B R R SRk AT
BTG, A5 B R S I e U TE B, AN T 4R R 2R IR S T AE

ABATT A A P S B ) R A A SR i) R AR A T R AN NP Ta) L AL ) AR A ) S

r(system) = =0.9546.
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KoK O((max {w; y )y, w; h 24 i B KT S HRIH b 28 i R B, e by 2804 50 Cooray %6 N B St it B K A8 A
SR (R, B8 7™ A8 S5 K] S 1 50 AR ) 3 15 ] DA 1) ] S PR SR (WG 0 28,285 Pl Ik LU R AR I L L 8 I B
— AN (T B 5 % . Caporuscio 25 A\ PHHFSY T 3 T 2410 (0 50 28 40 1 B4 vy vl 0,3 i 28 49 e 8 (84 441
. B BRAME. BARLLE. B SH0E )RR Rt RE T b, O F D028 SR e LI B 7 &

o A E N

WFFTE X AE B G N TS 2, W1 Chen 28 A 7E 2008 SE28 70 1 HIE N R TREGHEBE LR 45 7 BN
R N . £ B R AL BX 4E (dimensions), 73 ) M H #7 (goal). 22 {k(change). HLii|(mechanism). % (effects)ix
4 ANJFIHHEAT T80 Epifani 25 NG 1 76 32 47 B B 48R R (1) 2 B0k 3 HT R AL, T A Sh b3 s 3 1k 1 AR h
B E R M, m] SRR BEDY; Mohammad 25 AN U2HR HY T 78 B A i B i R ORIE R G T SR I O —— IR AT
e, BV 3 RS S A % PR U ) IR A/ S 2 A A0 T AR AT 3 R R E Magee 45 APSURYE 3 EMIRY K 5
= H BRIV IS N R A SR A T 55 3EAT & . Garlan A1 Schmerl PO 5 5 22 ) 5T MIUE 5 55 & Sk S BB 28
k. Cheng!" ¥ it 7 — NI Rainbow (IHELE, & HAALEIZAT IS I RI. wRoE . S 1 138 B g ). 7) B4
NPT 3 Agent B AR (4 A 45 4 1 ok, 18 15 0 2F it 0 AR 91 21 35 (PR 2 T 3% 1 R A T 0TI i AR 45 (0 28 4
TR 45 A A th S R SIS Y A B Trmert 25 N CSIR) PR IRT 1) IR 45 A0 BETRL 2 1 T (CoBRA) 42 K4, F ok S 5
) A3 5 T g S A N BOVEE M T Bl T 1) IR 45 10 30 5 B IR 4 0,k I P 2R 4 fig % % 3 b B A T A, LAGE B JES )2
Internet 157 IR LRI /75 5K (0728 1k Wangt O H T — AN USR5 700 vy LA PR oA 2 BBREE e vl 135 A5 F S0 ), A
T4 T A (0 3 B i ;M 25 NI H T — b ) ] [ 5l i AR 2 £ St v SRR AR K R LR A B 1 2 1)
Bl A MO, T T8 TR 1 R G AT S T A

SR, LR A A W F AN T RN AS 2

(1) f&EMESmI 7

T 6 T 3k JUR TN 2R 48 1) T S T DG VA AR HiE S B AT HolE AR S8 U HDIRAS SR TN R SR A R R AN HoAk
) [V i) 58 ) AT 5 P

Q) PR R T

RG] FETERFARE, FRA ST e et T — 2l A 0 RGO E 17, R B AR
A7 51 AT SV BRI A

DR I, AR S 1 S AR i DA A HR 38 ek i 8] 75 7 23 A A A ARIMA SR TR 28 56 7 A R 5 A L A B[] ) 58 ) )
SR Y R G T SRR A FRATT o S 0 I S T R IR A R A AR A S ECR ST EE M T R 1 M 4 A,
T 0T A e 4 AT 7 2k BT IE 8, AT AE 264 o T R T Stk

6 % it

TEAR SO BATTR) i 11 2 280850 e Pt 7 2 Mk 45 216 38 46 100 ) 3 e, 3 0 gt 1 25 T 0 1 A i o o B
AR K 52 A7 H R LA, BR 4 1 5 R I VAR N 2 B i e R L, A T R AR v AR A I T S
XA T DA R D 1) AR 45 PR SRAPF P T S e B AE 11 1) 880X b 5 v S I BRI AR R 2 A 7E T e AU AT LR 4R T
22 2 38 A7 AN () s BEFD T 5 i L3S A DA 28 2 ml 40k 0 AT T AN 996 A2 v S5k 5 SR 5 07t b e 41 1, 5 T
HRG UL B3t m RAE AT L
AR EEHAT T W BN T AT
o HITT O A 8 56 T AT Ak S0 R AT S R R v ORI ST B R X BB ST BEAT K RE 5| AT M A 14 S A
A SCHRE H T 3o W 2 A S A SR X R G kAT B IE Y CE DA R R A AT SRR R RS B A
T
o T Abreu S5 AR H 5L TG (0 A R A 5 R BRATT S AN LA AT B B T AN A
TR 2 A B AT, D51 DA AN () 2 0 AT (80 IR 80K ok 52 A PRI A A 2 R A 0K TR 5 i
TEK R B AR AT E a0 4 AN D7 T 64T SE gk — 2D I 9E.
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(1) o TSI WS () Bl A 5 I TR0 G 18, BRATT 25 FE I 90 2 {1 32 A 08 AT 5 P 1) 52 9 1)

(2)  RHIEE Z 4515 SR o S0 AL 7R P A

(3) B REALPF 8] A AT T 5 RS B T ) 7

(4) RO HIERGE A I L ) AR (B W ) AL AF S RIS £ o 0 R ), AT 6 45 38 1) 2R L A 5 9.
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