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Abstract: Using virtualization technology to integrate resources has become an important mean to improve the resource utilization of
current high-performance servers. Thus the reliability of virtualization technology is very crucial to the service quality of high-
performance server. However, the driver fault greatly impacts not only the reliability of operating system inside the virtual machine but
also the reliability of the servers. In light of issue, this paper presents a driver isolation architecture inside the virtual machine to improve
its reliability. It establishes the authorization table by monitoring the memory information which are used by the driver, captures the
driver’s write operations by setting the write protection of the shadow page table corresponding to the kernel space of the virtual machine,
and judges the correctness of write operations of the isolated driver with the authorization table. Currently, the architecture can isolate
drivers inside the virtual machine without modifying them. Experimental results show that the architecture can isolate 84.63% injection
faults which cause system crashes with the performance loss less than 20%, and therefore effectively improves the reliability of the
virtualization environment.
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B hy 9O A A5 90 Bl T 0 4 0 L B0 52 2% A T W AL A A, AR PN A 75 A8 D 0 bR U 22 (0 LB
DSRARAT BRI Hh 358 0 bR B0 75 [ IS DS 452 3 P A 1) M AT s SR 3, ) P A HE S 28— AN IR 3l R e, 7
FE VR I A% o8 BAR 2D T UAR 75 B 3t S B Xk 9K 5l 8 e ) e 12

1 /* linux2.6.28.10/drivers/scsilscsi.c */

2 int scsi_dispatch_cmd(struct scsi_cmnd *cmd)

3 {

4 L

5 DRIVER AUTH ADD(current thread_info(-),THREAD_SIZE);
6 DRIVER AUTH_ADD(cmd sizeof(struct scsi_cmnd));

7 DRIVER AUTH_ADD(cmd—>sense_buffer,SCSI SENSE BUFFERSIZE),
8 DRIVER AUTH _ADD(cmd—cmnd MAX COMMAND_SIZE);
9 DRIVER STATE BEGIN_CALL(-);

10 DRIVER STACK_SAVE(:);

11 rtn=host—hostt—queuecommand(cmd,scsi_done);

12 DRIVER STACK QUIT(-);

13 DRIVER STATE FINSH CALL(-);

4 L

15 }

Fig.6 Obtain the stack and grant memory information
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Table 1 Modification places for monitoring memory usage of usb-storage
Rz 1 W usb-storage VAT IR T B WAL E

EiE R A A7 2B
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__cache_free He N7
kthread_create AR
kthread stop KW
ush_probe_interface e A7 R T 9 A7
usb_unbind_interface AR T A A7
scsi_dispatch_cmd e WA FZ T WA
sesi_alloc_sdev e A7 R T A7
ioctl probe W17
scsi_add lun K P9 A7

4.1.2  TRYHEERER

IR SRS 7 AEAS AT ok A e A P O P A% B, B R R B 411 WA N AR R IR BRI AN R £
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FEAh P A% FE YR AN 75 BN
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K AE N L 2 T L R o B S O ) R e R R 1 I B3 S, R A N (R ST AR IR R 4k
PR B MR 2 B

h T RIS AR IR SRR I R, TR AR KA AR T 4 R BB A VMM KRR TR L S VML IR
TR E A USSR B )75 SO S B AR A% 0 3R Bl R £ 8 D 08 0 3 ok A e 11 e B0 I ke s B
{07, PR ah ) A 2 1 R 5 ) T I 8K 2 BRIK U P A 10 e 00 P V) S A Sk ST F L2 45 R, in T
6 5 94T RIS 13 4T TR,
4.1.4 wfFNEZEH
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© HEBEERAET hipd/ www, jos. org. cn



gk F VM AR08 25097 THEH 2243

458 [l AT o Y A Linux ff)/boot H 3% N H System.map LSRG 1% 0T text I _etext T 510 4 WAZACHY
TS 1Ao7 B A B s IR B 2 (1 AR A B, v 3 o B 25 9K BN R 3 6] W 1Y struct module 254444 1K) module_core Fil
core_size “T-BURIRIL.

415 HEEA

IR P A SR IR ) TN AL AT . I AR EE A B VMM ARSI i VMCALL A F5 444 31X 2645 R
EFIENE] VMM R 2 PR h %45 4l 5 % 47 4% EAX,EBX,ECX,EDX Hl ESI 1] VMM f% i3 2 4. [H It 78
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BR) 500 R 3K ) # 11  BTA) H A O DL, S A 3 R U B ) 1 R T g A 1200 R R R R — o g 3
A D&, W) Ji5 232 8 2 1 280 3K 4 R B0 H A 3l 0003 Y 23 N B WA B 25 3 Ay bk, AR S R 4G AP A 1 3 R
WA struct task_struct, 3 IR IN— BB T B isolation_domain A% "7 B RR AL TT 46 W HI K 5l 42 11 R B0 15
HARWNT:

(1) TR B AR B P s T 40 R 128 BR3P ACRS 9 L o A R O Sl 42 11 bR S B )b k(1 o ] 6 v

11 47 /) BB B 5T ik host—hostt—queuecommand) A2 75 7F H: 7 Bl P, sl /T 1 s L i T W00 68 125 4

(2) R AW RIS S, SRS AR task_struct 11 isolation_domain T-BLIXFE AEJG SHEN

15 S 3l v B AR i 2 i AR O B B 5 B isolation_domain 3R N B T B IK s FE
42 RHELE

S 30 9 2 A 05 11 O B R 92 R 1A BIUR 5% TR (W 5O T 0 DR A S D Rl 129 2 ) 1) S ) AT Bl 128 A 055 7
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421 ARREH
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Fig.7 Structure of the authorization list
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YR B G A AR b ARG R AE I S)IE AT IR VMO R 5% 1 DR B D e SR B0 T AT AR R KR T AL
PR AESK B e AT I FE i SR VR IR 5 484 P 3T 0T (15 1 DU SRR, 76 55 48 A 58 1, i 308 4 1 D L3 3R gt
A DR A 8 M A R S B R (K S R A D SEBILRE 1 R (K B D A AT LR LA P BRI B T IUR
{15 BLFR:

(1) RIS VM RE DU IR B FK) VM AR5 20 00R R RIS 345 A7 A, 4R 2B 3R W3R 9] NULL;

(2) BHEW VM REIMIE N N5 1 R AT AFAE GRS R — 2D 5 LR [ NULL;

(3) K AEKEIE T VR AR I 8 B .

SR IX S R AT A AR 7 R T AE L AR S A T PR Xl P e I 10 g el A ™ L A PR B AR G 2 0 7 1) 1
P A7 1L Ik 1) 5 5 VST AT R 2 A S S M FT I RO AT AR A0 Jod 18 Ji L, D7 ol 3o 6055 - DT AR AT 8 £ B 0K
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Fig.8 Schematic view of shadow page caching algorithm

8 T G A R PR B

G, A 2 ISR YR 1 ORI I B A B B IR BT AE (K] VML N PR 1 R O R, AR A 3R
IRANRE Y (K S B A, W P 8(a) BT 7s AL KB IE AT R IV RIT T T AN 5% 0, U AR SR g sk BT 0% 1
T A PP AL SR AE A F1 A BT, 76 AT 58 5 484 LUISRE Y I AN 08T e 8 0 R B0 R G270 T e A R Ad
PR G2 AT AR SRR R 0, O 4 # i 1 E h H3e,  P 8(b) 2 - 8 73 T 7.

FEIR, 2 5 b 5 R Bl AR U N, ey T 2 i AT R 1 DR O L BRI 3 A7 KR 5 ik T R A
2 18 338 )3 $EAN 55 SRR FH AT IT 5 BB A Bt 73 SR ] ke 0 5t 5 AR 5 24T TT SBR[ 1), 7% 18 3
P A A R T Y S 0 I 75 ) () 5 1 T A P X s T A AR R RE A 1 8, 1 R S X ) A B A S B
B G T TS AL RR ) GO, 75 28 38 A TTIB0E 1 DU G2 A7, 1 A 39t (10 58 1 00T WU AR A T BCRE 7 LTfT t,
LT 8(c) o I AE, T YU FH Bl e - T O v ) S R R 4 L R G I TR, R K A
A 0 T B A LB

S Jo, YRS RE P AN SR 1 U R I, T R T 8CRE 7 i it 16 i B D S5, B AT R IE K ) R A 1)
AR, QR 8(b) A3 73 s RSl 3a A7 I 1] 5% 5 0TI (¥ T T5OM B, (T3 98 A 1 8(b) 2~ 23 I s

© PEBEBSAITT  hip:/ www. jos. org. cn



VM M358 B SR ShAZ 5 00 T A

P

P

423  HHEAERH K

2245

2 VMM H IR BT I, 75 22 58 ) I 5 48 S P 0EAT A Y A0 214 AR B A B 15 2 KVML (19360 T S
i PR FNAME (page fault) K75 INAH R 1) 5 #5248 ) 7 Th RE.
Y E AR AR A TS E NI, U B SRR KVM B mmu_set_spte BQECK i 70T ¥ B BT 5 )
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B VA1 B R VEHE A Bhid F5 A IR D RO 0 58, B AT A MR 2 K R 5 THE L T — e A 1AL E;
B, ik KVM BT R —15 4 8 AT 0K s) 1 3R 3R 4

4.3 $HiRALIE

FESRBNRE Y 8 2 S5, D T M I Ol R e, A 2R s ik i FH X Ry PO 8 5 B i 4 38 o [ 4
1 DR i 2 T O A S 50 P R e ik B L B T ) 3 A7 s RS A B 6 FRISR 10 AT RN 12 47 195 o, JL e 0T

BB 9 55 1 47~5 22 47 Frs. Hodh 1/ 6 55 10
AT 1) % R 7 WK BN AR 7 B R I I Tk R e DA,
78 9K B R 7 22 1,4 52 56 W 104 25 A7 205 S (B
9 5 3 4T~5 10 4T) LA S LA IR P b BE A B 2 4
RAFTER (& 9 s 4 47, %5 5 47).8 6 & 12
1T W% R R KB AR e Al 5 f Bk A B (B 9
518 4T) LA — 25 1 IR )y o e A2 A B 9
520 47). WKL P AR B AT I R AR AT RE I K B
WA PR (A7 D0 B - A A% 3 FH IR B v B2 0, 3R )
BR B S P o B F A 1 A A% R BT R
FH 3K 3 R 55, DA S HE 6 H B 3 1 8 2 1)
15 0, B — 2 0 IR By 0 1R 8 5 ZE AR A 25 AE A R
R R (e A R I H R I 2 B Ok B
.

7E VMM = 1 B 25 IR 558 ) BEAS 0 21 9K 3 4
ZJE A kvm () kvm_set_irg BAECEHIRTEN
B VM A AT e B 18 Ak 3 T B T v 0 ok 1 K
By v T Ak B R B, % bR EORE S B0 1 IR B A
PRACHLGAR QI 9 5 23 17~2R 35 47 TR, AE UK
SRR T RS IS, 9K B0 R v T Ak B R B0RY e R, Tk
HHAF LM E 9 H 3 25 47~58 30 4T), I i
FH 9K )y dE B2 e ke 3 AR Bl bk (] 9
31 47).

T8 A6 A SR B AR e i AR IR H 2 )5 3R 3
TP 14 A 4 3% 30 M 8 Ty e T R B 1) 9K ) 0 A P
T WU AR I Bl U B S, T H AR A, S R
UK B A P (R 5 0 A S AR AR i gk o HE T DR ) A

/* A A A TR P L PR AR/

1 #define STACK SAVE(s, a) \
2 __asm___ volatile ( \
3 “movl %0, %%eax\n\t” \

4 “movl %1, %%ecx\n\t” \

S “movl %%ecx, (“PC”*4)(%%eax)\n\t” \

6 “leal (%%esp), %%ecx\n\t” \

i/ “movl %%ecx, (“ESP”*4)(%%eax)\n\t” \

8 “movl %%ebp, (“EBP”*4)(%%eax)\n\t” \

9 \

10 “movl %%ebx, (“EBX"*4)(%%eax)\n\t" \
11 2 fm”(s),  “m”(a): “memory”)

12 #define DRIVER STACK SAVE(-) \
13 unsigned long reg=DRIVER GET STACK(-); \
14 unsigned long ret_addr=&& out; \
15  STACK_SAVE(reg.ret_addr)

7 ATIR AL fil R BB P AL/

16 #define DRIVER STACK QUIT(-) \
17 if IS_DRIVER _FAULT(")) { \
18  out: \
19 DRIVER_PUT _STACK(-); \

20 DRIVER RECOVERY _TRIGGER(-); \
21 return; \
22 }

/% AR AR A TR e B R [ ki */

23 #define STACK_RESTORE(s) \
24 __asm___ volatile _ ( \
25 “movl %0, %%ecx\n\f? \
26 “movl (“EBX"*4)(%%ecx), %%ebx\n\f” \
27 s e \
28 “movl (“EBP”*4)(%%ecx), %%esi\n\t” \
29 “movl (“ESP*4)(%%ecx), %Yoedi\n\t” \

30 “movl (“PC’*4)(%%ecx), %%edx\n\t” \

31 “jmp *%%edx\n\t” \
32 1 “m”(s) @ “memory”)

33 #define DRIVER_STACK _RESTORE(-) \

34 unsigned long reg=DRIVER_QUERY_STACK(-); \
35 STACK RESTORE(region)

Fig.9 Save and trigger the jump information of the driver
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Table 2 Drivers which are isolated by the driver isolation architecture inside VM

T2 VM RSB A P RE A SR B R

IK7) ik
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usb_storage USB K2 st A7l 25 4 K B))
sd_mod scsifih it 9K 5l
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51 g%
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Fig.10 Isolation effect of VM-Isolation to faults which cause crash, non-fatal and silent failures in VM-Native
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Table 3 Performance of driver isolation architecture inside VM
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