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Method of DDoS Countermeasure Selection Based on Multi-Attribute Decision Making

HUANG Liang', FENG Deng-Guo!, LIAN Yi-Feng!, CHEN Kai?®, ZHANG Ying-Jun', LIU Yu-Ling'

!(Trusted Computing and Information Assurance Laboratory, Institute of Software, The Chinese Academy of Sciences, Beijing 100190,
China)
*(Institute of Information Engineering, The Chinese Academy of Sciences, Beijing 100195, China)

Abstract: DDoS is one of the biggest threat in the network. Using the proper countermeasure will notably improve the security level of
the target network and/or target system. Existing security evaluation methods don’t provide sufficient support for countermeasure
selection. To solve the problem, this paper builds a DDoS countermeasure selection model (DCSM), and then proposes the DDoS
countermeasure selection method. The method not only takes advantage of multi-attribute decision making theory to evaluate multi-
dimension metrics, but also uses historical attack preference based method and entropy method to calculate the weight from both attack
and defense perspectives, thus reducing the subjective factors in conventional methods. The correctness and the applicability of the
method are validated by the experiments.

Key words: multi-attribute decision making; DDoS; security countermeasure; countermeasure selection; security evaluation
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“"R-P, ©
!
B TVV_TI)

Fovpr, Py R Ty 4393002 H bR R GeAE A Bti HLBCAT B 47 I WSCER ) 5 12 1 7 i SR 3 20 M5 i P~ 8 A5 4 i)
[6],P,, A1 T, 73 3l 7 H bs 2R GEAE BEA Bl 7 HL 32 2B I WO R ik T 0 SR N 25 3R G i T P 34 S5 A I ).
LI, B SRALRE M 220 M,

B, I,
B, T,

M, = R%I_z 7;'_! )
E. T,
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SR A9 U SR AR RE M, R T = A A 10)HEAT AL AL B,
ml, = — (10)

y ,,’
2
Zmr‘j

-

Serb, mi R TERMALZ G ISR @ AT G IE j VR R, my R HIEE MR N TT SR A TEAL R

> I

o, B PRT TR e SR M.

R s MATRBUEE [ 2w 15 BN BLE AL SR B Z.
L
BT

w
Z:wM':( "] PN |
Wil :

5T
FEALGE TOPSIS Jiiki,w ik Rl Y 583 4 th 0 T S e 25 A VAl g M 1) i 2k AR SO 17 ks 20 A
B IEE IR, 53 5] NIACT5 P 7 1T AR T 7 SE S0t Qi 4 4 75 VAR B vk 55 wo.
SRJE R IUMBLE R PSR K Z v &5 B i 1) Jas PR A Sy I B AR .
zZ's {mlale.,. [i=1,2,3,..,n} = {zp,2,}.
MU REAL TR SRR Z vh % 51 B 22 1) J MEAE S G B ALUE
zZ = {m,_inz[/. [i=12,3,...n} ={zp,27}.

SR AP T7 5 2 T B AR A 7 B AR R EEL R0 T 5 5 4,5 E PR I R

2

S = /Z(ZU.—Z;)Z,Z':I,ZJ ..... n;
j=1
2

ST =2z —2)i=1,23,..n.
Jj=1

AP B IE L G AR AR (K BE 20 H 8507 52 0 AR e
* A\
CTSTas
Horh, €7 M E IR (0, 1) 81T FARAR, C) (R IDUEL BB T 10T AARAE 205 S 10 C) (R ERUAE X 75 47 7 e 4
Defence " ITAT 15 97 77 G HEAT HE 3 20 T P B AR IR 77 k. LR #EAN I TR RO DCSM RS I L4 5% &R .
FEIEFEA E A3 2] DDoS By § 1 i 32 30 55925, i 5005 1 s
H % 1. DDoS Defense Countermeasure Selection.
I\ Set of countermeasures with value of evaluation attributes, Historical attack data (if available);

55 G BRAR R O BE R

i : Rank of each countermeasure.

BEGIN
1. Let M represents the decision matrix, each row of which consists of attributes’ value of every

countermeasure;
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M t=transform(M)

M _n=Normolize(M ¥);

IF based on history attack data HData (from attack perspective),
w=HistoryBasedMethod(HData);

ELSE (from defense perspective)
w=EntropyMethod(M_n);

Z=wxM n,

Z'=FindPositiveldealSolution(Z);

10. Z =FindNegativeldealSolution(Z);

2
1L&212@ﬁ5ﬁ%ezﬁef;
Jj=1
2
12. §7=[3(z,-2,).z,€Z,z;,€Z;
Jj=1

14. Rank countermeasures accroding to the value of C; ;
END
SR TSGR A AN W 57 i 52 20 I AREITDP A% s V1) Je8 A 8L P St R SRR B MK DRSO B M v Y

TEEAE I 22 3 (8) AT AL He A BUAE B M, #276 ( ] 24 X (10) IE AL 2 J5 13 31 1E MUAL e SR B v 41 SR Bk 6 £
JEE vt S T AT A ] 24 S (5) T ST 17 B v 77 DA ] 2 3(7). R U R BT 1) 6w /SR AL, T SRR B
M A3 EIACE AL SR Z AR5 R Z K38 EBAR AR 270 G B 2, 01 5 ) U B H A 4 O
TP AR PR B 8™ S B 2V S AR AN B 1 I 1 AR (K AR X BT S C K B R 4 R CT AR B/
F A5 2 5 47 41 ) e 4 R

4 BRYUKE

A S A

41 FHAHE

AR SCAE P 0 2% 477 BLAR P SSFNet! TiE AT B0 S 36l AN 2k — M F A~ UF 4 T IO RT4R B, 5 30 R EXBA HL A=
R 0 7 75 B S W S AT A SCAE ] 100 65 B b SR AT B ML 3G $h 10 A2 B, B . 82 ARG VR
YRR M oy b B B R AR P R 325 LR IR SR, B2 LA P RN B R SR A g
W REEWE 2 PR,

S SR I M 28 T LA SYN flood 1 4 #1175 () DDoS H 7 77 2. SYN flood il i 55 5% 9 T MLk AT A 58
A1 TCP 3 IRAR T A 52 35 F MU BT i) 4 e 50 A 0 2 e 422, 6 vE m YAy L P I IE R sk, 2 42 % =+
HUE P5RE L, A T I8 2045 46 1R 25 9 H .

S50 3 b ik P A2 B RH 38 K2 T A K B R IS 7 R it 1 kg A 3 977 4 it A TP R AT I8 R it 1 3 3
il 78 44 PR I TR S BEL W 0ok 95 LAk b Bk i 6 HBR R GEHEAT CR A 1 K I A Z1 A T I 1K R 1 )
TRIERN R B8 B AR R G0 Bk B HCHTRE 7. 55 58 20 AR SRR 10 A~ 30 ANy 50 ATl LK
P ITBAFKJE M 4 000 23 158Ky 5000 F1 6 000 IS FE455 o, BRI, B 3 3 it 4 45 b

Defence={FHIr 10 A~ X I, BHWr 30 /> Beahi I, BT 50 A B ¥, 2 T A FIH BE 1S K4 5000,
- FFBA B BE 3G Kk 6000}
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Fig.2 Schematic drawing of the experiment’s topology

2 R R R

SIS 4y AW R PR 4
o 1 A S0 R Pl 2 N 4 EAT YN i, S 3 S0 56 UF T R A SSENet BRI A1 BW s Rurts Qlimic
HEAT S50 4 52 50 45 T AE 4 YN 2 500 SR 0 ok 8 9 245 30 47 11 e, I X T D0 280 SR R AT 30 0E . U R INE, B s,
Retts Qiimie FEIN ) 5 Pog F T A H B 7] 5
o 2 S SIU A H VN GRIF (A £ I 45 ALk A T SR R B AR IR A SR AN A R A
BV RCEE A0 X P R DAL T 22 8 A R SR 1) 77 477 i Tt 328 30 77 Y R Ak SR 7 e i AT L IR S
X Ll A% G 15 TE BE A T EAT AN WAL 1K) TOPSIS J7 15, 73 BT A [R) 77 V2 0% B 37 i it a2 B 45 S 1) 5 i
42 KBRERNT
0T TR BT H bR R G S B B, 2 T S B e 4 0 5 A A B FR R G0 52 B B0 0 I 0 S R B
BEERCE AT VRS BT A SR T (VP Al Fe AR J0vE H B A H R0 %, TR AT A T 22 9 45, LA g % 1 SR 7E H
A B FR BRAE R N T IR, RO A S PR G F P TR SR 2 BN ik S S A R N TR TR 6
25 0 2% 1) U 6 7 TEAT 50 UE 308 3 50 T 45 L 10 B i 8 0 4% I FH A S B o AR (R T AT
{f [l SSFNet, 7F H#5 KRG A P4 G OL T MK 1 PRS2 408 4T DDoS B 40,159 21 St 30 4040
Hrp AR B Soompie)s T IFBAFI FE(Qpii)~ AR EHVLBE TBIBR (L) FHIEE BR AT 08 (BW ires)~ AVEHI
B H (Suser) 23 R M UE SRATAE(R 7). AT K AL FH 12 LB X A 22 10 48 TEAT Y 2R AT K.

Table 1 Experiment parameters to validate the predicting ability of the neural network

R PR R L TN E ) B E S 06 2 KL

Eizka) K
Szombie 70
Qlimit 1000, 3 000, 5 000, 7 000, 9 000, 11 000
L (s) 2,3,4,5,6,7,8,9,10
BWinres (MbpS) 05, 1, 3, 5, 7, 9, 11
T (s) 1000
Suser 20

ST R4 UE BH AR % 1) TN BE 7, SR B Ad H kT AE G IE (k-fold cross-validation) /7 v2: BEAT TN 5 R 5601,
k=10 FAR SR B0 BAT TR SEUS R B AL 5 70 0 10 40 e VB 1 4 0 AR 38 1 9 R IR 4R, Sk ik
AT 10 RINGRFITMAE I 10 20N -0 380 55 56 SR 56 VIF o 420 19X 6% 1) T 280 SR A 46l P 000 2 SR 0 iz s &5 3%
FRVRENT 3 ZE 4 A b AR R 22 BT B A U A XA D s,

| predict value-real value |

relative error = (11)
real value

AR 22 (1), T SEAF BN 10 DI -0 18> 552 56 1Ry AR 8 2 10 1 A 0 L3 2, 0] LU 21, A7 A 5 22
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BN T 5%, UE ] T 28 ) 44 1 TR RE ).

N ARG BEAT R T S, I MRS S 56 K R AT B 7 M 1 3 0
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TG SSFNet X 3 B 47 4 i BEA T AU, HF BEAT BUali A0 VA T I SRV B 3 P I TR P 3455

TR R T, S0 20 ML 3.

Table 2 Average of the relative error of the cross validation of the neural network

T2 PR LA IR UEAR R R 22 - S

LD X5 25 (%)
Pres 134 054 223 014 090 178 050 044 068 0091
T e 207 299 239 375 068 1.18 1.10 196 176  3.60

Table 3 Experiment data under simulated attack

=3 BB T RS Hod

7 37 415 it Pies Jie
Wi Bt 0.998 334 1.985 34
T 0.771 101 15.836 6

R 10 &8 )7 361 0.775 508 14.101 5
FHIT 30 & 18 )~ 4L 0.777 763 13.240 5
FELIT 50 & 48 ) 6L 0.778 585 13.204 9
Tt Qpimic 2 5 000 0.969 434 16.769 8
$2TF Opimis 2 6 000 0.983 905 16.880 8

SR VS DP AN JeR M 1) T R ASCER S A 20 ol I AL AN 5 4 A A P R T D s A i e £ 5 9 AR A

THEEVP A 1 1 AR

24 I L EAT VAN A1 10 B SRR v SR R A 2 s (S)REAT T 55 3 v BeAT 52 3 ek i () 19k

JURE SR N B ARG T P P B S AR I (R A1 3 5 1 AT o, 32 B MUt i 1 155 P 0 SR N 3 AR 35 P 3y
SEEAR IR T A 1 2 e () A 2 190 208 MR A A 3 PR RO S o $i8 o B0 B AT 000 45 21 W R (K 3 b L3 4.

Table 4 Historical attacking data

FT4 P RBEEEAE
LG BUH
Qlimit 4000

Rau 84.151 0
BWinres (Mbps) 2

K5 Qimits Rart BW s VE T ANZE WA 2% BTN i) B 5KAG Py A Ty 7093024 0.771 101,15.836 6.
T A SR S B0 H AT T 1 IR B, TR Al FH A () TE S0P A 8 1 1 B B AT 5
wp 1=0.206498, w7 ,=0.793502.

R FH 2 ) 50 Bk fm 4 1) 5 925 SR A I VP A Je P B B A TR 1) £

0.206498

w, =
0.793502

4 N7 97 A E A TR AL i v B T SRS I R P 22 A (6) o S5 VA s 1 0 09 4

Ep=0.996000,E,=0.996178,

Serb Ep SR HR AR G id P V5 SR N R IR {EL, Ep AR B 135 350 55 AR 16T TR] PR 95 421
ZJE A 2 57 v S A

wp =0.5108,wr ,=0.4892.
B ASE P AR AT SR AT ) D Al e 1k T 22 PRSI ) B Ay

v

0.5108
0.4892
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PN B AE L 1 X 4 4 il 4R A b AT g i i FE AR
T 58 RYE 2R 3 (0B BE AT e A H — {4 A5 B0 RE B M
0.015139 0.418094
0.022885 0.388383
M'=|0.025709 0.387155 |.
0.681314 0.510169
0.731025 0.513999
BT S AT BRI, R wy, 203 M5 BN BLE AL B SR AR BE Z),
0.003126 0.331758
0.004726 0.308183
Z, =|0.005309 0.307208 |.
0.14069  0.40482
0.150955 0.407859
WA TE FA vk S AR B Z, TP IBOE BUAR AR Z, RN S BEARE Z, T g 2 A il P i SR N 2 3R R U3
TSR BRI UT 5 B30 P ST 38 S5 R B 7] B A R 4, N
Z; =(0.150955,0.307208),
Z; =(0.003126,0.407859).
Ay MITE ST 5 PR P S B IE . SRR AR D B BT, SRS AN BT B R e AR BE B €, AT HE R 4 LR S,
16 5 B4 48 it K D S 18 B 2 T A B B 35 K 31 6 000 11 7 47 48 it

Table 5 Relative distance from each countermeasure to the ideal solution evaluated form

the attacking aspect and the rank
5 NI A VR B T BEARAE AN BRI A HE 44
FHIT 10 BB EHL BT 30 BAEENL BT S0 BESENL T Qe 2 5000 FETF Qi 22 6 000
C; 0.336 798 0.405 37 0.408 714 0.583 664 0.594 9322
4 5 4 3 2 1

2 BT B A B AT g IR R w, 20 3 MOV AT BUIMABLIE AL UL SR AR B Z,.
0.007733  0.204531
0.01169 0.189997
Z,=|0.013132 0.189396 |.
0.348015 0.249575
0.373408 0.251448
MINBLIE AL kSRS Z, WP B E FARAE Z) R BUARR Z7 5 354 2 A i i SR B 2 R 3 28
BYFRAR B R AT s Gk P Y 35 A5 AR5 ) [A] 2 1A B H b 18 /N R T
Z. =(0.373408,0.189396),
Z; =(0.007733,0.251448).
GBS S B A R ) L SRR ) SR AR 5 A I A e (AR B B €, R IEAT HER A R LR 6.
755 BBy 4 45 il b g D0 S8 R BN 1 FFBA B BE 3G K F1 6 000 (11815 4 4% Uit
T AE AL SE I TOPSIS J5vEREAT SE8e, 5 A% 3C 7V 1) S 45 SREAT X LG AR B A& 48 ¥ TOPSIS J5 VA5 B
[E={R =D
0.3
i :[0.7)

VBRI, IE AL TEAZ B SRALRE
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0.004542  0.292666
0.006866 0.271868
Z,=|0.007713 0.271008 |.
0.204394 0.357118
0.219307 0.369799

Table 6 Relative distance from each countermeasure to the ideal solution evaluated form
the defending aspect and the rank
FT 6 BB A B VPAL B B i AR AR X BE S A HE 4
FELIT 10 S48 ML BHI 30 A7 AL BT S0 A7 FEHL 3BTF Qune B 5000 T Qi & 6 000
C: 0.113 627 0.145 474 0.147 403 0.838 965 0.854 925
4 5 4 3 2 1

MR HVE 1 B BB KA BTG AR FE RS € MR 45 R R IR 745 5 R & 18 0t b B A0 sk i

K2 TFBAAAC BE RS K F 6 000 F B 7 i it

Table 7 Relative distance from each countermeasure to the ideal solution evaluated by

traditional TOPSIS and the rank (with the weight of (0.3,0.7))
R T ALY TOPSIS J7 i vH 810 5 3 4 it 5 TF B AEUE 1 AH %o B 85 A% 44 (R 1) B 49(0.3,0.7))

FELIT 10 SR EHL BT 30 SR EHL FAKT 50 S EN 42T Qunie £ 5000 T Qi % 6 000
C,* 0.237 232 0.292 811 0.295 723 0.695 777 0.707 497
4 5 4 3 2 1

% 3 T LA H e bk BE A4 A I 0 1 i R BELOT 50 AN T80 Y5 1R 995 477 415 I 200 R e s A 189 K T A K
JEE RT3 4P 485 6 v 2 T BA S FE RS K 21 6 000 (1 5 47 45 I A0 R doe if X A1 3R 5~38 7 I HE A 3 R a2 B
Wi 50 AT B 3R i RKs 2 T BA B BE R K E) 6 000 RO 9735 % 5% 055 /T & i AR o 4
o IsF I') S0, O 2 () A5 Y P P R R 2 3R O sy IR UL S W AN B P 8 e TS S ANl i it b i AR S i BT 1S AR 2
fift AR ANTEAE— AL AT TG B T AR . 12t T 2 @k s b 1 7 JE P T S 3.

b R AR SO Y S T 2 P SR IR B 4 it 32 3 7 1k 43 ) AN B0 RO ) R R R T MO R A
FIKFES 6 000 [FI57 45 i, 1] F, £ 55 1) TOPSIS J7 v 4E T B PETE 24(0.3,0.7) (4% B0 B B T 488 2 I A
FIKFEA 6 000 [ 478 Jti. X 3 i 5 3036 6 (0 #1802 AR 55 42 v (R B0 4 5 e, LS ) — /S I8 4 48 it BTt 3 3
T IR 3 P 2 IE A 1.

HRA SCER I T VEFIME S8 1Y) TOPSIS J7 ik #8481 AE55 il 5 Hh (¥ B 47 4 I AR 2 A% 2 1) TOPSIS J7 1)
BCEE i)t N R F6 5 A7 AE 2 IPE, 2 3 it 6 45 R O S8 R 256 TP AR SR TOPSIS T 238 5 O T B P A
4 (0.15,0.85), I I 38 5t T 55045 B 1 45 AN 875 40 485 it 5 T ASURR (160 FH R B 8 DL 8. IR R 3% % BEL Y 50 A B Y £
95 8 it 7 AN e T PR A TR 24(0.3,0.7) BF I B (1 K TR BAAIK BE 45 6 000 (1575 4 45 il . 1 b AR 1) == M A
SRR N T4 SBR[ A A T A A N Ay TR A ) T A A T AN () DR b A 6 S A 1 B R it A
— S 0 S BT AR SCHR HA IR 5 vE SRR PR O 1 1, G i AT i B I 2 5 4 A PS5 v B4 31 110 R R AN R
HAN 2 S0 R A D 2 AN ) 0 AN 4 368 e TR 110 22 e R B 92> T 4% 85 TOPSIS U7 2 16 ZE WL RIUAS B o 1. 45
SR A IR it 2 v T AR EE A 25 AR AR TP I B it 92> T TR S TN T I PR

AR SCHR R T 2 S P R SR 0 B A A it 2 v Gy ) A R R T 0 SR e O e 1D g i R A T B R
B, L 48 TR R Dk B T JE 5 M 4 b (K B 15 e AR 3K B R S5 5 SR I A AE AN TR R R R B R8T T s W
PR e bR 350, 3T DAASE % 5 Y v SR A5 B (RO X 552 o e 7 4 1 B B AR M (R s T A T s 4
0T A 28 0 48 HEAT I 2, B T 4 A 8 0 5220 S 8 28 T LI (M o 85 07 25, 0 K IR AR A T AN 5 B S 58 3R I
SRR A6 P B ST DR LA A B 4 TR AT S AN SR I L BT, AT A R 4 H R T DR IO s e
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N, T A R T T S0 ek A e 1) 5 VR SR B M RO, DA 45 A BT AT B0 5 2 TGk R ETT S R I, U A H 5
BGE v S MR N5 3d.
Table 8 Relative distance from each countermeasure to the ideal solution evaluated by
traditional TOPSIS and the rank (with the weight of (0.15,0.85))
R 8 L4 TOPSIS Jyikil S IAB 47 48 e 5 1 B AR (K AH X B 28 2 HE 42 (BUEE 1) &8 00(0.15,0.85))
BHIT 10 SE- HL BT 30 BAE) " EHL  FHBT 50 S8 BN 3-T Qi £ 5000 32Tt Qpimi 2 6 000
c

" 0.424 414 0.501 301 0.504 757 0.488 163 0.498 989
HE4 5 2 1 4 3

5 B2 &

BT IUAT VA J7 3200 7 57 5 L £ 47 T PEAN SR I 10 0, AR SCE S M T DDoS By 977 4 il i 1 £ 4 (DCSM).
FESLIEA b A SR I T 2 JR P pR 5K IK) DDoS s 74 il 3 35 U5 1. % VAR 2 40 BE [ VA 48 45,25 T DDoS
T S B, 73 Joll AT ol 01 75 47 4 473 P52 AR T Dy e ki i e 440 5 R RV BT v S0P A Jes P £ B 2 PR O 3R 4T
B 3 18 it B B AR T S5 R DDoS Bl 7 it (1 3 i 0E AT 8 5 AR LI F 2, 8 A SSFNet BEAELH UL
SYN flood J Xt hik 2 44 BRI K~ T BA B J5E 1 S 9T7 97 45 Il 180 AT PP Al 36 UE 17 AR SCHR H PR 9 47 445 it e 2 7
IR IE A PR 0 LU A% 98 TOPSIS J5 122, JiE T A SC 7 VERS 9ol 100 DR 2% 5% i [ 20 R

Ja BB FU AT CLAE 10Xt 75 47 58 AR 1) 2% 8, S e 1 b 0 75 7 i R AT 2% B 5 )N 2 L e
TRRICAE A 5 A (B0 1) 17 35 45 JBUIS0 VA A 52, 98 1 2 1 B 378 32 326 T 155
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