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Abstract:  Anti-Reversing protection for persistent and high-insensitive software core algorithm has become an insistent demand for the
research of software security and even for the whole software industry. Virtual machine based software protection has been widely used to
protect the core algorithm from being reversed, but it is not sufficient for the current method to defend against cumulative attack and thus
cannot provide long-term effective protection. Time diversity is used to fight against cumulative attack to allow software to execute along
variant paths in different running time. A virtual machine based software protection method with time diversity, called TDVMP, is
proposed in the paper. The key idea of the method is to construct multiple execution paths with equivalent semantics leading to
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dynamically variant execution paths in running time. Main design issues of TDVMP, such as construction and selection of multiple
execution paths, are discussed in detail. Furthermore, a metric named variation of execution paths to evaluate the effectiveness of time
diversity is proposed, and the methods to measure and compute the metric are also presented. A prototype of TDVMP is implemented, and
upon which the experiments are carried out with a set of practical use cases. Experiment results show that TDVMP is effective and
applicable for core algorithm anti-reversing protection.

Key words: time diversity; VM-based software protection; cumulative attack; variation of execution path
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Sk SR B AL EC handler BUAT 5 21 R0 w 5E 2 75 BT VHC 4455k handler. Adjuster & % 1 FH K SIS AT IN B A 15
% VMdata FI455: handler. AT AR IS i W0 P&l 6 BT 7.

RDispatcher Selector Adjuster
1. Read VMdata 1. Read VMdata:: OFFSET,
2. Decryptor VMdata 2. Decryptor VMdata
3. Generator RadomSeed 3. Generator RadomSeed
4. Compute Rseed 4. Compute choice 1. Read VMdata:: OFFSET,
5. IF Rseed=0 5. IF choice=1 2. Decryptor VMdata
6. Choose Hdls; 6. GOTOL 3. ADD EIP, OFFSET
7.ELSE 7. ADD EIP, OFFSET
8. Choose Hdls, 8.L:
9. Jmp handler 9. Continue

Fig.6 Pseudocode of Rs
K6 Rs Kb Hk

33 WRIPHARRIT
fE % KeyCode 45 Hdls #5347 P4 Ui KeyCode .7 mov eax.ebx 15 pop edx 1444, 1l 4% TDVMP

R0 G B AT KeyCode [ 211¥) handler 731, 411 7 k.
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X86
Keycode obfuscation Handler sequences Sub-Paths
push ebx 00 01 Oa pathyy
pop eax 00 01 12
mov eax, ebx |SUP €sp, 4 73 04 1f 15 07 04 05 01 74

mov [esp], ebx | 00 01 0a 75 07 04 05 01 12

mov eax, [esp] | 75 0a 00 01 12 pathyz
add esp, 4 73 04 1b 15 07 04 05 01 74
mov [esp], edx | 00 01 0a 75 07 04 05 01 12| payp,
add esp, 4 73 04 1b 15 07 04 05 01 74

pop edx
xchg [esp], edx| 7d 79 79 15b pathy,

add esp, 4 73 04 1b 15 07 04 05 01 74

Fig.7 Multi-Paths of KeyCode for example
K7 CAHEEZEERER

e 5 () KeyCode B AT 4 44T 4% :pathy,—path,y pathy, —pathy,, path,,—paths,y, pathy ,—path,y, AT 4%
HIEM T AT KeyCode.

i A7, in 1 8 KR HL T mov eax,ebx it IV [ #543 handler #5145 ) VMdata, i, 55 1 4 1 #% 4% 4 00 01 Oa
0001125 2 4& ¥ %44 73 04 1f 15 07 04 05 01 74 00 01 Oa 75 07 04 05 01 1275 0a 00 01 1273 04 1b 15 07 04
05 01 74.Hdls; 5 Hdls, & Hdls P45 X I a5 1) 45 3.

VM Interpreter

VMdata Hdls Hdls

OFFSET, OFFSET, - b

S ] » Handler'y Handler" o

Handler's; Handler"'o;

‘Selector 00 ‘ 01 ‘ 0a ‘ 00 ‘ 01 ‘ 12 |Adjuster 73‘ ‘ Selector ‘ ‘ Handler'o, Handler"o,
Handler'ps (| Handleros ]

4 [| Handler'ss, || | Handler"o
EIP Handler's; [ | Handler's |]

» RDispatcher - Handler’s, Handler"s,

Handler';3 Handler" 3

[| Handler's, [] Handler"s,
l L l i Handler's [| Handler’ss |]

Handler'7o Handler"7

‘ Handlery; ‘ ‘ Handlerg, ‘ ‘ Handlergs ‘ ‘ Handler, ‘ Selector' | Selector"
Adjyﬂster' [ Ad|g§ter" |

Handler', Handler",

Fig.8 Execution of KeyCode
K8 WARFBAIITRE

Step 1. 4% KeyCode B, $WAT i FEFE ] VM Interpreter;

Step 2. #4T RDispatcher.izB{ VMdata 73 % Selector /%5, BENL A Hdls, 5% Hdls, ¥ B Selector 2:3447;

Step 3. AT Selector. S VMdata £33 OFFSET, BEALIEIEE 1 4l 2 & T BAPAT W R HATEH 1 4,
MK IR IAT T —A VMdata(00), 3447 58 J5 ,EIP $8 17 Adjuster,iE X Step 4. 70 AT 5 2 45, 14 24 i
EIP %% OFFSET, Jg#& i F—4 VMdata(73), &k k44758 J& EIP #& 1 F—4> Selector;

Step 4. $4T Adjuster. izl VMdata £3 £ OFFSET,, 4 41T EIP HE:W# OFFSET, 5 M~ —4> Selector;

Step 5. fEIF 4T Step 2~Step 4, H I B 5% BT A I VMdata;

Step 6. Bk VM Interpreter, $14T KeyCode (K F —435 4.

LEARTEIR VMP LA 380 (145 i 1,5 RDispatcher,Selector 5 Adjuster (IS &, 528 T Rs 1A Thfig Af

% TDVMP 1R % 5 SILA BN R Al 4 &, B A RIS k.
KeyCode #A R AT I, 8% 457 410 1 2 S Ak A e 38 T AS TR PAAT B A0 100 28 S P AR S B T i I 22 A9
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RIRICR . R T 7 B AR H 8 M hE D S ) 54 L8 DR e AR SR 2 5 48 BOR B2 B 1 AR 1 2 S L R I
g5 BRI 5 R AT B84 22 57 S OR B TDVMP (1R8] 22 FEPERCR.
TN AER AR E S BT PR AT B AR 2 S R A T R RN () 2 R AR R I ST,

4 BYE) B AR T

HH2E 2.3 T H ) Step 4 AT 40 F A4 n 4c X86 484 1) KeyCode, R ¢ g, Al 7= 2E " 4 $UT B 42 0 T
path, :hs(l;;) = hs(l,,) > ...—> hs(l,)

PATH = pathz:hs(llz)—>hs:(I22)—>...—>hs(|n2) .

pathcn hs(l,) > hs(l,.) > ... > hs(l,.)
A 2 20(2):

D(A.Ay.... A)) = (D(A, A) + D(A, A)) +...+ D(A, 1, A,) + D(A,, A))/Cr = D(A, A) /CrL <, j < m,i # ]).
H17E X 5 FIH1LD(ALA,... An) IR 0] 2 FEPE B BRI AR B 2 ) AVA(L< j<m), JLZE 7452 )
%? D(Ahlﬁ)Eil.Eﬂﬂt:

C%—m

_|m-3
m-1|

ks 22 5((3):
Ay, = D(hs(ly;),hs(1,),. 08 (1)) Spggy,,y + -+ D(S(1), hS (L), hS(1 )/ Sy

c2-c
——
~Ds(i)hs x| -ttt e
ShS('n) Shs(hz) ShS('lc)

c-3 1 1
+ +...+ .
S 1‘ hS (h1) Shs(hz) ShS('lc)

HRMEHHETT T Ty G oG T, 1A S () AT BT B2 22 53 Ty TG T

parn = (ahslc + athC ot ahsnc )in=

c-3| [ 1 1 1 1 1 1
+...+ + + s +..+ +..+ .
n(c- 1)‘ Shs(iyy) Shs(l)  Shs(i) Shs(lze) Shs(lny) Sh(1pe)
L 1. TS n 4 X86 18411 KeyCode, &1 ¢ IRBWE G 7= A1 ¢ 4 PAT B 45 PATH, FL R 0] 2 FEPE 1K)
[ BR DX 18] ) e ZNE R FHAT 5 45 25 e TS

I 3‘ or— e 1O 1 L1
n(c- 1)‘ Sh(1y) Shsthe)  Shs(i) Shiize) Sh(1an) Shoine)
1 1 H R RS & TDVMP I 8] 22 K P RO X AR 5 715 rhod i S e gk — 2P 46 E.
5 HH5xXK

PATH

51 WHEDHH

PAEB oy A A AT 5 S 8T, T TRER RS P R 4T 7 VR AR SO O VAT DU T AT

(1) EFxfEr&s T

TR¥ 5, KeyCode 43 L 78 A F6 4 4 Bk 2 Joik A SR BT 15 A5 5 22 IE i P A% KeyCode F 4% 1
MRS HT VM Interpreter (19344 v v JUARL BT, 24201 73 135 2 VMcontext, Dispatcher,handler,VMdata 5 45 1) 1)
B SO A HRCA O AR O AR T E AR B 4 K= RS 0 AR ), HL b T handler 424G 1E4T T AR TR
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H,VMdata AT T 3hAS I3 3k — 20 W0 T A AT e FE . AR AR ST VR RE S AR L B 1 Yo A AT RS T

(2) Extah& N

AR A PAT I R P BN 2% 5 i) VMdata,if i Dispatcher fi# %% 358 &7 selector, B HLIEHL— handler
HATHAT EG MR, BB KeyCode ™A i & 30 BUch 5 7EX R 5 JRAF BEAT B A 7B I, — e #48
TUEW) T30 17 T A OD,IDA 55 B # Wb A 4454 a0 1, EK B4 M S JE BRI T 43 7 14 3 B2 e b, el T g 4
MUZE 0 0 52 e Vb A 19 0o 3 JE T — IR Ut P S A 40 W 17 2 3 N 20 F 2 2N [F] 1. handler, i 28R AT 22 VR I
ol T LA R 100 22 1 1 1 R UL AL AR 15 20 1 I BRAT B, BT I A2 3 AN A ), 80 28 1 0 ks 2 38 5 O v R AR
s, LA B ] 22 2 0 R UMLK TR v S8 AT b By 1k T B B A K sl o i

UL 5 A% A3 AT AN B 2% 43 BT AN R A B 40 T A AR i b T ) 40 BT A R A AR KRR B R BHIE T R
Bk 5 0 R A% AZ 0 BRI (R 305 i) 43 AT AR T, Selector [ BEALIEREAS 1T 4% [l #3 Selector A< B (14 4V R — A% 4
MRS AR, A3 777, Selector 14 5 LA handler B9 30777, 5 HoAth handler — 2T T T2 U1 4 #LIF I R 3, —
EREJE RN T Selector ()2 4=t

TR A T 3 i B AR S R N ) 22 B R B P REFR R .
5.2 Nisl-vmpRZEN 42

FEXT TDVMP SR AWEFC 0 36 L AR ST vh I SE L T )5 2 R 48 Nisl-vmp, 3 7% KeyCode & Hdls BE4T # X
VR S 7 AR N TR) 22 Ff kLR AR B kg n 1] 9 P o, X86 154 JR VS - VHC A2 handler #5404, % handler
LR . RDispatcher J Rs #ifi A& X TDVMP A A% a6 43 (1) S I

-,
-,
-,
-

A vk h
e Jmamwmﬁ\ sfikeycode | | R4 |
7 v
—_— - e
M HFE Y (keycode) / - - ‘ !’ N
g A Yt A
Nisl-vmp — —
. X864 425 Handleriii&
(o) N X86 | VI(vhc)| Handler | VMdata|| || £ Hdls || Rdispatc-|| Rs
N || R Eaagl R || M || Hertik | ik
\
\\\ "4 B =] \
[ PEFHaiLE
N [ Keyoodestite | gt | urig |
\

\
N
N

Fig.9 Framework of Nisl-vmp
9 Nisl-vmp G444

53 MITHREEREITE

S5 AP T AT IR AR 2 S B A vk I R L I B A S AT (LA BB 7 A ), BB AR A AT B AT TR AR
TR AR BT AT B E R R

@© AT AR =M BT KeyCode JITFH 1) handler X1 (45 23T 410 B 7 P AT 404 4 4%

path;;—path,;,pathy;—path,,, path;,—path,;, path; ,—path,,.
@ THE=MRRBEIAT 4% X86 52 IWHAT A B 7 M IN T B RAT 4 4%
pathy;,pathy,,path,;,pathy,.
® FHAEZE S E=RRE KeyCode H1[R]—4% X86 454 AN [m] 1 B 47 [|] ) 22 5 8 24K
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il 10(a) il 1IDC A B SRR 7 0 pathyy XFRY FIHE 4 B BT R iR BR 6, & 10(b)#k X T path;,
177 3> handler(73,04,1F) % N (¥ #54. He b £E B T 119 48 — A handler 1945 4 Al T B A5 £ & Hdls, Jit UL pathy,
o v H 1 00 3% 01 5 handler ¥4 [A].

P 10(c) Al ik BCompare Xt bk T HARIR & 10(a). &l 10(b)+ 7 TR A &5 .

o pathy; f045 41 45484 pathy, JLALHG 356 4545 & (BLALAIRES 7 7R 50). 1 18] 10(c) W] 40, T B8 12 pathy 5

pathy, = R84 80k 32;
o [AIBE, %1 pathy 55 pathyy, 11§ pathy 45 96 45454 pathy, fdE 132 454, AT M 2 745 & 40h 47.
Spatny, = 4L Sy, =356, D(path,,, path,,) =32,
S =96,S =132, D(path,,, path,,) = 47.

pathy; 1~ pathy,
W 2~ K (3) T A5
i - ZX[D(Pathu: path,,, pathy,, pathy,) _ D(pathy, pathy,, pathy, pathu)J /4 _ (32 32 ] /2 0.435
Spathll Spalhlz 41 356
T 2y| D(pathy, pathy,, pathy,, pathy,) D(pathy,, path,,, path,,, pathy,) 4:(ﬂ 47 j /2 0.423.
P21
Spa[th Spathzz 96 132
R 22 2 (4) T 45
path (d p -+ d oo )/2 ~(0.435+0.423)/2=0.429.
lodsb sub esp,
movzx eax, al . mov dword ptr [esp], esp
lea eax, dword ptr ds: [edi+eax*4] push ebx
sub esp, 04 mov ebx, es|
mov dword ptr [esp], eax add ebx, 0
mov edx, dword ptr [esp] sub ebx, 04
add esp, 04 xchg ebx dword ptr [esp]
push dword ptr ds: [edx] pop esp
fodsb mov dword ptr [esp], edx
movzx eax, al mov d
lea eax, dword ptr ds: [edi+eax*4] sub esp, 0
push ebx mov dword ptr [esp], edi
mov ebx, es| mov edi, ed
add ebx, O add dword ptr [esp+8], edi
sub ebx, 0 pushfd
xor dword ptr(gesp] ebx xchg edi, dword ptr [esp]
xor ebx, dword ptr [esp] xchg edi, dword ptr [esp+4]
xor dword ptr esp ebx xchg edl dword ptr [esp]
mov esp, dword ptr esp] pop
mov dword ptr [esp], eax popfd
sub esp, 04 pushfd
mov dword ptr [esp], eax xchg edx, dword ptr [esp]
mov eax, edx xchg edx, dword ptr [esp+4]
mov eax, dword ptr [esp+4] xchg edx dword ptr [esp]
pushfd pop
mov edx, eax popfd
xchg eax, dword ptr [esp] lodsd
xch eax dword ptr [esp+4] sub esp, 04
pus| mov dword ptr [esp], eax
push dword ptr [esp+4] push dword ptr ds:[edi+1C]
pop popfd
pop dword ptr [esp] mov eax, dword ptr [esp]
pop add esp, 04
popfd push ecx
push edx mov ecx, eax
mov edx, es| sub dword ptr ss:[esp+4], ecx
add edx, 0 pushfd
add edx, 04 xchg ecx, dword ptr ss:[esp]
xchg edx, dword ptr [esp] xchg ecx, dword ptr ss:[esp+4]
pop esp xchg ecx, dword ptr ss:[esp]
pop dword ptr ds: [edx] pop ecx
popfd
(@ (b)

Fig.10 Variation X86 instructions of sub-paths
K10 TEEESHERRER
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1334
lodsh
movzx eax, al )
lea eax, dword ptr ds: [edi+eax*4]
Sub esp, 04 sub esp, 04
mov dword ptr éesp 1, €ax mov dword ptr [esp], esp
mov edx dword ptr[esp]
add esp, 04
us word ptr ds: [edX
h dword ptr ds: [edx]
odsh
movzx eax, al )
lea eax, dword ptr ds: [edi+eax*4]
push ebx push ebx
mov ebx, es| mov ebx, es
add ebx, 0 add ebx, 0.
sub ebx, 04 sub ebx, 04
Xor dword ptréespj ebx [xchg — ebx, dword ptriespl |
xor ebx, dword ptr [esp] pop esp
Xor dword ptrd[esp ebx
mov esp dwor ptr esp] mov dword ptr [esp], edx
mov mov. edx, 4
sub (ﬁp 04 sub esp, 04
mov dword ptr [esp], eax mov dword ptr [esp], edi
mov eax, e mov edi, edx
mov eax, dword ptr [esp+4] add dword ptr [esp+8], edi
pushfd pushfd
m%v edx, gax ot 1
xcng eax, dword ptr {esp xch edi, dword ptr [es|
;EE% gax dword ptr [esp+4] xchg edi, dword Etr [e381-4]
push dword ptr [esp+4]
pop gax xchg edi, dword ptr [esp]
pop dword ptr [esp] B
pop eax pop edi
popfd popfd
push edx pushfd
mov edx, es xchg edx, dword ptr [esp]
add edx, 0 xchg edx, dword ptr [esp+4]
add edx, 04
Xchg edx, dword ptr [esp] xchg edx, dword ptr [esp]
pop €esp edx
Fo fd
ods
sub esp, 04
mov dword ptr [esp], eax
push dword ptr ds: ed|+lC]
pop dword ptr ds: [edx] popfd
mov eax, dword ptr [esp]
add esp, 04
push ecx
mov ecx, eax
sub dword ptr ss: [esp+4], ecx
pushfd
xchg ecx, dword ptr ss: [esp]
xchg ecx, dword ptr ss: [esp+4]
xchg ecx, dword ptr ss: [esp]
pop ecx
popfd

5.4 BY[E)ZHFERRI T

©

Fig.10 Variation X86 instructions of sub-paths (Contiuned)

K10 FEsiein & n g K (L)

5.3 W 5.4 1 ) SEIG A IR 5T K KeyCode $UAT B 152 7515k
O S TE 3RS :Windows XP £ 48;CPU: 25 2
@ KeyCode $44T I [B]vH 5 7.

KeyCode #14T

B8] B A,

QueryPerformanceCounter(&t;);

NISLVM_START
KeyCode
NISLVM_END

QueryPerformanceCounter(&t,);

HIF G T4
[INisl-vmp JT 445 ic

/INisl-vmp &5 Frid
NS RT3

© PEEREES AT

X A%; P A7:DDR2 800 2GB; i #i%::7200 #%/43 4.
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lIResult=t,.QuadPart—t;.QuadPart; IIKeyCode $h AT 34 [a] 3 2 51
QueryPerformanceFrequency(&freq); HICPU P35 W) 4 17 B Bl 22 B A3 b i ek 75 1) A4

_i64toa(lIResult*1000000/freq.QuadPart,szBuffer,,10); //KeyCode #17 K ] (ns)
9 7 W Nisl-vmp (055 8] 22 8 P30 FRATE L T 6 AN H 09 3 B, 7 4 ik I3k 1.

Table 1 Description of experiment objects

T 1 SRR

B R A Fi a9 KeyCode $iik KeyCode 354 %0(%) SCAFR/ANEFT)  KeyCode #0471 ] (us)
Hanio.exe SERPOHIE SR I LM TR H AN 5 82 548 942 4371
Ipmsg.exe (WY S-S EPENOR=A7R 363 417 869 2 866

Calculator.exe  Windows [ 745 v 55 2% P2 7 (1) e i 18 18 549 48 2265190 20

Csnake.exe T I it A T AN 9 AR AL T 1) SR 60 233563 0.000 26

Compress.exe HEAT SCA s 4 1) B0 110 229 447 1.334
Hviewer.exe 167 By 0 2 o, o S R 1 B 4 2 195 556 20

WIS WAE handler $UAT/FA. S PATERRE. —FPITHREG G TFHRALE. FREEREOSBAT
PR AR ST A BB RV H AT AR 2 e R TN it 82%2,363%2,48x2,60%2,110x2,4x2 4% T M 42 (11 °F 3
78 gt PE A ek v B L AR 2 S B AT B R 2 e By A ] 11, B 12 TR,

H I 11 AT LA H Nisl-vmp CR47 G B 1S 7] 7 % 12 1 2 2 53 B AN AR D, B AR AP AN W () X86 48 47 4E
(3B 1) 22 B P R O AN M ] AR E T TDVMP AR5 S0 B it A Fr R

@O EEARFEF X86 $§AREATIRE I Nisl-vmp o SRHUE T X86 45478 K 5| 4 P2 L 4T VR I, T 1 AR ()

ZRBEBTH X6 R IRE S RINER,

@ AFJEzk handler 4G (VHC) I A & 7 7t K Ad AL B A [, 23 5 B0 [ 7 8% A% 0] 1) 22 7

® %% handler 4E & (Hdls)# 2k 1) 22 7 Nisl-vmp o) R[] Hdls $E4T 1R, )5 5 F1E B .

25 L4y HT, TDVMP ) X86 154 ¥, VHC, £ Hdls & 1 RI7E— EFEE L5 T Nisl-vmp B 2 B
RO

1.0 Hanio.exe 0.8 Calculator.exe 10 Ipmsg.exe
o 2o o
= 0.8 1 % o6 i
W A A
Loy 0.6 1 ¥ 0.4 -0@
% 02 { & 02 &
N
- 0.0 Hﬂ 0.0 ‘
0 20 40 60 80 100 0 10 20 30 40 50
Tz Tz
1.0 Compress.exe 1.0 Csnake.exe 0.18 Hviewer.exe
2o . e
N o 0.8 Ik 0.17
i 0 0
2 o 06 & 0.16
& & 0.4 & 015
E % 0.2 1 014
N
- : Hﬂ 0.0 : : - 013 : :
0 50 100 150 0 20 40 60 1 2 3 4
T Tt Tt

Fig.11 Average variation degree of sub-paths

K11 TEREFY 7 5 Seih 45 0
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Nisl-vmp I /] 22 £ 1 2R AT B 4% 2 5 P86 L i) 2 B
0.08 ——— BB dy /£ £ 2
0.07 | I A i e 5 20
T E w2 e b BRI ) R M i
0.06}
"
%— 0.05}
& 0.04) €
gg PEEN
= 0.03}
=
™ 0.02] E
N N
0.01} § §
000 @b:! .,—‘ X0 \ . L L L
=} = =3 a o 2 5 2 2 < ]
s 2 g 8 % g £ £ 3 E 2
T 3z 2 2 & ac 3 = g @ S
3 8] 5 )
< Q < o T
o O o O
N7 F A A N FH AR

Fig.12 Variance degree of execution paths
K12 PATHARZERELKR SR
B 12 W] AR HE S 1,Nisl-vmp [ IR R) 22 18 11 280 R AR R HH T I i) 22 44 R X o) ) e /ML B 3X 6
AR AT T &S T R AR (R 22 S g 2 KT 1 4% U0 Nisl-vmp IR B A8 0 I 1] 22 Ak
5.5 Nisl-vmpl$&E 247
TE FIAE IR SE AR BREE 6 AL I e (WL 1), 3 3 F v T % £+ Code Virtualizer1.3.1.0,VMProtect1.7.0
MIAITT &% B9 Nisl-vmp 3F AR 4. H 1 Code Virtualizer1.3.1.0 ¥ & b s i £ 4" J1 £, Virtual Machine Protector
1.7.0 B & R S RAAT I8 [1).
R 24T E AR AT S SO RN EE, R 3 4 T A5 N AR T S KeyCode AT IS ] AR 4k
Table 2 Comparison of file size (byte)
% 2 RYATE SRR B (byte)

. . {475 (byte)

BRI ERAT LRAPHT (byte) CVI310 VMPLT.O0 Nislvmp
Hanio.exe 548 942 567 343 569 344 577 536
Ipmsg.exe 417 869 443 799 442 368 471040

Calculator.exe 2 265190 2283175 2334720 2334720

Csnake.exe 233563 251 324 253952 270 336

Compress.exe 229 447 249 050 249 856 262 144

Hviewer.exe 2 195 556 2212079 2265088 2220032

Table 3 Comparison of execution time of KeyCode (ms)
F 3 PATHIE KeyCode AT I [H]2E 4K, (ms)

e - (SN WD)
BRI RIHIMS) T yMPL7.0  Nislvmp
Hanio.exe 4731 4423 4 666 4898
Ipmsg.exe 2 866 3488 4395 5296
Calculator.exe 20 45 64 203

Csnake.exe 0.000 26 0.233 0.066 0.088
Compress.exe 1.334 2.798 7.509 4.734
Hviewer.exe 20 29 34 30
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Bl 13 SE M T ARG IS SCAT R /NAE A K KeyCode HY (#4548 2 F S 4RAT I (] 19 A2 1k

LR AT JG SCAE R /N2 1K (byte) {4757 5 KeyCode — 4% 454
25 T T T T A A 27 BsF I AL
N ST I ) A2 4k (ms)

. E=cv1.3.1.0 1.8 ST

16 E=Jcvi3.1.0

) - 14 EEBVMPLTO |
2 g 7 EEEENisl-vmp g
by 2 12|
— H é
= = L0
< £ 08}
® - 06|
0.5} g 0.4]
H g 0.2
0.0 H H ' 0.0 =5 — il
I - § £ FE 5 8
- 8 8 & 2 - 8 8 £ z
[+ [+
o o O ©
S A IS T A

Fig.13 Performance of Nisl-vmp
P 13 Nisl-vmp PEREMA 45 3

ME 13 A LUE Hi:

o L5 AR BUALAR 5 4 1 A L Nisl-vmp A9 i [ I 475

o (HTE—ZARA ITIIPATIN 17 1, AN [5] 9 92 481, NisI-vmp 1] 1) 778 2 5 5 K

SR

@ b FARRIZEAE [ — R AR FHE 7R (0 X86 454 Nisl-vmp A 4TI I 21 (1 handler J 41 4% [,
S BT I R[5

@ AT AL CAT I handler JEAUMEREK) X86 54 Nisl-vmp 75 B247 i JE HAEALML, 1 2052 MLk
1T J5 FHE KRN R 22 5 1 KT N [ TP,

@ Nisl-vmp F0 I [ 22 FF A 2SR A 75 PR A T AR RT3 58 A I A )

DAL 1500 S [0 B 0 2491 I I 10 T B AR S, T AR, 7 B 38 5 o A0 W AR IR 278 % -4k 5

B9 X86 454 FI AN [F] handler F 1 ff 6 Inf P AAAT I 1) 468 33 10 A SE R — 25 5 BEAR SR AT 09 TAF

6 RES5REE

ARSCER T b B AT I 1) 22 FEAE ) B AL A GR 7 J77A TDVMP i T RESUNLIA OR3P B ST R AR
22 1A 1R 0, AT 328 38402 44 S0 5 G R 97 10 1 FD 38 ok S5 1) S5 38 2 W1 BT 80 v L A A e R ) 22 REAE 20RO F
FLIGAE BE T4 75 7T 4 32 Y .

A b AR SR K 5 9 T 0 SR AR BT AR AT B S AR b T AT 3RATT 0 7 3R O AP S AR AL AT IR
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