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Abstract: Internet is becoming the infrastructure and starts to carry more critical mission traffic where even a
short disruption can cause significant losses for certain applications. Nevertheless, traditional route protocols have
the problem of long convergence delay, transient unreachability and loop upon the network topology changes due to
links/nodes failure or various other reasons. Unfortunately, the transient routing failures are very common according
to the experimental studies. Numerous routing protocols which can provide disruption-free forwarding and fast
recovery have been proposed. This paper firstly studies the root cause of transient failures, and then presents
classification standards for survivable routing protocols. Thereafter, it focuses on analyzing the fundamental
mechanism of existing representative survivable routing protocols and comparing their characteristics, performance
and overhead. Finally, the current research status and open research issues are concluded.
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Fig.1 Example of fast local rerouting in IGP
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PA ni AR BRI B0k H AR AL d IR S pke,pkt 52 5P 3 4 B AR TT RS 5 % i #8 ng 2E H RS d 19 cost(n, d)RE 2
H I 3 P A 5t 1) pkt.cost=cost(n;,d), 32 7% ni_q Rl ny B Fh— 25, B i 35 ng K R0 R AR RUEE R B i, JEEE BRSO
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T 4 B8 2 HF 85k pkt.cost=pkt.cost—cost(n;,Ni.1);2) pkt.cost<cost(n;,d), it W] ni_y 5 n; Z 1) B FH A — 3, N 45 LI 4k
TUCSCIRAS, B Eh 285 0y B 1% B A 58T 6 D9 SRS np K0 SCHG e BRI T — Bk njeg, 3 HLSE BN SCT &R B A2 H 48 0
pkt.cost=cost(n;,d)—cost(n;,ni+1);:3) pkt.cost>cost(n;,d), i M n; BAEL niy Bk H AR EAG K T4, LI, n, A fgdk
S BN T — BRIEAT 3% 0, K e JRA% 00 B AR 500 PEIEAT B e 31 ], 3 HL BB ST 4 B AR T8 A
pkt.cost=pkt.cost—cost(n;, n/,, ).
Tk xF i 3 Mo ) Ab L, SafeGuard fi 1% 7 H I SRR % 2R 2580 1) H Ak e 3k A T 8 £, i 3 D) 5 1AL S
2.3 A A REE K H

[T Internet /1 AS [FIRIASE, H T 5258 FIB (M7 VA TR 2T AS S THE K ST i) G818 i 4
16 BGP AN UAT. 2 iy, B o 3k Do) e 4% 2 20 3 A A b BT B B pl k. A R ek ) P R e 3 P T
6 ph 1 SRR [R) L R 6% 08 A, 32 B IX A T A BE AR I LT 5T 07 V5. BGP Wil P BB CAUE . B Rindh. 0
Sl et . S Valley-free Hms IO B AS T 5 B 22 70 4% B A2 10 R B, IR i, IETF RTGWG 4154t IGP )
T T B AN e B T BGP.ZJE B U T BGP M. B EIT £, T4 %0 BGP A4 2k, 15 i)
PRTHCER % £ P 10 25 BRI T, — 2D IR T

(1) S B 7 % 1 Y. Bonaventure 25 NP4 H T Ok A 4 e i g TG T IR AR 1P ORI BRIE O T K,
T o) B T B % SR8, % 1P BEE N — BT DUE D B R EE RS I T Bk, EEAT A E ROkl B
pe-se(primary egress-secondary egress)f#iE (R4 A~ AS (0] () FEAT 8% A A £ -k N 11 pe-se(primary
egress-secondary ingress)f% i {4 A i (stub)AS 5 &L (provider)AS < [A] [ 35 [A] 5% B . >4 35k [R] B4 2% 5% 3K IT, 1%
FH 45 BE A A FH 1P 10 R 24 i Rl 5 PR AE 40 R AS 22 [R) TOUAE N7 195 3 1) 7 72 1T LA 6 AS (] f 2% B 2K
B ARASBE R KT 5 AS S8 2 0 AN BLAT 8 M 1 LT B B A A 0k ) B

(2) R-BGPIA.R-BGP 7 BGP WStk it v 4 I T v 54 1) 45473 4 4% (AIF TG rh Wi 6 % 8K T 1 BGP BhSUr 4
FA G 3 10 £ A BEARHV TR TG 3 /N 4 4 B AR K 0 0 0 R« G B i LA R W S0 457 1A ) 46 4 B A2 0 T8 1
A1) #L,R-BGP {454 AS RN ILR AR B AR I T — Wil 5 — 4k 303k H A A 4% %) B K AN AHAE B 42k n DA f
Pe;R-BGP X /1] BGP-RCNUEIfry R ARZE 45 AN % o o 9 Y JE o i A\ 2 2R U545 . RCNI(root cause notification), L
T G AT SICE R T P R B S e S B R T AS 2 TR R TR ROG &R n JR AS I bR 3 A 48 TR RS e S,
% AS 1T DLW 58 AS 2 AT DA SR 1 i A2, AN 452 103 R X RE S AR R T 28 3 AN 1) J1.R-BGP B&AIK T 18k
FEIR RBEA 2% 18 IBGP AH G I R R F 44, BB T BGP 1 L.

(3) BRAPUL.BRAP {115 24 H B 1L 4% 3ok i i ¢ 2% 20 6T 308 3o 45 473 8 01 46 1R B0 0 BRAP LASRAT A% 1E F 5 1,
BRAP (1) 3= 2 S AR 2 AR AN I 0] B 1h 3 A B 7 S B 45 LAA, £ RO SR BRI 0 200 LA DL Il g
@© W5 & AR IRE S R B AR S AN G T A BB —Bk B 2A B AR AR, @ 3l LIRS0 B AR 1)
80, EIR & B XA A B EAT AR I I % 42 AR T # th 4% B LA BB A2 R R ) B 42, 84 1 B R IR
A B A% e AR TR Bk ) A 2 28 B0 e A S ) A D T R A R e R B T 24 B iBGP B O DA R TR
AT A5 FH T 46 470 5 450 R A A b R 7 5 T . BRAP JBURA T B K AN AZ I 42 1 45 1 0 s B O 3 8 1EAT T % 1,
R ILER SZ I T — s R B th SR B B 20T BGP B Bl

(4) D-BGPU“.D-BGP it i 15 2 ¢ 44 14 J7 v LA M8 N sk 1) 8% 42 22 % M, 7 B % K 280U 1R AT DRl AR 1t T Bt
H1.D-BGP K5k [ % F 28 B3 T e A 15 12 Aest LD IE 7 — 45 15 S A R AR I3 K ASAH AL 1K 45 10 B 42 O

D-BGP 8 1 1 A~ B 161l 4% A4 LAk 2 T8 45 305 S5 LA A7k TRRS 6T T2 A =09 0 u, B 1 u 1 T 4815 s & ) u
WS T HRAAERA L RS H R R WAL R 1 ) B AE B B, G Rm AR 122 2] BN %10 6 12, 48
XSG ] B (1) 4% P U SR BB AR AR Best LA M BAR A% Opo, T8 | N B R 545 2 TN Ry SE 2 103 8 H
W R DL AT R AR — W75 8 u AR SR ET A0S &0 A Gue® Wik v B v EEKER 8
H AR Dt Pt VAU=0 B | Rrest Q=0 MR RABETT A v D& T — KAWL HAEQ WHR| Rewn Gunl<
| G R FE 7 u il 5 1 45 0y B A2 AN GESE I v 119 2% 000 8% 4% 1) AN HH 28 B3 A P 3 P A 4% 1 ] LA ik 2 378 45 94 8
¥4, D-BGP 7] It 4 FF RCNUETHL A1 1 s g 5 L K% 38 0 8 .
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5ol ) e B 4 % LY 9 7 VE R 7], R-BGP,BRAP,D-BGP 6 i8L A% 00 AR A A AH AL B2 AS B 75— 4%
5 i R AR ANAHZE (1) AS 24 A7 6 A%, 12— DG &5 A0 B A 1) 1 %, 2 R 308 g s TR S 3 B AL

(5) — k% i1 (consensus routing)?.Consensus 1 1A % T 43 A 3 28 48 o R B A 3 4 e — Sk
SRS (14 20 56 T A 75 8% Hh A7k S AT T30 L B8 24> .Consensus 1 Hi K455 1) B £H 10380 1) 22 4 PR RIVE 1 43 5 2 4 ke
ARG B ER A A e SR AT oh SR I B AR AT B R R S, 5 A 36 3 B 2 2880 T K R PR T e Y 2R
B HENE 784K Consensus ¥ il it ZESRAEAN I M BE Y BGP i th 81k 81 4 )5 A e RS 56481 BGP L,
Consensus # HH1T & IR T BGP [¥) 55 5i.Consensus ## HH£E 5 SCHE RIS R T W PP i 143 28 i 2 AR e A X
g AR 2 Ak T AR e B T B R A AT 4 R — SOk 1 el B Y R T R AR SR I AR SCAN R IE B
R B NI I e A X, 32 B R FH AT (i % (deflection) . %¢1i (detouring) . [HI3E (backtracking) # 1/ (backup)
65 E AL A R R A T 3

24 BRYTEMLENRTE

735k Py PR T 5 o, AN T RO B 1 5 SR AN 2 4% AT AR v R 4 A U R R I AR AR T 1% A 1
645 I AN Sy AR A5 S0, 45T I A 0 A R AT A R S0 A RS R B A AT A H LR e, A Hh T
HE A T BTSN (R 45 A WL 45 R 1030 40 2 i e i K A 4 7 B B A 1 i AT — SO S0 AR
SR G AU 2 AN A AAEN T B G ST A e T B Gy B2 AT i B AL Gy TR T A R AR
R R AT 0 — B AT S Rk % 4 T B D A R R A R AL T BGP L IX B AN K
N7, BGP Hh S I A5 R A T B Ky VR AT R dE 8 BOIE S, BT, 0 A 4% 4 1 1R D 9k RS TS AL

(1) #E% 12 RRL(resilient routing layer)“S\RRL i i i 75 SR AOBERK 1. 5 55 n 7EJR GG 4R 4 G LA
B 1L 5 n SR BE 5 40 045 B0 S0 307 B RO <27 BIAE 27 Fp A 35 JEUUR 30 I T A 00 i AE2 S0 5 e
TN 0 AR RGN A 0 FEFEL PACE 5 IE B — SR M S R R TL P L RO
RN A AL T T AR ORI B, HL L A R @ R A A n 12 A o n AN B AR AR
SR n R, S AT AR T e A IR R 0T 2 T [ e AT AR B R R AT AT A Oy AR A5
WA 2 T2k 7 RRL AN Ly #0057 7152 RIB T FIB, 245 /45 5B I, 2 5 2% b 28 1T LA B B4 3
PR I R BT IV (K22 A SR AT e R, LA 23 3 BOA

(2) £ i MRC(multiple routing configuration) ). MRC %t RRL ik — 5 i1 LAk, & —Ff 3 58 X% 45
46 RRL, 5 RRL [ X I 7F 1, MRC 1 i BR il 145 A F LA 375 46 03 40 40, 16 3 R I T MRC (A 6 & . MRC Jil
AR JEEE I G=(V,E) bt 7 BRI A n RV R | 3047 B S RS 5 11 45 B I e 4D Cp BB | R
I dh Cp 104 b 128 2 5 FOBUE wip(1)=o0, | 8 BRI 45 Wo(1)=|E[xWinax 5o 77 Winax /15 B G #1145 JOBUAR, 38 3ok %
555 u RIBE 0 B 3R AT 5 R PR, R LAY A5 U B B R A u AE Cp R R AV (U,v) e B wp(u,v) =
[E|xWimax, FH.3(u,v) € E,Wp(u,v)<oo, U, 5 i u RV B 25 n LAER AR 300 | 0l B 88, 38 /s AT Ao i e AN 2 25 | A,
e 4 1 A B ), 3 s BT A YT SRR A D | A A e S W B A B 8 P B TR A S b Cp P DR
25 5 S A PR LA A B 28 A 8 T A AR G 11 e A o 28, A5 At Y A R 3 PR A i DAY A L
TR 7E Co AT R A Y s AN S 2t u BIA H b A2 MRC A, 2R 31 26 500 K I8 2 55 40 by 380005 7 PO B /1 05
e 0 A 4 v, 8 S IR S RN RE S U B — K S A E . MRC AT LU 5 i A &2 3 4 %t MTRI
RFC 4915 {1528, 5 T8 45 4 B A0 G e 5 70 T, 7 S8 o B0 K B (0 1k 52 3 40tk 41, Apostolopoulost 8t o £ 4
F AT T WF 9, I FLG BRAR A 03 4 $0 0 Bt () RLEAT T % 1

(3) IPJLAH IPRT(IP redundant tree)! )75 £ 45 1 B IR A Wb 9T SI3E H bR 5 D IR 20K T 1 dn J
B AR B IPRT S 4435 LA H AR5 150 D I A A TU A A SPTY AT SPT2, J X AN h 4% 19 FIB BEAT Y &8, i 13 45
AN H B2 HAT AN B5E HFR T SRR Bk Lo, 2 SPTY R — Bk 0 B B /15 5028 28 LA AT LB 3 7 % i B SPT?,
DABRUE G 5 G P W7 3 Hp O A R TR g 3 Jo i ] AR FH 2 s 1) R B

(4) MARASP 554 5 () 8 i 42 % th S92 RA0 368 110 LU B35 O AR IO 10 TG 3 B DAG (B $5e 4 B4 42 ) A [+,
HT DAG Fit S b B A5AN 15 W9 4% B v (1797 S R AT #0408 HE) 7, 10 MARAS SRH T MA HEP i 1) MARA
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DAG 75 W 45 [ v 1 T AT & 2 AR, T 0 B A 49 R 838 H RS9 3R i T K& 454 6 12 MARAs 5
N TR 2 B AR B 20— B RIS . 20— IRt 20— IR R A 74 3 BR A2 . MARAS SR T 46

Normal
Regular node-link O I

Restricted link - —

Isolated node-link ~ { ) ————

Fig.3 An example topology with one backup configuration in MRC
K3 MRC ' BA A A0 4 AT E sl

3 HEMEZRMIHRAEFER BN

FERIST 2 BB R 307 S5 i LATIUIN AT H BT ¢ 2 R0 R e, 45 SR 200G 04 st el DA I G Al B
R X PR B vkt R T BRI A RSR TR FIB BET, 3 RO7E AN BE A 60 A 2 00 i 6 ¥ N S8 vk o
AR ARVER) FIB SRR, 24 SR H A 45 K4 1 B DR T A 3t T % el I, g 7 A B8 o 9 AL BE 8 AR
AL Jid 8 VR, T G 9 S R ) Al e A At A ) ke B, 1 S AT A i 0 Al 2 2T R T A T 2R
B N A e A P A b bR B85 2l DLBRUETE M TG P T e A 1, 200 A A S A B e e B e W I FK) 23
A1y 3URF R B0 A B B R R0 5 B R A P e e P UUAE 2 2R R0 S R AN BE 5 A DR AIE B ISR TE A 1R A 58
L Qi

T, NS 22 7 2R 30 53¢ (9 0 3 R WAk ML, B0 5 36 st 55 2 45 R A 7 10 8 i 2%l T REFK) O e %2
R SR A0 I AE 2 8 1 I ST OB AT B AR 1 8 B0 A S A N W AR A A L o A S U
35 45 T~ T A AR B AN P X R AR A S AT B AR L A T4 R ) PR AN — SBT3 o3k A i
3.1 ZRYUTHWEMLEHRTE

R4 Menger’s 5& BB @ B G o 37715 55 2R, W 48 AR IR TR (KM 7R BE 45 1R Gl kon [RI/ATY s AR AS 3%
P 12 OSB82 2 2 R 2 A I b DUORAIE S B 1E 22 00 R AL 3 55 T e h Il k.

(1) 2DMRCPY, 2DMRC 5 MRC 47" Ji LU A6 P AN 37 I 2 2 2, 8 006 A LR 3 AN 4 (1) 78 b 5 45 45
U PR 0 HP T A u D AN REAE by T A AR G R AT LA A B B IO O SR R B A AR s e
RQ2) BRI T RN R DA JRUH A I 1 (B AN B A Y o N VR S R AL (3) BT T
ot 2 (8] 6 5 A8 A AP AR — A % 0 0 40K SL B B9 4 R (L) we o T B IR % 1A B, 1 4% 14 (2) A 4% 1R (3) W s T il
I35 4% 13 4 0 RO WO L85 45 R 0% 76 [F) — S 2 00 0 rP R IR S BAIX 3 AN AR AR R B N BR 46 2F R i L B A
HNT I 2285 00 4 A0 0 0, BT 758 W AN AL R 0000 W Ak 28 A A A — A 2 U 0 IR I AN LR 24 IR R
RGN 3 1o i R 22 AN £ AR 4 N EAT 22 SR DLER AT T I R A SRR A ALt ZE A L B R ek
s3] O(VP).

(2) M7 XUEE i 2 e 5 A B I 4D 2 3 E BRI G=(V,E), i MBS RN A ueV AL 4 ANl
LANTE IR 1A B AL uo,3 AN 46 0GR 5 Mk ug Up i ug K 5570 A u SR R BE R 20 B 3 MR AL R L, L L,
RIL, A58 u b 3 MRS EIMICE,F3 0 G, (V,ENL, ) i=1,2,3. 300, G, A L, Bk LU i 743 20 1, 1]
CUUE B IX Aot 36 T VA GRIE SRR R I G, HORE 2 138 B B A AR AR B G, +h A €4 (collor tree) HR LLE
RS04 S, ={v](uv) e L, Y Romilad L, AOBEHOER: u B0 AR & E BB AT u RER R LS, S,
(00747 it T AT S 0 4 S A i B R AP i g 12 P BSORE PR A B R () e R 5 - e o DA 2 200 R 4% it
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3k HA W B A% B O(VI|E]).

(3) 42 P4 (path splicing)P®L i 1% P42 3 i 5 22 A BI3A Rl H A1 50 10 o S B A 0 (B LA EL A3 25
) 3 L B AR M R O B AL T B AR, i 2R 0 0 0 R S Sk v ) “PF AR S 3k (splicing  header)™ T D) 48 41 SC
W IR AR AT A Je Ik 5 T B8 e 2% T DA ok AR B R S Sk R A b PO EE B . B R PR TR A I |
BE BILPR B B % AN T DL 3R AT 2 A0 40, B AT 2 A B b Wh i30S2 490 DAy 3 8 4 0 T 50 I8 (1) S5 s A AR (BT R BE), B
HURS BBk L (i,))=L(i,j)+weight(a,b,i,j)xrandom(0,L(i.j)),L(i,j) 2 7 i 4h 5 % B AL T Weight(a,b,i,j) 26 75 T £ i j
2 V) FR) JER e B . B A, 4 A5 R % Random (0, L(i,)) 2 7 [0, L(i,j)1:2 1] T Bt AL 3. o

Vi,j,Weight(a,b,i,j)=f,,(degree(i)+ degree(j)),
fap A T X [A][a,b] 55 degree(i)+degree()AH ¢ H £ 1t i £ FE LT B 2 A Fr BL LU SE 38 R B8 AR R s 24N B
Y10 B AN V) 4 B LA ) 01 S H R R PR BRI SR S BB AR AU T e v B AR SO e PR Ok 1T
ROCHE B BRI 2 7 b ST Wi R

——» Slice0
————————— » Slice 1
— » Slice 2

a|
(1 |4 |a | ‘ IP header' ‘ Transport header ‘ Payload ‘
+

Forwarding tables at s Path splicing header

Fig.4 Path splicing
4 PR

5 MRC A[F, B A2 i/ 2 ISR PR SCK ™ BLRE XS 22 A4S e 30 (H = IF AN Be R IIE 100911 7 75, M 1T %
ICT S0 2% B A, 1 B8 AR P B WL 30 B B A TR AT 2 AN 90 0T B 00 1IN O B0 e T AR
PTG T BB Bl A A . B A2 10 e T S ek R B3 67 P 250 R0 A 5 A B 0 ol 2 o 50 i B IR I 3 I

B AR PR e B a2 e IR, 4 SO R ISR B bR 3 R AR I 2 4 B AR, 18 AT R OSSR P A
15 5, I AT LAk BGP #4513 v (1 4% 43 S A% SR F X J vk S Sk 43K it LM DAAE FH fe KA AHAS 647
32 EREHHAIME

BT ST T 6 4R b S AR B 10 7k, S e T S R0 B T 4 44 )
ST 2K £ 8 A HF A ol SR SR 7 VN 2 A KBS T MM S, sy el Sk T AN o
LY.

it (1) FCP i# 1115 55 OSPF i th W1 AR 7, FCP 3 R B

X WSl T, T W i R G B FCP A

IS 0 000 905 46 0, T 230 B 705 o 495 A b

(D) i 8, 54030 11 S0 DB, AT 0 T it P

T B FCP AL LT RCPEIGP-f3 4 4t

S 4 VLI, 24 B ol 380 1 MU FCP 2030 ko A

B AR 55 L 10 S 4% 06 B ol S B B S0, L B

T2 I 7 P 3 Ak FCP S T LA 157 11 368 TF i
B SR B . I 5 R T FOP I Rt .

4 747 B 15— B 4 4 0 PR B R PO T e

F={B-D,F-E}

Fig.5 An example illustrating FCP
K5 FCP Rl
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) SR-FCP(source-routing FCP), 2 1 Bk b4 76 5 SO 78 0 58 2 1) B0k B AR IR AT, N AT B e 38 4% R S0k
8 0 1 B A0 2t L A ) 81 2 0 B L W B A R A B N N R S Sk TR R U TR, T U B B AL
B AR S YR % 4%, SR-FCP b ] i -8k 1) 1% .

FCP 7E 2 R BOL T 1T LUGRAIEJE v W A AH2, 11 T 8% i1 38 ) LF- 75 B0 B A SR AR S v 508 1) i 42, B
A8 I B AR G AT 00 7 VA A 23 0t L Lh s CPU 11 B 4R 3 L 0 e SCSk I8 R HAS BEAS [8] 3 , 70 A% Lo 86t 4 v v
LS.

Al BISFEoIRS FIRPSHEAT T 37 8 4R SCHh #5411 2 R0 4 1) B 44 00, 241 s R ) 28 2 e K s 3 i
FEC AL T A Sy R T I P ) v S TG v T R AL T AT AR 0 2R R A B L DL RE e B B O A B i
SCEE K A LR 2% R, HL BISF ARAEMRIE 100%(1 78 .

(2) ACF i N ACF 4232 78 ik rh it S50 5 42 5 B E AL IS AS — BUR DI 76 6 Eh A — B 5 00 T SR AR
I FE K 82 W 7 92, S AE IR S0k p PR N i A4 B 328 38R (path trace) BB 44 B 3a (black list) A A LA 4 B o g ek, 320 4T
FIAHFER B VE P R AR R Rl p.pathTrace, H LLIC SR SR & HiE () AS %13 4 AR K
p.blackList, 22 44 Fuisk 4 1) AS 1§ th T TCHR SRS 1) B A2 50 1% AS A RES | R B, T A REHE 4R SCIE #1420

ACF SR SCAL B FR W R 2978 AS, 77 AR S p, B H AR ASq I8, 477 BGP i fi#3 kil p.pathTrace,
WA AS 5 A5 p.pathTrace 7, H SCRE 4% JE & B G R n A A+ AS 5 %81 71 p.pathTrace H1, it
A= AR T BRI, 2T BGP M AR ¥ p.pathTrace F1 T 111 AS 5 B 4 i £ p.blackList H, [F] i i H 4% A& 1
R RIB AL p.blackList 144 #4224 77 BGP 4% H 25 %o &40 B 42, DB R SCAL S 2 ASq I, 24 i
BGP ¥ #6625 e A< ik 55 % % (recovery  forwarding), Fik% 0o SRR AR, 41 S0 3o b2 5 R Mg 41 S0t 4 20 3 A
AR AEBRAT I AS, . LT Top-10 AS, AS, [RIFE 1T DL 4% 55 5 ke AN b Pk B2 7% 2, LSS 1] BB 1Y) 22 2R 808 ¢

ACF TEARSCS 30 T oK 52 00 TRAH, BRI (19 48k A< 8 mT A8 AN s 00 1% 1 288 10 S B RV IF ey 2R
P B R 4 3 P A K BE IR I T RE TR i [ AS SR 1) % R B AT

4 HEFMRREB I LR 5N

BT AN N 3 5« BOR (9 A A7 PR eh B SUA A % 8 BORE LN TR S AR 2R A R B R P ST N AR
TR 1 ANZATT O IX e WS AT T HOAE A 468 D 0T NEeE R AL L A% BLI LR A8 T HURL T %
WO R Aol 75 AP P SACRE IR K W I 2R ) R, 53 b, 80 Al R O SR e A L R 1 T AU
WU ROCH KT A FRE R A, BS A 55 VLR P None s o i AL 5 i 46 b,

N TR DR 3% 2 R AAEVE B e P SR P BEADT R EAT T R, A BRSO ST AR | B A% i 8 2 (D 4%
HARA AN T B AR B I 2 R4 . SR . P S A R A A L EAT T SR G LA

PEAFPE NSO BE RS ) SR S W T P SRR B L PR RE A T4, T e A2 v B 1 R A R rh U e 2 Y
I B AR BT R 1 AN 2 (¥ B, A A7 P e e P 30K B A2 S ST AN 3 (KT L S 2R A0S 1 e P A £
FE3 5 USSR AR B PERE S TT RS HEAT 1 20 Hr AL 4.

(1) SEB Ui 5 5 B b o 5 v 5B A2 10 L AL 0 T 2 36 Pt B B A2 10 Db O30, iy T 47 B A2 0 12 i
Sevh S, R I R 2% B TR AN S W R RE AR 3 2 PR 3R 24 T ORI B 0 ST B e 3 % i A, S 6 2T
VAR A% L A b PR B oh 45 5 LT T LK B T 4 R e e o A MR B B T B . SR 1 R SRR
FHT 5 36 R AR 3 B it T o 1005 30, AR DR S B0 4 R R W] 1 2% 05 Yk 1) R P RE I ST VR (R i i, 7 BEAE B
Hs T ORAF B 22 RS, HL AT RERE A 22 U SR 3R M 17 T 4.

SN 342 5 VS 0 P A A SR A8 Al B B o X O R SR R A T A AR (H AR 2R
REANRSC S PR A SR BEAT BRI R BR AR TH 5. Lt FCPI ACFISIAS (1 4 S5 485 45 Al ) W IS 4 S Sk TP K
AR, B b s e Y S I PR AT R T 5 A A 43 B R DT i LR SR T A [ 5, B 5 1 S B

(2) sty Bt A 00 VA B2 5 A M A 00 R T Bl 110 BB 248 K 2 B A R B e PSR T A M B 0 LT
i £ g i, HL A T BT R JRE AT BELAIR AR T, A M i 20 TR e o B2 10 B A D) S A S R R ST A
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TFAS BN 4R A 1 20, 08 8l Ay /3 1) s 7 0% o 5 Ak 45 0 T B 25 B3, Ll 1 Deflectionst™®) FIRBO2E: Dy T
TE IR 28 T BAR S BIIR R SC VT BB 4% 2 IR 20 [A]— 19 A, 3 e 19 5% 8 U VR 9 s L Ok A T I 4 T Bt el A
A 1 Y R A% O B AR, VT BB R A B L B R U I AR 1 o L 1T R B A4 DK ST T LA G S A ) L A 2
B8 om0 A ).

AAE PR PR B S B A o MBS, R PERE . SRR e bE . AR Z A KN
EL 2 2 A f 8 40 Pk REFE AR L 48 200 T b 5 28 451 U, MRCYCME P o /0 ) 45 0 4 40 FAAIR T 70 T4 (H L SR 45
T T8 P 285 R A, AT 5 3505 0 I o i 42 o PS8 B 3 S AT K ) 5 R R A AN 1) A BT 2 T A T 1.

Table 1 Comparison of characteristics of survivable routing protocols

R L EAFEE R P SCRE R PR

Protocol FailureProactive/Local/Multi-Domain o §rolut|pnst Assump- Si nalDistri- Packet
type | Reactive |Global| path ong ransient Loop tion 93 b uted forwarding
convergence| unreachability
OFIB®® |Single|Proactive|Local| No | Intra None ?j;)dde;; d Our;de;teed F;Zrll::aed Yes | No Normal
ORMS™¥ |Single|Proactive|Local | No | Intra None None (?erdde;teed PngSrEed No | No | Normal
Bl |e; : Reroute,
LFA Single|Proactive|Local | Yes | Intra None SPT GT No | Yes | Normal
backup nexthop
U-turn®¥ |Single|Proactive| Local | Yes | Intra None backRuegonl:et:t'hop SZEi:t?gﬁp_ GT No | Yes SET:SE;]
Tunnels®™|Single|Proactive| Local | Yes | Intra None bacl?uegaronttffhop SF;I,I;?gﬁp— GT No | Yes SET;:SE;]
vial34l|c - Reroute, SPT, encap- Encap-
Not-via“*'|Single|Proactive| Both | Yes | Both None backup nexthop | sulation GT Yes | Yes sulation
‘?ef'?3°5'1 Single|Proactive| Both | No | Both None Deflection Deflection GT Yes | Yes Tag
tions rules architecture
T36] i
FIR o1 |Single|Proactive|Local | No | Intra None Reroute . Fallur(_e GT No | Yes Interf_a_ce
FIFRN inferencing specific
Safe- . Transient- Remaining| Carry Detect
Guard!® [Single| Both jLocal| No | Intra | None mode path cost | cost, GT | T¢ | Y8 lthen rescue
Protec- |.. 3 Reroute, Encap- |Policy, coll- Encap-
tiont*!! SinglgiPraceifge| Local | Yes | Inter None protection tunnels| sulation | aboration No | Yes sulation
R-BGP“? |Single|Proactive|Local | Yes | Inter RCN baziijopu;t;{th RCN Pgtl;géticgrl]l' Yes | Yes S'i?:ggh
BRAP™! Single|Proactive|Local | Yes | Inter Replace Reroute, Encap-  Policy, coll oo | v | Encap-
withdraw backup path sulation | aboration sulation
D-BGP" [Single |Proactive|Local | Yes | Inter RCN baiﬁ[]opu;{th RCN P;)tljlgrya,t::grl]l- Yes | Yes SET:;E%
Consensus| . . Snapshot, Transient Snapshot, [Policy, coll- Encap-
routing™”! Single|Proactive| Local | No | Inter | o cono o mode consensus | aboration | "¢ | Y& | sulation
RRL™! |Single|Proactive| Both | Yes | Intra None Bf;;l::p i dtr?iiirer GT Yes | No Pnigl:lit
MRCH ! |Single|Proactive| Both | Yes | Intra None tggg:?gpy Eepnili?i%)r/ GT Yes | No Pf?g:ﬁt
IPRTI! |Single|Proactive| Both | Yes | Intra | None Re(tiruer;(iant ; d;lrt??ier GT Yes | No Pr?];tﬁt
MARAs®|Single|Proactive| Both | Yes | Intra | None A?gﬂ?ﬁé\/e ormﬁng GT No | No | Normal
2DMRCEY 2 |Proactive| Both | Yes | Intra None tc?sg:(c?gpy -ilé)epnotli(f)i%)r/ GT Yes | No Pni(;rlit
D.ua”'Tslé] 2 |Proactive| Both | Yes | Intra None Profction Protection GT Yes | No Encap-
Failures address graphs sulation
Splicing!®! Multi-| 5, active| Both | Yes | Both None Multiple Splicing GT ves | ves | Packet
ple slices header mark
FCpls Multi- Reactive | Local| No | Both None Recompute Fallu_re Network ves | No Fallu_re
ple route carrying map carrying
51 |Multi- . . Interface
BISF ple Proactive|Local | No | Intra None Reroute Blacklist GT Yes | Yes specific
61 |Multi- - Detecting and | Path trace, | AS coll- Recovery
ACF ple Reactive [LocalgNo | Inter None recovering black list | aboration Yes | Yes forwarding

SPT: Shortest path tree; Intra: Intradomain; InterInterdomain; GT: Global topology; RCN: Root cause notification
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Table 2 Comparison of performances and overheads for survivable routing protocols
Fe 2 EAFPERS t P U BERIT 4 HL R

: Overhead :
Convergence | Path Implementation = Compati-

Protocol delay stretch | Coverage complexity | Signal Packet | Computational RIB/FIB bility

header | complexity entry storage

OFIBPY T Low 100% Low Low None High Low Yes

ORMS?Y T Low 100% Low None | None High Low Yes

LFARY — Low | Partial Low None | None High Low Yes

U-turnP®2 — Low | Partial Medium None | Low High Low Yes

Tunnels®! — Low | Partial Medium None | Low High Low Yes

Not-vial®! — Low | Partial High High | Low High High, 2xe No
Deflections™ — Medium| 100% Medium Low |Medium High Medium Yes

T36]

F'I:ILEN[gg] - Medium| 100% Medium None None High None Yes
SafeGuard®™¥ — Low | 100% High Low |Medium Low Medium No
Protection*!) — Low 100% Medium None | Low Low Low, 2xnormal | Yes

R-BGPM 1 Medium| 100% Medium Low Low Low Low, 2xnormal | No

BRAP™I 1 Medium| 100% High High | Low Low Low, 2xnormal|  No

D-BGPI* 1 Medium| 100% Medium Low Low Low Low, 2xnormal | No
Consensus®’] 7 Medium| 100% High High | Low High Low, 2xnormal |  No

RRLI! — Medium| 100% Medium Low |Medium High Medium, No

Nxnormal

MRC - Medium| 100% Medium Low |Medium High Medium, No

nxnormal

IPRT] — Medium| 100% Medium Low Low Medium  |Low, 2xnormal | No

MARASCY — Low | 100% Medium None | None High High Yes

2DMRCPY — Medium| 100% High Medium | Medium High Medium, No

Nxnormal

D'ual "?5‘51 — Medium| 100% High Medium | Medium Medium Medium, No

failures 4xnormal

Splicing™® — Low | Partial Low Low |Medium Low Medium, No

kxnormal

FCPEY None High | 100% High Medium [ High Low Low No

BISFP™ — Medium| Partial High Medium| High High Medium No

ACFP = High | 100% High Medium| High Low Low No

e: Number of nodes in the network; n: Number of backup layers/topologies;
k: Number of slices; T: Increase; —: No change; {: Decrease

5 HiESRKRE

AT B DO AT DA S 8 5 LI X P A A R P 2% 1 D B B BT 2% N A R B SR ISPk g
BRATIE AL AT AR, A A PR R P LS R T 27 AR SR Tk F R T2 SR I S W 150 AR A% O S ARt AT EL S
RZ A )R 2 5 E AR O PR SN HRITRIE T B0 0 A IR DU B R g B ORI F 5 o 2 K DR PR AE
T A L T R RIS, AR AS 4 SR 4D TR A AR SZ T AL BB T AR O T P AR BT ek )
A R P SRR 5 B S XD, 2 a8 A AR KA 5 ) L . BRATTIA A AR R 5 5 B — 20 i e 1 ) A A

(1) AT E ELRE A RS RTAT P, T A A B IO S SR A R, T A K A RE I ST B el
ORGSR PR P ORGP TR 1009678 i 225K KE B ARSTE LA L S B  Z  AE PE BE AT T4 22 T 3k 2114

(2) A=Ak I L S B A8 S BT T LN R % LA, S B S k) OSPF,BGP i3It
U SCL T B AT B R Sl 45 M, B FCPISSCRE S U 1 e AR AR Ry 95 B 0065 50 A 3 45 1T 5 50 L e LA
S A PR FC R e e P RS PR AR e 0 5 e T AR A e B DR i B TN £ T, B A R
T A0 ST v S BCRE AR S AR P . T R e A B e S B 1A 3R G4 mh 7 BRI ST RE A8 SO 3L 200
A0 RIBFIB, I A SRR AT S I ). R, — SS R IE LA 73 T T 1) AR,

(3) VE AR th T 2R AF PR b IR EE R AL PR T % 4 8 3 BUR R R RS, W) e Al R FiAth
S PP 3 AN 0 B2 (S0 5 6. LI, 2 R B S B o A B e DR A B AR (D T8990,
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(4) BGP I Isf 2% 3% i 5 Jin 58 H . Internet H,AS FIAE, SRIEZEFAAG T BGP 2% 3 Wi £ 1) I 12 A6 A4 N 4%
Fesg PRI AT IR R — B WF ST AT Se B R IE 1) BGP B rh vk S FE L S0 3 75 R 3R HN 2 R Ak B 4 L00), du iy g
A R I R A 5%

(5) 2 KT WA AT o W 13058 EL R e i K T A AR i B 5 S T o O, TR R — 2D A BRAS
BT E o DA A e TR] B, By D805 U1 75 240 2R T T 3545 45 G 3l Py ARV 3 ) 8% £ A 5 ) 14 i) R

(6) AB A7 B h B IS0 AL S 35 P 0 TS0 ) AR AR A T 8 DA TS AR T 24 Sk 3 A A 1 e B P A
PG FURFE A AS B AVEBAEE 2831 2010 AS 2 0] R G 1 B 4510 X S R e = & B0k, 5 SEBR I AS
N FEAAETE JIfEE CAIDA 412U Internet H1 AS $h#h AT T ARTE, A 1& AS 2 1W) 2 43 I A7 /11X — ) {
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