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Abstract: With the in-depth researches of large scale distributed systems, such as Grid computing, Ubiquitous
computing, P2P computing, Ad hoc networks, etc, system is a dynamic and cooperative model made up of
multi-software serving. Under these dynamic and uncertainty environments, trust mechanism based on CA
(certificate authority) in a regular PKI1 (pubic key infrastructure) can't adapt to these requirements. Dynamic trust
mechanism is a new and hot topic of security research for these new distributed applications. In this paper, firstly,
the concepts, problems, and research approaches of dynamic trust relationship are summarized and presented.
Secondly, several typical dynamic trust model systems including their mathematical methods are described in detail.
And then, this paper presents the results of comparative evaluation of these models under a selection of scenarios.
Finally, the current problems and the challenges of this field for future research are presented. The research work
indicates that the dynamic nature of trust creates the biggest challenge in measuring trust and predicting
trustworthiness. So the future work will focus on the theoretical research of dynamic trust relationships to present a
solid theoretical foundation for the practical applications.
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(1) Implicitness in trust( ), , (trustor)
(trustee) , ;
(2) Asymmetry in trust( ), A B B A,
(3) Transitivity in trust( ),A B,B C, A B C;
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Fig.1 Fuzziness and dynamism nature of trust
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(D) (initializing a trust relationship)
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Fig.2 Dynamic trust ontology model
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3.1 PTM (pervasive trust management model based on D-S theory)

PTM[10-12 IST FP6 UBISEC( )
, (D-S theory) ,
PTM R(A,B)=a,a€[0,1].
IR(A,B)=cG(a">R(A,B)>a)AG(a —>R(A,B)<a).
(" positive actions,a” negative actions).
, Direct Indirect . Direct :
; TTR, , 0.5.  Indirect ,
Recommend (1) A B C ‘R(A,C)=Rg-R(A,B);(2)
R(A,C)=1, PKI(pubic key infrastructure) , 1. n
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1 n
R(AC) == Ry R(AB).
i=1
, Ti:
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(security level), (strictness factor) we[0.25,0.75]
PTM ,
(1) : : :
T; a , a :((2) PTM
'(3) (12 (4)
PTM :
(1) , (2
, (3
3.2 Hassan’s model (trust model based on vectors)
Hassan!*? P 0 tpoe[0,1].
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3.3 George' s model(trust model based on semiring)
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3.4 Sun’smodel (entropy-based trust model)
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1-H(p), 05<p<1
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3.5 CBTM (atrust model cloud-based)
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CBTM . (1)
, . (2
, :(3)

(1) \ ,
(2) , HE))
1(4) , , ,

3.6 Dimitri’smodel (Bayesian dynamic trust model)

Bayesian ,
,Bayesian ,
Dimitril?! Bayesian Kalman ( 5
)s : , .
) , [21].
Fig.5 Kaman filter processfor trust
5 Kaman
:(1) Bayesian
Bayesian , )
: Bayesian (2 :
(1) . (2
, HE))
(4) : : :
3.7 Song’'s model (trust model based on fuzzy-logic theory)
Song (22 (fuzzy-trust model),
3 : ( ) « )
[0,1] , 3 ( ) T (trust

index), @ (job success rate), 4 (intrusion defense capability).l” @ 4

T=fuzzy-inference( ®,4).
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3.8 Claudiu’s model (reinforcement learning model)
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, 17( :robustness)
Tablel Comparison of representative work on dynamic trust model
1
Model PTM Hassan George Sun CBTM Bayesian Song Claudiu
1 Dynamic evaluation Yes Yes Yes Yes Yes Yes Yes Yes
2 Context aware Yes Yes Yes Yes Yes Yes Yes Yes
3 Risk evaluation No No No No No No No No
4 Reputation evaluation Yes Yes Yes Yes Yes Yes No Yes
5 Implementation Yes No No No No No No No
6 Strictness factor Yes No No No No No No Yes
7 Confidence aware No Yes Yes No No No No No
8 History awareness Yes Yes Yes Yes Yes No Yes Yes
9 Third party awareness Yes Yes Yes Yes Yes Yes No Yes
10 Action aware Yes No No Yes No No Yes Yes
11 Feedback-Protocol Yes No Yes No No No Yes No
12 App Pervasive Pervasive Adhoc Adhoc  Pervasive  unknown Grid P2P
. L Cloud- . Fuzzy-  Machine
13 Arith-Method D-S Vectors  Semiring Entropy based Bayesian logic learning
14 Decentralized Yes Yes Yes Yes Yes Yes Yes Yes
15 Veracity Good Better Better Low Better Good Low Low
16 Scalability High High Lower Low Low Low Higher Lower
17 Robustness Good Good L ower Better Medium Better L owest Best
(1) : ,
universal definition,
2 :
3
4 , PTM ,
®) 1 , : ,
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4.2
4.1 , )
(1) ,
2 . , ,
, P2P
(3)
Michael % :Karen (29
@ : PTMUO :
6) , ;
5
10 4 PKI
[9
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