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Abstract: More and more network security applications depend on inspecting the content of the packets to detect
the malicious attacks. To detect these attacks online, packet inspection demands exceptionally high performance. A
lot of research works have been done in this field, and yet there is still significant room for improvement in
throughput and scalability. This paper proposes a fast packet inspection algorithm based on state-based Bloom filter
engines (SABFE). To achieve high throughput, parallel design is adopted when searching in one Bloom filter engine
and between multiple Bloom filter engines. In addition, specific lookup table and prefix register heap are
constructed in SABFE to keep the state of the matched prefix for the sake of detecting long patterns. The analysis
and the evaluation show that the high throughput of the algorithm can satisfy the wire speed detection requirement
when the low resource consumption in hardware resource further improves the scalability of SABFE.
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Rule Pattern Rule  SubString Pattern Index Prefix Index
R1 ABC R1 ABC ABC 1 TFGE 1
R2 TFGEC R2/R3 TFGE TFGEC 2 TFGEMNFG 2
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Matched  Matched Index of Index of Distance between
substring prefix new prefix  mathched pattern ~ new prefix and possible suffix
ABC * 0 1 0
TFGE * 1 0 14
FGEC 1 0 2 0
MNFG 1 2 0 2
MNFG 3 4 0 1
FGET 2 0 3 0
ABCD * 3 0 4
NFGS 4 0 4 0
« 0 *
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Table6 Main simulation parameters
6
Parameters Description Value
g Parallel number of Bloom filter engine 4
F Clock frequency of FPGA 333MHZ
W Memory word width 32bit
L Minimum length of Bloom filter engine 4
(f . Maximum length of Bloom filter engine 32
de Hardware delay clock of control logic 3
dy Update clock of prefix register table 1
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