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Abstract: Focusing on the particular security problem of mobile Agent data protection, the IKCE (interrelated
keys chains encryption) method is proposed. Security analysis and performance analysis for the IKCE method are
surveyed. The key idea of the IKCE method is to establish an interrelated relationship among encryption keys used
in encrypting Agent data in order to protect the Agent data. The research states that the IKCE method is available
for protecting the Agent data.
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Table 1 The means of symbols
£1_HUE

Symbol Means
KS Session key used in conventional encryption scheme
KC Encryption key used in conventional encryption scheme
KR, Private key of A, used in public-key encryption scheme
KU, Public key of A, used in public-key encryption scheme
EPg Public-Key encryption
DPy Public-Key decryption
ECk Conventional encryption
DCk Conventional decryption
SIG Digital signature
H Hash function
R Random number
|| Concatenation
COMP Compare
7S Timestamp
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Sn
Q Sy 17> 8={C;K-1;Dp-1;R-1 }

KSy=H(R1,)

Ki=EPxui(KS)=EPxin(H(H(KSo,R11),R2,)) e

Di={ECxcr(Datar)} A

R\={EPuo(R11,R21,51,SIG\(D1,TS1),TS1)}

S1 o : ———
So—81={C;Ky;Void;Void} O S1—>8={C;K;D1;R,}

Fig.3 The method of mobile Agent data protection
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—4— Average transport time without protection method
—M— Average transport time with protection method
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