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FORMAL ANALYSIS OF AUTHENTICATION PROTOCOLS
Qing Sihan
(nstitute of Software  The Chinese Ax:édemy of Sciences  Beijing 190080}

Abstract The design of authentication protocols is notoriously error —prone. ISO has
been working on a variety of authentication protocols standards for some years. This paper
explores the approaches to formal analysis of authentication protocels using BAN logic and
points out that the BAN logic analysis does not always lead to correct cutcome, Finally,
this paper discusses the design principles of authentication protocols and the future direc-
tions for improvements of the BAN logie.

Key words Authentication, authentication protocol, BAN logic, cryptographic

algorithm, hash function, digital signature.
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