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Hierarchical Identity-Based Key Agreement Protocol of Internet

XUE Tian, WANG Xiao-Feng, SU Jin-Shu, CHEN Pei-Xin

(School of Computer Science, National University of Defense Technology, Changsha 410073, China)

Abstract:  To ensure the communication security in a public network, a hierarchical identity-based key agreement protocol based on the
present identity-based cryptosystem is proposed in this paper. The new protocol which is able to solve the problem of the certification
transfering and verifying in the traditional public key cryptosystem efficiently achieves all of the known security attributes and can be
achieved in the state-of-art speed which can meet the demand of large scale network applications.

Key words: key agreement; identity-based cryptosystem; hierarchical identity based encryption (HIBE); network secure communication;
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