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Abstract: The problem frame method typically uses domain knowledge in order to demonstrate that a software system can satisfy the
requirements of stakeholders by specifying how machine relates to stakeholders’ problems. Qualitatively, satisfiability discourse can guide
a software engineer to make early decisions on what the right solution is to the right problem. However, mobile apps deployed to app
stores often not only need to accommodate millions of individual users whose requirements have subtle differences, but also may change
at runtime under varying application contexts. Requirements of such apps can no longer be analyzed qualitatively to cover all situations.
Big data analysis through deep learning has been increasingly adopted in practice to replace deep requirements analysis. Although
effective in making statistically sound decisions, the conclusions of pure big data analysis are merely a set of unexplainable parameters,
which cannot be used to show that individual users’ requirements are satisfied, nor can they reliably validate the trustworthiness and

dependability in terms of security and privacy. After all, training with more datasets could only improve statistical significance, but cannot
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prevent software systems from the malicious exploitation of outliers. This paper attempts to follow Jackson’s teaching of abstract goal
behaviors as intermediate between requirements and software domains, and proposes an algebraic approach to analyzing the consequences
of probabilistic software behavior models, so as to circumvent some blind spots of purely data-driven approaches. Through examples in
security and privacy areas, the challenges and limitations to big data software requirement analysis are discussed.

Key words: software requirement analysis; probabilistic model; runtime requirement; algebraic analysis; security and privacy
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Algorithm 1: Computing risks by simulating a Algorithm 2: Computing the risks of an explo-
stochastic decision making process through random ration machine algebraically by solving linear recur-
walks rence equations through LDU decomposition
Data: An exploration machine (S, £, A 4, A, sp. T, Data: An Exploration Machine: (S, £, A, 4, A, s,. T,
7) per Definition 2: )
t, maximal number of traces to simulate; Result: A strictly lower-triangular matrix P* in the
n, IllilIi'l.lli'll l:‘ngt.h of '_':“"f"' to "'""?ﬂf'l": recurrence equations with updated constant
Result: Approximated risks r"(s) per Definition 3 vector € corresponding to Equation (12);
from the simulated traces Likelihood g and risk 7 vectors;
1 for c:=1 to t do gzl ol
2 for I := L.n do 2 Let .f, J be respectively identity and anti-identity
3 if E--, poonres Tla-1,86) =10 then matrix; . . .
4 | break: 8 P = n(s,5) for (8;,8;) €EdALFE[L.n];
[ end Equation (8)
6 r = random(0, 3_, 51w )cs T(S=1,5k)) where 4 let MLDU:=J(I - P)J; & LDU decomposition
k indexes outgoing transitions of & 1; 3 Eqn.(13)
uniformly distributed random number & let P’ = I = JU.J be the new transition probability
T Let st = si where k is the minimal number so matrix, and & = JD-'L-'M~'JZ be the new initial
that r < 3, aes A1, 8] probabilities; & Equations (17) and (18)
L] r*(sy) := r*(8;) + i(s); 6 p=JU 118, & Equation (10)
o end 7 for i:=1 to n do
ho end s I r*(s:) := T(Ma)) * pi: & Equation (11)
mr r"(s) := r"(s)/t for each state s; o end
nz return r*(s); ho return P’ & p.r(s);

Fig.3 Two algorithms for computing risks
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Fig.6 The probabilistic model of the behavior of sharing messages in social network
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Fig.7 The probabilistic model of the advertising behavior of mobile applications
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