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Abstract: In this paper, set theory is introduced to the design of authenticated key agreement scheme for heterogeneous sensor networks,
and a scheme based on bilinear dynamic accumulator is proposed. The previous schemes based on classical random graph and others
mainly achieve key agreement between nodes, and separate authentication and key agreement. From the perspective of set theory, this
work transforms authenticated key agreement into set element relationship certification, and integrates identity authentication and key
agreement. It includes identity authentication, key agreement, and broadcast authentication. Sensors verify the identity of each other by
exchanging ID and witnesses. Legitimate nodes generate a shared key. Broadcast messages are used to dynamically add/delete nodes, and
update witness. Experimental results show that the new scheme not only achieves effective integration of authentication, key agreement
and broadcast certification; but also has better security, scalability, and adaptive changes in the network structure. It is suitable for higher
node performance and security requirements scenarios.
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P8 58 O  L-sensor [FIZEMERERLIL 1 H-sensor &A%, #E4E T ) H-sensor F% 4 %k (cluster-heads, fif /. CH). ¥ 2%
Hh Sink 9 AU {7 0 [ 78 25 AN W X 38, H-sensor 38 15 Y0 Rl T LA 55 B QT 7E (19 %, L-sensor H R8540 Jw 15 sl id
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V={S, Hy,...,Hp, Li1,....Lpup, m=1, n=m}, R={R|,Ry,R3};

R={(S,Hplm=i=1}, Ro={(H,Lj)|m=i=1,n=j=1}, Ry={L;<Lyim=i=1,n=t=1}.
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V¥ B 4735 V2 e 1) L, BB 3 AIE 10 J88E5(2) 0 3% 5 70 3% ) 3 5C % ) L, BI85 3 Wb v 1) 85 (3) o R AR 1)V L
BB ] L B T B UIE )

e ( LIP9"
g evete e S, Fepes € ¢
Fig.l1 Heterogeneous sensor networks model
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@ WitSEEN ueZ,, X ={x,..x} € Z,\{~s}, k<q, B0 g(f(u, X)) =TI (x, + s)uP, {E LTI ] 1 K
Pl R NN
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® HMEMWME:MBMEV=g(fu,X)x,xecX,x#x,g(f(g”W),x)=V, W tE x, WHK LML
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A0 g ST L S B AR AR AL ORI 1 L IBCR [R AR A IR L-sensor A1 H-sensor 4147 408 J 9 s 371 4.

2.1 BEMHE

B M 48 AE AR A5 58 =07 (Lt el Sink 4HAF), 0 P28 AR g TR e A A% Sk D99 1 6 4 1 D ARl T (5 50 =0
HEIN S 1T BPG SLE Bt 1 = (.G, G, e, P). FoP, G EB A p BIINTEDE SR BE, LA ot
P; G, NN p BIRZAG A BE e XL VEMS e: G, x G, — G, AE L INFE g(q>>(m+n+1))iE BB N
a,=se, Z, EXRB(f.9) ex FWMN: [ Z,xZ, > Z,,8:Z,—> G, W, f:(u,x) > (x+5)u, g :u—>uP. L,
BInTesE XA Z,\{-s}. BT 87 Sink,H-sensor Al L-sensor) A (x;+s)fF 4 5 21 1d, 8, (x;+5) ™" A5 4 75 20
BLHR g-1 AR BN W, =g(f(f x)ex ) =TT, L (x, + P =TT5, |, 1d uP 1 i A A5 L3
(Id, Wy RVRL 0 21071 v,

2.2 HHIANE

S S8 BT A R AL g 2 R S R SR A RUTE B i A R R LT O R B AT R SR 2
A3 A e U 4 0SB RN AU el X A A T B U 7, TR AT B O AR B BT A a R b A
LA AL F R R, VGE R FE W B 2 FroR.

lia—*:1d, ||W, | nonce,

2:b:if ld W, == Id,W, then
add a into neighbor list
b—>a:1d, || W, || nonce,

3:a:if nonce, == nonce!, &&Id,W, == Id W, then
add b into neighbor list

Fig.2 Identity authentication
K2 BHpieir
W a ) EAE N Id,s WENG R W, FIBEHLEL nonce 45 AL AR JE 11 210 b WCEZ) 5 0 B R, B AL BRI
a RERET—ANEE MR L 1d w, =1d W, =115, (x, +s)uP, W A o 586 AE—ANEEFST
SR b A a £ N AR S s AR IR Ak U F R a — DM Idys UENE B Wy DU 5B
BLEL nonce WA EVEL FRE, T 5T a R B TEAS B K BrvE i, BT SO AE N a A0 mi g R rh.
23 HAME
SE B BN UE 2 S G AR A A I AT s DK 58 B BV W i @b 3 I PEREALEL n, iy €, Z, ST
n,1d, 5 myld,. HUSLEPEW ¢ RV AR ayroyre KAFIETE ] Kb SR 3 .
a—>b:nld,
b—a:nld,
aky, = e(nbldn,ap”)"“ =e(n,(x, +5)P,(x, + s)'P)' = e(P,P)""™
bk, = e(n[,]d,,,bp,i)"“ =e(n,(x, +5)P,(x, +s)"' P)* =e(P,P)""

Fig.3 Key agreement
K3 =i
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dw, =1dw,, RIS 1d, 15 5SA DG B 5 B .(2) 5 717 s e 3k HmT e ik 88 P9 3815 2, DA (H ZE ) o 5%
AR R B B B B O T S SR A UE NS TR SO [ W W, @ 1\ W | 1d,, @ Id, | W, ||V &
W RH E W, =W, BT IR AW =V, MRS Id, 75 RUA OGS T BE B, OF TE BT IE AN R
w'=Q/1d, - 1d,))W -V").

2.5 FIEMA

B 555 BT 1) P HE R, — 350 40 1T 50K 2R R DR R G RN T Y T T A R I % I S e, T R T AL
Wb HERTATUE CRES q PATIE—AUdy, W) FA N A @, 308 5, 1 0 4% R 2.2 %1 05 b 3EAT
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3.1 REMSH

EX AATZBER). TR A NSR, WRNATE EER o, 487 EER L, 5 1>, WL
SO < T v 2 ek

TE X 5(q-SDH {2i% (¢q-strong Diffie-Hellman assumption)). G, &M4 p MG RE, LA TTH P; G,
WA p BTN IR B e 2 X E . AR E fhoE AR ST G LR T A e: G x G — Gy

seZ;;Ade'SD”(Z)—Pr{A(z,P,sP,...,s"P)—(c, ! PH ST ] 2T
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FEIR 1. W g-SDH B P WA (¥, 0 B 38 DAL @& Humlife ), b g 2 B ios B

TE A AR B AFAEMR % 2 I N 0 T 4 W] BLBEIR DAL HUm e, ) vy LUK % 2 1 05T B, vl DA A
g-SDH i #%.

R T EnBk ik T4l challenge = (P, zP,...,z P),z &, Z;, W B wJ PACLAS ] 208 KR 15 (c,1(z+c)P),ce Z,.
Bue, Z,, Nh A WLAEIR DAL HTRLHEdE e m Lt 5 X = {x,....x} € Z, \{-z},xe Z,\({-z} U X) fl
WeG, 1 k<q,H (x+2W =TT, (x, + 2)uP. NIEANFEX Rk TCH challenge, v LUV 8 (1/(x + 2)P,
1k, q-SDH & H] A fif (1. O

EIE 2. SO ERERE DR B B € 0T AR R ) e

TE B AR RO I AR o BT A 0 R )RS B 1, | W, || nonce. © A FUT-SL 1d, — 1d], B
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nonce, # nonce,, it UL b 5 GBI 2 a BB SR k, A A S 4 DA R A R R AR BE o8 D G ¥k 8 1 B
WAEAS S B A8 D0, AT o] AR T A i) A iy O
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UEAVES S B 20 AR SCO7 RATE S 10 51N S A A% S 0 85 A B v B T XL P 0o sl 28 B 88 38 2 i A A1
TIUE — 58 I %5 53 SRR Rt 308 5 Y SO L UE R T8 T ) — AN ARG S5 M AR, S AT AR OB A % B 58 K
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Table 1 Scheme integrity analysis
R 1 RGBT
E-G EBS S S

56 INE v x v
woImE x v
I A x N v
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5P P RN LR U3 DI & IR AT % I 2 D AN S IR
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] M
(1 - 2kj[P—2k+2J
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AR, A TR A R 5 B IR ke A KRE R IE b, S AT PR RN 8 BB Y A RE A N X % e T
TR BE A R I 3 = % 4 i e A7 e 1 B R R AT AU B SPIA d ANAIE T A I AT BT B (M R
P =1-(1-p)(1—p»)" Rk, W28 55 AT FE 45 a5 AN HOR Y ki ) 58 /D S22 — AN S (M2 3 1E b AR T e AR
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M T 28 T o6 48 19 28 Ak AR A, 71 A5 A7 i
R SR T e R 2.2 T B AR S5 JE
Lt T LA, A 2.3 AT 40,0
15 245 1) A v 05 0 T DU T — SRR
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RENESGRWMAEEET HEETIANES
S B AT B T AN, R IR 2.2 A
55 2.3 VI I B O DA RN 58 B A B 7 R T B
DACE- O E L R S

BB P P=100,%F M PR K E k=[1,
5,10,20,301, 15 £ BBl SF 3448 )3 5 s A4 d=[1,2,
3,4,5], M B YE STy Rtk 4 o i T
AR5 B 0 40 JBE 56 B B B v, 1 s A R e, AT R P R M Y 1L E E-G 7 P AT

p:

The scalability of netwark Ps

Fig.4 Comparison of connectivity and scalability
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K Omnet++ 4.0 4§ HSLHF- &, 8 5E 0 200x200m? (1 1F J7 T X 8. B 44 T & — A Sink 5 14, X 8 43 S Bt
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PR BEIOR R % 2 )R e 4 MR B B S I MICA2 Mote! Vg B 70 A 7] 3B 00 SR AS 7] 85 H ) 4% 4
AT R B 5 B AR T L R R (O S A A REFE),E-G T R E A O RERE AR Lt 5
A LA A S5 ST S RERE N L Lk B-G U7 S UBE v, FLBH S 9N 4% T A0 H AR K, R RE 2 B 1 S 18 K L IR A
FE-G 75 EBIAR G R4 G 43 AAIE D B, H AL 508 P9 7t ARG PR A 7 o, T B S R S A5 AT M R 4 4 ID
RITRT, BRI 0t DB 58 /N T A 3 5 8 1 4 SR T 3 A Bm 88 58 7% 5 4 DA IE 758 T ARG B0 ot 2 vl A5 3L = B ) BV i )
52 % FE AR w8, BT CA S 3@ FH 147 e v 4 A Tk T B IR e

1000 T T

00T S The £G protocol
ook -Tha proposed protocol

700 -
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800 -
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200F

00 F-
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el 40 60 a0 100
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Fig.5 Comparison of energy consumptions
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BRI O AR DE A B e s 08 BOR SEBL T 5744 A% S 00 EE A IE % D B i R BB A IE 2 RE. S 56 20 A
RWLAZTT EAMESEIL T SAAIE S BP0 A1) 3R DA R AT R0 & HR A RAFI etk 3 R rE A 9 2%
SR AR 38 A AL O 6 250 3 A e AR AR X B B 1Y PR RE A & e SR B m K g s p R
B K I IHE A TT G 0 B4 K 2 S0 190 255 b WL 41 685 53— T i A DAL SR T Ate ORI A TUEE P %)
FETHF SRR I LLAUE S P10 7 D SRk, T & 55 I 25 A1 D% PR A% 2 R B RA DR 47 T .

BOS  AESb BT S IRIE TR A TR 7 5 R 2 Bt S AR R A BRI S 4 T (K 4 T SR A
R L R T SRR G CRRAPR 2230 9 4 0 20 4 At 1)~ 8157 ).
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