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Abstract: The network security monitoring systems deployed on network nodes generate a large number of network
alerts every day, causing the security engineers to face significant pressure to lose sensitivity to high-risk alerts
and fail to detect network attacks in time. Due to the complexity and variability of cyber attacks and the limitation

of network alert information, existing alert prioritization/classification methods for IT Operations are unsuitable
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for network alerts. Thus, we propose NAP (Network Alert Prioritization), the first network alert prioritization
method based on multivariate data fusion. NAP first designs a multi-strategy context encoder based on source IP
address and destination IP address to capture the context information of network alerts. And then, NAP designs a
text encoder based on the attention-based bidirectional GRU model and the ChineseBERT model to learn the semantic
information of network alerts from the text data such as alert messages. Finally, NAP builds a ranking model to
obtain the alert ranking values and then ranks the high-risk alerts with cyber attack intention in the front according
to their descending order to optimize the network alert management process. Our experiments on three network attack
and defense data from NSFOCUS show that NAP can achieve effective and stable prioritization results, and significantly
outperforms the compared methods. For example, the average NDCG@k (k€ [1, 10]) (i.e., Normalized Discounted Cumulative
Gain of the first 1 to 10 ranking results) ranges from 0. 8931 to 0. 9583, and outperforms the state—of-the-art compared
method more than 64. 73%. Besides, NAP has been applied to a real-world network alert dataset from our university,
further confirming its practicability.

Key words: cyber security; network alerts; prioritization; data fusion
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2.3 BHBEHNFHERR

568 T B HCHCHE I 038 11 (d-port),NAP 16 FL 60T A [ i 4 5 1 160 2 7 9115 A oo 160 2 A 0 B 50
701145085 d-port R MPRHER D =[d,,d,.....d ] H i1k 3% deport IRLFE SLHIHEIE.

2.4 RBIHE

23 RIR gD FENAP A E LLR 11 b i (1) 1R S8 b S0 B 3 Fh sk K RHE R R (R e
chy 5P ) UARCR U E ) 3 M IRHER R (B CE ofy 5 el ).(2) 30 15 & HAi (payload) (¥ 7]
R INP,Web 1 1] 3K 4 (q-body) F) ] E 7~ Q,Web 17 18] Wi N A (r-body) ) 6] 2 7R R, PA % 55 2 44 % (name)
1 1) R RN.Q) B BB : B 13 1 (d-port) I [ SR /R D T 15 345 LR RANAP K FIRFRER R E R
R, (4) R, Hod | RN IERIE AT,

P CP| CP
A=CllICOICE,

AT 153 R HE R AR PR NAP FI F £ JZ B AL (Multi Layer Perception, MLP)#4) 8 T AR A I 75 5 J5 4%
A Softmax JZ, % MLP /)4 H ] & 5 b B — 2 ME % 43 41 (Probability Distribution). 51 {1, 24 25 % (1 )6 F& B

9Y9 3 KT A EO A A PR A A BIRE ) B ] 3 p JEBUAIA T SR 5 TR,

IDIPIQIRINICENCEICE, 4)

F TN AR RIS T 2 (RO 3R, p A T Dy v XIS 757 5 PR M 3 AE S TR )1 2R B NP 3 i 52 SOM 958 2K R 5
(Cross Entropy Loss) 545 AR, I I TR BE T B A 451 AR foe /MG AE S TR0 A% 8 (0 I R P NP (K T 45 2R g
i AW iL.

T3 A A SR I 2% R 5 o G XU i 1 ok BRAR KR, TR G 3 A S5 (14 i dis I A 2 7 (imbalance), 78 1| 25 16 45
TR 2 A 10 F0IM s A AR A A R ) A3 (B G U 8 ). O 17 X 2% ) AL NP S )1l 25 4 m (1 T IR s e 3k
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AT RAE (A SCHIRAE L1 30%), I LERR TR Y ZRI AR 3 A S R A B0 50 B 2R A F w s, 11 (5) ST,
)

Forfn TR G T R RO B0 25 2 R 0 1 R o IR SRR (ke 1) R 3 85
S B ML /D 0 5 U ) 2 Tk M T SRR S R 3471 1
SR O T o B AV NAP 95— AN 8 75 2 SR A 4 5 T 7R ) LR, B (6) 2%,

V=Z:;ka>< wrank (6)

Horbp R H RIS (k> 1) BITREZR 70 A17 R AL/ DU XIS 250 30 8 AR, e 1 78 A ) A 75 T 8, wo ok R 06 5 K 6
T (B AR, AT HAE A wremk =ke— 1 k> 1) DRI, 5 S A T 114 PR 2% 531 8 v, ELHE P (L VIBOK NAP R BT AT 5
Ly IR PV IR B Py 3R AT HE e 38 5 D0 S Ak P HEAE I A v U 75 2, 22 4 N G REAE SIS R AT ey i )
W0 2 4T g, T T DIC P 6T 19X 2% A0 55 2 F) 5 2L

FESEBR R v, 22 438 PO R SR K R 15 NAP 2 45 % ] 5 o 170 o 397 26 8 6 19X 4 0 45 2 3k 47— I
HEP IR AR (I PE O FE AR

3 X

AT EEFLLT 5 AN A A

e RQIL: NAP 7EM M5 % E IR HE T 8UR a2

e RQ2: NAP (W& F ZH A2 75 % HE 7 45 R b ok 2

e RQ3: NAP [P Fhia N Ed 2 75 %5 HE 5 45 SR 5 oa ik 2

e RQ4:NAP KIEESHUHERF &5 R re A BRI S ?

e RQS5:NAP fEHEFRR LRI 2

T A B 5 AN FL IR LA SCHESE 3.1 2 3.3 W A AREE . SRR R R SRR I E R 34 &
3.6 WA IE AT SRES . VHRLSEE . DA RS ESE S R A 3.7 RN HE R K.
3.1 BUEE

A SCAGE S B R 43 ) B 1) DX 8% U B AR B I M g S R R T R R e e EEET S
(NSFOCUS Intelligent Security Operation Platform), f5 & G4& dr VN BEAGEE. P2%1E B U 045 2
KRBT EFEAREPAT IR . XSS 253l i 48 58 A /N4 Pz Bs 2 A Rk 5 2 B B AR N 4.

Fz2 3ALBNGEEAEER

mH S1 s2 3 Avg.
#s-ip IR 4,379 4,145 12,605  7,043.00
# d-ip IRl 4,700 4227 4,520  4,482.33
# d-port (R 542 976 4,102 1,873.33
# name [ F S 348 427 381 385. 33
= payload(%) 16.51%  49.63%  32.68% 32. 94%
4k g-body (%) 7.28%  23.51%  15.04% 15. 28%
= r-body (%) 6.92%  21.09%  13.87% 13.96%
TR (%) 94.00%  79.61%  82.03% 85. 21%
AR (%) 3.72%  20.23%  17.93% 13.96%

AR (%) 2.28% 0.17% 0.04% 0. 83%
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B T2 2R T HAFE R RIRUL R M RAIE S 56 A 2k, 1X 3 HSEI0 8R4 AL 1 &
KN T HN5E IR 45 4 Bt DR I 2 2,15 30 75 2 JXUR 203 (¥ v f b i

ZREME X 3 A SLIORT Grb R E 7 /NI R 2 5 O 3R 2 RN B S I VRS B B 3 sk
B0 U B U5 IP Hidil(s-ip) PR 8. B Y 1P Hbdih(d-ip) M8 R . B K3 O (d-port) M I B &
H 2 TR (name) PR ERE . B2 5 Z A (payload) ) S EE . dEZ Web U7 A1 SR 4 (q-body) H (5 Eb . B
Web 17 7] Wi S A4 (r-body) B o bt DA B & IRV 20 310 1 o Db, 3 Hp O IR 5 4 3R 1 8 b 45 flUR T R4 XL
W 0, AN 2 3 S o 1 T 1 R o T o XK 25 4 5 S BN T HE 2R, A A B = .

MFE 2 WAL EEBIERMNEE 3 A R4 385.33 RS 24 FR(name). 7,043.00 FhiE 1P Huhk
(s-ip)~ 4,482.33 F B ¥ 1P Hhhlk(d-ip). BAK 1,873.33 F B ¥ L (d-port), 3 HL7E 3 s30T % b 22 HIAR K 41
n,S3 W R FIH s-ip BIME(12,605)21709 S2(4,145)1) 3 5. 34 AERSCHIAEZS (5 LE 5 15 & XU 2 1) o EL D7
1,3 250 X G B A R ZE 7 451l 4, S2 AR XURS: 25 4 1 o H1.(20.23%) 208 S1(3.72%) 1 5 45,82 2 5 2 4,
fif (payload) ¥ 15 L(49.63%) 218 S1(16.51%)1) 3 £5. M4bh, 3411 5 ,32.94% 1 N 25l 7 % B A5 3= % 1) payload
AAE B H B g-body M r-body 2 5 LD S8 & EE 2 B9 15.28%F0 13.96%. % T4 2 S2 06 4 5, A
SCHG T 6 AN /NS (1 45 7 S 0 XU 45 R (0 2.4 715 BT I R0k b 44 R 31 1 LBl ) 3 S I R B R 3G TIE 4,
BBE 1A/ 25 AR .

3.2 1N iEtR

AR SCAT 55 2 5t 2 Fof R 25 2% 110 099 28] 5 2 330 47 15, TR bk A S 4k AT T AR [39-42], 48 A H — 1k 4 R i
14 35 (Normalized Discounted Cumulative Gain, NDCG){E N8 #r NDCGM L2 M fH FF KR40 H UM ITFe b5, 1%
Fabnts 52 e HE e e B b 07 B A0 N1 bR v, H (7) 2075

DCG @k

IDCG@k )
Hh, DCC@K IRk HE 45 R 37 15 R B 2, 11 (8) 3T 453,12 3K gain 7R B i1 1 B S B ) DAURG 20, T
A 25 2 () gain{B oA 0,56 35 KUK 28 3 (1 BT, 25 2 (K gain (B8R 55 53 40, IDCG @K & FRARHE - 45 1 R i i 2
T 25 NDCG @k € [0,1],NDCG@»it K 7 W HE /5 45 F bl 4

gain;

NDCG @k=

k
DCG @k = _—
DI Pa (e D ®)

TE S R A 7= S e 2 A N 5 2 4 HRL T e 90 B 1] 1] 6 80 2 5080 990 25 4 i B 26 7= TR B R T i e g A
HE 5 F T 1) B A0 81 P 45 4 U dE AT HE7, DR e 4R BIAE AR (91,0 T — N[ 7 14D B 1] 8] B8, 4 SCKs e A 4 b 1) ST 32
TEAF A AR AR A ST T2 56 K HEFE I RN IRT RS B2 A 15 43 i 450 dn, 46 1 TR 8:00 2 9:00 AR 5 2 2, o
MIaFrNDCG @1 AT (9)x 15 .

NDCG@1 8’00—&:15+ NDCG@1 8: 15—8:,§U+ NDCG@1 8‘10—8:45+ NDCG@1 8:45-9:00 (9)

8:00-9:00 4

8:00-9:00

NDCG @1

33 IHS5EE

AL HET Python3.9 Fl Pytorch1.13 STEL NAP.# ot WA% 8 28, A S B HEF [RI BB IS (8] 9 15 4380, bR S04
TS BE TR /NAT N 5 438 GRU BERLRAGBUIRZS 2K/ 9 100, I 2Rk AR B 10,GloVe 55842 Hi Il 25
UF (1] ) 4R P 300.7E ST bk 75 vk B, 4% SCRU AT BB A AH R (0 YRR S, 42 IR FR SO iR I B S 8L A
SCALE Ubuntu 20.04.6 LTS _F#E47 FT A S2I8, ZHLER AL % Intel(R) Xeon(R) Gold 5218R CPU @ 2.10GHz. 64 fif
1E R % LL M2 NVIDIA Tesla A100 40G GPU &F.

3.4 XfEEsLIG

3.4.1 XEE
ARATSZIG I H BT RQLED NAP (16 R B T A SN NHET W 280 25 2 10 T4, %A T LE B L
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BT 1, PR e AT S0 e D 2% 0 o e 1) 23 R AR O, DAL T ds 4 o B A HE P AR PV AT g st 7 T 1 2% A

HEHE AR

o AlertRank: Zhao 55 NIt — R I [4] 1T 3z 4k 5 & (M HE ¥ U595 1% 7535 B Je it B (0 SCAR A rh SR R
(topic)FFAIEAN IDF $FAE, FF WS HAbRFAE (A - 2 S HH AR . S B . S R AR B, ST —4
e 2 [ IS TR] 18] B 2), 55 Je AT XGBoost BEATHEFF.

o DeepCASE: Van 55 NS Y — Mk T-3F & U HLI A9 = 70 287595 207 1R A5 18 15 8 44 Pk I 4 B K 7 91 1%
TiiESe N B30T Fr 5 Al 3R T RS R AR OGN R ) B RS AT I 2 B HE
F 10 5 S IS L 1) B RO 5 ISR AR AT P, AT S B 42 1 XSG 8531 1 1 31 73 28 3 S AR SC ) 75
HE 3 55 A SO I8 RIS 22 1) 1 T 45 SR AS B HE P 45 R

3.4.2 XFHhgEHR
33 NAP ML FEAE 3 AR & LR HEF 45 R
g NDCG@k
Fik
pay -3 1 2 3 4 5 6 7 8 9 10
NAP 0.8750 0.8750 0.8749 0.8749 0.8749 0.8749 0.8635 0.8544 0.8470 0.8408
S1 AlertRank 0. 7917 0.7917 0.7623 0.7182 0.7093 0.7029 0.6751 0.6931 0.7077 0.7104
Deepcase 0. 0205 0. 0205 0. 0205 0. 0205 0. 0205 0. 0205 0. 0205 0. 0205 0. 0205 0. 0205
NAP 1. 0000 1.0000 0.9707 0.9546 0. 9441 0.9367 0.9310 0.9266 0.9229 0.9199
S2 AlertRank 0. 5000 0. 5000 0. 5000 0. 5000 0. 5000 0. 5000 0. 4990 0. 4983 0. 4976 0.4971
Deepcase 0. 1586 0. 1586 0. 1586 0. 1586 0. 1586 0. 1586 0. 1586 0. 1586 0. 1586 0. 1586
NAP 1. 0000 1. 0000 1.0000 0.9580 0.9307 0.9112 0.9079 0.9221 0.9155 0.9185
S3 AlertRank 0. 3750 0. 4234 0.4413 0.4512 0.4576 0.4622 0. 4656 0.4736 0. 4804 0. 4863
Deepcase 0. 0239 0. 0239 0. 0239 0. 0239 0. 0239 0. 0239 0. 0239 0. 0239 0. 0239 0. 0239
NAP 0. 9583 0. 9583 0. 9485 0.9292 0.9166 0.9076  0.9008 0.9010 0.8951 0. 8931
Avg. AlertRank 0. 5556 0.5717 0.5679 0. 5565 0. 5556 0. 5550 0. 5466 0. 5550 0.5619 0. 5646
Deepcase 0.0677 0.0677 0.0677 0.0677 0.0677 0.0677 0.0677 0.0677 0.0677 0.0677

% 3 N NAP 5HAbX L 5% (AlertRank 5 DeepCASE)TE 3 HS2iexf %(S1 £ S3) EHIHEF 545
NDCG @k( ke [1,10]) B FEAR LIRS KR B A J7 i b B O 485 S tH 28 3 AT S, NAP 34 B4 2k HLRsE IO HERE
GERE 3 IR % L NAP ¥IA BRI HEF IR FRNDCC@K,JEFEIE 0.8408 & 1.0000 2 7], HNDCG@15
NDCG@10[11#5 K 2 AU N 0.0815(S3). 55 AlertRank F! DeepCASE AL NAP 1€ 10 NNDCG @k( ke [1,10]) $5 k5
R TE 5 BN 64.73%F1 1,260.87%.3X A2 K NAP 12 Jo s s 9k 2,8 1 32 T8 1P bk (s-ip) 5 H )
IP Mtk (d-ip) (9 2 5% B R S0 Bmid e it & % LR SUE B FERI A E TR VLH R GRU AR
ChineseBERT #5L71Y [ SC AR i 245 27 o1 45 B4R SC S5 SOAR S I . NAP Re % 70 73 PRAF 1 07 52 2% 278 1) I 245 B
BERIM 84T .55 T AlertRank, Ry W 26000 25 5 1 Booh # 047 v, 58 B BEALYE, T AlertRank $EIXHIRFE
(s 2 B IR L 55 R A I B ) FEANBE 78 0 OB 9 24 TR 2, 1T L3 T 177 sk B0t 1 G - SCAR R T v
Xof 45 e, DR b2 7 2 M DA 4 3R 2 D 265 5 (45 IR, 5 A1, Deep CASE FE A5 ) &5 1 SUAE B, HAY
WD RS0 R B A 2] 5 B R AR R O, R DLTE S8 T HE T TR BT TRT (1S 20 PO S8R0 H e R

k
qug

5 JHREAsCIE

MR RQ2 Al RQ3, AN LA 2 41y B SZL8 70 B 72 NAP 1 4 Fh == ZAH R0 3 280 N B 1 vk,
3.5.1 T NAP =LA 410 Bh s ik
NAP f 3 B A HE: LR SCgmit 88 102 SEms g g L] . STAGR I %5 b i 30U GRU AR R & L)

»
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LK% R AIHL(MLP). A SO 2 LR 5 Fh AR

© NAPALL SoF bR SO SRR BDIN, ASFHHE U TP Hudik(s-ip) 5 H ) TP Huhik(d-ip) HEAT 2 SRENE S T, T A2 44
A B IR AR B R B R

* NAP__ FINAP K NAPSCA G TS24 (FIXUA) GRU B8 7)) B N TF x IDF - 1R TextCNNUeL BAK
F L NAP, 38 1 TFx IDF vk 56 AN 53] (0 BB w, 5F 38 1 58 A 3R] O 1 B A B A R S, B
S= 20" wox NAP TE TextCNN BUR o SR EEAR 51 24 3+ 4 19 3 LB, FLAGALI A 100 M

© NAPNO B2 FRICA S 4 oh XA GRU B2 [ & T3 ML

© NAPNO ¥ %2 R RINLE o S 2 AL

MLP
T4 NAP KT T ZAF AL 3 AL 5 LT B 45 R

NDCG@k
Ttk
1 2 3 4 5 6 7 8 9 10

NAP 0.9583  0.9583 0.9485 0.9292 0.9166 0.9076 0.9008 0.9010 0.8951  0.8931
NAPALL  © 0.7408  0.7730 0.7898  0.8066 0.8175 0.8208  0.8271  0.8287  0.8297  0.8334
NAP ope  0.6666  0.6022  0.5391  0.6025 0.6000 0.6252  0.6366  0.6339  0.6320  0.6355
NAP .y  0.8333 0.8495 0.8650 0.8806 0.8852  0.8885 0.8910  0.8956  0.8926  0.8925
NAPYO ~ 0.8125 0.8125 0.8052 0.8011 0.7944 0.7896 0.7774 0.7779  0.7807  0.7811
NAPNO  0.8148 0.8578 0.8737 0.8755 0.8766 0.8774 0.8780 0.8812 0.8811  0.8793

RT3 SRR R P INDCG @k(ke [110]) Wk 4 FiR. 5 NAPAL | AALENAP 7E 10 A
NDCG@k( ke [1,10]) $ahr F-FI8E T 14.40%. 0 5 R AEHE T 7 SR A& i (Rl k = 11),NAPYENDCG@145 45 -tk
NAPALL R 29.36%. %45 AW, 5 W — I b T SCH S 4 BDHLHIAR e NAPH 5 T8 TP bl (s-ip) 5 H i 1P
H 41k (d-ip) 1 2 WS G T WL i) 5 R4 4R 2 B R SOl b {5 B S Nap,, FINAP L A L NAPTE 10
NDCG@k( ke [1,10]) T8 b5 b M P 3R TH 50 5N 49.68%F1 5.07%.1% 45 B K W], 5 7Fx IDF I TextCNN #f
E, NAPH ) XU GRU A58 21 5 fi 5% 5] 1) 75 5 4 SC b 10 i SCf5 08 3 X L NAP 5 NAP RS, PT H1, NAP AE:
NDCG @k( ke [1,10]) bR P38 16.07%,3% 1t B i B F7 AL B 5 7 R0 b B8 35 el s rh g s 435 15, 3 B
ASRL A KA [ JR B 3] 1 45 10 5. 53 40, S Nap o ML NAPFE 10 ANDCG @k( ke [1.10)) Fb LT3
6.00%, %45 RAE B 2 2 B AH L HEFF 1 ST,

3.5.2 KT NAP fi NEHE # T R s 56

TS5 NAP KT T ZAF AL 3 AL 5 LT By 45 R

NDCG@k
Ttk
1 2 3 4 5 6 7 8 9 10

NAP 0.9583  0.9583 0.9485 0.9292 0.9166 0.9076 0.9008 0.9010 0.8951  0.8931
NAPMO,..  0.6139 0.6922 0.7281 0.7537 0.7758 0.7915 0.8035 0.8148  0.8244  0.8326
NAPPreceding 0 6667  0.7294  0.7527  0.7905  0.8095  0.8141  0.8176  0.8299  0.8338  0.8369
NAP[SIOwne  0.7083  0.7244  0.7206  0.7256  0.7452  0.7514  0.7561  0.7680  0.7777  0.7858
NAP}S.a  0.6032  0.5548  0.5271  0.5259  0.5305  0.5249  0.5206 0.5145 0.5240  0.5266
NAP{%,s,  0.8333 0.8656 0.8775 0.8771 0.8768 0.8766 0.8765 0.8764  0.8763  0.8762
NAPR%,,,  0.8333  0.8495 0.8553  0.8585 0.8606 0.8576  0.8553  0.8500  0.8427  0.8367
NAPYS,. ~ 0.6582  0.6420  0.6608 0.6571  0.6528  0.6454  0.6358  0.6412  0.6455  0.6482
NAP)%,,  0.8125 0.7941  0.8263 0.8146  0.8221  0.8230  0.8237  0.8267  0.8266  0.8240

ARS8 P AR (A 75 2 58 NAP 1 =Pl N B (B bR SOOI . SCAEHE A0 B8 SO ) xd HE T 1 sk
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H NO NO NO NO NO NO SRR N, £ Ve s 2t
HHUNAPRO | CNAPYO | oNAPRO L NAPRO o NAPRO (NAPRO - Sl RH K i b R SOR 5

A (payload). Web 17 [ 15 3K 14 (q-body)~ Web 7 in] I .44 (r-body) % % FF(name). H B3 [ (d-port) B k.
53 4 NAPC e NAPEO e o0 ML EY 3 (preceding)f .5 F S (following)f . 3k 7 H:7E 3 415K %
% EHIFYINDCG @k( ke [1,10]) W& 5 Fis.

5napyo AL, NAPTENDCG @k( ke [1,10]) $R AR P38 T30 21.94% 3% /& N Ay 1 R SC s fig % )

Context

87 5 A I IR BE BOIRES . 53 80,38 1 f NAP 5 A8 4k 75 ik NAP Preceding I NA P Folloving A1 % L W] 1, NAP 7
NDCG @k( ke [1.10]) $5 b5 L FENAP Preceding S S5135 8 17.62%, L NAP Following S S35 23.63%,3 43 HINE W F 3045
B B SCAE B HERE ) SRR 8 1 X LENAP 5 NaPyo AT, NAPTENDCG @k( ke [1,10]) 4 4% P34 i
72.25%. 3% 3 HSEINT R RE 32.94%(1 5 A 45 & B fi (payload) (W13 2 Jiw),fHHH T payload
X AT BT VR AR R, R SCR(E B HEF A B R Al i NAP 5 AR 7 1 NAPY %0, FH
NAPYS, o, H1 Xt L T 1, NAP ¥ NDCG @k( k€ [1,10]) 15 b5 b HNAPY, 0, T 3 $R T 5.75%, L NAPYS,, o, T 35 42
8.36%, 1B Web 15 1] 1% 3K 1% (q-body)FH Web 15 [7] i S A4 (r-body) Xt HEJF I DTk 1% 45 S 18 R B , NAPAFE XS T
NAPY o0y FINAPY o, FIHE T 2B AR T NAPHIXS T NAPYO,  ARTL 5 IX 2y g-body Al r-body 4E 7% 1P 2 Lt
B93> 5N 15.28%F1 13.96%(U1F 2 fiR), B BKT payload 375 HI-T-14 E51(32.94%), K It g-body 1 r-body
KT I B L payload AT FR. 534N, SNapyo HLL NAPTENDCG @k(ke [1,10]) fibs L1345 TF
41.95%,1X 3= B %5 2 4 FR (name) X & N 181 48 HH SCSCA B /E — B FEFE L RORE HY 5 2 1 AR P L B = o X Bl
NAP 5 NAPY,., 7] H1,NAPYENDCG @k( k€ [1,10]) #6545 T3 5 12.43%, 1X E W 5 B8 H 35 1 (d-port) Xf
HEJF DTk

—— 15 w30 —i— 60 —— 5 —a— 10 e 15
1.00 1.0 —_—— . 1.00
> - >
g 0.95 g 0.8 e g 0.95
8 Bos 8
S 0.9 D06 rrsaas | § 0,90
.85 7 5 191520253035404550 °*1 23456 78910 ©98 7123456780910
k k k
(a) HEF 7] B ) (b) RS 88E Bh & R RN (c) GRU #5 2 BR otk 25 19 K/

K3 AFRIZHIE N NAP 7E 3 AL R ERF I H P45 R

3.6 TESHWRM

NIEIE RQ4A(TEES U R ), A 15 5258 43 73 AP 180 B 5] ), 1T SC4m At 2835 20 % 111K/ GRU A
BRBUIRZS (9 K /N 3 /N7 THTEAT A 98, S 50 285 SR An ] 3 Bt He o R s kAL y iR 3 A SE 300 R EHE P 4R A
NDCG@K~F 3518 15 2, Tt 70 HE e D) GG B o Sk 5 60 425 SR 10 52 1, S0 B0 4 12 2 55000 ol 1 B M 15 43 8. 30 40
160 43k BT 24 250N 30 434h 5 60 4B NAP [{IHEFHEFRNDCG @k( ke [1.10]) #5135 B R AE (B 1), K1tk
AR S I AE A S BB R B [1,500, Wi 3(a) 7. %45 F 3 WA Bt 2 HE e (RI B I 1 008/« HEFP A% 1) BT HE
7 M BE AR — 20 oK R, AR SO B 15 b R R R BR B TR R AT — e Bk M 3L 3 T 238 BT XX ig
BRIEENE DRI R AT, SR H A I E R 5 2Bl 10 23R 15 43 Bl 40 & 3(b) B, BE R I 3h 7 R8GO,
HEFF R bR NDCG@K i% # 78 221X 2 DA KT Bh & 1 51N 7 R B TE SR 1 R S35 2 ot Hl 1y 45 S ol 6
S0, 36 1 50 B P IR A A B S A AT BN VR RS N T GRU AR B BRSBUIR A I R /N X s 56 45
SR, S2I6 K 1% S 500 B B E N 50, 100, R 200. B B 3(c) AT 40,75 — E VL Bl N NAP X GRU FE 7 B2 jsiik
IR IHA UK.
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3.7 NAPHYHEFE

NATESE NAP F%of Eb J7 v THI I R 5 R 1 37 11 o9 2% 00 25 %5 I R R IL(RQS), 3R 6 R/ & 7 VB AE H 7 45 2 S B
ot 5 Hp T B R T S R N RSV T L TR VR REAE 6 FP LAY HERE 1,000 R4 5 ikt 48 4
N TS R 52 i (B R A D R HEF I 18] 85 T AlertRank F1 DeepCASE, X F M T 1238 B A B
BEMELMR S MR RE RN G S, A 7 RS 2 on B AT 5 LT R B A
(payload). Web 7 il i& K4 (q-body)~ Web 1 [0 M A& (r-body) 75 % 44 R (name) LA % 1 1F UE B
BB AR & A7 V5 A T8 52 (I HE 7 i) ).

=6 NAP KT HHVETE 3 ALSabnt % I fHE 7 i e

ik S1 s2 3 Avg.

NAP 2714 4134 183 % 5.4 £6/1,000 4
AlertRank 834 1094 6.6 4 1.2 #5/1,000 4
Deepcase 2444 3264 209% 3.5 F6/1,000 4

4 SCREVHE

ATV T L TR T 5 X 2 o (1) 0 552 090 28 0] i 8 0 0 A 58 SR VR T R AR 20 A R R AE 4
RG24 N B0 R R e 22 4 N G Xk DALE A BRI T3 AR Az 380 A 1 28 ) 2 0 a3k 47 N 2 20 BT DT 2
B 2 I R A T o T 1 XU 5 4 A 7 v NAP R85 70 50 10 R 3 1] o B [ e o] 228 ) 5 4 i R Xz 0% )
HBEATHET 5 2 1% 2 55 1 W 4 22 45 75 3R TR I AR /N K 2 8008 T SEBR VP A 2 808 R I T 3 AN/ DB I s
M52 AR B IR RIS PAT . SRR A SRR WL 5 2 R (name) 35 141 Ff,
U5 1P i dik(s-ip) 3L 1,761 b, H A5 1P ik (d-ip)3& 947 il KUK 2 i) 3L 8 b AE S B VF Ak v A STRE AT 15 73 B 1
255 LR U SR EHE K LA 165 438 1 5 LA N IR B3

% 7 N NAP 5 HAbXT L 7 i (dlertRank 5 DeepCASE)E B2 ¥E 4 FIOHEFHEFRNDCG @k( ke [1,10])
TR bR PPRARE R R TR 775 R AP 45 R 3R 7 AT R0 78 B SR 4E b NAP 38 G a8 B AR e IR 45
FHEFHRRNDCG @k( ke [1.10]) 76 0.9334 & 1.0000 -2 [, 45 24 75 T 0f L J7 1% AlertRank(/r T 0.6381 % 0.7523)
5 DeepCASE(0.8571),1%.45 S it — B AF B AR J5 ik ¥ 38 FH 1t 5 s F 1.

7T NAP JLEIT VAR S 4R BRI 45 R

. NDCG@k
Tk

1 2 3 4 5 6 7 8 9 10
NAP 1.0000  0.9699 0.9586  0.9569 0.9557 0.9605 0.9617 0.9523 0.9384  0.9334

AlertRank  0.6472  0.6381  0.6607 0.6854 0.7015 0.7129 0.7261 0.7366  0.7451  0.7523
Deepcase 0.8571  0.8571 0.8571  0.8571 0.8571 0.8571 0.8571 0.8571 0.8571 0.8571

5 BB
5.1 FHESLI

SR D 1 2R B, AR SCAE R SE B I R R 28 (58 R A DX T e A DB TR E S VR R R SRR R
b, R B 7R B B O v I H A A SCOR AT RE A R IRAR G, 78 S /D T IR ACTD I ) 2 7 s 42 R LA Sl iR B
MAEH W ESE NS 3.3 JTATR).
5.2 SCIGEIE

AT S AR R 3 4H I 2% BB BodE R R AT SEER (BF 3.4 ), FELE SEEAITAL B (R 4 D REAE B

5 24 B G0 025 0 S 3.1 45 555 4 4 ELAE DA ST A R 0 R R (R
SRR SO 3N AR B 4 5 14 10 5% 81 T H 7 1 DeepCase il AlertRank 557 5 2 XU %
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S N5 FE 0 500 5 A T, TR I o ke A1 T8 M 2 5 52 0 0 ) 46 0 45 4 08 A7 5 KRABE 11 VP £
6 FREIIE

R NAP 5XJ L 7¥2: AlertRank 5 DeepCASE # Uik BB FIHEF FE AR (U156 3.4.2 /N1 BT R) (B A —
AT Z n R R A 1 E NAP (RIS mHE T PR R R EAR R R . P RS T AR — 2R
PR TR AMZ SR B, AR J7 18 S R AR 28 3 4 R ek 2D B s v ) TU AR AT B I B v BT I R AAE PSR B, A SCHE BB
3.5.2 /N T ad I Y R S B0 E B R N B T HE T ) DT R R AR T T I R R 1 T XU R: AT
RFE(QIEE 2.4 ANATHTIR), B E DR BE B BRRAE 19 [5] IR 93020 1 B A I I AR Y )11 2.

R T DR RAR T IEN R BRI, ARk TAER LT 3 A TH R (DB B R 48 10 J5 28 TAE A 7 2 i
TR AT . B RN R TR AR R R ETIR D AR R 1) S B R R R R B N AE — B AR B PRI SRRV FE481.(2)
3T U BRI AT A B AR SR AT 26 P 28 0 35 2 HE AT 55 0 R 9 2 A AR5, IR R 2 A S AT AL
TR T B2 v H BB AT BRI F R Q)R s A AY . LE JS B AR FRAT S EE A EE R RN R) F E H
A (W GPUL TPU &) iEAT I, DD R 9 265 0] 5 22 () HE 7 Tl

7 R4

W6 2 0 255 152 FH 1) TROHE R e, % Tl I 5% 22 4 W 458 R R 0 B AE I 28 739 R b IR P AR RS 224 N B TET I
Aab P 5 5 (1) B K T 77,288 45 0 v IR 5 0 AN T 0%, M D B SR B it g SRR S e XU Py o) 45 ) 5 2
BEAT AR S A 38 AR ST 2 T 22 JU U R A 10 1 A I 2 55 2 HE )7 7772 NAP(Network Alert Prioritization). B
P, AT E R THEE TR IP Hidik (s-ip) 55 H 9 TP Hhlik(d-ip) Y 2 3K IS bR SO B mis ot ie e B Al s S 2 B F
SAE B HIONAP W iE 3 T = AIHLHI A GRU BEEUFD ChineseBERT B 1 SC AR 4 A 2%, M 15 2 454
(payload). Web 17 [a]1#5 3K & (q-body)~ Web 7 18] 1 N4 (r-body)~ 5 244 FR (name) SCAF I o 2= 3T ) 26 ) 35 2
I UG B T B AR 4 B0 2 4 2 B I M 4535 3. 5 5 NAP M g e 7 B 45 3 o5 2 He A8 R i e P B A
Yk 755 P 18 v IR i 2 T, AN T 0 A ) 2 00 2 2 F) A8 TRV R AR SCHE S LR 1) 3 4 IR0 5 B e ke
17556, P Y HE R FENDCG @k (ke [1,10]) BI7E 0.8931 & 0.9583 [l Fh e Je it (1 7542 T 64.73% LA F. 5286
W NAP e 28 H A Mok 7 2500 45 2, B2 25 00 T Bl U7 . 59 0, 18 b NAP B T R0 3 552 1) X 454
B A S — PR ST S A
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