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Abstract: The development of artificial intelligence (AI) technology provides strong support for Al systems based on source code

processing. Compared with natural language processing, source code is special in semantic space. Machine learning tasks related to source
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code processing usually employ abstract syntax trees, data dependency graphs, and control flow graphs to obtain the structured information
of codes and extract features. Existing studies can obtain excellent results in experimental scenarios through in-depth analysis of source
code structures and flexible application of classifiers. However, for real application scenarios where the source code structures are more
complex, most of the AI systems related to source code processing have poor performance and are difficult to implement in the industry,
which triggers practitioners to consider the robustness of Al systems. As Al-based systems are generally data-driven black box systems, it
is difficult to directly measure the robustness of these software systems. With the emerging adversarial attack techniques, some scholars in
natural language processing have designed adversarial attacks for different tasks to verify the robustness of models and conducted large-
scale empirical studies. To solve the instability of Al systems based on source code processing in complex code scenarios, this study
proposes robustness verification by Metropolis-Hastings attack method (RVMHM). Firstly, the code preprocessing tool based on abstract
syntax trees is adopted to extract the variable pool of the model, and then the MHM source code attack algorithm is employed to replace
the prediction effect of the variable perturbation model. The robustness of Al systems is measured by observing the changes in the
robustness verification index before and after the attack by interfering with the data and model interaction process. With vulnerability
prediction as a typical binary classification scenario of source code processing, this study verifies the robustness of 12 groups of Al
vulnerability prediction models on three datasets of open source projects to illustrate the RVMHM effectiveness for robustness verification
of source code processing based on Al systems.

Key words: code structure analysis; code adversarial attack; Al system quality evaluation
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WiRmR — I
ik 1 it 1
n i |
ol B A wpks |V WERHURIEA !
| e | e iR <
I E EFETERIE FrAA ROk 1 1
A R ——— ’
K2 RVMHM i AHESE [
#Type Path1 Path2 Depth Valuel  Value2
func 1:0 8:0 0 int test
params  1:8 0:0 1
param 1:9 1:14 2 int a
stmnts 0:0 7:12 1
————— decl 24 2:17 2 int b
. . op 2:10 0:0 2 =
1 mt. test(int 3){ water 2:12 0:0 2 a
2 intR-a*2 | op 214 00 2 .
3 if(b>0){ water 216 00 2 2
4 intld=b - a; if 34 56 2 (b>0)
5 ) b cond 37 3:9 3 b>0
6 printf('c is %d\n",c) water 37 0:0 4 b
7 return c; op 3:8 0:0 4 >
8 } water 3:9 0:0 4 0
stmts 3:11 5:6 3
water 3:11 0:0 4 {
decl 4:8 421 4 int c
op 4:14 0:0 4 =

3 WHSEERY K CodeSensor fif AT 4
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() MR HEA AL R
ARG 1 AR AT AR, P R R AR (A R SR EAT G AT BT REAS K el 7 B 2 i, 6 )

IO AT PRI . Ay A/ VR 3 P 2 0T 7 5 B W 56 R4 8 B SRR R T T B R AR R A R T
DL FOGT IV AN 000 A eSSt 8 B B P A B T 7 (68 22 5 0 P A R R A7 R ek
3.2 ET Metropolis-Hastings SRAEARRE ST BIE E L

3£ T Metropolis-Hastings SR f) 35 03030 3 Bt i ety F B REAS (0 BHLR LT AL AR T4 A 2 JUT:
S BRI HURE A 6 T (9407 A B0 AT 45— AN ABL— B Markov B8 3 A B, (B by T V5005 25 ) £ 85 O, 97 LA
S P A R, BRI G Ik L 2 R A (] VR % ) AT AT Ut A ) HEUE P A Ut A B LA e 5, U
B8 FEE (5 L S R A . 3K 75 35 0 P A1 T8 PR 1 e LA S, BT B DA o AT SR R 2 3 T B AR P % 4T
ik,

R U T IRV AR AT LA 2K TextBugger™ B (1 732, BEHLE H A HRE A b (07 5, Wi B
FIORT I BT PRI A 0 By 0 ORE AR, L AR TV Ak B Fy R I TR AL 0 2 Y 1 SR 5 A B AT A 173, 4R BB
PEA G SUAE L AR AR 5 7455 (K0 T 263 K0 78 L R AN R 1] o b R AT I7) 5 44 T B A7 Sk, ] 4,
i 1 B Pythontutor 1= H BV s BEHLE F 205 VR RS PAAT 1L AL, ARl 2 B0, 11 SR ] TextBugger KR HIHL
H S SR PURE AR, A S (55U Y SUR S AR A 22 B AR 3 ot T, (E 8 2 O R BT B, L5
T 5 BOUGRT R: A TE 100 3o o 1 L, SR AR HORE A AT B Ui 2 K6 A 2 T AR AR

1 | import copy 1 | import copy
21a=[1,23,4,[56,78]] 2|a=[1,2734,[56,78]]
3|i=0 While— if 3|i=0
(a) PFARHD 4 | While i<5: —_— 4|ifi<s5:
5| b=copy.copy(a[i]) 5| b=copy.copy(ali])
6 | c=copy.deepcopy(ali]) 6 | c=copy.deepcopy(ali])
7| i+=1 7| i+=1
Sl Module instance List Global frame Module instance List

Copy |4 051(,2738 Copy |4 el e
o a L List a List e
(®) FEFiEAT ils o |1 |2 |3 |4 : |_;\. e A—
AT o[ Al ol Sl ) 1| [ a] e

List b L

c
0 1 2 3 c B
5] 6] 7| 8
List
0 1 2 3

Bl 4 BRSO e I AT 1L
N T AR RO LIRS A R A 2R, SR A S0 UE AR R PR T J2=,, SRR AR 38 2 SRS U~ 1 14 T 454
K, ASCRH Ly WA B8R, X AR WA T IR L. 275 B AR 5 A B JEAt P 3 T SOA (K B et
T, BrekRer-F- i (AR, R S AT AT REXC T 1 2.

x|

Xyt g = {xl,xz,...}[xn ~ {xl |A‘ < range}] @)
n

Horp, X RORFEBUE FEA TSRS, range 3275 VO I B 12 Mo Y 1, 8 03X A BE 38 IO R AR AN 2 W B e ot

Braf ik AR EL B maxiter BRI 50VE I IS AT 5 18], 35 1) d5 Jo2 W] 18] i o 2 M6 AT B b R A Bk VR T A A 42

B Ja, ARy Br e A A TR T AR e SR A 3 P it A8 R R AT SRR 8, 70 AN R W AR 3 AT 1k 2 (9 15 00 4 X Bt

FEA.
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SRR HUIE S A6 B 1 — AN ) . 1 2G5 SORT TR A D 45 58— U R R ) R R C A —
AR HEIRE R (x, p), FeP CIERHRE x 20282y, RHUE] 750 x 1 (R,

A(x) = {&|% € e AVi € I,E(i|?) = E(i|x) A argmax(y) # argmaxC(%)} (8)
MPUHEBUE B EREE IS AR, B bR A0 v DARE o SO
a(x)oc (1-CXO)[yD-X;... X )]

Co)[y] A AR C PR y IXZEAIHEZR, TR X ... X 2% H RTS8 (03 T 200 iR 20, 1A 4R
5. Z A3k T Metropolis-Hastings SRAF 5 VAHEAT A2 &8 44 KRAE S0FT. MHM A2 B2 SRR ATE, b2 M=
FAAY C B TN 5 R 5 BN BGE A, SRR — X IEA 22 R E AT (x, p), fv— R AR SRS . X
LU HURE BN 1% HL 4 U0 N RFAE: (1) RERSIR T BB C. (2) SIS (1T U2 )2, BPAS 2 LG PRIk R4
R, (3) FESE i N 25 R RE s 5 TR 8 i L 2 R 2, BN S OB A B P s R S

SRR — T e T 22 ML) Markov # i BE 1 S2RF -RUSSRAE T 10 45 0E 20 A R #0775, M-HORFE T V0]
LM G317 SR A TSR AR AR S5 TR T 4 52 R, MHM SR — GEAE R o 4% 3 M B

B BE 1: BRI A A4 bR URT s MR ISRD P B o v i A A B R e B s U ), T AR S(x). AR A i
VAR URT s, B SR TR S M AT 45

BB 2: & #% H s i B AR IRET &0 B AR bR IRET BB VAR b ™ AR R IR IR AR T(x) 2 WA IRIEAR v b/
). TCe) R 0 3% 2505 A2 LR bR iR AT R R, HASGE tHBLAE S(x) th. IXPIAN 2 RORUE AR IR AT iy 44 S5 U
R BEATISR I AL X T T 52 . F i 44 PR ARTRAT R AL R (AR AR IR AR AR T2 R A A bR TR 1 HoA
B RARIRKE, BRI RAR S TR VY. XA B 4RI R] LLGRE H AR IS 54K 7T LAd i Js A 11
T H G, 10 HA S A 2 5 BT AR AR AR = 0 UK T .

FIITBY Bt 1 FABY B 2 S AR — AN 7 8 x TR IR s B8 0 ¢, ACRIE S X . I A Zak FR 1K 4 B A2 3t vl
PABE E A

O('|x) < T{s € S(x) At € T(x)} Pyy(5) - Pry(t) where S(x)NT(x) =@ (10)

FEt, Py(s) 1 Pryod) FEM () T T0x) FH140 BISRRHA 30 5 A0 ¢ (K385 40 T ELEESR S(o) B T00) J28 A48 7

BB 3: MR A O IR INIEZ R o . X T A OB o 1, 2 FIE I TR 0 A (' |x) 4241

AR TT S % TT B AR T
n(x/)Q(xlx’)} _ min{l (1 =CYD - Pyw)(8) - PT(x’)(z)}

" () Q(x'|x) T (1=CD - Py (8) - Prey (1)
AR R, I AREA I th x Fe e B BEATRAE. 5 WL A5 B AL A PRSI T AT
ARG T AR IR 5% 1.

&% 1. MHM BB Sk

Hi Nz 5 FAEY model; i A BT BKIRAS FEA KRS (x, y); 3 KIEACIREL maxiter; WRIEHH A KL n_candidate;
B B AH;
Bt 0PTSRS, BT FURE AR (1 I K .

1. ¥4tk x0 (RS H Kl —embedding), =1, count=0
While (& 7538 7 B s %)
2. AT count NI F B

While ¢ < maxiter (i%ﬁﬁ\%ﬁ)l
3. To I AR A O B R R IR IR SR S
4. 7E S AT RAE
5
6

an

a(x’'|x) = min{l,a"} = rnin{l

TIPS A A A IR e T
T FRBEATRAE (TR, BLESRFE D SRR A I T AT (¥ 0328 S0 ABERAT: (KT I AR S5 1KD)
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7. AT
8 TEIE AR O Fl 5 O IMEAL B HHAT B i 2 %
. R 1 52 IR B R 52 28 TR K /N G 3R S It 2 T BAT Markov B %
10.  IFPATHHRbE
{F R C % AT BHIE
If argmax(y) # argmaxC(%) BIHili 13 break

Else
ANHRAT e 45, TR TP SE i R RAIRAS, BB HEA T RAE
11. =+l
end While
12.  count = count+1
end While
HIHT MHM 78 5 44 RAF A A48 SRV SR AR SN, SR 5 KRR 22 52 A AN 32 B AR 1R K /N 50 2R 0 8 R 6 AT

B TR RE S T BB IR U AL X BUAE A, HEANAR S 4 7 AL HURE A (R R 2 — A BB e . & s (i 7,
RVMHM FEFAAT R e 8 R 425 48t ) 2 8 2% ORI 24 I 28 8 ) AR A DL Ve A il o, 7 (B EAT 8k — 2P i Moty HL & o i
HIJE ST,
3.3 ZIEIREHMEIE

ZREX T E R R AT T, I 2 B0 P AL il R B i e, BOE e NSRS AR S,
FIE bR LA R, SR RN I SR . I DAAEA SO PRiE T AR 3 AN RR, i H AR R RS VA A
PEYE.

(1) Fl-score

Fl-score s 48 vh 21 KA B = 0 JORTRORS I L 10— P b, 37 DB AN A e 5t AR RS 2. e [ I Sl st 17 23
PR (RIREI% precision MR recall. F1-score 1] LATE A & BEAURS A 22 044 [ 232 ¥ — Mo B4, 1R 4R
B 1, /M 0.

recall X precision

Fl-score=2——————— (12)
recall + precision

(2) AUPRC

s I S0 1 i) R P 28 AT 1) b, T DA G A o R el L T DA e AR B IR A A
A TR AR5 FE IR TN SR HR 0 B S A AT (K, 3847 1% HY (area under precision recall curve, AUPRC)™
FH T PRI AR IR P S8 1. 7R SO P SRR 1 24 48 b, PRC AH#L T (receiver operating characteristic, ROC)
ALAZEH ROC & 2RI A 2 5 BTV B A4 K 22 BB A TR AP B 550 S i R B PRC A b M BB IR — B
SRR, PEAR SO AT A 2 A0 1 a5 AUPRC.

AUPRC = fPRC = Z (recall; — recall;_y) X precision; (13)
i=2

(3) FAEITIR S R AR S F b
FR TR P37 5t T (0 B0 5 K 2 R AE AR BRSSP IR 0. B 4 B o B SIS AT A B 4k, Be il
T K 22 BAE A BRI RN B 2. 0 R AR AR W) 8 AU T, AR 5 A R I B A B 52T B DA A i v 2] 1) s
T /N T GRS i 2
T Pyyiner

RecallVul = —————— (14)
TPVulner + FNVulner

It AAR SR N SR L e i 1 P02 (R R AR, X LR ) A K 2 S b A LG 1] O 5 e 1 e
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4 IR SERSH

SR B R TR TN 5T, 2 T 0L S IR T TR A Y (2 PR AR SR A EVE T 6 PR 9 4% )
75 3 ANFCIZI H A 4 AT B He B0 IR ) &5 L. R3S B B 7 vk MEMPYHEL T 9286 AT JE 4k MHEM 1
BNFETCZE I B R — MRS FEAR, 237 AR K SCARGON TR )i #E, RVMHM EAE ] M-H KA 2 o
S AT I 23 T I PR AT B A L K 4 A5 2 Bok e A T B B B IRV AR AR B i T IR T 7 R B Y
Fe kB0, [Rl i) RVMHM SR T 3IN— R (0 35 T G i 20 50 40 3 T2 CodeSensor, 1% T MHM JiUG4k
B, AT M-HORAEBGE D E T Tk S kAT g PR D) 1.

SEIG S8 B T A SCHE B 0 EE R IR AL RVMHM A5 R0, B 45 R BN AF S B & LA oG R bR
AW RS 2 5 00 UE (R T TN B R I 25 5 T BEMS IS BL I Fadn R B, R E 12 5 T (MEE T Xt
Tk R 75 PRl ARG U RS ) AL FR) R LT ARG iz Y. AR SO K 236 T AR P #E GitHub 5% (https://github.
com/Yang-Yanjing/Robustness_for_SVD.git) JF/BORASSRI LA )5 BRI LA R & e P e ir A A
4.1 SR

N T RAT RS RLBER £ LS e R RO RIS B, AEXT LE AT AW ST M ol T B A S S R Il R 0.4
AEAEIIRIEIT, B T3 B Fe Pt B IR 5 RO AT VA, TAT TR T I T 28 50 5 TG e ¥ 28 0 AN S48 LL A5/ T 1:50 1)
B4 A LA YRR A AN ST Al 5t AT T S 56 T A 2 Y1 5 ) e AR B SRR E 3 ANTE GitHub F A7 7E [ 5052 1 3
H A4 Se s Kidla 4k (1) FFmpeg; (2) LibPNG; (3) LibTIFF. FFmpeg /&4 AT LUIRILSR . S350, MU, AT
B EATREALR T SR DA . BSOS, R 2000 B R T 36l B4 LR i 25 A ) e 2 At vk
J7 %, LibPNG &2 —# AT CEBFME MRERELE PNG SCHRIFE, Z50H A2 2)F 5 1B, #5005 v L
IRELPNG SCAF A —ATR 28, i BUGRAL BER L Rt — 2P St LibTIFF & —AN RS RAE G SR R,
T H LSRG 5 4 R, I B A 32 & BRI, R I H o) DUR J5 R H 1y 47 it B A0 2 TIFF SO @i i
ERIX BT H 0f AT e AR RRAR, FEX AT ek D) T S S s 4, BB A2 R vl 1.

R AR RILE

e S T ] B B RT SCA R E e ] B RS S R
FFmpeg 5553 250
LibPNG 578 46
LibTIFF 732 124

SR P P 0 ] PO 2R 2Ky S P 5 971 e AR EBS 0 R R S 1 46 FOU00 74 7 g .

| [ .
| ARSI 73 : 1 TR R 2% TR 43 :
] ]
I I
2= 2 : | mee vt N
G/ 1 BN HELFY A [ - F I ]
RS- 1
- or ec 4..4/—'_. —_—
LibTIFF | i AJIH | - AR | = 1 Fil A sklearn
FFmpeg W FastText 7«;1;..%% Y 1 1 GRU : MR
! HEHA L .. BiLSTM | | Mikdgdhs | T1scor
I I
! D ek Bi-GRU | |
: | : i o [ Bi-CNN :
| [
I [ .

BIS SO0 I T T A 7 A S Ay
4.2 [RRAFNRR SIS IE
TEHR 4L LibPNG, LibTIFF, FFmpeg A SCHIE TR IUA A 0 R M0 R N S VL FIAS I ) 266 416 1 12 AR TS 3


https://github.com/Yang-Yanjing/Robustness_for_SVD.git
https://github.com/Yang-Yanjing/Robustness_for_SVD.git
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T, I TR E B SO R 2 R, 8 TARIEA B E G v i AR TR VA LA, AL S5
SCAR B AR POV 8% M S0 M AT SR I 2 5, Wb et AR 2 IR TR AR R HEAT 10 Yot Bt By, B R
FRAR R LR I I EAE A S St 45 3.
*2 MHM BAGES AT
e PATH ] (min) T KRB IEARIREL (maxiter) 3R AEARA L (n_candidate) BiliJi i (range)

LibPNG 4 300 30 0.2
LibTIFF 6 200 30 0.2
FFmpeg 10 200 30 0.1

K1 LibPNG AT A 48l £, o8 . 1) Bl A 82, Bl LLZR 45 2% & MU I [R], A SCEE AN LibPNG (1)
I KIEAIHL maxiter UK, K2 FRmpeg I8 B R, BT LAASSCHDG T S0Ad P A $odha 46 150 & %) B FFmpeg
() 5 356 M ehi Y [ range ARG/, SRAT IS TR0 AR B 4R K /N SR 36 5, 88 S 00 0E AT I T 3 BUSCR A IR

W 3 PR, AR 4E LibPNG L& B2 MHM YRS S BE 8y (sl 2 i, 768 BRI 45 br pP A L 1 22
A, AT LU B JUAS v VR R 1) 7 SR IY, ety 2 J5 AT AE AT — € IR AR 20, SRR s A AE . d T
LibPNG $udfa 4 A 5 $odha 2 100 20 RE S ) Bl AP (KRS 1, 30520 il rTREE 17 0. 203 6 40 i 2 Al B 1A 0
GORBUL AR AT 5 LR L TR 1.

%3 LibPNG $ifath EAURE LR IE S50 45 R

P~ NS ~ Fl-score AUPRC RecallVul
ARIRSEE - Sk RS e e mohie | R KhiE | RR
Bi-GRU 0885087 001 047650474 0002 0445043 001
Bi-LSTM 088087  —0.01 04760473  —0.003  044—043  —0.01
RVMIM DNN 092509  -002 06070563 0044  044—033  —0.11
GRU 095094  —001 08440838 —0.005 0335032 001
LSTM 0.90.9 0.00 0417—0411  —0.006  0.56—0.55  —0.01
TexttCNN 0915087  —0.04 093450901  —0033  1.0-089  —0.11
FastText Bi-GRU 0885088 000 04760476 0.000  044—043  —0.01
Bi-LSTM 088088  0.00 0476—0476  0.000  044—044  0.00
M DNN 0925092 0.0 0.607—0.607  0.000  044—044  0.00
GRU 0955094  —001  0844-0844 0000 0335033  0.00
LSTM 095089  -0.01 04170417 0000  056—056  0.00
TextCNN 0915087  —0.04 093450902 0031  1.0-089  —0.11
Bi-GRU 0945093 001 045050362 0089  011=01 001
Bi-LSTM 0885087 001 037250364 0007 022021 001
RVMIM DNN 0815079  —0.02  0.611-0.606 0006  0.89—089  0.00
GRU 095088  -0.02 03940346 0048  033-022 0.1
LSTM 095089  -0.01 044950442 0007  044—043  —0.01
TexttCNN  0.695055  —0.14 00800067 0013 0335032 0.0l

Word2Vec .

Bi-GRU 0945094 000 04500448 0002 0.11=011 __ 0.00
Bi-LSTM 088088  0.00 03720372 0.000  022—021  —0.01
M DNN 0815081  0.00 0.611—0.606  —0.006  0.89—0.88  —0.01
GRU 0.90.9 0.00 0394—0394  0.000  033—033  0.00
LSTM 095089  -0.01 04490443 0006  044—043 0.0l
TextCNN  0.69—049  —020  0.080—0.062 —0.019 0335033  0.00

L EEIE 6 AN 3 AT ORI I8 56 T, AT LUA B 6 JA 1K) RVMHM EELAT SG 3k 13l H% MHM
TEVERE EALLE, [A) AT AR I — e85 Ay S 1k 1) 199 2% 41 Text-CNN 75 [P 2l I AR A0 550K, AT LA B i A0 0l ) 45
HARAE SR BOLRIL R, (ER AR LS N sl BOR, S 2.
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0.05
= RVMHM = MHM
0.05 0.043
0.04 +
0.04 0.0350.035
g 0.03
i
>~ 0.03
= 0.02
o
0.02
0.01
0.01
0
Fl-score AUPRC RecallVul Fl-score AUPRC RecallVul
BHEME BREHE BHEE BEBME THEHE THEHE
FastText-+4a % 4% Word2Vec+H X 4%

6 LibPNG %54 - RVMHM 5 MHM 3iF 45 bR 8%
%% 4 TR, JBOR4E LibTIFF &I 458 RVMHM $03iF 2 )5, 8B H I Fe SR iR b I 77 70 e K A8 4k,
ik 7 oA LT MHM 38304587, RVMHM fEZ B4 EXTBIRE 3 N E et de bt sl s i 2.

K4 LibTIFF 2034 FAs R e pe i 50 0F 556 45 3L

" N NN | Fl-score AUPRC RecallVul
I I I T o T e e R e I )
Bi-GRU 0865085 001 048550405 0080 _ 0.19-0.15 004
BI-LSTM 0815077  -0.04 063950627 0012  059—058  —0.01
RVMIM DNN 0945091  —0.03 08360817 —0019  0.67-0.63  —0.04
GRU 0855082  —0.03 04200389 0031 03703  -0.07
LSTM 0775074  —003 054250254  —0289 0635004  —0.59
TextCNN 0815075 006 049150432 0059 056044  —0.12
FastText Bi-GRU 0865086 000 048550479 0006 _ 0.19-0.15 _ —0.04
BI-LSTM 0815079  —002 063950632  —0006  059—059  0.00
MM DNN 0945091  —0.03 08360817 —0019  0.67-0.63  —0.04
GRU 0855083 002 04200396  —0.024 037033  —0.04
LSTM 0775076  —001 054250530 —0.012 0635059  —0.04
TextCNN 0815074  —0.07 049150386  —0.105 056037  —0.19
Bi-GRU 0885081 007 055050454 009 0415022 019
Bi-LSTM 082508 002 06700669 0001  056—055  —0.01
RVMIM DNN 091087  —-0.04  0881—0871 0010  089—081  —0.08
GRU 0825074  —0.08 033550254 0081 026004  —022
LSTM 0795071  —008 055350498 0055 063037 026
TextCNN 0755059  —0.16  0220-0.146  —0074  0.11-00  —0.11
Word2Vec .
Bi-GRU 0885085 003 055050506 0045 041503 011
Bi-LSTM 0825079 003 06700617 0052 056048  —0.08
MM DNN 091087 004  0881—0.872 —0.009  0.89—085  —0.04
GRU 0825079 003 033550302 0032 026015  —0.11
LSTM 0795076 003 055350535  —0.018 0635056  —0.07
TexttCNN 0755059  —0.16  0220-0.146 0074 011200  —0.11

W3 s Fras, o Bl 4 FRmpeg |25 B 20 08 MHM 9 B0t 00 i 4 8 2 i, A8 & B VE SR bR P A 1 22
6, Ik FFmpeg SRR (1R AR 3 AN FEAS H B3 (14, 68 N2 ()t B 68 Jse I 45N TR A FL S 00, WAC81 0 7 e et
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B e, BERAR bR K 22 b B, DA R S e 45 2 A 16 5 e k.l 1 S S R () 132 S 3 5 P A7 A KRN 330 4%
P, BERLAL R 20 BT 5 T A AR AR (M ER A 2 b 1] 8 AR B S KR (Y A A B RS R A
EIR e

0.16

= RVMHM = MHM 0.145

0.145

Fl-score AUPRC RecallVul Fl-score AUPRC RecallVul
BEE BUEHE THEHE AEYE BUEHE THESE
FastText+f 1 4 2% Word2 Vec+1 % 4%

7 LibTIFF ¥4 - RVMHM 5 MHM K iFF5 brisk s 6) L

%5 FFmpeg $fiitE BB EBIER RS 453

" N RN . Fl-score AUPRC RecallVul
e I e e e e L
Bi-GRU 091509 001 023650231 0005 055048  —0.02
Bi-LSTM 0915088  —003 029150277 0014 069062  —0.07
RVMIM DNN 0985097  —001 08140809 0005  0.65—058  —0.07
GRU 0935087 006  0380—0323 0057  0.71-0.56  —0.15
LSTM 092509  -0.02 035950331  -0.029  0.73-06  —0.13
TexttCNN 0925089  —0.03 030550287 0019 056055  —0.01
FastText Bi-GRU 091509 001 023650235 0001 055049 001
BI-LSTM 091509  —001 029150290 0001  0.69—068  —0.01
MM DNN 098098  0.00 081450812  —0.002  0.65-0.62  —0.03
GRU 0935092  —001  0380—0371 0009  0.71—0.71  0.00
LSTM 0925092  0.00 035950359  0.000 0735073  0.00
TexttCNN 092089 003 030550287 0019 056055  —0.01
Bi-GRU 091509 001 02360232 —0.004 05505 0.00
Bi-LSTM 0915088 003 029150277 0014 069062  —0.07
I DNN 0985097  -001  0814—0809 0005  0.65—058  ~0.07
GRU 0935086  -0.07  0380—0321 0059  0.71-0.56  —0.15
LSTM 092509  -0.02  0359-0331  -0.029  0.73—06  -0.13
TextCNN 0925089  —0.03 030550287 0019 056056  0.00
Word2Vec .
Bi-GRU 091509 001 023650235 0001 055049 001
BI-LSTM 091509  —001 029150290 0001  0.69—0.69  0.00
MM DNN 0985097  -001  0814—0812 0002  0.65-062  —0.03
GRU 0935092  -001  0380—0369 0011  0.71—0.71  0.00
LSTM 0925092  0.00 035950356  —0.004  0.73-0.73  0.00

Text-CNN 0.92—0.89 —-0.03 0.305—0.287 —-0.019 0.56—0.55 —-0.01
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0.075 » RVYMHM = MHM
0.070

gz 0.03 r0.027 0.028

0.022 0.022

Fl-score AUPRC RecallVul Fl-score AUPRC RecallVul
THEHE THERHE THEHE BHEEME BOERHE BHEE
FastText+ il /X 4% Word2Vec+4 Il 4 4%

8 FFmpeg ##4: - RVMHM 5 MHM $AFFE bR Bt

F TN [ 1 s VIR TS 2R A5 P %) 09 2% FOARAE S By USR], SRR RE AR 1 N TGS 20 i 2 A 15 280 s AR i N
T e th A T IX ), 5 AT I FR A SCAR S T A U202 ], RVMHM 7 23R 7248 B 44 B4 2 Ji ot AN )
RS (1)1 e 72 e A P A ), 2 — AN SO P ARS8 A7 7 10 2 e B 4. TR I FRATT DG 21 RVMHM 7ETH R 5 2%
KB 45 T LLIRAS SE AR e R 3h 3 8, 1K 1 T RVMHAM (ETRE R X % 2 5, dnsxt N E s 45 2% 78
g5, AT M-H SRFEZS R, Bl B R & .

T #2278 RVMHM AT MHM $2 74+ 1 ge vt s 25 10, 2% FE 0V i RVMHM 2B it 1 73 A, &
THEBEAES R H J775 Wilcoxon test BHAT 02 ML, F18 ] Cohen’s d 52 vk BEAMATT 2 7] 1) 22 S P AR 22

MR 6 fras, o] LR IAEIE S Se iR 5 Wilcoxon-test 24+, [ T /EZHE4E LibPNG Lit5 Fl-score %M
1) p-value [HEEK (p-value>0.1), L5425 JEARL R F B (8508 £, ] L I G A 2500 20l 2 45 v 25k, mT LA B
RVMHM 7E H AR & Titfahs RIS T MHM J52: 1.

R 6 AFEBHE T ITEE I R R T AR

JL X Er N a4 Fl-score RecallVul AUPRC
p LibPNG 0.113 0.020 0.010
prvacue LibTIFF 0.025 0.062 0.063

(Wilcoxon-test)

FFmpeg 0.011 0.005 0.003
LibPNG 0.052 0.553 0.824
Effect-size LibTIFF 0.365 0.603 0.577
FFmpeg 1.072 1.542 1.093

1M LibPNG _5%F . Fl-score R385 % 5 (0.113), Jei:H5F W (1) Effect-size [A]IF AR5 /N, 158 I MG 46 A B
A SEPR RN R X, AN GER 4 R4 25, 1T LibPNG BEEREA BN RN, 53 RVMHM 1E Fl-score
EEAEMBT MAM $#2£FHR K.
43 MHM WHERESHREE N

WAL, BTSCITRE 3 MM EERIR N SEL, o0& RYUER AR EL maxiter, FIEE A
N n_candidate, THIEBGTT ] range. TAT PR HEAT ST 20008 18 SHOHAT REUE BT, X s KB IEAIK
Hos s B BT SR, IR FEATE A B SR — IR R A A B DR/, i o v i B0k
PEBIMCFEARR 1. 2 153 FFmpeg B #3078 55, A SCERBURFIELEEURZ: FastText 2H-5 T 4% Text-CNN



M F FRBLEG R T AL ARG GHHIIES & 4033

A ARE EAE RS BT S8R B . R A ) 24 s AR AR BIREA T SR BURE S0 A B HEE 2 B0k AR 3
FARG Y AR YO ], DA R R Gt R FRFR Fl-score. RecallVul. AUPRC i% 3 MatsitZR Ly HE.

Ll 9 my LR AR SR bR BEAE S RSB A IR B AL, 8 KB RIE 240 2 S5 AHRFEFR AN &, FHd
KRB EA RO B R I SE AN K, AR 23 T FESE 22 1R I ), S0 E0AT TR 803 B 2 BRI DR VB e AR il
B RVMHM R RIPEEI 5, {H 21 L AS i1 T [ B 1) v G4 AT 285 B 78 20 S I 2 ) 8 R B 8 AN S i Se A
N TP SN, B KB AR BT — 5 0 Bl A BT LUk 21 58 5 (9 1 R, (H 2 R 10 BUs KBTS R
PR N R A R Bl PE .

~0.064
-0.082 ~0.066
~0.068
0,092 -0.070
S -0.072
S 0102 -0.074 2
<7 S
2 ~0.076 2
Q
T 0112 —0.078
<3
~0.080
-0.122 ~0.082
~0.084
-0.132 ~0.086
100 120 140 160 180 200 220 240 260 280 300
IEARIREL
e ['] -5COTE RecallVul «+s#ss AUPRC

SICI ¥ S E R R E N SR AT oS (E FNL GRS AR/ (R LSS
P 10 AT BURBAEY K T Bk v F 2 5 W 2 SO (A A BN 2, (5L P B Bt (KA B AN Bl A B et
1 [ 084 00 T 1 BRSNS, AEYTRE] 0.15 22 Ja 0 T B 5 W BOR IE W B AR, — e R KBl Y T RE 8 45
RVMHM M H b5 i G bk HOE 2 (AR AR, 37K 7 Bl H PR I . (R4 R i s 2 AR I BGH FEA I
R RAIR, 3 AN B BE T FE. 8 I S5 0 R 0% 32 2 AN A S O B AR bR (K5 AN 2, (R AR S
B3 P AT b IR 2 Mk i A A M2 S 2 SO SR B R B I RE AT IR .

0
-0.063
-0.01
-0.073 0.0
 0.083 —0.03
~
S 004
3 0 ~0.05 &
= S
3 ~
S —0.103 —0.06
2
3 _
~0.113 0.07
~0.08
-0.123
~0.09
-0.133 -0.10
0.05 007 009 011 013 015 017 019 021 023 025
G TRIEN |

e [']-5COre st RecallVul s wss AUPRC

10 B RRTEDP AL AR bR A2 b BB 2 BAr i FE I A2 5 3R



4034 HAFFIR 2023 FF 34 K% 9B

5 REESRE

EESHERD AN SR AT REAER 2R3 R T RIAARE 1) 14 8, A S0 HOECH A S e R 78 40 (K0 U
TR AT G IR AE, JHE H—FPis BN Z 5 T AL RGRIEHIERE 77 RVMHM. 1% 5% 0T Bk Js i
TR BT 5 T AR S B SE by B E B S H PN HE bR, RVMHM L F CodeSensor Jifith 4 Hr T Hx 4—4
FEAFE MGV TER, SRR B SO 10 AR B3R, I R 4% I 8 o L e ISR A 4R JE A PR o B L o B
%, W5 MR EEAR AT AR BN AR, WS B, AT 5 AU DB M AR R b i i AT RGAFHTT
DUBLFY RN IR BN H 2 (838 L. AR SCHS W TAEBRIE T 30 4 - 50A A IR T U35 R AT 9286, T2
FAT-55 23 R MRS B SEHR 1) 7 0 AR 3, LA A AR AR i e I vE RN Bh B0l S e e, i LA SC H A AR IR I TR
W3gps N AT S B T 1% A IR R TR A T €A 1 56 1 L (XA . (R H AT 22 B A B 37 5 AT 45 A 5
I n By Markov A AT SR, BB BRI TR MIIAHDCOCR (ALY, B T S GEER I 2155
M5y o AR T SCHEATAFAE TR, X AR T (0 A B AE 7E — B MR 2R 5 TR BT I RS R A 7.

ASCAE 3 AN ATFIIEARSE FFmpeg, LibPNG, LibTIFF % 12 4RI T T St g6E, ol LUK BLE RVMHM
IO UEAE S AN, JEAR A e 5 2 I AE — A (K R M. TR TR SURIE T 8 A1 T 97 2 A 28 D A AN AN 75 ZE W
SRR BB A BRI, RGP sh T G AR bR (W30, AINB VPR 0 e 1A &R 2 v TR kil i
A2 IR AR R B HEAT 0 BT I G FHA L I s MR AR 2 TAR IEE AT M R 2053 5 1), £ RVMHM 1)
SR Eh R, B SR AR AR TREA, DLIE Y 5 B TAELL K RVMHM R4 3% B4 B AT 45 B R4 T 3k
B I BU N Sk AR B AL [ 45 A

FESEI I FR AR5 MHM JAE 1B B2 AE LU LA 2 v LT R S5 22 AR

(1) K 2 AR BER EE I RVMHM SR IIEAE A 2 24 v, 5 22 R A SR B I s 46 L4 ik
AR PRI SR A VR 45 R

(2) B3 X LB FE AR SIS, H RTR A R TR 00 Ly Yo N ZE PR MEAT X B0k, 2 )5 T LLR A A
R EIEIAT S BUREA IR 55 1%

(3) 8 7 im] B S ALK /N S R B B A 5 2 5 0 B IR AR, 23 RAERL & 7 S0 Bt ) R - BR
) IR, vl RS m B R

(4) AT AR BRI HREASS 2 i 2 5 IR RSB AT S itk I 5, WA 1) 5 TR A IR RIS AR Ak

(5) SEH 45 5 H AT LAE ] RVMHM 75 [0 A [R]85\ SR AR 3 R 3 F2 A 0 I 2% () 21 L AEAe eI 22 57, 2
S0 AR 2 A s 1 S 50 A8 BT Xl SV AE i NS IRV AR FEAS I M 2 11 401 22 5, LR s 04 Ui
TR 5 T ARSI 7 04 A5 B3R sl mT ek

References:

[1] JiSL, DuTY, Li JF, Shen C, Li B. Security and privacy of machine learning models: A survey. Ruan Jian Xue Bao/Journal of Software,
2021, 32(1): 41-67 (in Chinese with English abstract). http://www .jos.org.cn/1000-9825/6131.htm [doi: 10.13328/j.cnki.jos.006131]

[2] Lin GJ, Wen S, Han QL, Zhang J, Xiang Y. Software vulnerability detection using deep neural networks: A survey. Proc. of the IEEE,
2020, 108(10): 1825-1848. [doi: 10.1109/JPROC.2020.2993293]

[3] Johnson B, Song Y, Murphy-Hill E, Bowdidge R. Why don’t software developers use static analysis tools to find bugs? In: Proc. of the
35th Int’l Conf. on Software Engineering (ICSE). San Francisco: IEEE, 2013. 672—681. [doi: 10.1109/ICSE.2013.6606613]

[4] Chakraborty S, Krishna R, Ding Y, Ray B. Deep learning based vulnerability detection: Are we there yet? IEEE Trans. on Software
Engineering, 2022, 48(9): 3280-3296. [doi: 10.1109/TSE.2021.3087402]

[5] Kuwajima H, Yasuoka H, Nakae T. Engineering problems in machine learning systems. Machine Learning, 2020, 109(5): 1103-1126.
[doi: 10.1007/s10994-020-05872-w]

[6] Giray G. A software engineering perspective on engineering machine learning systems: State of the art and challenges. Journal of Systems
and Software, 2021, 180: 111031. [doi: 10.1016/j.jss.2021.111031]

[71 LiSY, Guo JQ, Lou JG, Fan M, Liu T, Zhang DM. Testing machine learning systems in industry: An empirical study. In: Proc. of the
44th IEEE/ACM Int’1 Conf. on Software Engineering: Software Engineering in Practice (ICSE-SEIP). Pittsburgh: IEEE, 2022. 263-272.


http://www.jos.org.cn/1000-9825/6131.htm
https://doi.org/10.13328/j.cnki.jos.006131
https://doi.org/10.1109/JPROC.2020.2993293
https://doi.org/10.1109/ICSE.2013.6606613
https://doi.org/10.1109/TSE.2021.3087402
https://doi.org/10.1007/s10994-020-05872-w
https://doi.org/10.1016/j.jss.2021.111031

M F FRBLEG R T AL ARG GHHIIES & 4035

(8]

(9]

[10]

(1]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

(22]

[23]

[24]

(25]

[26]

[27]

(28]

[29]

[doi: 10.1145/3510457.3513036]

Ishikawa F, Yoshioka N. How do engineers perceive difficulties in engineering of machine-learning systems?—Questionnaire survey. In:
Proc. of the 7th IEEE/ACM Joint Int’l Workshop on Conducting Empirical Studies in Industry (CESI) and the 6th Int’l Workshop on
Software Engineering Research and Industrial Practice (SER&IP). Montreal: IEEE, 2019. 2-9. [doi: 10.1109/CESSER-IP.2019.00009]
Gui T, Wang X, Zhang Q, et al. TextFlint: Unified multilingual robustness evaluation toolkit for natural language processing.
arXiv:2103.11441, 2021.

Lin GJ, Zhang J, Luo W, Pan L, Vel OD, Montague P, Xiang Y. Software vulnerability discovery via learning multi-domain knowledge
bases. IEEE Trans. on Dependable and Secure Computing, 2021, 18(5): 2469-2485. [doi: 10.1109/TDSC.2019.2954088]

Feng HT, Fu XT, Sun HY, Wang H, Zhang YQ. Efficient vulnerability detection based on abstract syntax tree and deep learning. In: Proc.
of the 2020 IEEE INFOCOM-IEEE Conf. on Computer Communications Workshops (INFOCOM WKSHPS). Toronto: IEEE, 2020.
722-727. [doi: 10.1109/INFOCOMWKSHPS50562.2020.9163061]

Lee YJ, Choi SH, Kim C, Lim SH, Park KW. Learning binary code with deep learning to detect software weakness. In: Proc. of the 9th
KSII Int’l Conf. on Internet (ICONI) Symp. 2017. 245-249.

Russell R, Kim L, Hamilton L, Lazovich T, Harer J, Ozdemir O, Ellingwood P, McConley M. Automated vulnerability detection in
source code using deep representation learning. In: Proc. of the 17th IEEE Int’l Conf. on Machine Learning and Applications (ICMLA).
Orlando: IEEE, 2018. 757-762. [doi: 10.1109/ICMLA.2018.00120]

Li Z, Zou DQ, Xu SH, Jin H, Zhu YW, Chen ZX. SySeVR: A framework for using deep learning to detect software vulnerabilities. IEEE
Trans. on Dependable and Secure Computing, 2022, 19(4): 2244-2258. [doi: 10.1109/TDSC.2021.3051525]

Yefet N, Alon U, Yahav E. Adversarial examples for models of code. Proc. of the ACM on Programming Languages, 2020, 4: 162. [doi:
10.1145/3428230]

Polyzotis N, Roy S, Whang SE, Zinkevich M. Data management challenges in production machine learning. In: Proc. of the 2017 ACM
Int’l Conf. on Management of Data. Chicago: ACM, 2017. 1723-1726. [doi: 10.1145/3035918.3054782]

Amershi S, Begel A, Bird C, DeLine R, Gall H, Kamar E, Nagappan N, Nushi B, Zimmermann T. Software engineering for machine
learning: A case study. In: Proc. of the 41st IEEE/ACM Int’l Conf. on Software Engineering: Software Engineering in Practice (ICSE-
SEIP). Montreal: IEEE, 2019. 291-300. [doi: 10.1109/ICSE-SEIP.2019.00042]

Ji SL, Du TY, Deng SG, Cheng P, Shi J, Yang M, Li B. Robustness certification research on deep learning models: A survey. Chinese
Journal of Computers, 2022, 45(1): 190-206 (in Chinese with English abstract). [doi: 10.11897/SP.J.1016.2022.00190]

Carlini N, Wagner D. Towards evaluating the robustness of neural networks. In: Proc. of the 2017 IEEE Symp. on Security and Privacy
(SP). San Jose: IEEE, 2017. 39-57. [doi: 10.1109/SP.2017.49]

Zhang HZ, Li Z, Li G, Ma L, Liu Y, Jin Z. Generating adversarial examples for holding robustness of source code processing models.
Proc. of the 2020 AAAI Conf. on Artificial Intelligence, 2020, 34(1): 1169-1176. [doi: 10.1609/aaai.v34i01.5469]

Liu SG, Lin GJ, Han QL, Wen S, Zhang J, Xiang Y. DeepBalance: Deep-learning and fuzzy oversampling for vulnerability detection.
IEEE Trans. on Fuzzy Systems, 2020, 28(7): 1329-1343. [doi: 10.1109/TFUZZ.2019.2958558]

Poth A, Meyer B, Schlicht P, Riel A. Quality assurance for machine learning—an approach to function and system safeguarding. In: Proc.
of the 20th IEEE Int’l Conf. on Software Quality, Reliability and Security (QRS). Macao: IEEE, 2020. 22-29. [doi: 10.1109/QRS51102.
2020.00016]

Goodfellow 1J, Pouget-Abadie J, Mirza M, Xu B, Warde-Farley D, Ozair S, Courville A, Bengio Y. Generative adversarial nets. In: Proc.
of the 27th Int’l Conf. on Neural Information Processing Systems. Montreal: MIT Press, 2014. 2672-2680.

Li Z, Zou DQ, Xu SH, Ou XY, Jin H, Wang SJ, Deng ZJ, Zhong YY. VulDeePecker: A deep learning-based system for vulnerability
detection. arXiv:1801.01681, 2018.

Yamaguchi F, Golde N, Arp D, Rieck K. Modeling and discovering vulnerabilities with code property graphs. In: Proc. of the 2014 IEEE
Symp. on Security and Privacy. Berkeley: IEEE, 2014. 590-604. [doi: 10.1109/SP.2014.44]

Biggio B, Corona I, Maiorca D, Nelson B, Srndi¢ N, Laskov P, Giacinto G, Roli F. Evasion attacks against machine learning at test time.
In: Proc. of the 2013 European Conf. on Machine Learning and Knowledge Discovery in Databases. Prague: Springer, 2013. 387—402.
[doi: 10.1007/978-3-642-40994-3_25]

Carlini N, Wagner D. Adversarial examples are not easily detected: Bypassing ten detection methods. In: Proc. of the 10th ACM
Workshop on Artificial Intelligence and Security. Dallas: ACM, 2017. 3—14. [doi: 10.1145/3128572.3140444]

Papernot N, McDaniel P, Goodfellow I, Jha S, Celik ZB, Swami A. Practical black-box attacks against machine learning. In: Proc. of the
2017 ACM on Asia Conf. on Computer and Communications Security. Abu Dhabi: ACM, 2017. 506-519. [doi: 10.1145/3052973.
3053009]

Alzantot M, Sharma Y, Elgohary A, Ho BIJ, Srivastava M, Chang KW. Generating natural language adversarial examples. arXiv:
1804.07998, 2018.


https://doi.org/10.1145/3510457.3513036
https://doi.org/10.1109/CESSER-IP.2019.00009
https://doi.org/10.1109/TDSC.2019.2954088
https://doi.org/10.1109/INFOCOMWKSHPS50562.2020.9163061
https://doi.org/10.1109/ICMLA.2018.00120
https://doi.org/10.1109/TDSC.2021.3051525
https://doi.org/10.1145/3428230
https://doi.org/10.1145/3035918.3054782
https://doi.org/10.1109/ICSE-SEIP.2019.00042
https://doi.org/10.11897/SP.J.1016.2022.00190
https://doi.org/10.1109/SP.2017.49
https://doi.org/10.1609/aaai.v34i01.5469
https://doi.org/10.1109/TFUZZ.2019.2958558
https://doi.org/10.1109/QRS51102.2020.00016
https://doi.org/10.1109/QRS51102.2020.00016
https://doi.org/10.1109/SP.2014.44
https://doi.org/10.1007/978-3-642-40994-3_25
https://doi.org/10.1145/3128572.3140444
https://doi.org/10.1145/3052973.3053009
https://doi.org/10.1145/3052973.3053009

4036 HAFFIR 2023 FF 34 K% 9B

[30]
B1
[32]
[33]
[34]

[35]

[36]

[37]

[38]

[39]

Wei MS, Huang YC, Yang JQ, Wang JJ, Wang S. CoCoFuzzing: Testing neural code models with coverage-guided fuzzing. arXiv:
2106.09242, 2021.

Chen S, Xue MH, Fan LL, Hao S, Xu LH, Zhu HJ, Li B. Automated poisoning attacks and defenses in malware detection systems: An
adversarial machine learning approach. Computers & Security, 2018, 73: 326-344. [doi: 10.1016/j.cose.2017.11.007]

Shu R, Xia TP, Williams L, Menzies T. Omni: Automated ensemble with unexpected models against adversarial evasion attack.
Empirical Software Engineering, 2022, 27(1): 26. [doi: 10.1007/S10664-021-10064-8]

Goodfellow 1J, Shlens J, Szegedy C. Explaining and harnessing adversarial examples. arXiv:1412.6572, 2014.

LiJF, Ji SL, DuTY, Li B, Wang T. TextBugger: Generating adversarial text against real-world applications. arXiv:1812.05271, 2018.
Guo PJ. Online python tutor: Embeddable web-based program visualization for c¢s education. In: Proc. of the 44th ACM Technical Symp.
on Computer Science Education. Denver: ACM, 2013. 579-584. [doi: 10.1145/2445196.2445368]

Boyd K, Eng KH, Page CD. Area under the precision-recall curve: Point estimates and confidence intervals. In: Proc. of the 2013
European Conf. on Machine Learning and Knowledge Discovery in Databases. Prague: Springer, 2013. 451-466. [doi: 10.1007/978-3-
642-40994-3 29]

Goadrich M, Oliphant L, Shavlik J. Gleaner: Creating ensembles of first-order clauses to improve recall-precision curves. Machine
Learning, 2006, 64(1): 231-261. [doi: 10.1007/s10994-006-8958-3]

Szegedy C, Zaremba W, Sutskever I, Bruna J, Erhan D, Goodfellow I, Fergus R. Intriguing properties of neural networks.
arXiv:1312.6199, 2014.

Lin GJ, Zhang J, Luo W, Pan L, Xiang Y. POSTER: Vulnerability discovery with function representation learning from unlabeled
projects. In: Proc. of the 2017 ACM SIGSAC Conf. on Computer and Communications Security. Dallas: ACM, 2017. 2539-2541. [doi:
10.1145/3133956.3138840]

Msp 32 & SRk :

(1]

[18]

ZONFAI, FEOR T, AREEE, DO, 2T LAS 27 SIS 22 4 15 B AT S 0 . SR 224, 2021, 32(1): 41-67. hitp://www.jos.org.cn/1000-
9825/6131.htm [doi: 10.13328/j.cnki.jos.006131]

ZONPA, RS, XK, TR, I 7S, ER, At I8 2 IO B e MR S SRIR. THEHLAI, 2022, 45(1): 190-206. [doi: 10.11897/
SP.1.1016.2022.00190]

M s=(1999—), W, 14, CCF #4240, &
B RAICN AT REEHE, Al REiw 4.

IBIE(1971—), B, WL, 30, WA,
LTS A TR, AP E, A A
AT e, Uit 5 AL,

Ei@FE(1996—), B, WA, FEPFITEIR Y
DevSecOps, 8 A% 4, I 5.

REF(1977—), B, L, BIBFFL5, CCF Lk
23 by, BTN B AT FE, DevOps, AlOps.

EE (2001 —), &, Wit/E, TER AN HLEE
223, AR T


https://doi.org/10.1016/j.cose.2017.11.007
https://doi.org/10.1007/S10664-021-10064-8
https://doi.org/10.1145/2445196.2445368
https://doi.org/10.1007/978-3-642-40994-3_29
https://doi.org/10.1007/978-3-642-40994-3_29
https://doi.org/10.1007/s10994-006-8958-3
https://doi.org/10.1145/3133956.3138840
http://www.jos.org.cn/1000-9825/6131.htm
http://www.jos.org.cn/1000-9825/6131.htm
https://doi.org/10.13328/j.cnki.jos.006131
https://doi.org/10.11897/SP.J.1016.2022.00190
https://doi.org/10.11897/SP.J.1016.2022.00190

	1 源码处理场景下人工智能系统鲁棒性验证方法的相关工作
	2 源码处理场景下人工智能系统鲁棒性验证方法的相关技术和知识
	2.1 Metropolis-Hastings采样方法
	2.2 针对文本的抽样黑盒攻击方式

	3 漏洞预测场景下AI系统鲁棒性验证方法RVMHM
	3.1 数据预处理
	3.2 基于Metropolis-Hastings采样的源码对抗攻击算法
	3.3 多指标鲁棒性验证

	4 实验设计与结果分析
	4.1 实验数据
	4.2 漏洞预测模型对抗鲁棒性验证
	4.3 MHM攻击模型超参数灵敏度分析

	5 总结与展望
	参考文献

