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Abstract: Blockchain, as one of the underlying key technologies of digital currency, has received extensive attention with the rapid
development of digital currency. Due to the decentralization, tamper resistance, traceability, and other properties of blockchain, more and
more enterprise/individual users now choose to use blockchain technology to achieve data transmission and recording. On the one hand,
the openness and transparency of the blockchain can fully guarantee the availability of data, but on the other hand, it brings high risks to
users’ privacy. In order to balance the confidentiality and availability of data, homomorphic encryption is usually employed in security
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solutions of blockchain. However, in practice, the security strength of the deployed homomorphic encryption schemes is likely to change
over time. Considering the complex diversity and distributed characteristics of blockchain application scenarios, once a homomorphic
encryption scheme is deployed, the corresponding workload will be very heavy when its security strength needs to be adjusted over time.
To make things worse, in practice of blockchain, when considering the regulation requirements in many cases (especially for the data
published and transmitted by certain group members), a trusted third party (TTP) such as a regulator, which is able to decrypt all the
corresponding ciphertexts on the chain, is needed. If a traditional homomorphic encryption scheme is deployed, the TTP needs to store all
users' secret keys, which introduces lots of practical problems to key management and storage of the TTP. According to the current
application scenarios and security requirements of blockchain, an additive homomorphic encryption scheme is proposed, whose security is
based on the decisional k-Lin assumption over Z:‘z where N=pg. The proposed scheme can be proved IND-CCAL1 secure in the standard
model, and has the following three advantages: (i) fine-grained adjustment of the security strength of the proposed scheme can achieved
via adjusting the parameter k; (ii) it is a double decryption scheme (i.e., it has two kinds of secret keys, where one of them is held by a
certain user, and the other is kept by the TTP, so the TTP can use this key to decrypt all the ciphertexts encrypted by the users under their
own public keys); (iii) it can easily degenerate into an IND-CPA secure homomaorphic encryption scheme, such that the obtaining scheme,
with shorter public-secret key pair and shorter ciphertexts, is also an additively homomorphic, double decryption scheme.

Key words: blockchain; homomorphic encryption; security adjustment; regulation; double decryption mechanism
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1.2 A3TH#E

BFXTIX — D, BATPR M — AT 2, (N=pa) b BH5E P k-Lin B3 A BN T 58, AT 5 (R 58
377 % PKEago) MR A ML FIZSTE, M0 HAE Z, ERHE P k-Lin B8 T IS AEIED] IND-CCAL %4t it
bk, BATHI T 2 PKE g iE B LAF 3 ANE AR 4.

(i) ATLLBI TS Kk RIS AR R T PKEygqe I IND-CCAL AWM. MHmE, 415 PKEa.,
FATBET T AR R LR, 2L EE T DB I (G T PKEa F) A LS H. ARV R %
Ay A v s B R () kB R)IE RIZS NS ZOEH PKEL, )W AL SH. ARHX FI%
32, AT SEIXS PKE aqq HHE 35T 71 2%

(i) PKEagg BA XU HLAIEY Bb i, SUR S HLEZ T8 A 7E P AN R O RL A —Ff 5 8 i P
ANEA pk ghE IRV sk, B (WO ) BRAE, (EA5Z R P T AT T A pk in s T A4S B SO T R
BB PR I TR SR I FA R (RONBATT), T CAXHE 5 A SN 25 1 15 110 25 SC kAT i . 75 X Bt
N FcA, a0 SRR B B A U 2 LT 0 R A 5 &, WA P ARV LA A PR E (A 8RB
AT, B B CRe 7, NATFE), T E R R I B TR X Rk, MY
B BT M e R LA R T RE, o H R 7 R D3 [ e ) B — S A Sk e H At
PR EE LS SCBAR AT AR S AR . T SR HLA X AN, PKE g 7RI SEH 8 R BE 1% A AU
W 05 I B A B RS RIS F7. 45 24 iy LA U 35 LAk (0 [R) 2 5 P02 b, PRE g RT3
S5 U B R A R, T L 2 B R K2 A PE (R IND-CCAL %2 4= PE);

(iii) PKEaqq A DA E R HE{E A IND-CPA %I AN TS, LAIE B 5 B 5 44 4 20 K B A it
SR B SR B 1 T 2 A MR B SR A N B 4 v B N 3% 5. 1B A S BN 8 5 AL A LB K R AN
FCKE ARG, T FREEAG vk RS 1 F0OSUAR 2 AL

2 &R
21 BEAFS

ALH, BANG—HRRZESE T — MR A, BATH yA)ZRR“LLx NI R HE AL
E R yix—d R, R A MBI AR T2, AR A R 2 5 =0 6] (probabilistic
polynomial time, PPT) &%,
EATHANK IR BAREE. SHMER neN, FF5ERES{L...n}. HEEERES, s<-S KRN S FIEIHE
WL IEI s, HDRE XTES LR 545G, W s DRRMN S PR S ADER LR s. WF—NES S(EL
B G), ATHIS|I(ELIC)E R ZES S(EUXHE G)MITHENE. X T—MFFKH m, BATHIME R XML
BEKE. WHERBELE aeG, ord(@)F R a .
T —AF=Hp, R p’:pT_lﬁijé%?%Z, MIFR p NRAERE. ESPONITA K E N bR R 1 22 2 2 i
IBRE S
22 HEREMEHRE

BATEER Z,, F K DDH 3, Akt 4 N=pq, i, p Ml g% 4 2 5 (R p’=pT_17Fﬂ Q'=q?_1
HEEE). WAVH §()kE R Euler’s totient function, Bl g(N)=(p-1)(q-1)=4p'q’, FHAN)kK 7~ Carmichael’s
function, EIA(N)=lem(p-1,0-1). WAERE ye Z7,, FAF1E xe Z,, {113 y=x* mod N?, JUFR y BN 1t Rl A

(quacratic.residue). i1t QR . P B N° )~ VB A AR IO I BE, W17 QR 1= M) = ppagr, i 1
QR . WA N 0755 9 1+kN(keN) R 501420
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EX U Z,, LK DDH ‘%)™, Z,, L) k-Lin %2R AER PPT 5k A:
Advy™™ () == Pr{ExpRP" (k) =1|b = 0] - Pr[Exp2™ (x) =1| b =1]|
H AT 2. Hoh, SEE Exprt (k) @ LU

Experiment Expi™ (x):

p,quP[gj: N = pg; g OR, . x,y,2 < [1 QR [l; b« {0,1}

X =g*mod N* Y =g” mod N% Z, =g mod N?; Z, =g” mod N’

b« A(N,g,X,Y,Z,)

Return b’

2.3 NEAmME

—ANAEINE 7 % PKE H(Setup,Gen,Enc,Dec)iX 4 A~ PPT SHik4ipk, M #&EH % Setup L &5
VYERSN, B — DA S Hpp;, FHAERE L Gen LA LS E pp ME NN, i — St A FAH T (pk,sk); 0
HEL Enc AAIEZ % pp. A8 pk MASC m AEAMN, S — D300 ¢ M 5L Dec EHIE MERL, DA
IS4 pp. BEH sk FIE S ¢ MEAHN, B — DM EISC m B 5 L(RTR ¢ AR GEE ).

it PKE MBS A (A M. PKE FIERETE E R 40 F: XL i Setup A2 5 pp, LR B Gen(pp)ZE i)
(pk,SK) AT B A7EB S me M, H Dec(pp,sk,Enc(pp,pk,m))=m.

AT, AT FEARAE I A SN 2 22 AR Bk £ B SC B0 1% SO AT X 43 4 (indistinguishability
under chosen-plaintext attack, IND-CPA %4> 1) FHt 3k B i Bk 3 2% SC By 1 %5 SCAN T X 43 (indistinguishabi-
lity under non-adaptive chosen-ciphertext attack, IND-CCAL 2z 4= ). F 1, IND-CCAL )% 4= 58 T IND-CPA
) 22 A .

FE X 2(IND-CPA Z£1%). WHIER PPT TF A=(ALAy), A TE Exppg a” () T IR Ky

" r 1
Advp A (i) = [P EXppe 3 (k) =1] - >

#A T 2B 1, MIFR PKE /& IND-CPA %2 4x1f). Jirh, sB0 Exphe s (k) & SLATF.
Experiment Exppe a (k)
pp < Setup(1); (pk,sk) < Gen(pp); b« {0,1}
(Mg, m;,st) <= A (pp, pk); ¢« Enc(pp, pk,m;); b’ « A,(c”,st)
Return (b'=b)
e ik ese b, B ATER mlm e M | m] = m .
FE X 3(IND-CPA Z£1%). WRIER PPT I T A=(ALAy), A TE Exppee o () LN

. a 1
AdVRE (1) = | PrTEXPa 2 () =11 -5

T2 1K, TIFR PKE /& IND-CCAL 22421y, Hhrdr, 923 ExphSoM (k) i Ll F.
Experiment  Exppee o (k) :
pp < Setup(1); (pk,sk) < Gen(pp); b« {0,1}
(Mg, My ,5t) <= AP (pp, pk); ¢” « Enc(pp, pk,m;); b’ « A, (¢, st)
Return (b'=b)
1 R Seas o, BATER mg,my e M H [mg |5 my |, Aq BT LA % il 5 L Dec(pp,sk,-) il AT &% ¢!, ¥

2=k 3| Dec(pp,sk,c’)/F Al %
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3 ETHEM k-Lin RIRHMERSMER R

AR, WAV —MET Z, BRI k-Lin BREEKAHMET R, 20 ROMHBET: (1) BAm
LRI, ATTRERSAE —E 2R B ORUEEUE (ol FIME; (2) 24V 4RI BE T, BIRTAR I IS St i) & 4
5 SR (A8 BT 75 (22 4 P 3 ) % 04T HLR TS, ELn AL IND-CCAL 244 IND-CPA 224k, B
T3 G 22 AV P AR 1% PR M P A 1 388 A ek 55 45 45

ATWEMWT: H, BATSINH TR ER(Z, LRAENE k-Lin B3); #%5, RINETE—
¥ HiE IND-CCAL 24 IE RS INE 77 %, wa, dh— DA 9% 07 Z i BA k.

31 Z, LEFIEMK-Linfig
A, JAGH 2, EAEE k-Lin B (0 k-Lin B) i EUE XL
EX 4 Z, EB k-Lin RIR). MER keN, Z, L) k-Lin B2 IEXME R PPT 574 A:
AdvEH" (1) = PrIEXpS™" () = 1] b = 0] - Pr[Exp& ™" (x) =1] b =1]|
HE TR, Ho, sz Explt (<) W R Fs.
Experiment Expk“"(x):

Return b'.

Z, LI k-Lin 8402 T Hofheinz il Kiltz 7522 e 52 SUI) k-Linear {5 i —Fi i ok 1 2 (R JLA8 2R AF L
FEANQR, ), WHIHNICHR[20]T ) Z,, & DDH BBty — MR, M H, 2, L# k-Lin 885 T DDH
B, EaUHh, BATEWF & .

EI 1. F Z,, It DDH AL, WAHER keN, Z, L k-Lin & tporn. mH, kK, 27, B
k-Lin {5 3 bk 5.

08 FLE B LURLR 5. T e B R, FRAFE AR ST s A rh B b a2 B E B,

32 FEME
A, AR — AT Z, b k-Lin BB RS A9 E 5 %,
UL MAM=Zy, BN (Z,,) 0, b, keN. AT 7% PKEqgq WIE 1 TR

o PKEqq MIEBITE S HTan T,
HT:

k+1 k k 1 k k
[Tci mod N? =[T(Xf)* (Hg’iJ mod N? =T(X{g**)" mod N*=]]d mod N*=c, s,
i=1 i=1 i=1 i=1 i=1

JiT AAR % 5032 Dec AN 4xiR B L. SLFEA:

K+l K K Bt K K
[Tct mod N?=TT(X{")" -[Hg“j mod N?=]T(X{g™*)" mod N*=]]h mod N?,
i=1 i=1

i=1 i=1 i=1

k -
— h"@+mN) mod N?
u=—2 _ mod szl_[':1 ' ) mod N?=1+mN mod NZ.

k+1 Ko
I [1.,h" mod N?
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F B meM=2y, Frbl:

u—1mod N> mN mod NZ_m
N N

m=

Ht, IEAf M AHE.

o MIEFEAE.

T, FATWAFE PKEyg MIINIE RS, XAEE mymyeM=2Zy, it Enc(pp,pk,m.) BT 15 FH (1) B8 AL %k 9
(r®,...1®), Enc(pp,pk,my) i A (K BEHLEC A (nP,...rP). T &, fi:

k k k
Enc(pp, pk.m1)=[><flm mod NZ,... X, mod NZ,[Jg"" mod NZ,[Tht" L+ mN) mod N2 Td" mod NZ],
i-1 i-1 i1

k k k
Enc(pp, pk,mz):(xlﬁ(z) mod N2,.., X} mod N2, ]g"" mod N2TTh*" (L+m,N) mod NZ,[[d"” mod sz.
i=1 i=1 i=1

ENIEIEES

k
Enc(pp, pk,ml) -Enc(pp, pk,mz) Z[Xlﬁ(l)”l(Z) mod NZ,..., Xl:k(l)+rk(2) mod Nzll—[gri(l)ﬂi(z) mod NZ,
i=1
k K
TTh @+ mN)@a+m,N) mod N2]Td! " mod sz
i=1 i=1

@, (2 o)
= k

(2)
_[xlﬁ "1 mod N?,.., X}

+ I'k

mod Nz,ﬁgﬂ“)*ﬂ(Z) mod N2,
i1

k k
10" @+ (m, +m,)N) mod N2 JTdi" " mod sz
i=1 i=1

= Enc(pp, pk,m; +m,).

Setup(19):

K ' -1 ' 71. *
p,quP(E); N =pg; p :pT; q =qT' a(_ZNZ’ g=a? mod N2
If ord(g)# QR , | (i-e. oneof g™, g**, g™, g equals 1 mod N°):

repeat the process of ¢ « Z;z, until ord(g) 5| OR.
Forl<i<k:

% <[QR ]

If ng(Xi,|QRN2 =1:

repeat the process of x, «[|QR,, [], until ged(x,|OR,, [)=1

vl

X;=g" mod N?
pp=(N,g,(Xiicp)
Return pp
Gen(pp):
8y By By By < IIQR G ]
For 1<i<k:
d, = Xfg*: mod N% h = X g% mod N2

pk=((di)icga.(hi)ic); sk=(a1,....ak+1,b1,...,bks1)
Return (pk,sk)

K1 AHEINETTE PKEyq

© TEBREEEEIEDT  htp/ www. jos. org. cn



808

Enc(pp,pk,m):
Gl = Zs 6 = X* mod N?;...; ¢, = X{* mod N?

Co = Hg mod N?; ¢, = Hh (L+mN) mod N% ¢,., = Hd mod N?

i=1 i=1
Returnc (1. ,Cis3)

Dec(pp,sk,c=(C1,...,Ck+3)):

k+1
If Cios ¢Hciai :Return L
i=1
c _ u-1mod N?
U=—k2 — mod NZ; m:*
Hi:i G'

Return m

Bl1 AN T % PKEagq (£5)

3.3 REMIERR
ARATH, RATUE BN 77 %8 PKEqgq 1 & IND-CCAL 4. BT =, AH Fidse .
B 2. ML keN, 3 2, L k-Lin BB, PKEgq i 2 IND-CCAL % 41

IEFA: B PKEggq ANl £ IND-CCAL %41, NIAMRAF/E—A IND-CCAL #F A, 73 Advie )

add + A

AL, A0 A R REON Qq. BATHME —AEXE Z, b k-Lin K& B WK iR,

d, = X1g%* mod N?%;...; d, = X*g** mod N?,
h, = X2g™: mod N?;..; h, = X*g"™* mod N2
B % pk=(N,,(X)icp), (d)icpa, (hic): Sk=(ay,...,as1,01, ... ,bks1), FFEHF pk K45 Ay
BT B R sk, FTEL B AT LAIERA 12 Ay i 16 7).
B M Ay KbUE] (mg,m)) 2S5, BEMLIER be—{0,1}, i1-5:
¢, =T, mod N?,....c; =T, mod N2,
., =Z mod N?; ¢, :ﬁ(ci*)bi (L+myN) mod N?%; ¢, :ﬁ(ci*)ai mod N2,

i=1 i=1
RIG, BB L ¢ = (G Cla) R A
BJE, B A S B — AN LR bY, R br=(b'=b) oy B O B 4 A .
LA S 2 R T80T B k. N imEATHEE B ML,

B, RATIEHM Event J“fEfE s ire[ked], M7 a >N¢(N)dzb N¢(N) T a0 by
bk+1%‘5z5%}\{ }q:iwrfﬁmmém ﬁﬁN¢(N)_ppqq_ pz‘l“T‘l:N{_W, T

Pr[Event] < 2(k +1)%

3 — AT 2 )
M Z=g" e, EHAE Event KR, M B FERMA A SR T Exppga (k) BIFRE. FTLL:
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PrlExpst™ (k) =1]Z = g"**% ] = PrlExpt " () =1| (Z = g"™**) A —Event]- Pr[—Event | Z = g¥**¥%]
=PrExpf"(x) =11 (Z = g”**%) A —Event] - Pr[—Event]

N +g)N -1
= PHEXpIY 4 (x) =1]- [1— 2k +1)%]

> PExpIE () =11 20+ PTONL

add + A

Bk, BATHEIEZ =9" mod N*(z | QR,, ) I LL. L Az=2— (Y, +..+y,) mod |QR . |. BT z 2
1

IIQR, . [T, DAL BB, WL

YA Az0.

HA:

XN
log(h)] [x 0 0 1][h
log(h,) “lo o .- X 11| b
b, 0 0 - 0 1|b,,
B REUEFEICN My, WESRA det M =0 BT EARIAEZS A8 pk, 24 Ay BOA HEAT AR W I I, AN Ag O
FHEERT, ey 170 A0 52 2 S BEHL.
53—, PR L ¢ = (G, Cyg) TG By, D) AR 5 A 0 1M C P10 T4 85 B ST 35 43

k+1 k
y\j (C_*)th — T_b|ZQ<+1 — g(blxly1+---+bkxk)’k)+bk+1z. fk'ﬂ]ﬂf%ﬁ”
Her=11r

k
log [HTibiZbkAj = (X Yy + o+ BX Vi) + b2

i1
= (XY + o+ BX Y ) + 0 (Y + o+ Y+ AZ)
=log(h)y, +...+log(h,)y, + b, ,Az.

FrLL, RS AR A (AR T A RAEE BIA MBS C), T4 HAz20 i, I A HIAERE,
PR ORI ST A (BD: e B SR BB A SO mp 382 my, A B R, BRI SO A it —
FER). O

FEROk, AT B AT Ay RS BEAT AR 2 ) IS IR B DAL AR

i F I Bad KA SR HFEAMRE N ¢ = (C],....Cp), A (1) L, # 6 +o+ry, H, ¢ =X{ mod N?,...,
¢ = X& mod N?, ¢, =g% mod N H (ii) #2351k Dec AR L7, S5 FH{F Bad RAEMMBER, ®ATGWT
CIELN

Q
|3 1. PrlBad]<———¢4
Bl - @ -1

k+1 !

L, Ay RS EUEAET (by, . b ) IS B AR TS HURE m, W Ay 7T EATIHEHE T]e)" =lfkﬁ
i=1

mod N2 I, FRA18E &3
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log (ﬁ(c{)q ] =b log(c)) +...+ b, , log(c,,,)

i=1
=0+ DX+ D
=bxn+.. +b X1 +b  (F+..+1)
=log(h)n +...+ log(h )r,.
FTEA, 5S4 Bad AR AR, A A AR W IR 45 3 (B 17 A8 pk ELAMFAEAT R T (by, .. bied) 45 .
TRE:
PriEXps ™™ (k) =1|Z = 9* A Az % 0] = Pr[Exp& ™™ (k) =1| Z = g* A Az 2 0 A—Bad]-Pr[—Bad | Z = g* A Az = 0] +
PriExps™"(x) =1|Z = g* AAz =0 A Bad]-Pr[Bad | Z = g* A Az = (]
=PrExpkt"(x) =1| Z = g* A Az # 0 A —Bad]-Pr[-Bad]
< PrlExptt™(x) =1|Z = 9* A Az # 0 A =Bad]- Pr[-Bad] + Pr[Bad]
_ % Pr[—Bad]+ Pr[Bad]
11
:5+5Pr[Bad].
FIREE 2 ANESRIARE A RIREBHE MR, 5 Z A X0E B EPEE O A2 4t4 A
S, Z (BT T Aq 10172 960 [a) ¥ 78 A 47T 2.
LRk, A:
Advg " () = PrIExps ™" (k) =1| Z = g "** ] - Pr{[Expg ™" (x) =1| Z = ¢°]|

=(1— : ,]|Pr[Expé'L‘”(x)=1|z=gyl*-"*yk]—Pr[Expé‘“"(x)=1|z:gZAAzston
ppaq

= PrIExpE ™" () =1 Z = " %] PrIExpE (k) =1| Z = g* A Az % 0]| -

pp'aq’
) +gq)N-1 1 1 1
> PrEREEA () =1 - 20+ ) (PR 2 prlgad) -
_ N-1 Q 1
> AdvN® CCAl(K)_z(k+1)(p+q) _ d — .
PKEagq A N2 2(pp'aq’ - (Qy 1) ppag’

1T AV SR ) AT 2, L AdvE™ " () R TS, 5 27, LA keLin [T B,
BJE, FATH L3I 1 ED.

IE (513 1) WHERE je[Qal, e F 1 Bad; Jy: Ay HES j KM% i i 75 Bad B kR4, T2
Qi
Pr[Bad]< ) Pr[Bad,].
j=1

H{F Bad; R4, BIERE A WS j IR ¢ =(c),..,Cl5) (idc =Xy mod N%..., ¢ = X& mod N?,
k+1
Cy =0 mod N2 )& Ly # 0 +..+1 Hoc s =]](c)*.
i=1
BT AR B YR B SC, Ay BT RTE FIITE 25 T (ay, . aien) IS B SR 0 A8 pk 3. a2, Ay
%% R A0 (log(d;)=asx+ays1, .., 10g(d)=aX+ay.). -5 AT 2R 0T ol 40 0 BA A 2 A8 pk, M AL £
FERE, A B Hi 72 34 21 BEALI.

k+1
M5 —J7 0, Ry # 0+ B EACS A =1, — (K +..+1) =0 mod |QR,, |, T ¢, =] [(c)™ MIEkA:
i=1
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log(ci.5) = & log(c) +... + & log(cy) + &y, 109(C.,)
= A +o AT+ Bl
=Xl + o+ X+ 8, (. 4 1 +Ar)
=log(d,)r/ +...+ log(d,)r, +a,,,Ar".

HTArz0, H Ay WAPIHEAREUEMR T ap IER, IO T5 j I, Ay B8 HGH 2

k+1 1
“Crg = i,a' "Ef,‘]C’Jr E@ﬂ}%gﬁﬂﬁ%
s g(c) K H pp'ag’ - (j -1)
FrLA, ek A:
Pr[Bad]<§:Pr[Bad.]<% ! < Q O
= o E g -(i-0)  pplag’ - (Qy -1

34 HEMMSE

75 E—5, FBATCUEW] PKEagq 22— IND-CCAL LA Mk RN J7 &, MIiGETEH & IND-CCAL %
PRI R T (— AR ) CRIESE IR M. AR R, AT — 2P U7 R PKE g AN A 3 NEE
3.

(1) FTRLE XS H K R, SRYERLE T PKE g ) IND-CCAL 24P JiF

(2) PKEqqq HAT XU HLS], (EBLEHE 1, GE5G 8085 058 77 10 % 40 B B A FE 77,

(3) PKEagq REMEFIHIIEAL A IND-CPA 22 &M INVEFIAS N /7 28, LAIE P 358 e of 44 i 504 1< 15 RS2

28 L SR 1oy T 22 4 1 TS SR AF R AN TR 4 v P B FH 3 5.
3.4.1 ZHRIEIEAT IND-CCAL %241 om &

IEG F A5 3BT T4 ), PKEqqa £ 2, I k-Lin B8 A A2 IND-CCAL %4, HRHE E B 1, ki,
Z, LB k-Lin RS, PKEagq ] IND-CCAL 72 4k JfT f Aty R fi B2 B th i 4 55, 7R B PKEqgq ) IND-
CCALl Vet RS AR BIPRIE. Mk, AT LLE 0T 40 k (4%, KIHEE PKEygq B IND-CCAL 24 5.

ATHET X, T keN, # PKEq 1 IND-CCAL %R T Z , L[ k-Lin 3, BATHIK PKEag
L) k-2 IND-CCAL 2 4= Mg B,

BATRI: ST 0<ko<K;, PKEaqq FilFEMEIREFIHIE Ko-2H 0 ) IND-CCAL % 4= 5B FEFE TN ky-20 )
[ IND-CCAL % 4= 15 g,

BRI R

RV 24 Wi 7E B2 o 7 8 1 PKE .00=(Setup,Gen,Enc, Dec)iifi /& Ko-2% B 1) IND-CCAL Z2 & M98 i, BT IsEm
EERAENREAL, FEKH IND-CCAL ZAaVEMBERT B kg HA(HBIH, KX — g Zfid A
PKE.,, = (Setup’,Gen’,Enc’, Dec")). it pp 2 248 B BE Setup FT 22 i (10 A 25 S 50 BE 171, (pk,sk)F2: 24 7 B B Gen T
PRI AREARS, ¢ =(CyCy 15) 2 T HTFY BCIOAE R — AN Enc AR E . FATIRE 3 EALSIE
(TransfmSetup, TransfmGen, TransfmEnc), 1A 2 s,

AR Bk TransfmSetup LA pp ¥, ARG A LS E pp'; Bk TransfmGen BA(pk,sk) WHi N, 4
JRHT 2 FL B (k' sK'); 59 TransfmEnc BA (¢, € ,5) AR, AEBGHT I L ¢ = (¢f,.0 € 5). B HITTERT
gERXT L, Al LA

(i) pp' ATEA PKEL, KIA LS4,

(i) (pk',sK) AT 73 AIE A PKEL, MIAFHFIFALH;

(iil) ¢ =(c}, C ,5) FIMEA PKEL, BI% SC, HILH Dec' % i3I SC 5 (cy,...,Cy ,5) Fl Dec fift 5 BT #5391 5L

SEA AR,

M H., #AEA3EIH) pp’s (oK', sk') Al ¢'t )T KBR EZ s OR B 1 JEK pp. (pk,sk) AT ¢ FP e ER. #A) ik,

2 WAL TR EERERKEEMERNE S ARETANE CELERPER L, KL k-2
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IND-CCAL % 4 15 1) PKEaqq 540975 2 k-2 IND-CCAL % 4 M58 FE 1) PKE L, .

TransfmSetup(pp):
Parse pp=(N, 9, (Xiicr1)
For kg+1<<i<ki:
% < [QOR .l
If ged(x,|QR,, ) #1:
repeat the process of % <1 QRN2 ], until QCd(X.JQRNz D=1

=g% mod N?
pp,:(Nvgv(xi)is[kl])
Return pp’

TransfmGen(pp’,(pk,sk)):

Parse  pk = ((di)icpigr (M)icpon)s SK = (@yseens By 11Dy 1)

al’(0+1 """ akl bl;0+1 """ b\il <« [l QRNZ |]

al'<1 +1 7 akD +1' bk1 +1 7 bko +1
For kg+1<<i<<ki:

d, = X¥ g™ mod NZ; h = X"g™" mod N2

PK" = ((d))icpig)r (MWicpr)s SK' = (Bg1ees B B 11eees B g Oy By LY By 1)
Return (pk’,sk’)

TransfmEnc(pp’, pK’, (¢, -+, Cy13)) :

Nt li < 223 G +1*X 1 mod N2 ¢ :erl mod N?

2. 5 2
AP Hg mod N*; G p =C .o Hh mod N

i=l kc +1 i=ko+1

Clvs =Cius H d;" mod N?

i=kg+1

Return ¢’ =(c;,...,C, s Cig 1+ Ci 1)

K2 HALHEL TransfmSetup. TransfmGen 1 TransfmEnc
3.4.2  WfEEHLH
MK 1 7R, PKEagq 1 Setup FVATEIZAT I RE AR T AN p Al q. 12FETT td=(p,q). FATTAT LAFE
PKEagg ILA 1) 4 AN (BD Setup. Gen. Enc 1 Dec)z 4 Ff i i — /N5 (¥ ff 2% 7% MDec: 572 LLA LS4
pp~ P TT td\ FH 7 A8 pk FI%E SC e AEREIN, Hint — AN B3 m BT 5 L(R R ¢ AR AER ). BAEK L, MDec
IS VR

¥k, AHER p,q&SP[g], N=pg, iZ g K QR MIEE MERTE, 4 ac[OR.. [, h=g" mod N’

% 8 N RH % Comppy.
Compp (N,g,h):
h*™ _1 mod N2 g"™ _1mod N2 _ u

u= T V= ;d=— mod N
N N v

Return a
HF OR . W N¢(N) RIEIRRE, g R OR , MARIE, M g OB N, FLL g O LS

g™ —1 mod N? h*™ 1 mod N?

1+kN(keN) [ R 420 T 1= =k mod N, #:ak mod N.

Fri LA, Compp (N,g,h) K%t da=a mod N.
ik, Ak e .
EHE 3 X QR , MAERERTE g MfER ac[|QR . [, ¥4 d=a mod N.
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PLELVE Compol NEEAKIMF, AT T 5% MDec, Wil 3 iz, Horb, 25T AK Compp, W58
3.4.2 7.

MDec(pp,td,pk,c=(Cy,...,Cks3)):
Parse pp=(N,g,(Xicpq), td=(p,q), pk=((di)icpia, (Ni)icpia)

P = P—l; ,:Q—l; w:(Zp’q’)’l mod N
Forl<i<k:

2 2
ﬁ :CompDL(NVXUCi)

2p'q
u:[ct*z,] mod N2
I1..h
i=1 1

2
Return - Y=1Mod N” = 4 N
N

K 3 PKEagq 15 — AN % 5% MDec

T HEFATT5 BT MDec B ff % B A PE.
BT g /& OR , MM, HXMER ie[k], 31 ged(x,| QR . ) =1 FrLAXMER ie[k], X it OR,, ML
T, MIIRYE & 3, MEE ic[k], A:
f, = Compy, (N, X;,¢;) =r, mod N.
XA g BB A pp'ag’=Np'q’, FFLLXHER ie[k], A:
(hf )P'CI' A ((gbixﬁbm)ri )P’q’ e ((gbixi +bk+1)ﬁ )P'CI' — (hiﬁ )P'CI' mod N2.

M
) k 2p'q’ K » ’
& =(Hhir‘ @+ mN)} :HhiZPflfi (1+mN)?Pe
i=1 i1
T
2p'q
u:[ CE” FJ =(L+mN)?"" =1+ 2p'qgmN mod N2
1_[i=1hiI
FrUAA
2 [~ 2
m:%w mod N = 2PAMN mod N° i N =m.
H1 Lk, MDec [ fif & IE i PE A5
o T

i bRk, HAIERE T td=(p,a)i, MDec 7] LIAE 975 % PKE g I — MR E 5L, 1M H., MDec AN %
DARAEA sk PE NS, FrDATEBLSER A, "TCLE& PR B AR, Ml E 7 FA R o, XRE—K,
WA D7 nT LLdEd MDec SH0xt F P 2 SOOI AT R B R IR A, AN R BAERE AT A H P RAVEE B, K
R IR TR 5 E % A B T AR AR .

3.4.3 IND-CPA %41k

BATHIH B PKE g tH AT LAAK A8 F IR 4k 5 IND-CPA 22 4 [ N3 5 SR (138 PKESR ), DL B JE s 3 R
S SRR B 5 T 22 A 1 SRR AN TR 4 e P L 3 5%

FARKEL, IND-CPA 224 1) % J5 %& PKEZG W& 4 fros.

PKEX® (f] IERG 434« JiE R &1 2 HT AT IND-CPA % 4 M iE A3 5 PKE ¢ AT, X EAHESR.

5 PKE g H L, PKES: 1% & PEIB 4 IND-CPA, {HAHR# A R BE Rk 7 — 2, #ebgd 17—
MRETTE.
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Setup®?(1%):
P’W—SP[EJ: N =pa; p’=p74; q’=q74; a«Z ,; g=a mod N?

If ord(g)#QR, .| (i-e. oneof g™, g**, g™, g°“ equals 1 mod N?):

repeat the process of ¢ « Z:ﬁ' until ord(g) < OR. |
For 1<i<k:
% <[1QR,, ]
I ged(x,|QR,, ) =1
repeat the process of x « | QRM ], until ng(XirlgRNz D=1
X, =g" mod N?
pp=(N,g,(Xiicm)
Return pp
Gen™(pp):
byyebey < [1QR, ]
For 1<i<k:h =X?g% mod N2
pk=(hy,...,he); sk=(by,...,bys1)
Return (pk,sk)

4 (pp.pk.m):

Enc

K K
G =]]9" mod N ¢, =] [ (L+mN) mod N*
i=1 i=1
Return ¢=(cy,...,Cx+2)
Dec™(pp,sk,c=(Cx, ...,Ck+2)):

2
u= Ckk*f mosz;rﬁ:M
+: q N

Hi:lci

Return m

4 APIETTR PKEG

PKEq & 1E Z, L[ k-Lin % TUEWI IND-CPA % 4x 1, JiTLLE 5 3.4.1 T 20 2K fl, W] Lhild ) &
HOK AR % PKES: (1] IND-CPA ¢ A MEFR . 1M HXHE R O<ko<ky, PKESD: th G % 1R 8 A M b k-2
[ IND-CPA & PEIREIE TN ki-2Ji 1) IND-CPA 24L&, R LA R 2 48 8l ik vk, Bk
X R AEFEL.

BhAk, PKES? [AFEth BAT XUR B KA. AR UL, PKET ) Setup®™® SVEfEIE /T fe i th AR i T AN &K
Hopfqg T2&, ickITd=(p,a), BATATLUGESET PKESS B9 — A7 AR HI% MDec®™ i & 5 i (Fe v, 1%
S BT FH ) Comppy WL 3.4.2 7).
MDec™?(pp,td,pk,c=(C1,...,Cks2)):

Parse pp=(N,g,(Xicr)), td=(p,q), pk=(hy,...,hy)

=L g -8 - 2pg) mod N
For 0<i<k:

2 2
fi =Compy, (N, X;,¢;)

2pq’
u :[Ct*z] mod N°
IT.h
i=1 1

2
Return 1 Y=1mod N°

o mod N

Kl 5  PKEX 15 — Al 2% 5% MDec™
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4 B2

BTN IX P PR 40 AL 22 A T SROANBLSE B2 P 7 SR A B ke, $RI T —AME Z, ERIFIEE k-Lin %
T 2 IND-CCAL Z A IME RS FE. AT EEA SAEEMA: (1) wTrLlist x4k i,
Ak B HL T I IND-CCAL Z et i, (2) A XUREMLS], FrlliZir B X PN A7 sth, s
RO B TSR AR f1; (3) BESEAIHEBIL N IND-CPA 24 IhERI AN )5 &, PLE R 3
S Stk A A A A R R B A R R T e A M BRI A m IR R, W LR S 5 BARR B
KU 2 AL 1.
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Mz A EIE 1 AYIERA

T4 52 B 1 0 IESAEDT 2 AT, AT T A 3B XA 3 B AT ML Lemma B.1&B. 2P 25 1.

i Gr N |OR, , |- pplad’ MIFEIREE. e (ORY, -G, Fih QRY, RHI—A k HZ L MEWEY, A
A 24 355 2 DL AN S A

(1) AERE U, QR FIfER a8, e[|OR, ||, A ek(ulalmu;k):ek(ull._”uk)l_[.k:la.-;

(2) WA e ARIBAL, BIZ Uy, u 3N OR,, HUAEROIGHT, e(Uy,...,u) & Gr HIAE .

5138 2. BIAFAE QR;Z R A k1 2 2R B ey, T Z;z B k-Lin B BEAS BT

S| 3. £ 1 B4 (generic group model) T, Xf F—ANXily Z, E#I k+1-Lin BBHTERT A, WIR A

2
2 B g SR, T A RN R % R W

51 #E 2, 5 H 3 AUIER 4> B 5 SCHk[23]7) Lemma B.1. Lemma B.2 [IERIREL, FrbAX Bt ABEEL T .

T IRATI 4 o B 1 R 1E FAIF B,

Y HSE, BATEM S Z, 1K DDH B mRorn, 2, B 1-Lin B3R k=1) a7,

AR X Z, b L-Lin FGE ST A, BAIEE DX 2, 11 DDH FEE N ECT B WF: B Ik
FNGXY,Z)E, 2 a=X,X, =0, T,=Y,Z=2; )5, B¥K (N,§,X,,T,Z) R4 A, )5, B A [f5R[EE b'fE
KNH O R A HAE.

THIRATHE B IR,

AT B A (N,G.X,Y,2), it X=g" mod N?, Y=g" mod N*. /1T x 2 N [|QR, , [] H 5T BEHLILER 11, F7 LAZE
¢u1—[i+;+:+;] FIBE A god(x,|QR, . ) =1(B0 x* mod |QR, , [f£7E).

L x*tmod |QR, |FER, 1 X, =g= X =g mod N2, T,=Y=g"=(¢")" =g mod N2

id X, =g" mod N?, T,=g"" mod N? JIEAH % =x" mod QR .|, §,=y mod |QR ,|. XFfHt
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T, & Z=¢g® mod N2, M Z=Z=(g")?=6" mod N?; # Z=¢g* mod N? M| Z=Z=g=¢* mod N2, H:,
Z=x"z mod |QR,, | Mt \I2) 935

FTLA, 2 x7t mod |QR , |FF7ERS, B 5E3eiher A BT Expyt" (x) HIFREE, B Brah i HAL 2 A Bk A
oy TR

Advo (x) = [1 - [l + i, + 1 + l']] AdvE" ().
PP 9 q

A, BATEW: 2 Z, B k-Lin B8RSLR, 27, RI(k+1)-Lin BBt o,
RAERE DX 27, b(k+1)-Lin FUBITECT By, BATHIE — D4R 27, EHI k-Lin 85T B 41 F.
o BUREIN,G Xy, X Taeo T2) i, BATIEI X\, Vi < [ QR [I, FFITEL:
X, =9 mod N2, T, = g™ mod N?F1Z =Z-g"4 mod N
o BEHE BA (N, g, Xy X0 Xaps Ty T Toann Z) KR Bras;
o U, B A By AEUE] b, fEKE b AR E R B A b A
B, B seFH By BEAL T ExplY () MOFREE, 1 FL By B T 2 FLAL Y By Bt 2D, AT LA
Advg ™" (k) = AdvETD" (i),

FeJe, I 2 A5 3 A R AR R, JE 2, BRI(k+D)-Lin BB, Z, B k-Lin %
A E WAL LA AL KR, Z), R k-Lin B B0 LSS, O

)

HR¥E(981—), W, WL, ##, EH
WO B, (5 B4

&

51976 —), B, i+, 4%, CCF Lk
G, EEMASECAENY, R

P

BIER(1986—), B, ti+, BTG,
B R S A L N = 7 o

RKk%&(1970—), 5, #+, K%, CCF %
g 7, R TUAIEON X B, 4% R
Gieh, MBI %4, (5 R %4,

4
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