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Probabilistic Memory Auto-encoding Network for Abnormal Behavior Detection in
Surveillance Videos
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'(Electronic Information School, Wuhan University, Wuhan 430072, China)
%(School of Electrical and Electronic Engineering, Hubei University of Technology, Wuhan 430068, China)

Abstract: Abnormal behavior detection is one of the important functions in the intelligent surveillance system, which plays an active role
in ensuring public security. To improve the detection rate of abnormal behavior in surveillance videos, this study designs a semi-supervised
abnormal behavior detection network based on a probabilistic memory model from the perspective of learning the distribution of normal
behavior, in an attempt to deal with the great imbalance between normal behavior data and abnormal behavior data. The network takes an
auto-encoding network as the backbone network and uses the gap between the predicted future frame and the real frame to measure the
intensity of the anomaly. When extracting spatiotemporal features, the backbone network employs three-dimensional causal convolutional
and temporally-shared full connection layers to avoid future information leakage and ensure the temporal sequence of information. In terms
of auxiliary modules, a probabilistic model and a memory module are designed from the perspective of probability entropy and diverse

patterns of normal behavior data to improve the quality of video frame reconstruction in the backbone network. Specifically, the
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probabilistic model uses the autoregressive process to fit the input data distribution, which promotes the model to converge to the low-
entropy state of the normal distribution; the memory module stores the prototypical features of normal behavior in the historical data to
realize the coexistence of multi-modal data and avoid the reconstruction of abnormal video frames caused by excessive participation of the
backbone network. Finally, ablation experiments and comparison experiments with classic algorithms are carried out on public datasets to
examine the effectiveness of the proposed algorithm.

Key words: abnormal behavior detection; auto-encoding network; probabilistic model; memory vector
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R (A7 it 0, AT/ 2R Py . DR MR A 8 4 2 e SO vy 1) 5 L B0 IR ACAZ ) 1K) MSE, (R B
RALT AR, A () Pros. b n Md 73 Fos B R s AT ML, p, € X85 q e iz m
R R S ZEBR, T IC M IR 5, AR S T A AR [ ST [ a0 A, AT 3 A
RRAK, AR ALK& RI E T AT AR BE ). K, A8 TR AE 7 B 43 R R S ) 22 B, A RFAIE 1] A2
W I AE DS B . AL > B AR B AR I A 5 (12). p, A q DARE L2 &, o S HL RORIEEARZ
IRy B/ AT, S 36 BE A 1.

1 n-1 x—d-1
lon=—= >0 Do laD =Py )P =Se (1

[la=poll~lla= pili +o
Cope = m—~y - (12)
25 BT, S5 SR, SR RGN SR B AR B e 3 (13) B, Herb & S50 R T IR A E )
A A, WOHE B AE [0, 1] 2 18], 2% 30 R SCOH R BN 1. &8 0 80 S s (14). i T4 %47 Al

X 246 45 AL R (K 0 T S AN TR, M B WA A5 AR S5 4 53 8 (¥ s T DU L 132 1)y 20k 210G

t= frec + a/alrfatr + acptgcpt + asptfspl (13)
8 = dieeNOrm (S ee) + darNorm (S ) + deuNorm (S o) (14)
Arec + Aagr + /lcpl =1 (15)

3 %8 I

3.1 ZWEE

3L 484 ] Python 3.6 SZI, I PyTorch 1.1.0 HEZZHEEE, Il S5 IIAK A Bl IR 24 B 5T 52 ik, 1RSI 4T
7 x86_64 ZEH[1) CentOS 7.5 R4, 1L ¥4 Nvidia Tesla V100 16 GB, ##fi CUDA10 FI CUDNN7 Sz . ¥4
T2 N 3] 0 2% 2 i A 4 T8 R 256256 K/, 3 TIE AR A — 463 [-1,1]. MZEINZRIEAT 60 4> epoch, K]

G2 ) F K 2e—4 [t Adam AL 2%, 5 3] R CosineAnnealingLRm]E‘]ﬁﬁ BN B AT R R, JEAL PR /N
batch size BB A 4. F G it 99 £ 5 10 B ¥k 512 4 BRI 100 B 22 50k & Mt 25 2 R 450 A I B
H 104> 512 4EHICIZ 1. A SCHE UCSD Ped2 A1 ShanghaiTech $idfi 8 FaE47 RSN,

H T G VR T R BRI R e, AT WA AT ST, & AT 2 LAEFFAE (receiver operating
characteristic, ROC) 4k & Ho ) B B T X (area under the curve, AUC) KA by A U4 P i i 3 bR P51, JRA T 1R1RE
B T- ROC A1 AUC /M a4R. EAT TS 80— A B v B IE 2R (false positive rate, FPR) IR IEZEH (true
positive rate, TPR), 3+ LA AR 256 ROC gk, 3] V15 th 28 R ALED AUC. ROC n LAE IE 51 FE AN 1 1
(RS0 R AT, 24 TPR K. FPR /), ROC SR (0, 1) &, BhI AUC B3R 1, U6 R K M g iy, I
T ROC AN ML i e 438 77 30, AUC AT L S ik HASE Y f) 1 e, 375 TN Ay I (00 AR 2360 L T 00 Ay 47 1 Rt
(BRI AT REYE, BO R IAR H 15 0(E0Hs B ML 326 1 15 RE ASHEAE SRR AT T A MR 70, A, S B T =20 251
B, RS T FERD Fl-score $64% PR RS, %18 0 K5 1#178 (precision, P) 15 [B1 (recall, R) IR A1y
fH. Fy = @XPXR)/(P+R). FH{EBOR, W5 RO T
32 HEBSHLE

PATITZR (99 AN [Fl JBE 2 6] 5 7 A AN [ [ 5 1 AWATIT L /I, A R ARR A B8 I FRT SR (L2 5 (R I PR Ak A 2 JAA
T A, 2602 1D IRF TR AR A 78 40 (A 20 Ak 350 50 ek T A2 2% %5 1 8 B 1 4% P (1 BR ) B ir N IR 28 304, Fe 24 LA =5
M T=9 PRI BEAT YL, 4> AR AR 4 WiFsl &5 5 MiURIARI AT 8 Wity 25 9 i,

R A (14), K TIRFEEA B B 270 4 Bt e, S 3B AEVE A TR B &, BL 0.1 2B, @il
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ARG RIARFE T F SRR AR AN R R ECF e 7 iR, RV T 8 dee T Ay, z FAKE . 2380
BT S AUC 18, B P EE SRR AUC (K. B el LUE Y, AR EAR R B AR T i 22,
TR B B LI Ao TN T 2350 2EABIBLER T 1, W NS MR A Ty 7=5 B4 KL, iS50
YA Ay BHIRTRT V30, 729 BEBUE AR R, 2B I e BB K. i NS 20 4 Bt B, A5 27 ST N IE
B A A AR TR B b T RBP4 S B, e A2 n) B R HE AR AN K, T R 4% (W ST kA B 1 > 25 4 1 K
B, AR 045 S S AL 1m0 573 R, R 2 0 B A AR 2 A 405 5k TRIAE, BRI e 2 A R A B A
K. MR R bR fE FoRE, T=5 AL\ AUC 24 0.958050, BT T=9 B (K] 0.958 954, UF W] A SCAR HY %6} K
FEE R T WTAR AT A 5K (P e A 34

4. 08

1000 1.00.0
(a) T=5 ZEH A MRS %R (b) T=9 REM A WAL ZR

K7 AR R A SR
3.3 JHRRSKLE
N T RICERRIE ], 4 UCSD Ped2 $idlid XM IT RET il e 4, LUBORIE rh AN R BB (1 P RE. B AT
X F G 45, IRITEER EER A R R0, X TR 4%, BUAC T A p 2. MERA . e 2Ry
PIALE R S5 RIS IIZRABER S FHRER 3.2 17 R B IR R VERE, W RESER: AUC JRARES R4 1 FiR.

R1HRERSR SR

ﬁ@f}; azmm%zgﬁ% BERE aizHb r=s o
— Y — — 0.850 0.860
N — — 0.948 0.944
RN - v - 0.953 0.951
RN — - R 0.946 0.954
y — v \ 0.958 0.959

M T AT, B A P A A\ S A S A B 51 i i HEA TR IR EE A, T DA iy i 2% (1 F A RE .
T B, BN A R RIS, 948 AL REAR A T A 25 TH. MR AR (K In A I 5 0 2 e 88
IR, LSRN 208 66 T B AR R 22 TR, 2 20 S SEAT 280 LE 4 B e A, T i & g I R AR AL BB K I A AE A
FM i ARSI 1) LA L, PRAF T 2 IUE AT N AR B AL, 6 G T 8 — R AR AN LLROR 2 R IE AT A
Kol 1B, B AR e T S SR K 22 AR I HACAZREBR IR WL 10 B v, 38 I SR RS I e R ik fe e
I (1 3 AL O MU AT A, BRI i 7 I O, U AN LGS G I, MR PERESR T 2. O T
WZTEN T Al B i R B B s, P LR AR T MR I3RS BE ), B 1 2T M 28 0 5 A iy s A
L.

BEAT, MRSANTRI AR IR A E T, it 199 285 98 o 25— R BR 1K) 280 R mT R, 7 A BRRT 1 AN R IUIAL FR) 1 5 B Ay
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HAME, SRUELEAS R AR ZH A BN # A R #2 H 0 IR 25 ke M ALK B O 5 B, dn BT IR, e A2 BB
FETH A FHAS S R 2 A 70, B 28 -t B 2 A e 1 Al B 2 38 D9 8 AL 30T I sy i AR OR AL, A B 5 4 R I 4% T
e, AT A BEIG InA 9 I, TR AR A I S AR A R 2, il LB AR L, AE i 0 I S
AT S, Al B 0 4 EAT ALATUMT B, AR T T (R P . PR T A R AT 2R R D [ 6k i N B o A HEAT U
A, Hokn AR AE 1) R B AR 3RO 1R B 23 A, LAIZ R S A R R N A AZ R e b R0 12 1) R TR AR
W 26 B R IS AT (I VERE. 278 KRG, A SCRLIESE N o5 28 W 28 B B W P e <5 77 AL 52w, BDIE T S0 A
Rt

34 S52MEET

T R ) EE AR SCRT SRR R TR RE, AE A TF B4 UCSD Ped2 il ShanghaiTech |54 St L LB AUC Fi5/
. 3K PR AN B A2 2 e AT A A W AT T 2P M B A SO P e 2 I R A, AR AN A R 4 SR LG UCSD
Ped2 #8550 0 L 45 Rk 2 FioR.

2 R 2 BRI 1E 2 A AT BRI S AT 0 (W TR, BEPERE B AR 4R T, 1T PMAE S A0R
AbFA 2 by, I ENC. MNAD A58 FH (92 S8 I 2R AR 2 LSAND S 1 #3200 I Zrtir (A 28 JLA % L
FEARbAAT H 2 2% Gk i) 2 £l AT L 25 R T LUE tH, PMAE H2: 546 T B [BIE RS )7 1) LSAND
oAb B A 22 I 48 STEEAT LE, MRS A8 T H#ETF. 1 H. TSC. Stacked RNN FI MNAD X $54 Ff 7 I} A5 B 1
Ji ik, HEREFRR IR LT, U8 UCSD Ped2 1] 5 ¥ 54 £ b 78 70 R T I P4 A0 A7 B IR 22, PMAE B0l
ZARHACNZ T D7 S 1EH B 16 2 2 23 45 RARRAE, SR 15 T OCEEEH.

XFFHBEK . 52 1 ShanghaiTech ZUHE 4R, Ak B4 190 UE LA b, L g R inek 3 iR, & 3
A LUE H, i PMAE 5975 ShanghaiTech ZHE4E LERE 14> B Bt B R 80E 71 2 & L sE g0 BTk,
JoH A A T ACAZ B R MNAD S35 HL, PMAE S0k R B 47, 50 404 18 0 A R B 70 s, st
ShanghaiTech IXFf 52 24 I HAR LR T MESR 40145 R, FFLAIR T PIGR I/ % 52 2% IE 1 BRI S MR . 282 2]
BT A 250 G ) LE O B AR AR R, SRR IR THR . A T B IR i 1 LSAND 5032 0 F 6 B 26 ik
W 6% 2 ] B4 43 A1 (19 FEP+MC B35 SE 0 AR B, 1 SLAb i 3o b 28 I 4 SV AR RIS S AR B 773X — 1, 50
UE T A VRN AR (145 30

# 2 UCSD Ped2 ##ig4EEREXT L 2% 3 ShanghaiTech i 8EREXT L
ik AUC (= R7R AUC
ConvAE (2016) 0.850 ConvAE (2016) 0.609
ENC (2017)?1 0.656 TSC (2017)2 0.679
TSC (2017)2 0.910 Stacked RNN (2017)"! 0.680
Stacked RNN (2017)! 0.922 FFP+MC (2018)™" 0.728
FFP+MC (2018)" 0.954 LSAND (2019) 0.708
LSAND (2019)"”) 0.844 FGAN (2022)""" 0.570
MNAD (2020 0.950 MNAD (2020)" 0.678
PMAE_T5 (A3C51%) 0.958 PMAE_T5 (ASCHE) 0.722
PMAE_T9 (A 3C5¥E) 0.959 PMAE_T9 (A 3C5H3%) 0.729

HHE AUC $ehsxt Lh g5 5, prig Sk o fhont b VA T — @ 3271, 45 ROC Fabs I, ILPkIE T8 JLAE R34
ezl ROC Mgk an Bl 8 Jom, 25 S id A Fil (0 A AUt 20 A< o i e o A P AR I, I o o) 50 AT 6] 55 E B
. ARG ] 8 2k m T LA 2, Tt PMAE S0 0 40 B v T 304t 3 Fiont L ik, BEEEGE T (0, 1) A5,
WARER BT IR B, BAIE T TR S0 AT 2k, 1 T ShanghaiTech #4073 T £ Mg i, W4T AR MR
UCSD Ped2 #i#iifE 2, 17> G Hhil k. MKl 8 R /e BB AR LI Bt aT LLE Y, UCSD Ped2 £#i 4k
1) ROC 1212 bt ShanghaiTech (a4 F1) ROC & T I (0, 1) £, Bt LAXT T35 8 A B R 1M 5 1847
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FEAR K At 2% 0], £R5 KA, T2 E UCSD Ped2 Hifli 42142 /1 ShanghaiTech £dli 4k I, it HIATERER A ]
WAL, 403 BAT3E4 7.

L0 e 1.0
08 | £ 08 | o
0.6 | 0.6 | e
[ o ,0‘
=% =5} -
= =
0.4 04 | £
; ~—ROC_PMAE e —ROC_PMAE
02 I ==+ ROC_MNAD 02 | £ ++<ROC_MNAD
; -+ ROC_LSAND e « ROC_LSAND
~—ROC_ENC ROC_FGAN
0.0 : : : : 0.0 : : . :
0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0
FPR FPR
(a) UCSD Ped2 #(##4E ROC HhiZk (b) ShanghaiTech %44 ROC 2k

K8 ATFEIREARSE ROC ek

3.5 ZEWRETR

BRI TERUG, R TR AT 2H, A5 — iU 23 AR R — N S i 19 40, DL IR & 75 = A i 181 9
H%% T UCSD Ped2 #5421 ShanghaiTech ¥ £ 1 # 7 ARIK) S 45 159 43 B, w7 ATE OO HE Be /R S 80R. R LB
PR MNADY, A5 (0 AR B St Ae e Ak g S i, A 9 0] AR H A SCET VAR e 10 LU ST i A . 55
TR R BT b, WMk BERRAT A 15 BT oA, M RERBT. ] 9(a) B UCSD Ped2 $i#i4E, B

N AT 4 AEXS E SRR A (i L, AR SCAVE B AR G 3t s 07 5 i R ZE i ). [ 9(c) B ShanghaiTech
AR, S SN SR AT W AN ORISR BOI G/ 1E R BO B, (E AR SO 16 LY. T 9(d) B
H ShanghaiTech $#E 5, 5% F4F A4 R 2 WY, PMAE S 58 B BU 58 15 0 8o o L ST vk m, (BAEIE
HHAE BB R AR AT LR STVA AR, HLAR A AR AT i B T8 AR IR R AR R L, R
T ASCHTHR SR A ek R s

9 [F IS L R PR STVAAEFT 0 5 R B 25 A RCRIT b 7. 28 T s BRI A SO T IEH AT A0
SEHAT N ZEHCR, ¥ PMAE I MNAD B F$7E7E UCSD Ped2 # ShanghaiTech i 4 F4» BT T Fi A0
4 Fr. KRG 5 R0 R 4 R (1) 11 oK R, PMAE SVAAEPEfE LT MNAD, R WA SCEIEST T IE W AT A F
SEHAT R0y R R AT BT T, X6 T 22 1 500 22 00 (0 5 8 AT D A DA 205 o P92 A ek R 5 s

PMAE 57353 1 004 190 48 0L AT A SRt i F30000, g 77 58 0 00 e R 19X 48 55 1 S50 4 o T 2 B0 1 K (A [ f) o
FIRE . B 10 LL 4 Fidg 5o AR ER, 1 W0 4% T4 1) A SR il 5 2 SE it HEAT o] AL, JF LB AT 2 i) 1) 2548 11 10 B
7 ShanghaiTech #fs £ )37 5%, 55 3 AT FIEE 4 47 8 UCSD Ped2 #idis &h 35, B 2230 3 F153 ik
IEH WU ZCEMT, T, 2250, 4532 3 150 3 0 S h T A B Sty SR % 22 43t AL 10 BT BUE Y, B
PRIV O 4 ) 10 T ] LA LAk /I PR A 15 28 HEAT B, T SRR iR (0 R H bR E R R RO, B 10 4
320 S5 W FF) 22 3 T 1 £ DX T 22 L2 S I L K IR R (22 02 08 Bl H AR BT S, 4 AE I A AR
NI 2, AER ZE A /N T T H bR M TR DR 2, 1 TR B AR, SRRk B AR A R A, PR IR E
T 58 H b (1 5% 2 38 00 4l 22K, 3 U 00 T8I e gt R o 26 X % it K R A i ), A AR 22 HA SV A R
MR A SRR Ao U, A ST 4 v 0 MU S5 5 ot ) T R AN ), 2 RV R AR AP b IX 23 IE B HE AT A 1)
SR AARIIE.
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A T IASEAEIL S 5 h i R H AR, ¥ FGANURI PMAE W RS AE AR 1Y) WHU 092l 0L 20k
T e, A4 20 ELAG 2> I P 11 Fros. B 11 3 1 AT 0 WHU SS R B N5, AT 8 AT N9
B, 55 2 AT N AN R, AT H AT R AT A SRR AR 1 R I D ISR, 5 2 R 1B PMAE STUAR T
Mz, 28 3 W12 FGAN SR EH X NARAIR R 7 5 5 B A i £k, 58 4 @ B PMAE S35 3 00 B e 2. 72
FEWGEREAT N R A, FGAN 5L A4 T RIZUI R 5, X2 M2 U5 R, T PMAE S5 I (A 355
b, FECAL R TR 8 AT DSl BUASORYA, AR T S22 5 W) A, SR WIS Y 77 s AE = AN SR AT K
A, PURH SRR BER I S, O 2N 408 Bl FEA IS B 53 23 BB SR T /N4 38 )y 2 s IR 8 57 3 234
EASRUL, IR SEAE SERR MR P PERE RN R 4F, H PMAE SLA IR0 T FGAN SIARIZCR.
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