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Abstract: As one of the most widely used Hash functions, the research on related attack techniques on SHA-1 algorithm has been widely
concerned by cryptographers since it was put forward. In the collision attack against SHA-1, the construction of the differential path is an
important step that affects the complexity of the attack. This study proposes the concept of a differential path with bitconditions and its
construction method. The path comprehensively describes the Boolean function difference, bitcondition, message difference, and working
state difference of each step. It is not only compatible with the original first round path construction, but also can save the complicated
technologies such as path reduction and message reduction of the last three rounds. Therefore, the differential path with bitconditions has
good compatibility. In addition, before proposing a corresponding construction algorithm for the differential path with bitconditions, this
study firstly analyzes the value of the output Boolean function difference and its input bitconditions when the three input working state

differences are fixed. That is the foundation for the later work. The differential path construction algorithm is divided into three
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sub-algorithms of forward expansion, backward expansion, and connect algorithm. The forward expansion and backward expansion
mainly consider the relationship between the bitcondition on the working state and the output difference of the Boolean function. The
forward of each step is based on the expansion result of the previous step, and so is the backward algorithm. The goal of the connect
algorithm is to connect the results of forward expansion and backward expansion to form a complete and valid differential path. Whether
the connect algorithm is successful determines whether the collision attack can be continued. If the connect algorithm fails, it is necessary
to renew the forward expansion and backward expansion. In order to improve the success rate of connection algorithm, this study
proposes three related indexes of update times to bitconditions, compatibility of extension results, and accuracy of candidate sets.
Analyzing these three indexes, the relationship between the success rate and them is achieved. The number of forward expansions is
proportional to the update times to bitconditions. As for the compatibility of extension results, the times to judge the consistency between
the expansion result and original conditions is inversely proportional to the success rate. These two indexes are affected by the number of
forward or backward expansions. The accuracy of candidate sets refers to the correct rate of the selectable of working state difference,
Boolean function difference and message difference. Analyses finds that the order of the expansions can affect this accuracy. The accuracy
of two expansions in opposite directions is higher than that in the same direction. So forward expansions and backward expansions are
executed alternately at the first four expansions of the connect algorithm in this study. According to these conclusions, the optimal connect
algorithm is selected from 25 possible algorithms. Combining early-abort strategy, the connect algorithm proposed in this study has higher
success rate and lower complexity. Theoretical analysis results show that this method helps to improve the success rate of SHA-1
differential path construction. At last, valid differential paths which are used for collision search can be constructed using the algorithm in
this study.

Key words: cryptography; Hash function; SHA-1 algorithms; differential path
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7 ECARE 2 AR 1K) 5 1) 977 i S0 B T T 4 oR 800 2 A7 35 10 S m) iE AR 7 PR T 1, St 9 e AR L. &
KSR 1 2 JE I 25 0y B A, R SR B B A R eR BOE 4Y, FRIELIE S I iR AR RV SR — A AR R Ay,
[ B S AT 7 2 A7 % L 0 AR 4 1R R AT 53T, ﬁ_ﬁ—%mﬂﬁ ) SISO N SUR LU E R ER I
X T LURF AR I 22 4 B4R, O T RIE S t 3 to B I8 P R AE P, 2R j(b =< <Ste) 2B IS M4 R VL L T K
iR BT AU IR IR R RL(Q)-4,30)=Qj11—RL(Q;,5)—F;-W-AC;. R[4 R SHVEZK L, R4 CLan gt
AT, AT LR IR 5 B j=te A Joete WA 1.
D) jete I, BEATH R Z AT AN S AT AT SRL(Q;5,30), (AQ) 5. (G, ¥R 4 3 25
L 01 2 o(RL(AQ)3,30))=RL(Q}3,30) i LL 4 22 4r AQj3€Qs, HIAQys it G 5, HILLAF 24}
(AQ)L}, iz A BFq. X1 BFqy T INICE (AF,, (00 \) . # (@) 5 Q)5 A= ET
JE&, WA BIX— 2 (AT K R 53 W ARy, JFH BRg IR (a0 BT U (6
2. WTOWeW,;, tHH RL(Qj4,30)=0(AQj+1)—o(RL(AQ;,5))—o(AF)—Wj, 15 F 753 H SRL(Qj-4,30);
Hs oW, AQ, 5, AF;, SRL(Q; ,,30), G, 5 A INEIZE 4 Bk 4 eh, JFxT (G, AT M, IXAF M 78
T’éﬁjite/ﬁﬁ}:luﬁf@ SR, BRI, ZEAr AR AR
= {RL(Q;_4,30),(AQ)% 5, 6Q .15 (AR, (BW)'%,(6)% 5}
2) Y=t iﬂﬁaﬂ“k‘%‘zﬁﬁﬂ’aEiﬂ%‘:#ﬁiﬁmq)ﬁ;,g, 8Qu s (G5 365 jete KA KIAT P
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1. 5 1D ETIEFRAQ s, T LA M T BFqy;

2. 52 5 RL(Qj4,30) T K IE AN RL(Q)-4,30)=0Qj1— o(RL(AQ;,5))— o( AF))— W,
gi b, WISt B 6 SIS B P VG M RN B 2.
Bk 2, R A S I TR A
iﬁﬁj\l (AQI):E:[E%» 5Qle+1’ (ql):ile%;
Bt 58t Bt BT 2 0 B AR P
1. jete
2. FOR (AF (g 5) e BFg, H5 (G s AT )&

HH (GO,
3. FOR oW, eW,

WAL SRL(Q, ,.30)=6Q, ,, — o (RL(AQ, .5)) — (AR, ) = oW, , j«j—1;

4. FOR AQj ;€ Q3 i /£ o(RL(AQ;3,30))=RL(Q;.3,30)
HAQs #7E 4, 5 ;
5. FOR (AF,,(q,))Z ;) € BFa; 5 (G)5 s AT
HH (@)
6. FOR &W;eW;,
T RL(Qj4,30)=0(AQj:1)-o(RL(AQ;,5)) - o(AF))~ W, j—j~1;
7. IF j>ty, R[E[EE 4,

ELSE RETURN: P ={SRL(Q, ,,30),(AQ) 5,6Q, ,,,(AF )¢, (OW)e (G 5
4.3 LA F MR A ERE R

4791

XTSRRI VP RUG YRE RS e DR R, PIAHAR TR IR & F . AEAs = A
IR PR B 0y UL 22 03 RERAE A 2 vl PRy 2 A 1 v T 3 002 O T 0 0 25 1 B840 FMAQy1, AQyss K

(B A T 1 e HE AT 0K 22 00 B A

2 HAEEN AR
L 4 Q-2 Qi1 ai Qi+3 Qi+4 Qi+s Qi+s Qi+s
HEZET MWy Wi W, Mis Wiy
i IR bR L7 5y AFi, AF, AF AFs  AFug
W AF A IE ST AQi, AQi;  AQr Qi oRL(Q12,30)  AQus  AQis  AQus  AQus  AQug

AT P IRERRSIE Y 5 Aoy, SRR SE 1 KETRY R 5 1 WA YR

B2 WY . 56 2

G AT JREANE 3 R 1 7 Ji . BEAT J ad e S i 78 070 A (R L. 0 T IR SR, 25 47 2 FIATT 2K bR 4 B
LR 275 70— FURfE, o T 9 RS R v R SO A4 A, T Uy 2% AR A2 SR SR AT (R R mh o AN W SE

. HARNT Wb,
43.1 5 LIKETRYJ#
HOCHEAT SR 1 UK I 9, XSRS B AEEE 11 AP R g R A

Lo MR 2 5 (AQ, ., Wi A FFaL, X T (ARL.(G)) € FFA, » H (G, 5 241
(GO, A=A T TG, W 3% — 25 (0 A1 AR B 2 4% T AR, IR FRgu T ()L, 5T B 46 1

(qt)::l—z ;
2. T Wy €Wy RN o(AQu1)=Q11 IIAQL 1 €Qps1, FHAQu HiE qry, JFUF ST R
A1:2=0(RL(AQ1:1,5))+o(AF 1)+ o(RL(AQ)_3,30))+ W,

BATARY 25, WA RS FEAF BN OQuey AN EAT J5 19 & 45 R ORL(Q142,30) 80 4 2250, BT LLE ik it

(CEEL
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432 H1WERY R
F1WERY REE +5 PERY REL, ¥ RIEnT.
L. T A 3 A2 R T AN 2 F I AQ 2 € Qra:
@® 0(AQy+2)=Qy2;
@ o(RL(Q+2,30))=RL(Qy:2,30);
HAQr FGE 6, HIEAFZE5r (AQ)L,, MiEE A BF s, X1 T (AR 5, (G0i,) € BFg,s, H (g, 5T
BT @, AP &, 52X — 5 FI A AR B 525 25 W AF s, JF T BFqys KT (s, , T 37 LR 4 1.
2. KT WiseWyis, TR RL(Q1:1,30): SRL(Q141,30)=0(AQu16)—0(RL(AQ)5,5))—0(AF 15)— W5
BAT AU &G, 5 51 RL(Q1s1,30) € {RL(KQ+1,30),RL(Q11,30)-2*,RL(AQ+1,30)+1,RL(AQ111,30)-2°"+1}
B WAL, AT 2 ATy R, AN, FOEE T 1 e my R, Hd, 5 2 DRI A R A
T RH—A5 .
SIE 1. e HAER Q LM HAQ, W Qi MFEAT 2 /3 HORL(Q),30)F 4 Fhul fEfIHUAE, 474
RL(8Q,,30), RL(8Q,,30)-2*° Fil RL(8Q,,30)+1, RL(5Q},30)—2 "+1(iX H. ¥ o(RL(AQ),30)) fA T A RL(5Q),30)).
433 H2 KTy R
55 12 AT AL, 5 2 KR R R R R
1. HEMLE S (AQIL, HiEEE FFu, M T (AF,,.(G)¢ ) e FFa.,, H ()0 5B&m5
Q)1 AT, WA B 2D A1 7K bR B 5 AF o, FE T PR T (a0, S8BT LR 41
2. X WnaeWiy, THEEQus: Q1a=0(RL(AQI12,5))+ 0(AF.2)+a(RL(AQ) 2,30))+W..
HATARRY R Z )G, T8 BRI 0 5=0(AQ3) & B Moar: tn R ar, HATH 2 WR My &, TN, J=gdkr
552 WKHT IR
434 2 WERYE
58 4 PRy REL, 82 AR RS RN T.
1. WmERES (AQt):Z|3+l e BFQus, X (AFI+43(qk)L+=3I+1) €BFq,.,, H (qk)lkflﬂ Hoaman
@O AT &, WA 2K 25 (A R B 5229 AF g, I B Qg IR (GO, 58 LR 45 1F;
2. KT OWiseWiy, TH5ERL(Q1,30): SRL(Q1,30)=0(AQi15)~(RL(AQ144,5))~ O(AF 1.4)— W4,
BAT AW 25, 52 i RL(Q1,30) e {RL(8Q1,30),RL(Q1,30)-2"",RL(KQ),30)+1,RL(8Q),30)-2*"+1} &
T WERgar, TS 3 G YT, m, EEEH T 2 s My E.
435 HIWERY R
BIEHTE I WERY R, 5% 13 LRy R, §REEmT.
1 H SRR 2 5 (AQ)Y] Hi i 84 BFqLs, X1 (AR, (q)) € BF,;, H (g0 5844 21
GOV AP ETP TG, WA EIX 35 (A0 K B8 B0 50 AF s, I BFas I (g2 387 bR 4 1
2. X T Wi €Wiss, T5ERL(Q1-1,30): SRL(Q1-1,30)=0(AQ):4)—~(RL(AQ):3,5))—0(AF43)— W) ,3.
BEAT AR JEZ G, Wi RL(Q11,30) € {RL(Q1-1,30),RL(11,30)-2"",RL(8Q_1,30)+1,RL(RQ11,30)-2*"+1}
SE AL WAL, WP 5E i T RDEE, A W), BT 3 IRE YR,
LR LA BT, A LR A PR I v TR B SR R R
BE 3 A LR A (v T e S
N BERYEEIE PR ZE AR 6,6 OW,, W, ..., AR AR ,...,6Q,,,AQ,AQ,_....;
JA TR RN LR 146 2 (2270 BAZ )50 Grgorons W, OW, 5, AR AR, ORL(Q L5,30),AQ 5,00 5

iﬁﬁtﬂ {qll—zaqlﬂ—l’qll’: ql"f+l’q|”-,¢-2’q|"+3’q|y+4’( fl+i)i5:l’(vvl+i)iS:l’QI+1>QI+2}~
First forward extension (3 1 X AT A3 &)
FOR (AF,,,(Q)\._,) € FFa,,, H5 (G, INFE  /CF 1 RFET Y&, first forward extension)
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frorAFL, BT (G 5
Qo< a0, <, §<a;
FOR AQ}+1€Qp+ i 2 o(AQ1+ )= R+
Qi1<-AQyyy, FFH Quy 3 FIELHFZAF a1
FOR oW, eW,y,
Wiy =Wy, FFIH5
Q2= 0(RL(AQ1+1,5))+ 0(fi41)+o(RL(AQ) 3,30))+ Wy
First backward extension;
IF (first backward extenstion i [F] [F i i %)
Return {q/,,0/ 000,075,050 (Fra)i Qs Qs (Wi )7y
13845 5, K B First backward extension
Return; //3& 443 52 W
First backward extension (38 1 XK J5 13 i)
FOR AQ}:2€ Q2 Wi A 0(AQy:2)=Qy2 H.o(RL(AQ42,30))=RL(Qy+2,30)
Qi2¢-AQp2, M Qo #iE G55
FOR (AR5,(Q)il1.2) € BFays 115 (G).,, A7 E
fiusAFs, SHT (G, 5
Gy < U5 Gz < Oiiss Gy < iy
FOR OW,.seWyys
Wy s¢—Wyis, TR RL(Q)11,30):
SRL(Q1+1,30)=0(AQy6)-o(RL(AQ1;5,5))— 0(fi5)—Wiss
IF RL(Q}+1,30)=0(RL(Q:1,30)(-2*)(+1)
Second forward extension;
IF (second forward extension & [1] 1F i i #%)
Return {qllfz’ql”—l’qI”LQI”:rl’qI”LZ’qI”Jr3’qII+4’(fl+i)i5:]’QI+]’QI+2’(WI+i)i5:1}
155855, K H Second forward extension
Return ZHERRMG /AR B IE 8
Second forward extension (5 2 {XHV AP &)
FOR (AF|+2’(QK):<+,-]|_1) eFFa,, 59, q, ., ATE
fioeAF L SEHNAL,, ol d . HE Al . af
FOR oW eWis,
Wiio =W, I Qus: Ruus=0o(RL(AQ):2,5))+o(fi2)+ o(RL(AQ|-2,30))+ Wy
IF RQu3=0(AQ13)
Second backward extension;
IF (second backward extension i [ 1F fiff 3% $%)
Return {ql'fz,Q."fl,qnq{il,quz,%la,ql'm,(fm)f:me,Q|+z,(W|+i)i5:1}
153455, Sk B Second backward extension
Return RN /AR B IE 8
Second backward extension (i 2 {XJ& A3 &)
FOR (AR, ,.(q, L+:3|+1) eBFa., 5 af,, A, O ATJE
fieacAF L BN L, Olss OLss MO ALy, ol

©
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FOR oW4e W)y
Wira<=Wyig, 715 6RL(Q),30): SRL(Q1,30)=0(AQ)+5)~(RL(AQ1+4,5))~O(f1:4)~Wis
IF 6RL(Q},30)=RL(5Q;,30)(-2*")(+1)
Third backward extension;
IF (Third backward extension 1% [1] [F i 4%)
Return {q/ 5,07, 0% G A A5 s (R Qs Qras (W )iy}
/35045 5L Sk H Third backward extension
Return JEHRNG /R HR 3 IE A%
Third backward extention (£ 3 X5 N3 &)
FOR (AR,;,(0)3) € BFq,; 5 q. .. af,, N7 JE
fra<—AFLs; BB q ol ol 800 o, ally s
FOR 6W,.;3eW\.3
Wiss¢=Wyi3, 715 6RL(Q1-1,30): RL(Q1-1,30)=0(AQy:4)~(RL(AQ):3,5))~0(fie3)-Wi-3
IF RL(Q)-1,30)=RL(Q)-1,30)(—2"")(+1)
Return {g/,,0/,,000/%1.07" 5,050 (Fro) Qs Qoo (Wi Dy /A BIE A IEHE SR
Return EHRMG /R $R 3] IE 0 5
% T abez/2Z, a=b(-2>%)(+1)7% N a=b B{ a=b-2°" 5 a=b+1 = a=b—2°"+1.
P R A, DY I R LR A A RN P A7 s 2 A ISR ISR 3, AR, o 5 kT R ek
1F, 1B, 2F, 2B, 3B.
# 3 haEg LR

Ji-2 qi-1 ] Qi+3 Qi+4 Qi+s Ji+6 Qi+7
IF g2 Qi1 ai Qi+
F A 4 1 1B Qi+ Qi+3 Qia
2F Q-1 a Qi1 Q-2
2B Qi+1 Qi+2 Qi+3
3B ] Qi+t Q2
W R 25y Wi, oW oW, Wi Wiip OMWis Wiy MWis  MWig Wiy
i IR R B 4) AF AF_ AFy AF 4 AF AFs  AFny  AFus  AFne AFy
AQI—Z AQH AQI 6QI41 éRL(QI<2,3O) AQI<3 AQI\4 AQI»S AQHG AQIW
1F AQy+ Q2
S oy 1B ORL(Qi+1,30) AQi+2
AT TS oF AQ1s Qs
2B SRL(Q1,30) AQy+1
3B ORL(Q1-1,30) AQ

4.3.6 R ) ik 5 SR s 4y A

e b, e RERE RN S Db, B AT Y RS T R AR R, B3R 2°=32 Fhe]
e b R B D i WA TP RDE BT VR AL RN SR Syoine, FH 1 RIRHTIYJE, 0 RORJE Y E, W Sypin=
{0,13°. LA Syoine HIIITER 01001 Ao, IARK AP RIER VAR Je R T 145 DR P ey 3 1+1 25 i)
VIR 5 14 BIRRYT R 5 3 DRI R 58 2 BT . 8 T A Syein H 3% H B Eh 5 55 i 14 v ) 3%
Fedrik, ASCERMT LORR A PRI SR B 47 i 45 L A 25 0 25 A B3 B 4R & 10 IE Al 23R 0X 3 AN

o IR 1t LURRAA ISR B

AN I JEIE L J5  E, #B #  LOR A AR AT SE T (— KT T 4 SR SE T 4 S F AR R L R &
fr, —UJE Y REER 3 AR LI TER ). XA AR B EOR AT, SR RO T g
FORR A AR (R b 58, 3081 S S0 1D 40 S0k 1y R . YDA vl () 0 B 2, B 4% 1 P 38 m 4% 5 380 20 B AR R
SRS, BT LA TR T B2 1o R v b AR 4% 1 10 B I IR B D T
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T HDRT 32 P T AL ST R (KRB R, W RE IR VR A LR A R IR SR . X LR
it EEEAT R (B R (AT AN R R A R (RSS20 LR A AR B2 20 o R 2200 Ak oA )
AR ISR A A, A IR R rh A B 0 A5 0SS AR PRI A E. AT 1 9 JE Bk 2 i, Pk 2% A
() BB 00 LA QLRI T 16 97 JR RIS 1) 97 PR I i MBPY AN 2 5 ) LRy 2% 1 B B IR0,

R4 2 UCHT A N EORR A A 0 SE BT I 0

FIEAH e g a Q3 Qia
WHETE g G G G

EOlE e TR TR [FS RN [F6)

VELEN Q2 Q3 Qs
Ja e R Gt Gu2 Qi3

Jo g R O Qi Q2

PP, SuT g R IR 2 B, X aia Qs Qs I BTXEST A0 1, 2, 3, 3,3, 2, 1T (G, 5 g, g
SEFTRBUEFRAEEE 1 AT H] Oy, Quo 2SR IERISE B B, [FBE, AT a0 1 IR 0, 1, 3, 4, 5 B LR
PERITE RGO, K AT s B ATER 5 e MO HT &S AT 15, 57y I s PR AR 0 TR B I BOBLE L
BT LA, QSR s gl )N LUy 4 2F 0 T AR 3% RS, TR R Bk O B, R ) 4 2 1 A o e g v {EL MR D34 B SR
MR 508 3 ANERR, BT SO HRAR 2 FIHEAR 3 AT, mAEPEI P NER R AL 2 KTy R

RS R BB BB
2 q

=2
T
&

J—2 G Q1 G

T
&

1

T
T

n AW —=O
——
[SSILS IS IS SES
WWWwwwwla
W W W W W
W W W W NN
WL W NN
Ne}
RN — — = T
s
—_— o oo oo

o fEbR 20 §REEURINMANE

552 NS ) R R AR R R T R A R AR . BB A AR A B 20, AR ZEOY,.LAQu,
AQ,AQ:3,AQus, . FNZE M A1, RL(Queg,30) 1 JEUAR A, 1 £E IR I HRE T #5C (KIAQL 1, AQu IR 4%
P BB, SRR A AT AN AT S KRR A A, 10 o () 2% P T R T A . H 3 4.3.2 99 —58 4.3.5 1 A4, BRIRYT
Jo i A P W A i 5 R AR A, RIDHE A5 B 25 47 4% 22 0 (8 5 VIR A AR slob IR A PR AR XT LR, TR, 6 5 I8
e, SR A AR (I W RO, (R 1R R ) R A, AT 4 Rk ik 2 D, 25 A7 3 22 20 I
PRESE R IR G(ULIN, T 1 ™ R A 1 3™ FE& PO I i M AN 5% Wi Ly 25 1 S B K.

62 UK I 25 A7 45 22 70 I3 e 4

A& AQ, AQi_; AQ Rt SRL(Q12,30)  AQi3  AQus
A9 AQr+ Q2

H g R AQi2 Qi3

Ja YR ORL(Q}+1,30) AQp2

Ja g SRL(Q1,30) AQi+1

Ja YR SRL(Q1-1,30) AQi

FTEA, S RN 2 6, P 5 JSUR 2 PR AT RAE IR B 3. 0 M1 3 KN 0, 1, 2, 3, 4, 5 I 9™
JEAT RN, K5 R RAER 7 . SR ATy IKECh 2, 3, 4 I, JIWT 5 IR 2 AT AR 1 Ik
B,

R T RUR AR AR A B AT BT
2 4
3 3

EIREENER € 0 1 3 5
JRUG G TR | 4 3 3 4

o dRbR 3 MRIEHEA I IERR
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BIPRANFERR 20T T 00 )5 RS 1 7 AR 5 UGESR T I IR ECS h DE SR I S AR RO R, AW i
) RE RS 1009 R (Y 1) 8, TSR AT S R B 1 A1 JG 0% F 0 R 1) 5 )

W R R R N AR A 0. WRZES . AR ZE N MREE ST, S ERT Y B
FUE [ F2 g Rk FR, 84 505 45 4 100 L A 258 0 J ok 5% M v (R 2 (W) R S I B L IR 35, i IRy T &5
TR R R M7 WA, LAAREEAT T TR JEREAT S T R, R IR (R 5 SR nT AR N S R
LA A RN W AR 3, BT ATEREAT S5 10 4 RIS, T LLKE 587 97 J 45 S 0 i B Fl 7 I B s, X Rh 4R w7
LAl I T A MBI SRS VS 1 R, 4% & TR L AR G I IR R, HE D R B R AR AR
43279, FEREAT S 15 9 R 5 49 31 22 73 {H 6RL(Q1+1,30), BEIF AW ZAE L Bk (R w2 55 1 IKRT 1)
TR E R AQ I — 3k, IX— W R sk br bt 2 9> A R B AR R 1 i .

AR M, 1 SR ST B AR R 10 FO T R, TS 2 Ry B LR ESE 1 IR B3Rl B XY R T —k,
WA TR RS R, B DL HARIE SR A BT — RS TR R AR A TR, AN REORIEIEM 28 3R . BT DL, SR IR T
vl A S PRI i mT AR vy v ()3 B2 19 e Th 6.

ZEEr 3AVERR, ERRRAR PR . AR BRI B B IR ECR R, 5 KA T B 1 BB ik B e
A, AHEBRT S LIRSS g Re4h, JREEIRY ™ B2 5 HA I I 4f 2% At AH AP IR I R, 3 2 DROR A v [R] EE 2 11
BRI, RRYREE 3 N RhR, AR SCREUN SRBE O AT 4 R W HT 10 AN RS I R A AT, BT A
—WYRE, LIRERERT Y RIS E YR, PR S AR A I R A A A . 2 LB ) LR A SR
WEL g, JERE R MVE R B G — R T ). B 2T 3 I IR e A 2, R RIS 3. it
Ah, FEARSCI B Sk, EURF 225 AQy FIAQ o 73 2 755 1 URHT M A EE 1 k5 a9 R i AR b aff s
(7, JCIAE 25 1) Qg FH Qg SAVFREAT Y R, X AL — & T bt S v o V) 32 8 1) Wl 2h 26
437 i Nz iR R AL bt

A ZE S BRI R EVERE R ST A 5 VESRAL, b Rrmy . Ja Iy R AEEE 3 AT HRE A
ST IEAT 4 S sodE, HARW

1) 5%k )z LU 4% 4 %) B 1) 56 />

Marc Stevens ££ 5% i 01T M F AR, BURIGEESAE dio, o A EEAME, dis WA MESAAE, HY g,
NIRRT, ais MHETI S, R QoK. 758 j B )5 my R kD, SRR 0, 0 N H ST,
iy PTG, H Y qpoy NIRRT, o NS, RS QR MAEASCMHTIY B G My e
Bk, RBESR R AR v 10 LR 4 A D0 TR 22 % AR s A G 5 1) S5 4 IR J 1) — 3. AN 22 40 BB AR I 28 28 )R AR
RSB LIRS, SRR, o DS 2 22 ik AR, 3D R 2 S AR T P ARk
RAERAE.

2) W T R AEEL RN Ky R

Marc Stevens £ H ERLI Y, SR GAR I 7 V5 SR A S0 75 A7 48 25 4 RUA JK BR B2 4%, R ORIRAR KR A
R —A A, T — ATy R 2H P RG Y R EE e PR R R, TRMIARIMABE N 34
WAL ZEAQ), AQyy, AQpp F1 5 MG IR BB ZE 5y FW,, FW,, FW;, FW,, FWs, i, FW=0Fi+oW,; H 1<i<5.
T AT R R LURR 0 3 AN 35 A7 28 LURRAE 22 B AN LU 7, BRI IL R SRR 40 254 e /3 30T LLRR 1K)
), X T TR, ¥ 32 R A AR ST R B 40 LU A T DASRAE.  HE e IR R T AR A R
shifER 8 b, H S FH T A B RIRM LR 2245, U, i=0,...,39 &5 KR BTG il e £ 0 4. 5 Marc
Stevens MJSEA R, ASC b [A) EERE VL TP AR R A L — 25 1 1) 7 R BRSO AR ¥ e, MU ST
(R DY RS 50— 5, [ RES T 32 LhAF 2 40 LUAFIOYT . BLARAS SO Hp A) 3 R A 0 R AN 2 DL LRy
R IR, ARG R, IR DT T T AR ZE A LR A, BRI g N R AR R S ). 5
Ab, MSEIRE A BE, AN SO HR )4 B S0 LAR () 3 R0 S 1m0 9 i R Bk, 5 5 sl B

3) H— KA 2 B ARG T T

AL T A R I AR 2 IR RE TR, B T3 | B RS RS 3 $0 10 22 00 B AR A0 it
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YRS RS 1 RERAEHIEAE, A EE 3 BRBAEAN . HEAMEEIE AR, B BRIk
4) 25 RNE B LY R SR
GEE LIS 3 AN P [ IE B I R A G He R, 15 T AU R ey R SR g,
# 8 Marc Stevens H [A]E B 5 v [ IE A K filt o 72

AQ AQi: AQi2 FW, FW, FW; FW, FW;s
Uo—U,; AQI[0] - - FW,[0] - - - -
U—-U, AQI[1] - - FW;i[1] - - - -
Ur—Us AQi[2]  AQi[0] - FWi[2] FW,[0] — - -
Us—U, AQI[3]  AQuy[1] - FWi[3] FW,[1] - - -
Us;—Us AQI[4]  AQu4[2] AQu2[0] FW;[4] FW,[2] FW;[0] - -
Us—Us AQI[S]  AQi[3] AQui2[1] FW;[5] FW,[3] FW;[1] - -
Us—U; AQ|[6] AQi:1[4] AQi:2[2] Fw;[6] FW,[4] FW;[2] FW,[0] -
U;—Us AQI[7]  AQu[5] AQu2[3] FWi[7] FW,[5] FW;[3] FW,[1] -
Uk> Ui B<Kk<31)  AQI[K]  AQui[k-2]  AQpafk-4] FW,[k] FWy[k-2] FWs[k-4] FW,[k-6] FWsk-8]
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(G106 > VEARK W0 A 75 [FIRE B 52 24 55 Marc Stevens 5 1 BRRIESE Y R T A0 28 0 BR A2 1045 19 20 %7 17 28R
A8, MWREINNZENSBAENRE 9. £ 9 HH 2 FIHIH T EZ0BARES D LHFFRI R 2 i (IFH %
PG ZEE, B 4 t=—4 i, 2 9 5 2 FINE N EIR A % 71 RL(Q,30); M-3<t<<19 I, KK
552 BB T HORF 220 AQy 4 t=20 I, KA AR 2 FIINAE A 22/ H Q. £ 9 5 3 FIFIH TR DI Ai /R
B 22 0L, B AR TR LR 2, BB S BB TR F AT A 0 32 4 LR A R
B 2 A7 A BRI REAL) 25 A A LR 4 A1, BN B 3 ARR 28 40 AN 0 3 1A LA (Y A THD A 475 AR R 2
225y, BWAHIEZES), “— K 32 M AT ZE 5. BN, AF; fER TN A4, -9, 10, 14, —16, 26, 30, 317,
WIAF; fE55 4 A2 58 9 Ar 5 10 . 55 14 47, 25 16 A 55 26 . 45 30 fn. 28 31 f LAFEdEE %y, HAE
FON. H A0 16 oA ESy, R AN B 14 0. B 26 A% 530 . E 31 AN IEZESY; MAF,
TER RN Ry ——, IKARKAF, (1 32 A7 B 7433524 0.

S B T RN S ) (KA EE AR N 2223 8 A 5 Marc Stevens (K55 2 Bt d v JEL SR JH 10 22 40 B 428 1 4
0 LRI 19 LA FRRE—H, T HR I ESBAMFALENILR, 5333 20 8E L
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t | RLQL3IOIWAQ TS, | AR oW, Gt
-4 0
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RO BB 1(EE)

t | SRL(QL30)BXAQ: Bl AF, oW, Qe
-2,3,-4,-26, I

2 | 1,-4,-6~-25,26,-30 1,26 38,29, 31 e ih0

-1,-4,-6,7, 4,-9,-10, 14, ——0-1 11111111
3 9,10, —28, -30 —16, 26, 30, 31 ~2,26,27,28, 29 <o 0k +—1-00-0
—4~-10, —-12~-23, 1,-3,4,26,-27, —1-0 11111111
4 1,6~10, 11, -30 24,26, -28 28, -29, 31 11—+ ++0-1-+1
-1,-2,-4,-5,-9, | | Qe verenens

5 1,4,6,-30 —11, 24, -26, 28, 31 —4,-29 ceeene0r A+104+0

6 1, -4, 28, -30 1,-2,5,7, 8, -26,-28, =30, 31 2,3,4,26,-29 [ 01 100—0+-

7 31 4,5,6,-9,-28, 30,31 2, 4,-26,-27,29, 30, 31

8 -28 2,4,26,-28,31 —1,26, 27

9 —-29 -28, -29 —4, 30, 31

10 - —-29 —2,-3,4,-26,-28,29, 31

11 —29 —26 2,-26,27,-29

12 -30 — -3, 4,-26, 27, -28, 29, 31

13 31 -27, 30 —4,28,29, 31

14 —29 31 -2,3

15 31 — —4,-27,-28,-29, 31

16 -30, 31 -27,29, 31 3,4, =27

17 31 27,31 —4,-27,-28,-29, 30

18 29, -31 -28,29, 31 -2, 4,27

19 -31 —28,29 4,28,29,-30

20 2%
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B LR AR SO 3.2 TR AT 00T 3T IR 0<b<<31 M1/ 48 b 3 NN 25 4745 LUARR 10 22 4y
(AQF,[b1,AQ],[b +2mod32],AQT ,[b+2mod32]) (A5 1, 4 Lbsh P HIFF 5 340F 25 7 B AR 45 HH 28 BE A,
XA 2-1 AIAFIZZE S ) i N AR(DIMIUEE G VS, FIWOR A AR i1 e V.

SR, R PR AR R 8, ERT D IWOE R R, & AR [o] BUE R BT 1 B A R S
(a7,[b1,a",[b+2mod32],q”,[b +2mod32]) —5L. &L K, F 9 ZE /B4 HRE L %D KL,

RIGIAER — 0 LRI 70 JE 0 L SHA-T BIIER T HE. 55 0 0 3 200 1L 7

Ri=0o(RL(AQ;,5))+o(AF)+o(RL(AQ; 4,30))+W;.
PLER 10 25 445, 45 2K o 1 45 T 2% 43 B(E L3R 10.

x 10 510 D& 02 4 A
Ru_ o(RL(AQ1,5)) AFio  o(RL(AQs,30)) AWy
-29 - -29 31,-2,26,-28 -2,-3,4,-26,-28,29, 31

B —2% mod 232=—229+231 22426 p28_32_ 3104 926 3281929531 Friy 4 10 35 ik AR R R . SR ST A ]
ik, BAEFAT 20 AT BT AL, SR, 8 540 BRI A Ry R

sr b, 9 TR RZE AN B AR SR AT N, DU T A S MR kI R 38N, WS 3 R4 B £ T L
AR, SR, A IS A 2 L.
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6 & 4

AT T SHA-T IR /R o8 £ HH A PR A P 2 TR OG 3R, B Hh T 4 LURe 4 1R 10 22 20 B A, T LA SE 4 350
Mo Z 0 3 BT AE SHA-1 SIEH TR & 02270, HAA RIFROHCENE. 2F 20, BExbay By 405 0 22 7 42,
P TAHSCIOHT R S J T AR (R E RSk, o, AR T A A T R SR R A 5 T B R
T 5 P RER I R ARG 3 AN EhR, MRUEAN S8, P L0 e e Sk, 45 R W] J AR
(RS0, AT DL A5 ) 1 A 1 0 S AR 2 B AR T e vk T LA Sy Al A e R v B T SR 43 B A3t
DR AT SHA-1 REFEICE 0 ROk, MR i 22 0 s A A T3 il B R D BRI D &, i %
I3 B AR BT MR A I T SN 32— N LR A PR (KN B T AEA SCIR 22 23 B AR M BE 500 v, AL 4 Reoks Ly
FAT I SDFT B R bR DAINTE B, BIAR SR A ) SR A I 1 LRy 4 A SE0BT 8U AD> (K F Y, 2
DI R AT R 22 0 AR RO BE A, R R TS O i SR A AR AE .
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