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High-capacity Reversible Data Hiding in Encrypted Images Using Adaptive Encoding
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Abstract: With the popularization of digital information technology, the reversible data hiding in encrypted images (RDHEI) has
gradually become the research hotspot of privacy protection in cloud storage. As a technology which can embed additional information in
encrypted domain, extract the embedded information correctly, and recover the original image without loss, RDHEI has been widely paid
attention by researchers. To embed sufficient additional information in the encrypted image, a high-capacity RDHEI method using
adaptive encoding is proposed in this study. Firstly, the occurrence frequency of different prediction errors of the original image is
calculated and the corresponding adaptive Huffman coding is generated. Then, the original image is encrypted with stream cipher and the
encrypted pixels are marked with different Huffman codewords according to the prediction errors. Finally, additional information is
embedded in the reserved room of marked pixels by bit substitution. The experimental results show that the proposed algorithm can
extract the embedded information correctly and recover the original image losslessly. Compared with similar algorithms, the proposed
algorithm makes full use of the characteristics of the image itself and greatly improves the embedding rate of the image. On UCID,
BOSSBase, and BOWS-2 datasets, the average embedding rate of the proposed algorithm reaches 3.162 bpp, 3.917 bpp, and 3.775 bpp,
which is higher than the state-of-the-art algorithm of 0.263 bpp, 0.292 bpp, and 0.280 bpp, respectively.
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7320 0 P8 P 6(b), AR W 2K 2 G R i B 4545 2 181 6(c) Bl s b i Je R B4R, £ B 6(c)H ik A BIST
A2 B 6(d), fha HEAT (A BARMO BB, SRAGIZ KR K 6(e). 151 6(F)2 litha R 115 5= 2>
A E T, B 6(g) i & g m A E T, B R A g2, A LR A B U EBAFIEE R B 6(h)
AR B G R A ETTE, 5B 6@, T EE 2GR NBCRE K, (HE AR K IH 2%
ALICTE, Joikde SRR UG BT B IR BRI A SO 3 10 RDHEN S e 2 4 VT TR 45 21 T PR .

(a) HanKEE (b) I E B (c) Aric/a i B (d) #owE B (e) KKEE
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(f) Jadi B & 15 1 () I B4R ETT B (h) Fricryins BHg E 7
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3.3 TEREXTLE

ARSOR T BI85 B AR 3R 0 5 i 5k SCRR[29] I ik, se e AU T R I SCRR E, kA
SRR AR SO, AR AR R AR A RS R 5 2.3 W AKX G TR AR ¢
WS Tk, 458 3U(E) T T R ik N % ER=c/(mxn) (bpp). & 3 A2 J7 1Hixf L SCHR[29] 5 A% SCHE A 7
fiE, 5ICHR[291AHEL, ASCEAI AR AR R 2, AR T PR 2 18 A B 15 3= (B 5 R R DA T IR AR
FO)HCRID, REM ARG E R, BB RG] 7RI X H AR R R AT RS
FT A R, T AR BRI AR R e, A SCERAE T B 2 AT IR AR AT T IR 5 W), HASSE R
T I W K G R PR AR AR AT AR AT, R T NGRS A e K N 5% e I A SR T R P I O
bRad, AN TG A S, TR S 2 AT R .
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3 RS SCIR[29]h H K P REXT LG

DRSS ik TIAG R HBBE  BEFHB=TIRANGFZEEEER B4 F (%) ER=c/(mxn) (bpp)

Lena SCHiR[29] 243 107 19 037 92.7 2.645
AL 246 614 15 530 94.1 3.262

Baboon SCHR[29] 155 266 106 878 59.2 0.969
AL 225 530 36 614 86.0 1.481

Tiffany SCHR[29] 243 463 18 681 92.9 2.652
A 245 814 16 330 93.8 3.376

Peppers SCHR[29] 235184 26 960 89.7 2.494
AL 249 882 12 262 95.3 2.910

Lake SCiR[29] 209 185 52 959 79.8 1.998
AL 243 183 18 961 92.8 2.409

Gioh, AT S A U WIA SCRTA I PR R B T, AT H AT Pk AR I LR ) S S i PO 2SS AT T R N
BEXTLE. SCHR[26]7E 5 MSB HHfk A5 5, BB IR A I 1bpp. SCHR[28]5R 112 i — SO 4 i 1) U5 i B
BARR, fem T BN TERE. STIR[291R ek 92 8 XM i i b il B8 2 T IR MR R, A BRI N H 15
B TARKIAR T, SCTHR 30T F P00 5% 22 A7 ~F 1 A7 A AR 22 ARAULRL RS P, 8 45 PO R 2 T 4 P B A - i, 3 —
AARTE T UGN, W 7 Bros, A SCH 2 BB &L 5 o sk B 5 R ik A\ <K/, Baboon R TR N R AE T A
S PR AR T AR LK R, IX 2 H1 T Baboon B SUH BN R 2%, A M) JCAR LA, 3 3 A LAML&E 21
FEASCELEH, Baboon 5 7741 36 614 Ml 5, £ TIABINKEG, (HASCSE %+ Baboon B K kA
Ry T HARS . 550 4 SR B IS5 47 R FIAER I A SO A5 RIR AR T, BResRe 5w

HISEES /NS
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A

N
3]

Sy

e

A

A

e

o

e

R

Sy

O

FEFFFFSF 1.383
R A 1.481
10993
T 2.131

AEAFSSRAFAFRSFSANASFSASAASSSS 3.262

o e R e 5]

RN (bpp)
o =

o 3] [ (3] N

0.977
TN 2.016
=———————"—"-12645

0.838

65
10976
T 2.028
=249

0.974
T 1.464
=——————-1998

ks 5
Lena Baboon Tiffany Peppers Lake
IURENESEES
[1Ref.[26] = Ref.[28] [l Ref.[29] ¥ Ref.[30] | E3 Proposed method

K7 AFFIEAE S I E A Rk % (bpp)

N T YAE X L SR T RN SRR S, A SCETE UCIDEY, BOSSBasel®!L & BOWS-2B4 & {5 45 |- 4T
TSR, Wi A SR S R EVEAE 3 ANEGAE LI mNR, UEZ VAR S, wiEl 8 Bt
R, ARSCEERIIRA T BE R N, 78 UCIDPY, BOSSBasel®I Lt BOWS-2B (5 4 4y ik B T
3.162 bpp, 3.917 bpp LA K 3.775 bpp. MHLLTFZREM, ACEIERFEIRA KA T 0 B4R T:, B4l 52k 8 i
FER) SCRR[301AH HE, A SC S 1 S B N 4T3 4R T T 0.263 bpp, 0.292 bpp LL & 0.280 bpp. 5 HALS LML, 4
SCAER FH 1 IE NG 5% 2 G R 0 P 2 AN R G B AT AR T, 456 e R 2 g T ) 06 T 3 K B B i R A 7
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