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Abstract: With the rapid development of technologies such as computers and smart devices, cyber attack incidents happen frequently,
which cause increasingly serious economic losses or reputation losses. In order to reduce losses and prevent future potential attacks, it is
necessary to trace the source of cyber attack incidents to achieve accountability for the attackers. The attribution of cyber attackers is
mainly a manual process by forensic analyst. Faced with increasing analysis data and analysis dimensions, semi-automated or automated
cyber attackers mining analysis methods are urgently needed. This study proposes a graph model-based attacker mining analysis method
for cyber attack incidents. This method first establishes an ontology model for cyber attack incident attribution, and then fuses clue data
extracted from cyber attack incidents with various threat intelligence data to construct a cyber attack incidents attribution relationship
graph. The graph embedding algorithm automatically learns the representation vector of cyber attack incidents, which embedded clue
characteristics of cyber attack incidents, from the attribution relationship graph of cyber attack incidents. And then a classifier is trained
with the historical cyber attack incidents representation vector, which classifies the cyber attack incident to one cyber attacker. Finally, the
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feasibility and effectiveness of the method are verified by experiments.
Key words: cyber attack incident; cyber attacker; attribution; cyber attack incident attribution; relation graph; graph embedding
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PR SCHR[19], WK b AR Ak ) 2 1 1k mfaX ZUEV [- IOg(ZVEv exp(f(u)- f(v))+ ZHeAttributionListu f(6)- T (u)l,
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8 end for
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10 for iter=1 to attributionEntityListNum:

11  foruing.V:

12 attributionEntityList=RandomWalk(g,u,attributionEntityListLen) /*F& ML I 7E ™ A Wi V5 SZ 4k 5 51/
13 attributionEntityLists.append(attributionEntityList)

14 end for

15 end for

16 f=StochasticGradientDescent(attributionEntityLists,dim,winSize)

17 nodesVectors={}

18 forving.V:

19  nodesVectors[v.value]=f(v)

20 end for

21 return g, nodesVectors

3.2 ETFSVMAOESBMME T EFIEEA(SVM-CADA)

WX 88 oy F A B 3 A2 0 FE mT adE— 2D A k S ia) i, R 4 i S Cyber Incident, 54K
#5: A(f(Cyber Incident))—y, ye(Attacker,,Attacker,, ..., Attacker,), Attacker;(F 7, 1<i<K)E R CHB T #. SVM
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Sr R FEA B MG — A SR I R S T, 8 RSP IR B o, SVM @I 51 NS5 i XU
s/AMERE I B R BURAE, TR AR ZR P I ) B A R T 4 0 1), 1S SVM TEAR B IRAEAS . JEZR
PR AP R, B SVM Jp a2 K, T X 2 EN T k 4> SVM
YRR K 4y KRR, AR SCBRE T AN 2 B R T SVM 4328 28 1) W 2% B0y 35 4 e 50925, FIH GECEFA
SRR V58 Do) 2% A o <A % g 52 90 8 e AR RO R AIE 1) B, SRS A P sE el SR (R AE ) B2 ) SVML 4
K, LAY M 2 ok A 5N Bt B B 0 KR RS, fiJa 1 2% 20 58 B 73 38 & B 3l 40 5 BRI 2% B0
dr I Bt

HiE 2 A 2 ATWMAE 1(GECEFA %), ¥ ML K 4 incident F O 4& MU Bk 21 V5 H 4
(incidentinfo)fli A\ CLA 9 48 BUat AR 50 2R 18T g, 4 B0 20 A0 ot <4 9 0 S AR RO RFAIE 17 B, A7 N i
nodesVectors; %5 3—13 47 M &l g 48 - W 2% W o & 51 3% attackerList, KBSy & k&m0 G 52 X 2% B s 44 %)
% historyIncidentList; 5 14—16 17 M I 45 X S 8 I 5244 (%) 4R A 1] £ 5 Bt nodesVectors H H2 BT 58 I 45 I 7
AR RIUFAE B R, TR historyIncidentVectorList /; %5 17-19 17145 SVM 73R 8 #E R DU 3 X 4% T o
BRI AAAE VG AERFAE, JRH 2 20 45 A T2 48 W 2% 2 S incident 2G5 attacker. 15509 ) I H) 52 2%
JEh O(IVP), Hor, VIR W4 Beats 0 1555 R B g v a5 4

BE 2. JET SVM 4328 35 10 W 4 Bt # 4 5 S5 (SVM-CADA,).

W OAMBEE SRR RE g MZBEEME incident; W25 B SEAHESME incidentinfo; it
FRE A B dim; AT S 0BEEE attributionEntityListNum; #8542 K ¥ attributionEntityListLen; %
K7y winSize;

i Mo B 4H 21 attacker.

1 svm-cada(g,incident,incidentinfo,dim,attributionEntityListNum,attributionEntityListLen,winSize):

2 g, nodesVectors=gecefa(g,incident,incidentinfo)

3 forving.V:

if v.type=="Cyber Incident”:
CyberAttributionEntity: =getNeighborhoodNodes(v)

if u.type=="Attacker”:
historylIncidentList.append(v.value)

4
5
6 for uin CyberAttributionEntity,. :
7
8
9 attackerList.append(u.value)

10 end if
11 end for
12 endif

13 end for

14 for inc in historylIncidentList:

15 historyIncidentVectorList.append(nodesVectors[inc])

16 end for

17 svmModel=svmModelTrain(historylncidentVectorList,attackerList)
18 attacker= svmModel.predict(nodesVectors[incident.name])

19 return attacker

4 BEBIRSEEIIE

4.1 SLIIHEILIT
R T B UE T IR R () 9 2% Tk R 7 ik i w AT MR R, A ekt T Mk AU se e i 5, N MITRE.
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FireEye F1 Twitter 55 %4 U | FH 3= 44 T€ R 48 W 26 M ifi 35 (attacker) . Buili 77 (means). it T B (tools). [
5 2% B 254 (cyber incident) . HiZEBUS S (Geolncident) %45 . FF 40 & 5 BT R i SEEG 4 $hFR 8, Horh,
e Areal. Area2 fil Area3 For 3 NASFEIIHTE X 45: Areal [X 1845 M i # Attackerl. Attacker2; Area2 [X
545 Bty B AR Targetl; Area3 [X 4545 i H b Target2;
o IPLATIP2 £AET 3 X C2(command and control) R 55 %%, 0% 1 fffzs, LIl dL 7Y (i iy S5 e oy
&, Horr, Attackerd ARRAE I T4 4 IS A A H Y AR B0t i) APT28, Attacker2 AR IE T4
IS 440 3 sk YR TR R R MU 1Y) Lazarus.

vy

Switch2
5

Email BRS5E%
Targetl

DBAR 553§
Target2

Attackerl

Attacker2

KI5 Bt PRSI0 k0 46 4 41 18

E s B KN Y

Pe | BakRE Wi Jy A TR Bk HAr | W@ | MAES | BEESibL
FIF Spearphishing Attachment J7 73R H #5
1 Attackerl | FR%4t, HFIHE T F HIRF(CVE-2017-2063) | Targetl Area2 Languagel | Spying
AT ) T EL (Seduploader) 52 iti 4 il
FIH Spearphishing Attachment 77 #83l H 45
2 Attacker2 | F&, JFFRIHIIET P SR (CVE-2010-2883) | Target2 Area3 Languagel | Financial
AP il ) T L (Asruex) S i B iy

4.2 MEBEEHFHERERMEE

Attackerl FI Attacker2 43 B4t %t Xty H A% Targetl A Target2 At Moy, XA 48 27 S04 5l i 44
Cyber Incidentl A1 Cyber Incident2, X %4 it tn& 6(a) 1 & 6(0) AR,

Adob
Attackerl IP1 Targetl Word Attacker2 1P2 Target2 ng ¢
. I I 1 1 i
1) Login | 2) Spearp hishing | : 1) Login | |
Attachment | | EE—— |
——— ) 12) Spearp hishing
|

it ) Attachment | .
3) Exploit lﬂﬂ 3) Exploit

|
| CVE-2017-2063 | CVE-2010-2883

! |
! | |
| |
! | |
[ | | [
[ | 1 |
: | | | |
i : — : : I Vulnerability |
| | 4) Seduploader | : | | —
| | Download | Seduploader ) | | 4)Astuex | |
: : Backdoor : | | | Download | Asruex |
| | H : : : Ransomware : :
I | | | | I
| | X-Agent | | | 1 1 1
: I 5) X-Agent Send ! | ! ' wannacry ! !
| : sensitive ! ! ! ! !
| | information to IP1; : : : : :
—
! ! ! ! ! ! ! !
(a) Cyber Incidentl (b) Cyber Incident2

K 6 Cyber Incidentl F1 Cyber Incident2 4 i
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H Ak, Attackerl FIH 1P1 C2 ik 45 %% & 2% 2 iR, Targetd 47 9 fa MR £ B 44 fiuk & 2% T Microsoft Word
% H I (CVE-2017-2063) 92 Bl ) 3% 2 /L% Seduploader #44T, Seduploader M IP1 R4 2% F# 51T L A
X-Agent, 3l X-Agent ¥ Targetl 1 (RS B R IEZE IP1 HEF H; Attacker2 FIF IP2 C2 iR 45 8% Kk ik 4y fi
MB#F, Target2 $7 44 f B4 B £ fih % 3% T Adobe Pdf il (CVE-2010-2883) 2 Hi (1) % = AR i3 Asruex, Asruex M
IP2 Ji 45 %% 1 N 280 R 93 8 WannaCry Jf 347

R 45 X 2% 75 5 FE 14 (Cyber Incident 1 F1 Cyber Incident 2)t 4> 142 BUH B ¥ #8 I 77 ¥ (Spearphishing
Attachment). X H % (Targetl fl Target2). Miifi T (Seduploader. Asruex. X-Agent Fl WannaCry). X H
i (Steal Sensitive Information A Ransom). | f {5 £ (CVE-2017-2063 f1 CVE-2010-2883)%5 Wi Lk %25 2.,
gtk 1 h Attackerl Jt Attacker2 {1 B # BUUME R, 4 T D) 28 Br ks 40 WU A A i A7 A 42 B S AR S A4 06 5
TE RN & 7 s R o & .

Attackerl Attacker2

CVE-2020-
XXXX
Adobe Pdf

Languagel
Microsoft
Word

Targetl

Steal Sensitive
Information

Spearphishing
Attachment

Seduploader CVE-2017- Cyber
2063 Incident2 Ransome
7 U VR S O R

N BAEAR SCEE VRS AE SR BURE 77, FRAT R Sk WX 48 T 4 5 0 4% o = T 1) B4 SR I 5% 2R N Bk (T
7 e IRER PR, SR BE T RN 1) 4 B0y S 1 B AR AR R BRI AR I 4% T SR R Tk A I
AN IR SRR AE B B (IR 2 Frow, b, GECEFA E L O M A S BUIKE SCEk[19] % E N dim=20,
attributionEntityListNum=10, attributionEntityListLen=80, winSize=10), ¥ iiF H: /& 75 A% K B 1k 5 Wi
I ) B A SR B R &R

Asruex

Cyber
Incidentl

F 2 Cyber Incidentl #flJ8 S PR KFAE ) & 7R 1

0 2% Bt S50 395 SE A R AE )

[0.31503633 —0.2292631 —0.16837947 0.30400065 —0.2730783 —0.094090745

0.19904819 0.19169393 ... 0.08717842 —0.2229294 0.049735274 —0.1393603]

Spying [0.31179816 —0.21796714 —0.15583366 0.28965893 —0.30278617 —0.11816654

0.24400358 —0.073624246 ... —0.23395094 0.01215893 —0.10738527]

[0.2812579 -0.35807425 —0.12953421 0.27463776 —0.32449752

—0.13647129 0.35081187 0.21411277 ... 0.07754889 —0.45965984]

[0.2856931 -0.3336967 —0.14781223 0.28763297 —0.38636363

-0.17443292 0.41205558 0.281206 ... 0.06979721 —0.31511995]
[0.33217767 —0.2864591 —0.17007424 0.33301264 —0.37664014

—0.17568526 0.33176097 0.21295169 ... 0.065267056 —0.45379722]

Cyber Incidentl

Area2

Seduploader

CVE-2017-2063

TSI SRR AR 17 B 5 My 3 (R BR BRAR G R B (Cov TRt 7 22, olmbnifE )
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pyy = SVXY) )
OxOy
T AR AE 1) 85 Bk 35 R 1) 2 8 A O¢ R 4(dCov R EE B 1 7 22, dVar RonEE B 7 75):
dCor(X,Y) __ dCov(X.Y) @)
JdVar(X)dvar(Y)

A 2 Q) A2 2(2) 43 30 3 B i B AR AE ) B 5 B0k A I A TR R 4 FE AR OGP (LR 3), 7T LAE e
Cyber Incidentl 15 Attackerl f X5 L Mok B AR X2k Moy LR ) H IR 16 Je 2R AR AH ¢ R 5095 1l 9 0.996.
0.963. 0.962. 0.984, ¥J#=T Cyber Incidentl 5 Attacker2 [¥) 57 /R £ AH ¢ % %4 0.762. 0.582, 0.585. 0.672; Cyber
Incidentl & Attackerl M B AHL By B bs X8, Yoz TH . FI) A IR R i8R B A0 5¢ R 50451 4 0.989. 0.925.
0.926. 0.966, T Cyber Incidentl &5 Attacker2 ¥ #F 2§ #H2C R4 0.497. 0.299. 0.304. 0.391. [F]#H, Cyber
Incident2 5 Attacker2 B NHL. B HAR X380, Boaks TR FI AT 1 AE 5 R 203415 T Cyber Incident2
5 Attackerl 15T AH < R 5.

R 3 ML I F AR AL A B SO A R R S R A

Attackerl Attacker2
MRMERY | MGSEFEMA | Bk | B | Bk | A | BeE | BEs | BaE | FIA
P | X3 | TR | JERE | il | X | TA | FFE
IR 7% Cyber Incidentl | 0.996 | 0.963 | 0.962 | 0.984 | 0.889 | 0.540 | 0.764 | 0.602
HK R E Cyber Incident2 | 0.762 | 0.582 | 0.585 | 0.672 | 0.971 | 0.946 | 0.996 | 0.968
friE Cyber Incidentl | 0.989 | 0.925 | 0.926 | 0.966 | 0.707 | 0.284 | 0.502 | 0.317
% R EL Cyber Incident2 | 0.497 | 0.299 | 0.304 | 0.391 | 0.922 | 0.909 | 0.990 | 0.935

B RS aG g8 Ry LIAG H, 56T BN B X 48 SOk S5 44 E SRR AE 3R IRV R 0 45 4 X 45 Moo 1 5 I 4
Wt H R EL. Brds H AR X Bk TR R IR IR SR T 1 208 &,

T BRIE P 28 Uk A R A A B S R BUR R BE D, B R Areal Al Area2 [HJA7TEHLZKBUA
MR AR A P 2% B0k A TR AN A S B R AT S Ak, 7E Areal R Area2 [A] HE ILHN X BUA MR OC R (W1 7
LR B L TR), a5 R STl R T RN 1 W 45 2 SR B SRR SR BRI AR A 4%
Yo S0 B B 1 A SR SRR AE r &, IR A SR AR 2) T 5 4 ot AR S B A X A 5 1 (L
F4). BHE 3IMEX 4 JLIEH: EME THGEBIAM R RS, Cyber Incidentl 5 Area2 F % /R FRAHIE R AL
0.985 /& T K& [E M L BUA PR 9<% R I R R AR A 2% & 8 0.963, T Cyber Incidentl 5 Area3 [f) 7 /R & A R HL
0.435 ik T K% B MG BUA M9 2 R K RFRAN S R 50 0.540; BEBSHASS R B2R0L, AR H B T AR 2 A0 384 im0 sk
/b, B Cyber Incident2 (X ifi 3 1)@ T Areal X1, KI5 Area2 [WAHICEE HIL/AME BRI, LA LIS H,
AR SCHR 1 I 248 Bk SR R AR A S R TR Al Hh B Ok R AR I K BUR BR & X R TR — 2 3.

F 4 WEBGEFAFHE M ES H A XA R BRI 45 R

NIESEES o & T s Area2 Area3
- vz Cyber Incidentl 0.985 0.435
BORBHIRAE | Clper incident2 0.627 0.993
S S 25 Cyber Incidentl 0.939 0.211

B A AR A Cyber Incident2 0.388 0.988

43 APTIHEEH IR #rsLie

N TR B IR AR ST A R s, BATE LR 2019 F BRI RE R RETRZ W
APT32(ifF341E) . APT37(Group123)F175 7k (MuddyWater)ix 3 A~ Bz 2 2 Uiy s ol 155 #0048 3 sk 0o S0 (R
% 5); REAETREMBIREIITY &, ¥& B35 H X 77 1% (means) . B T H (tools). #1452l &
it (10C) 5542 R85 03 5 & AN Bt AT 7028, A 28 SR b 4 R 0 5 A W BE B AL s v« s T AN
filh v i A AL S T R, 5OAMBE Bis. BESNIER KIS S, 4SO B 34448 F H )
BB B B, ot 73 380 0 S 58 B T RS A0 e o T 1 o3 A 4 I LR 5.



WAk 1 AR T BALR 6 W 4R R O

RE5 LI AR

Kot kB | S Lk Y B il M BUA
TR | SR | G | TAGN) | BN | )
APT32 7 21 55 12 39 5
APT37 5 15 27 11 50 3
MuddyWater 3 9 31 3 167 0
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X FORHR AR, AR SO S P X 48 Uk A R AR (A R AT RO b G, TR ) 4 T R O R T (B
Kl 8 FraR), M T Neodj EIEEH e, FFH 25T B RN I P 2% B0t S0 B SRR SE B2 (GECEFA, Hik
1), TEE]8 Fram 1 ) 4% ks W15 ¢ 5 &1 o BEATL Ui A AR BN 38 6 BT 1) W 2% 22 A SEAR T 41, 33807 AR B A B3 e
PEERFAE IR R (R 7 20 7 Herp APT37 X L HRFHE [ s ], b, GECEFA SLikAZ Lo NS UK 45 SCRR[19]
BEE A dim=128, attributionEntityListNum=10, attributionEntityListLen=80, winSize=10).

SR FE T A8 U IE =R 43 54 S ¢ 1) B ML (support vector machines, SVM). k 4% (k-nearest neighbor,
KNN). #5544 (decision tree)iX 3 Fii/r 2K 3s#E4T Wi & O HIE, FHRIEAER R, KR, HExPE] F1
53 K 1 ROC il 25 PV f bR VP BT, F5 40 45 SR e 8 MBI 9 Foms, o, SVM 2 2K 38 IVERf %34 5 1 0.952,
ROC HfiZk =+ AUC(area under curve){fik ] 0.995, T SCHR[17] 9 $& H 7 1.

=
=

K8 4 Tk i ok & B ol

e I ke R NS I ARl
7 I 4 22 4 SEAR T 4]
1 [‘cloud.360cn.info’, ‘APT32’, ‘Process Discovery’, ‘Process Discovery’, ‘NavRAT’,
‘Command-Line Interface’, ‘Denis’, ‘Scripting’, ‘POWERSTATS’, ...]
2 [*Scripting’, ‘Cobalt Strike’, “Indicator Removal from Tools’, ‘Indicator Removal from Tools’,
‘Cobalt Strike’, “Windows Remote Management’, ‘APT32’, ‘Vietnam’, ‘Vietnam banking incident’, ...]
3 [‘ourkekwiciver.comdieordaunt.comstraliaenollma.xyz’, ‘APT32’, “‘Exfiltration Over Command
and Control Channel’, “APT37’, “Exploitation for Client Execution’, ‘APT32’, ...]
4 [*Standard Application Layer Protocol’, ‘APT37’, ‘Process Discovery’,
‘POORAIM’, ‘Web Service’, ‘DOGCALL’, ‘Audio Capture’, ...]
5 [‘66.85.157.86", ‘APT37’, ‘Audio Capture’, ‘DOGCALL’, ‘Obfuscated Files
or Information’, ‘OSX_OCEANLOTUS.D’, ‘File Deletion’, ‘Denis’, ...]
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R T APT37 Jj s B FHAFRAE 17 & 7 1

P 2% g i S0 395 Sk A RFAE )

[0.1818611 0.054629683 0.09002642 0.25070268 0.13314888
0.1568169 —0.17999335 0.2616101 —0.15407752 ...]
[0.1649639 0.2126497 0.0017947868 0.3686488 —0.21032447
—0.076248884 —0.10456581 0.20869191 —0.20489159 ...]
[0.3007822 0.00673637 —0.13540925 0.2864082 —0.23925436
—0.033850934 —0.079270884 0.23141465 —0.026851924 ...]
[0.16604747 —0.14231886 0.17420572 0.25907087 —0.16201456
0.1430352 0.061189238 0.3693804 0.0027026148 ...]
[0.1305695 0.22911757 —0.16194338 0.23060691 —0.36658522
0.023613885 0.087287396 0.2805204 —0.31468526 ...]

Cyber Incidentl

Cyber Incident2

Cyber Incident3

Cyber Incident4

Cyber Incident5

HIBE AT PAFE s AR SCHR A B30 mT B Sl S I 0 24 Tl S O SR IR AL, TS 0 R T MUt AR I 2 4k G
BRAGE, Eid SVM 73 28 88 SCBLET X 190 2% o i B HUE, M T I 21 Bt iU ) H A,

®8 BUhHIZM AR

WE 7 % S R KR BREE F1HH
SVM 0.952 0.961 0.941 0.949
ATk KNN 0.857 0.857 0.836 0.845
Decision tree 0.523 0.488 0.467 0.470
N Random forest 0.88 0.92 0.89 0.89
SCHRR[LT] DLNN 0.94 0.90 0.89 0.89
1 B e T -
094
0.8 4,
Bo74
& :
o 0.6
> :
£ 0.5
1] H
& 0.4
g
X EEH
021 - SVN's AUC=0.995
0 KNN' s AUC=0. 928
Decision Tree's AUC=0. 643
0.0 45 : 5 ¢ ! % " ' : !
00 01 02 03 04 05 06 07 0B 09 1.0

False Positive Rate

9 SVM. KNN. Decision Tree [l ROC %
5 ¢ i

AR ST 24 i 190 2% 0t PR A BE MO T M B SR R, S 17—l e T JRAE TR A X 2% T ks 9 5
T BENLI 2% Sy AR IR A AR, Rl T B 2R A S O I A, TR AR 2% e SR R O R
A FH 2 T BE AL B B RN B0, MG 0% 2% [ v B S 3R R 48 Tty 0 (0 R IBCRFAIE, B Al 0 46 Ty A
E D&, SINHLES % 2] 70 K4, B I X 2 oty 3 B4z 4 20 A, KT M S 0F 5 0l 8 2 i JE R &R,
17 S0 2 et PR, AR SCOIRE SEBR ) APT Mrr 2 Z3VHs, i 1 I R Bl AN S IR PR35, 6P AR SCHR H AR 4
R ARG AE R SR AN Bt 2 P S SR I AT I S Rk HEAT T IRAIE.

Ja BRI TAR RS 30 AR A X 2 MU B 2% AN B BURK R s 100 288 XAt 2 23 5 5 I T) R B R AR R o T
B R AR R 2R IS T MOl & A B RO AT TR PR A 25 8, PR RO R SR A B SIN LSTM 45
RE 0% S FUACA P DR 2 R 8] 426 PR 3R A B0, DAt — 2B AR AL A T,
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